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Commission and the state minister for administrative reform. What is 
happening now can be taken as if the DPJ, the no. 1 opposition 
party, is helping out the Abe cabinet by fielding joint candidates 

or losing an election by default. 


Some DPJ members have voiced their real opinions, including that it 
would be disgraceful if they forced themselves to field candidates 
and their candidates were defeated and that they want to remain as a 
ruling party in prefectural governments, by fielding candidates 

jointly with the LDP, if possible. 


In the Fukushima gubernatorial election last November a candidate 
who ran on the DPu\'s ticket for the first time defeated a candidate 
officially endorsed by the LDP and the New Komeito. Though the DPJ 
was defeated in the Okinawa gubernatorial election, it fought the 
election with a candidate jointly endorsed by opposition parties. 

Such results do not appear to be valid in districts where the DPJ\'s 
footing is weak. 


However, since the DPJ proclaims that it will aim at taking the 

reins of government, emerging from a permanent opposition, it should 
offer another option different from that offered by the LDP in each 
election. If it cannot do that, it should not be able to solidify 

its footing. Its stance of avoiding confrontation in gubernatorial 
elections is not challenging at all. 


The DPJ has placed a ban on fielding joint candidates with the LDP. 
So far so good. However, it appears that Ozawa is recently devoting 
much of his attention to finding candidates for the Upper House 
election and snatching block votes from the LDP. 


We want Ozawa to reconfirm the reasons why fielding joint candidates 
is not good for elections for heads of local governments. The party 
convention to be held in the middle of this month should provide the 
best opportunity for that. 


The Tokyo gubernatorial election to be held in April is noteworthy 
of attention as a touchstone. 


For the first time, the LDP intends to support Shintaro Ishihara, 

who will aim for a third term. How is the DPJ going to deal with 
issues confronting the Ishihara administration, including his 

luxurious overseas trips and his spending of public money for his 
fourth son? If the DPJ cannot wage a contest on such an occasion, it 
will lose its reason for existing. 


(2) Interview with DPJ Secretary General Yukio Hatoyama about the 
election year: Unity of the party would unravel if the party is 
defeated 


NIHON KEIZAI (Page 2) (Full) 
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-- What do you think the Upper House election implies for your 
party, the Democratic Party of Japan (DPJ or Minshuto)? 


Hatoyama: \"It is a survival game. I've braced myself for the 
election, having this acute awareness that losing this game would 
mean the party might cease to exist. By putting the toughest person 
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conceivable in the top post, our party has now been able to bring 
unity of the party for the first time. Our minimum goal is to force 
the ruling parties to lose their majority, even by a margin of one 
seat. 


\"In order to bring about a dissolution of the Lower House for a snap 
general election, | think, there is no choice but to win the Upper 
House election. If we fail, our party will lose its unity. This 

election in this sense will be a major political showdown.\" 


-- In order to force the ruling bloc to lose its majority, the 
opposition parties need to grab a total of at least 18 seats, in 
addition to the seats they have before the election. 


\"If we have a similar battle as we had in the previous Upper House 
election in 2004, it will be sufficient for our party-authorized 
candidates to win nine seats in the 29 single-seat constituencies, 
but our party President Ichiro Ozawa has set the goal of winning 15 
seats.\" 


-- The single-seat constituencies are located mainly in rural areas 
where the Minshuto is less popular. 


\"Prime Minister Shinzo Abe intends to inherit former Prime Minister 
Junichiro Koizumi\'s line of forsaking the rural areas. Our party, 
however, attaches importance to agriculture, forestry, and 

fisheries, and we have suggested introducing an individual 
income-security system for them. Ruling Liberal Democratic Party 
(LDP) Secretary General Nakagawa criticizes that system as 
pork-barrel politics. Supposedly, he fears our party\'s approach." 


-- In proportional representation blocs, the Minshuto plans to put 
up candidates chosen from organizations that previously supported 
the LDP. 


\"This will have an impact on the LDP. It would make voters feel 

relieved that our party\'s policy is not necessarily wide apart from 
the LDP\'s. | think it important to offer an option to those who are 
unsatisfied with the current state of the LDP, which appears to be 
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on the verge of being swallowed by the junior ruling coalition 
partner New Komeito.\" 


-- Do you have any concern that the policy differences between your 
party and the ruling parties will become blurred? 


\"That\'s is an important point. President Ozawa has suggested working 
together with other opposition parties, even the Japanese Communist 
Party (JCP), but the view shared by a number of junior lawmakers in 
our party is that the Social Democratic Party (SDP) will be a 

borderline party the Minshuto can get along with. Given that, it\'s 
impossible to get along with the JCP. This point must be kept in 

mind; otherwise a serious mistake will be made. | take it 

seriously. 


\"Our president emphasizes a bright side of joining hands (with the 
SDP and the JCP), but we must properly assess a negative effect of 
doing so in order to avoid trouble. | support offering as much 
cooperation as possible to the SDP and the People\'s New Party, but 
it\'s no good if our party is seen as easily making concessions in 
policy debates.\" 


-- It appears how you will face the ruling bloc in the ordinary Diet 
session will significantly affect the election. 
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\"We will seek to examine the problem involving former State Minister 
in Charge of Administrative Reform Genichiro Sata, who resigned from 
his post just recently, even though the Diet is in recess. This 

problem will be high on agenda even in the ordinary Diet session. We 
will pursue the prime minister\'s responsibility for his appointment, 

as well as his accountability. If that is not sufficient, we will 

seek to Summon someone as a sworn witness. 


\"Our focus in policy debate will be on how to remove social 
disparities. We will come up with counterproposals for, for 
instance, labor legislation and reform of the pension programs.\" 


-- Do you think there is any possibility that double elections (for 
both the houses of the Diet) will occur? 


\"Such a possibility is slim, though our party by July will determine 
all candidates to run in the next Lower House election. The prime 
minister cannot go that far.\" 


(3) Japan, US to review Korean Peninsula contingency concept plan; 
Shift from armchair theory to effectiveness 
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YOMIURI (Page 3) (Abridged slightly) 
January 5, 2007 


Tokyo and Washington have begun drawing up a specific plan for 
evacuating Japanese and American civilians from South Korea in time 
of a contingency on the Korean Peninsula. Along with a revision of 
Concept Plan 5055, the two countries\' effort to map out effective 
plans to deal with a contingency on the peninsula has now been set 

in motion. Concept Plan 5055 has been regarded as a plan filled with 
loopholes due to the lack of involvement of relevant government 
agencies. There is a possibility, however, that Japan-US talks and 
coordination with concerned government agencies and local 
governments will run into difficulties. 


Progress 


On Dec. 4, 2006, senior defense officials from Japan and the United 
States met in Tokyo. In the session, the Defense Agency reported: 
\"Concerned ministries and agencies held a meeting in late November 
at the Prime Minister's Official Residence (Kantei) for revising 

Concept Plan 5055.\" This elicited praise from US Deputy Defense 
Under Secretary Richard Lawless who said: \"That\'s great progress. We 
would like to see further progress in our meeting next year.\" 


Plan 5055, which was drawn up by the Defense Agency Joint Staff 
Council (currently the Joint Staff Office) and US Forces Japan, is 
linked to US-ROK Joint Operational Plan 5027 envisioning the North\'s 
advance to the South and Plan 5029 envisaging a collapse and 
destabilization of North Korea by a coup dVetat or other factors. 


As JapanWs assistance to the US, Plan 5055 lists, among other items, 
allowing US aircraft and vessels transporting supplies to the Korean 
Peninsula to use private airports and seaports in Japan and 

providing medical treatment to wounded US servicemen. 


But the plan is impractical because key players, such as the Land 
and Transport Ministry and the Health and Welfare Ministry, were not 
involved in the process of producing it. The plan, which is devoid 

of specificity about which airports and seaports to use and the 

types and quantities of supplies to be transported, is nothing more 
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than a pipe dream. 
Kickoff 
A Japan-US director general-level meeting held in September 2006 


reached an agreement to finish revising the plan in about a year. In 
the wake of North Korea\'s missile launches in July, the two 
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countries decided to speedily finish up work that used to take two 
years, according to a government source. The plan to revise 5055 
gathered further momentum with North Korea\'s nuclear test in 
October. 


Allowing the US military to use airports and seaports in Japan ona 
priority basis is a key factor in revising the plan. \"In the event 

of a contingency on the Korean Peninsula, Japan would have to serve 
as a supply base for the US military from a geopolitical 

perspective,\" a Foreign Ministry official explained. 


In principle, fighters and bombers would use US military bases in 
Japan and Self-Defense Force bases, and US-chartered civilian planes 
and vessels for transporting supplies would use commercial airports 
and seaports. 


Late last year, the government received a US list of some 30 
specific airports and seaports in Japan for use by the US military, 
while citing the need to confirm their unloading, refueling, and 
storing capability, plus firefighting and guard systems and parking 
spaces. 


Based on the introduction of a missile defense (MD) system in Japan 
and the US, a revised plan would specify ways to deal with a 
\"compound contingency\" involving a missile attack on Japan and a 
terrorist attack by North Korean agents in the country. 


Tough challenge 


The work\'s toughest challenge would be making arrangements with the 
US, concerned government offices, and local governments. 


Putting high priority on facilities, the US is hoping to use major 
Japanese airports, such as Narita, Haneda, Kansai, New Chitose, and 
Fukuoka airports. Major airports are also in high demand by civilian 
planes. The government intends to secure parts of large airports for 
civilian use by utilizing mid-size airports with low operating 

rates. 


The public facilities usage law enacted in 2004 allows the 
government to forcibly use airports and seaports in time of a 
contingency in the country. But in time of a contingency in areas 
surrounding Japan, the government is allowed only to request their 
use. Airport and seaport administrators might reject requests for 
use by the US military. 


Additionally, small and mid-sized facilities in local areas have 
only a few customs, immigration, and quarantine officials. The 
Finance Ministry, the Justice Ministry, and the Agriculture, 
Forestry, and Fisheries Ministry will study a support system and 
other factors for smooth procedures. 
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Maintaining confidentiality will also be a challenge. 


Designating the plan\'s contents as defense secret under the 
Self-Defense Forces (SDF) Law Article 96-2, the Defense Agency has 
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imposed strict security obligations on officials in charge and SDF 
personnel. Violators face up to five years in prison, which is 
heavier than up to one year in prison for leaking secrets under the 
National Civil Service Law. 


A senior Foreign Ministry official ascribed the delay in fleshing 

out the plan to growing difficulty to keep secrets with an increase 

in the number of persons concerned. The government plans to punish 
government officials who leak secrets as severely as SDF personnel. 


A need will also arise to discuss in advance with local governments, 
private medical institutions, and transport companies such factors 
as the number of hospital beds available for wounded or sick troops, 
how much water and food can be procured and how they should be 
transported as part of Japan\'s logistical support for the US 

military. 


Plan for evacuating Japanese nationals from South Korea 


Drawing up a plan for evacuating Japanese nationals from South Korea 
has been an issue over the last 10 years since the Guidelines for 
Japan-US Defense Cooperation were formulated in September 1997. In 
evacuating Japanese nationals, use of US military aircraft and 

vessels will be essential. The US will also need Japan\'s cooperation 

as a temporary refuge for Americans evacuated form South Korea. 
Japan and the US are in a relationship of mutual complementation. 


Japan-US talks have been suspended since 2003. There has been a 
large gap between US requests for using Japan\'s airports and 
seaports and medical assistance and the contents of Japan\'s 
cooperation, according to a Foreign Ministry source. 


Bilateral talks reopened last December largely because Tokyo has 
established a government-wide system to tackle the challenge of 
revising Plan 5055. 


Coordination with South Korea will be indispensable in evacuating 
Japanese citizens, an issue which has been left unaddressed. Many 
observers think that holding talks with South Korea on a possible 
contingency on the Korean Peninsula would be difficult as long as 
President Roh Moo Hyun, who maintains a reconciliatory North Korea 
policy, remains in office. 
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(4) The light and darkness of Japan-US alliance unification (Part 1) 
-- Front line of JapanWs defense: Eyes of Commander of US Forces 
Japan, Lt. Gen. Bruce Wright are cast on North Korea 


NIHON KEIZAI (Page 6) (Abridged) 
Eve., January 4, 2007 


It happened just before dawn on July 5, 2006. Seven flashes of light 
raced across the Sea of Japan, just at the time when all across the 
United States, people were celebrating Independence Day. The lights 
were ballistic missiles launched by North Korea\'s Kim Jong Il 

regime. 


The ballistic missiles were pointed south in waters off the coast of 
Russia. Two \"eyes\" were quietly shining in the sea to the north: the 
flagship Blue Ridge of the US Seventh Fleet and the Navy carrier 
Kitty Hawk. The Blue Ridge had entered the port of Vladivostok, 
located in Russia\'s Far East, nominally for \"confidence building.\" 
The Kitty Hawk had made a call after a six-year hiatus at the port 

of Otaru in Hokkaido. 
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Was it just coincidence that two Navy vessels regularly home-ported 
at Yokosuka in Kanagawa Prefecture happened to be deployed to the 
northern sea on the same day? Or was it deliberate? 


On this point, a Source connected to Japan-US military relations 
confided: \"Both the Blue Ridge and the Kitty Hawk were fully loaded 
with ammunition for strike use, so they should have been well 
prepared in case of an emergency.\" 


Two months earlier, at US Pacific Command (PACOM) in Hawaii, 
Commander of the US Forces Japan Lt. Gen. Bruce Wright met secretly 
with PACOM Commander Admiral William J. Fallon. Wright had already 
picked up signs of missile launches at two sites in North Korea, a 

launch testing sight on the Japan Sea and another one at the 

southeast part. 


WI would like USFJ and PACOM to closely coordinate,\" Wright 
proposed. Fallon immediately agreed. According to a source connected 
with Japan-US military relations, usually when the Blue Ridge, Kitty 
Hawk or other ship leaves the home port of Yokosuka, the vessel is 

not alone but is accompanied by a number of escort vessels, such as 
cruisers and submarines, deployed to the rear. There are many such 
cases. In other words, the two ships had sent a message to North 
Korea, \"In the event that anything unusual should happen toward 
Japan, it would not be taken lightly,\" as one Defense Agency source 
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put it. 


Three months after the missile launches, North Korea committed 
another outrage by an underground nuclear-weapons test. At that 
time, too, Wright from early morning took up his position at his 
office at the USFJ command at Yokota Air Base in Tokyo, swiftly 
issuing orders. 


With the North Korean crisis as the occasion, Wright last fall 
launched a Japan-US joint commanders\' meeting, in which for the 
first time since the bilateral alliance started, top brass from the 
Japan and US uniformed services met to exchange views. 


From the US side, starting with Wright, the top brass from the US 
Navy, Army, and Air Force in Japan attended. From the Japanese side, 
Admiral Takashi Saito, Chief of Staff, Joint Staff Office of Japan\'s 
Self-Defense Forces (SDF) attended along with the top brass of the 
ground, maritime and air defense forces. Wright said, \"| would like 

to hold this US-Japan joint commanders\' meeting at a twice-a-year 
pace." 


Wright, who has pushed ahead with the idea of \"institutionalizing\" 
the Japan-US alliance, has gone beyond his dual role of being the 
commander of the 5th Air Force and of the US forces in Japan. He is 
standing at the front line of the defense of Japan from a position 

of being the overall representative of the Pentagon in Japan. 


(Editorial staff writer Tsuyoshi Sunohara) 


(5) With application of Anti-monopoly Law in mind, FTC investigates 
dozens of companies, including leading general construction 
contractors, over low-priced bidding 


YOMIURI (Page 1) (Full) 
January 5, 2007 


Concerning a succession of extremely low-priced tenders for 
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government-sponsored public projects, it was learned that the Fair 
Trade Commission (FTC) has started investigations into dozens of 
companies, including leading general construction contractors, with 
the possibility of applying the Anti-Monopoly Law. The FTC spread 
the scope of the investigations to cover projects sponsored by 
prefectures and government ordinance and collected information on 
projects that were made the targets of its investigation into bids 
tendered at prices lower than standard levels that were worked out 
based on estimated prices. It intends to take such actions as 
retraction orders, an administrative punishment, against companies 
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that carried out unscrupulous dumping practices, such as barring 
access by many other competitors with contract prices below project 
costs. 


According to the Ministry of Land, Infrastructure and Transport 
(MLIT), among the projects it sponsored (excluding projects related 
to ports, harbors and airports), the number of those that became the 
targets of the investigation almost doubled in 2005 over the 
previous years level. Projects contracted at prices lower than 
standard prices are also found among projects sponsored by local 
governments. 


For this reason, the FTC late last year ordered dozens of companies, 
such as leading and mid-ranking general construction contractors, 
and major local construction companies that have influence on the 
market, to report on contracted prices and cost prices of projects 

for which they received orders from the state, prefectures and 
government ordinance cities. 


Generally speaking, contracted prices mean project costs added with 
general administrative costs, such as operating expenses. The FTC 
noted that it would determine whether the contracted prices infringe 
upon the Anti-monopoly Law or not, taking into account the number of 
competitors that were unable to win bids due to low-priced bidding. 

In doing so, one standard for reaching a judgment is whether 
contracted prices were below project costs or not. 


(6) Opinion column -- Disputed Northern Territories: Compromise 
proposal to Russia will simply have an opposite effect 


YOMIURI (Page 12) (Full) 
January 5, 2007 


Shigeki Hakamada, professor at Aoyama Gakuin University 


A half-century has passed since Japan and Russia normalized 
diplomatic relations with the signing a joint declaration. As the 

New Year starts, | would like to consider the problems that 
Japan-Russia relations face today, and also ponder what approach 
Japan should take. 


According to a Yomiuri Shimbun poll released on last Oct. 18, 85% or 
so of the Japanese people surveyed thought that the Northern 
Territories issue stood in the way of relations between Japan and 
Russia further developing, and 70% of the people had a bad 
impression of Russia. The results of the poll have made it clear 

that Japan and Russia need to resolve the controversial Northern 
Territories issue and sign a peace treaty in order to normalize and 
improve bilateral ties. Restoring national sovereignty that has been 
violated is a matter of national principle and dignity and should 

come first before improving relations. 
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In this regard, | can say Russia in recent years has increasingly 
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hardened its attitude toward the territorial issue. In fact, the 

view of refusing to return even two of the disputed four islands, 

let alone the four islands, is gaining momentum in Russia. The first 
move of Russia in this context came in the way of disregarding the 
Tokyo Declaration (issued in 1993) stating that the issue of the 
attribution of the four islands shall be discussed in bilateral 

talks. Russia also shifted its previous position so as to admit only 

the Japan-Soviet Union Declaration, in which the two countries 
agreed that the two islands -- Habomai and Shikotan -- would be 
handed over to Japan after the signing of a peace treaty. Moreover, 
Russia has emphasized that the term \"hand over" is not the same as 
the term \"return.\" President Putin, as well, made this ambiguous 
remark in a dialogue with domestic and foreign experts in last 
September: \"The Japan-Soviet Union Joint Declaration does not 
mention under what conditions the islands will be handed over.\" 
Combining all these things to such remarks by Russian officials as 
the four islands fall under Russia\'s sovereignty as a result of the 

war and that is recognized by international law, | think what Russia 
has in mind is clear. Russia has assumed a hard-line posture like 

this in tune with its policy of favoring the Great Powers, perhaps 
bolstered by the oil-money boom and against the backdrop of growing 
nationalism. Perhaps Japan\'s one-time approach of placing emphasis 
on the Japan-Soviet Union Joint Declaration would have helped such a 
Russia. 


| have concern about the current situation surrounding the two 
countries. | am talking about our country\'s foreign minister, 
politicians, and experts coming up with \"new proposals\" one after 
another in the hope that the territorial issue might be resolved 

while Putin is in office. For instance, during a meeting on Dec. 13 

of the Lower House Committee on Foreign Affairs, Foreign Minister 
Aso came out with the notion of dividing the Northern Territories in 
two in terms of acreage, adding that idea is his personal view. In 

the past, as well, the foreign minister mentioned the idea of the 
return of three islands or the concept of joint development of the 
disputed islands. Every time the foreign minister referred to those 
ideas, the Foreign Ministry denied it. In last October, the 

Democratic Party of Japan\'s (DPJ or Minshuto) Secretary General 
Hatoyama and his party members hosted a commemorative meeting 
marking the 50th anniversary of the signing of the Japan-Soviet 
Union Joint Declaration in Moscow. On that occasion, some Japanese 
politicians and experts offered a similar \"new proposal." 


| can understand their intention to somehow break the stalemate in 
the territorial issue, but they have made three fundamental 
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mistakes. First, Russia, seeing these moves of Japan, may conclude 
that its recent tough posture toward Japan was correct and may 
further toughen its posture toward Japan in order to press Tokyo to 
make even more concessions. Second, \"new proposals shown by the 
Japanese side, for instance, the partition proposal or the proposal 
for the return of three islands, are all over-optimistic in that 

they ignore Russia\'s intention, namely that Moscow has no intention 
at present to negotiate the territorial issue with Japan. Third, 

even though a political decision may be necessary eventually, it is 
stupid to show a bottom line in public before the start of 

negotiations. Price reduction will start from that point. 


What Japan should do now is to avoid hastily showing compromise 
proposals in succession. The start of negotiations on the issue of 
the sovereignty of the four islands was basically agreed on in the 
Tokyo Declaration. Japan should resolutely call for the start of the 
negotiations on that issue. How the issue will be finalized will be 
found in the process of the negotiations. The negotiations should be 
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held between officials concerned of the two countries who have built 
a trust relationship. A political decision, if any, will come after 

that. Doing all this seems difficult, but Japan should steel itself 

to address the issue under a far-sighted policy. 
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1. (U) Embassy welcomes and grants country clearance for 
the January 11-12, 2006 visit to Japan by S/P Director 

Stephen Krasner, Dr. William Inboden, and Mr. James Green. A 
notional schedule will follow separately. 


2. (U) Control Officer for the Tokyo portion of the visit 
will be Evan Reade. He can be reached at: 


Office phone: (81-3)3224-5325 

Home phone: (81-3)3224-6940 

Mobile phone: (81-90) 3591-0698 

Fax: (81-3)3224-5322 

E-mail: ReadeEG@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the 
following nights at: 


Hotel Okura 

2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 
Email: www.okura.com 


Confirmation numbers: 
11 January 2007 
Dr. Stephen Krasner - 623940 


Dr. William Inboden - 623942 


11-12 January 2007 
Mr. James B. Green - 623941 


4. (U) Embassy control officer will meet and assist Dr. 
Krasner and his party upon arrival at Haneda Airport. 


5. (U) Upon departure, embassy will provide transportation 
for Dr. Krasner and Dr. Inboden to Narita Airport on January 
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12. Mr. Green, departure on January 13, is advised to take 

the airport "limousine bus from the hotel directly to the 

Tokyo Narita Airport. The bus fare is 3,000 Yen. 

Reservations should be made through the hotel concierge a day 
in advance. The travel time from downtown Tokyo to the Tokyo 
Narita Airport is approximately 90 minutes, depending on 

traffic. 


Visa 


6. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


7. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 
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8. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 

Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
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personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


9. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


10. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


11. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 
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1. (SBU) Summary. Indonesia has reported no new human Al cases since 
November 12, leading to confident statements by Government of 
Indonesia (GOI) officials of success in containing Al in humans. 

Dr. Rodney Hoff of the Singapore-based Regional Emerging Diseases 
Intervention Center (REDI) paid his first visit to Indonesia 

December 18-20. The U.S. Animal and Plant Health Inspection Service 
(APHIS) arranged to ship poultry Al vaccination samples to the U.S. 

in order to analyze and assess the effectiveness of the vaccine. On 
December 15, the Ministry of Health (MOH) announced plans to build a 
BSL-3 research laboratory to focus on Al vaccination research. The 
United Nations Food and Agriculture Organization (FAO) is making 
strides to announce figures for the number of animal Al outbreaks in 
the informal and backyard poultry sectors. The Ministry of 

Agriculture has begun to organize monthly Al meetings as part of its 
efforts to deal with the disease. End Summary. 


GOI Declares Success Containing Al 


2. (SBU) After a six-week period with no new confirmed human Al 
cases, the GOI has begun to declare success in containing Al. 
Minister of Health Siti Fadilah Supari told the English-language 

daily The Jakarta Post on December 22 that there have been no new 
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human cases recently and that Al was now contained in both humans 
and animals. NAMRU-2 continues to receive specimens from suspected 
human Al infections, but all recent specimens have tested negative 

for Al. We continue to monitor the situation on human cases and are 
trying to determine why there have been no confirmed human Al cases 
since November 12. 


Visit by REDI Center\'s Dr. Rod Hoff 


3. (U) Dr. Rod Hoff from the Regional Emerging Diseases Intervention 
Center (REDI) in Singapore visited Indonesia December 18-20 to 
attend an Al symposium. He also meet with officials from the 

National Al Committee (KOMNAS). Hoff told the Mission\'s Al Working 
Group that he plans to return to Indonesia the week of January 13 

for further talks with Indonesian officials involved with Al. 


Vaccines Sent to the U.S. 


4. (U) Max Coates (APHIS) visited Jakarta the week of December 22. 
He briefed the AIWG and reported that as part of a concerted effort 
to assess the use of vaccination arrangements, he has collected 
samples for shipment to the South Eastern Poultry Research 
Laboratories. Scientists will then carry out tests on the vaccines 

to evaluate their effectiveness. The samples for the study are due 
for shipment after the holidays to avoid delays or damage to the 
materials. Researchers are making laboratory preparations to begin 
research promptly on receipt of the vaccines. Coates is due to 
return the third week of January to Jakarta as the APHIS/USDA 
representative. 


Laboratory for Avian Influenza Vaccine 


5. (U) The Ministry of Health has announced plans to build a BSL3 
research laboratory, part of its major objective is to develop an Al 
vaccine. In an interview with current affairs weekly magazine 
\'Tempo\' on December 15, Dr Erna Tresnaningsih, Director of Center 
for Research and Development for Bio-medicine and Pharmaceuticals 
said that construction of the laboratory is expected in 2007 and 

that the House of Representatives has approved a Rp 27 billion (US$ 
3 million) budget for the project. Our contact, Ondri Dwi Sampurno, 
Head of Program and Cooperation, National Institute of Health 
Research and Development (Balitbangkes) confirmed that this is the 
same proposed laboratory headed by Dr. Triano via Jason Rao\'s 
program. 


Food and Agriculture Organization (FAO) 
Statistics for Animal Outbreaks 
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6. (U) The FAO continues to gather data on animal outbreaks in the 
informal and backyard poultry production. The organization is now 
successfully sending animal Al samples to the international 
reference laboratory in Geelong, Australia for detailed analysis. 
However, there is still underreporting of Al outbreaks in districts 

with no Participatory Disease Surveillance (PDS). Those with active 
PDS report approximately two animal outbreaks per district per week. 
It is likely that Al is just as endemic areas without PDS. Animal 
surveillance and response teams are now active in 75 districts and 
PDS is expected to cover 159 districts by May 2007. 


Ministry Of Agriculture Starts Monthly Meetings on Al 


7. (U) Dr Anton Apriyanto, the Minister of Agriculture (MOA), has 
begun chairing monthly Al meetings. He is including key FAO staff 
in the meetings and has appointed the FAO Al Team leader, James 
McGrane, as his senior advisor for Al. 
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1. (SBU) SUMMARY. Dutch Finance Minister Gerrit Zalm is preparing 
to issue a no objection certificate in February that would remove 

one of the last hurdles for the NYSE/Euronext merger. His approval 
will contain provisions designed to discourage U.S. regulations like 
Sarbanes-Oxley from being applied to European firms listed on the 
combined exchange. END SUMMARY 


2. (U) In a letter sent to NYSE and Euronext prior to their 
shareholders\' meetings in December, Zalm indicated that he was 
\"minded\" to formally approve the merger. Legally based in the 
Netherlands, Euronext requires a license in the form of a 
\"declaration of no objection\" from the MOF to operate. Zalm\'s 
letter also said that this license will include further provisions 

to shield European companies from U.S. regulations applying across 
borders. 


3. (SBU) On Tuesday, Finance Ministry officials told Emboffs that 
only one major regulatory issue remained outstanding, that of U.S. 
sanctions against targeted countries (administered by Treasury\'s 
Office of Foreign Assets Control, OFAC). They expected this issue 
to be settled with OFAC soon, so that Zalm can give Euronext the 
required operating license in early February after the SEC completes 
its official filing procedure. 


4. (SBU) MOF officials went on to explain that the license will 

spell out conditions that will allow the Dutch Minister of Finance 

to revoke it as a last resort if future U.S. laws would apply to 
European companies. The procedures in case of spillover would start 
with the Dutch equivalent of the SEC asking for clarification and 
become steadily more firm. The stand-by structure involving a Dutch 
and a Delaware foundation (reftel) would be the second to last step 
in this process. Our Finance contacts described withdrawing the 
license as a \"nuclear optionW designed not to be used but to deter. 
They said the ministry has held extensive consultations with the key 
players about this, and noted that not applying Sarbanes-Oxley to 
Euronext was part of the business case for the merger. 


COMMENT 


5. (SBU) Negotiations to form a new coalition government started 
this week, and are expected to run until early March. Until a new 
government is formed, the current \"caretaker\" cabinet can continue 
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to implement policy decisions. Zalm, therefore, should be able to 
approve the merger before his successor takes office. 
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Classified By: AMBASSADOR PATRICIA M. HASLACH FOR REASONS 1.4 (B) AND ( 
D) 


1. (C) Summary: Following receipt of reftel, which outlines 
steps Embassy Vientiane should take if approached by a North 
Korean asylum seeker, DCM and Pol/Econ Chief met with 
Republic of Korea (ROK) Embassy Counsellor Miyon Lee. Ms. 
Lee provided updates on recent cases of North Korean asylum 
seekers in Laos as follows: 1) there is no news on three 

girls who are reportedly being detained in Laos, 2) the five 
people who were arrested and facing deportation to China are 
still in Laos, and 3) a total of ten people, including the 

two children reported in the press to have sought refuge in 
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the South Korean embassy, are all in Thailand now. Ms. Lee 
expects that more North Koreans will surface in Laos soon. 
She said that her embassy is able to handle the current 

volume of asylum seekers by dealing discreetly with private 
individuals who are assisting them but will face problems if 

the numbers increase. The Ambassador plans to follow up with 
a meeting with the ROK ambassador to enhance cooperation 
between the two embassies. 


2. (C) In a subsequent meeting, the Ambassador briefed 
newly-arrived UN Resrep Rana, the UNDP representative in 
Laos, on the recent North Korean cases as well as on a 

January 2005 incident in which a North Korean who had sought 
asylum at the U.S. Embassy was eventually allowed - 

on a one-time basis - by the Lao and Thai governments to 
depart Laos for Thailand where UNHCR met him and facilitiated 
his travel to Seoul with the ROK Embassy in Bangkok. Both 

the Ambassador and Ms. Rana agreed the new Thai government 
was less likely to offer such support. Ms. Rana, who serves 

as the UNHCR representative in Laos, is planning to meet with 
the UNHCR/Bangkok to discuss how the UN would handle a North 
Korean asylum case in Vientiane. At present she sees working 
discreetly with the ROK Embassy in Vientiane as the best 

option. End Summary. 


ROK Embassy Official Updates on Recent Cases 


3. (C) The DCM and P/E Chief met January 3 with ROK Embassy 
Counsellor Miyon Lee to discuss handling DPRK refugees. Ms. 
Lee complained at the outset about the burden placed on the 
small staff of the ROK Embassy because of DPRK refugees. She 
expects the flow of DPRK refugees to increase, noting that 

some \"activists\" had moved to Vientiane from Bangkok after 
having been expelled from Thailand. 


4. (C) Reviewing recent cases of North Korean asylum seekers 

in Laos, Ms. Lee said that a total of ten DPRK refugees, 

including two who had entered the ROK Embassy last month, had 
now made their way to Bangkok. There was no new information 
on the three teenagers who have been detained for an extended 
period, reportedly at Vientiane Municipality headquarters. 

The five who have been formally arrested remain \"on hold;\" 

she added it remains unclear whether the five in this group 

are really North Koreans or Chinese. 


ROK Embassy Official Urges Discretion 


5. (C) Ms. Lee indicated that press reports about the group 
of five who have been arrested (or about any refugee group) 
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would be not helpful. Nor did she believe that a demarche by 
the ROK or another country such as Australia on behalf of the 
imprisoned individuals threatened with deportation to China 
would be helpful. She said that only low-key approaches had 
the potential for being effective. She commented that, once 
an issue moves to a formal level such as a demarche, the 
efforts of Lao officials who want to be helpful (such as 
Ministry of Foreign Affairs officials) are inevitably 

thwarted by hard-liners within the government. 


6. (C) Although Ms. Lee indicated that a group which is 

formally arrested is almost inevitably returned to China, in 

this case she still saw a small possibility that relatives or 

others might be able to persuade the GOL against sending the 
group members back to China. If they really wanted to go to 
South Korea, they would just try another way. On the other 

hand, Ms. Lee told the DCM that the DPRK has asked the GOL to 
follow its own rules and return this group of five to China. 
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If the formal process to return them begins, it will require 
consultations and other legal steps which may take a long 
time. During this time, the case may become public, she 
opined. 


7. (C) When asked about the use of publicity by activists to 
support the refugee process, Ms. Lee suggested that over-use 
of the media had caused journalists to lose interest in the 
story. She also noted that the ROK Embassy in Vientiane had 
persuaded MFA Seoul that publicity about any refugee case 
would not be beneficial (suggesting that MFA had passed that 
message on to South Korea,s media organizations). 
Nonetheless, Ms. Lee noted that ROK journalists had visited 
northern Laos (to see trafficking routes) and Vientiane (to 

look at \"hideaways\") and had written stories about the 
process in South Korean newspapers (which had apparently 
never come to the attention of the Lao Embassy in Seoul). 


Procedural Issues Related to Asylum Seekers 


8. (C) In response to a question from the DCM, Ms. Lee 
indicated that, if a possible DRPK refugee were to enter the 

U.S. Embassy, someone from the ROK Embassy such as herself 
could be invited to come to the U.S. Embassy to \"informally 

chat with the person.\" She added that, if a DRPK citizen 

really wants to go to the ROK, the ROK Government would not 
refuse. As long as refugees are not arrested, there are ways 

to move them eventually to Seoul, she said. 
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9. (C) Ms. Lee said that she does not believe UNDP has a 
useful role to play with regard to asylum seekers (even in 

its role as UN Resrep). The ROK experience is that any 
negotiations with the GOL regarding DPRK refugees have to be 
done informally, and \"the UNDP does not have an informal 
level.\" She noted that the ROK embassy had asked UNICEF for 
assistance regarding the three detained girls. UNICEF tried 

to help, suggesting that the girls be moved to a children,s 
center supported by UNICEF, but its intervention was 
unsuccessful. The GOL apparently denied having any 
information about the three. Asked what UNDP could do to 
help, Ms. Lee said that it might be good if UNDP were able to 
issue transit passes on behalf of UNHCR to allow refugees to 
travel to the UNHCR Bangkok office. (Comment: we doubt the 
Lao Government would actually accept \"transit passes\" from 
UNHCR for travel.) 


10. (C) Ms. Lee expressed some frustration with UNHCR 
Bangkok, noting that when the ROK Embassy called for 
assistance with the two children who had entered the ROK 
Embassy last month, UNHCR was not willing to pick up the 
children in the Thai city of Nong Khai, directly across the 
Mekong River from Vientiane. The ROK Embassy had to find 
another way to get them to Bangkok. This involved using 
activists or handlers, but Ms. Lee made clear the ROK Embassy 
did not pay the activist or handlers directly for their 
assistance. She indicated, though, that the families of the 
refugees wound up paying. 


Discussion on Asylum Seekers with UN Resrep 


11. (C) On January 4, the Ambassador and DCM met with UN 
Resrep Sonam Yangchen Rana, who heads the UNDP office here. 
Ms. Rana arrived in Vientiane in November 2006. The 
Ambassador briefed Ms. Rana on the recent North Korean cases. 
Ms. Rana said that the UN had tried to track the three 

detained girls through the UN trafficking project and the Lao 
Women,s Union but was not successful. 


12. (C) The Ambassador also described the January 2005 

incident in which a North Korean citizen named Mr. Anh jumped 
over the wall of the U.S. Embassy in Vientiane and sought 

asylum. That case, she said, was eventually resolved when a 
World Food Program employee in Vientiane (the UN Resrep was 
not in country at that time) interviewed Mr. Anh on behalf of 
UNHCR and determined he was a legitimate asylum seeker. ROK 
officials from Seoul also interviewed Mr. Anh to verify that 

he was a legitimate refugee and that he wanted to go to South 
Korea. In the end, the Lao and Thai governments agreed to 
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allow him to depart Laos for Thailand, and UNHCR met him at 
the border with South Korean documents. However, both the 
Lao and Thai governments said that they would not agree to 
this type of arrangement in future cases. The Ambassador 
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said that coordinating with the Thais might be particularly 
challenging under the new government, which has taken a 
hard-line stance on refugee issues. Ms. Rana agreed, saying 
that the Thai government has been \"very heavy-handed\" with 
UNHCR. 


13. (C) The Ambassador asked Ms. Rana for confirmation of the 
USGVs understanding that, in her capacity as UN Resrep, she 
serves as the UNHCR representative in Laos. Ms. Rana 
confirmed this and told the Ambassador that she was planning 
to meet with the UNHCR representative in Bangkok in a few 
days. She would discuss with him how the UN would handle a 
North Korean asylum case in Vientiane. Ms. Rana said that 
the UN attaches particular importance to the coordinating 

role of the Resrep under the current \"one UN\" policy. 
However, she added, UNHCR\'s mandate is quite distinct. \"My 
jobs is to liaise closely\" with UNHCR officials and be 

guided by them. WI don\'t take decisions on their behalf.\" 


14. (C) The Ambassador asked Ms. Rana what, in practical 
terms, the UN saw as the modalities for dealing with a North 
Korean asylum seeker in Laos. Ms. Rana responded that 
\"there should be ways to do it discreetly.\" She commented 
that the South Korean embassy would not close its doors to a 
North Korean. \"That\'s the only way | see it (managing a 
North Korean refugee) happening." Her interest as UN 
Resrep, she told the Ambassador, is to see that the person,s 
rights are not being violated. \"It will be hard to come up 

with a strategy in advance - it will have to be handled on a 
case by case basis. (Note: During the conversation, the 
Ambassador pointed out to Ms. Rana that the United States has 
legislation -- the North Korea Human Rights Act (NKHRA) -- 
which requires the State Department to facilitate 

applications from North Koreans for entrance to the United 
States as refugees. Ms. Rana continued, however, to focus 
only on South Korea as a final destination when discussing 
this issue.) 


COMMENT 


15. (C) Neither the South Koreans nor the UN Resrep believe 
North Korean refugees in Vientiane can be managed other than 
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via the good offices of the ROK Embassy here (and its shadowy 
group of handlers). The ROK Embassy appears to be willing to 
continue to help with this ongoing refugee flow - as long as 

the numbers do not overwhelm its limited staff. The only 

major requirement is that the process remain discreet. Any 
formal intervention by the U.S. Embassy here - or by any of 

the other like-minded Embassies such as Australia - is seen 

as only locking the Lao Government into a corner from which 

its only option is to return the refugee(s) to China as 

required by GOL rules. The Ambassador plans to follow up 

with UN Resrep Rana, after her Bangkok meeting, and then meet 
with the ROK Ambassador to increase coordination between our 
two embassies on dealing with this issue. We will continue 

to emphasize, in these conversations, the requirements of the 
NKHRA that the United States be available as a destination 

for North Korean refugees. Nonetheless, given the ROK\'s 
informal system for moving refugees to Bangkok, UN officials 
are most likely to look to South Korea first if they are 

asked to help with North Korean refugees here. 
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1. (U) Summary: Following the closure of U.S. Naval Air Station 
Keflavik in September 2006, the Government of Iceland has begun 
reaching out to other NATO allies to solicit interest in security 
cooperation - and demonstrate to the public, in an election year, 

that it will protect them. December 2006 visits of an Icelandic 
delegation to Denmark and a Norwegian delegation to Iceland produced 
no agreements (nor were they expected to), but set the stage for 
follow-on talks in late January/early February. The GOI has also 
announced plans for exploratory talks with Canada and Britain in 

early 2007. 


2. (U) Reflecting a growing realization within the Government that 
Iceland will find it easier to encourage allied cooperation in the 

North Atlantic if Reykjavik increases its own contributions to the 
Alliance, Iceland will start contributing to the NATO Infrastructure 
Fund in 2007. Increasingly, leading media and other opinion makers 
seem prepared to accept that Iceland can and should contribute to 
its own defense and to Alliance operations both in and out of area. 
End summary. 


3. (U) In the months since the September 2006 closure of Naval Air 
Station Keflavik (NASKEF), the Government of Iceland has made 
overtures to several NATO allies regarding security cooperation in 
the North Atlantic. Most substantively, the GOI has begun a process 
of bilateral talks with Denmark and Norway regarding cooperation on 
air defense/surveillance exercises, search and rescue, and maritime 
patrol. In its public discussion of the issue, the GOI has tied its 
long-standing desire for visible air defense to forecasts of rising 
maritime traffic in the next few years, and arguing that this 

creates an increased need for multilateral security engagement in 
the region. 


4. (SBU) Danish and Icelandic delegations met in Copenhagen on 
December 18 for a first set of talks, and set a follow-on date for 
February in Reykjavik. The Icelandic delegation consisted of the 
\"Committee of Three\" that has policy coordination responsibility for 
defense and security issues: the Prime Minister\'s Foreign Affairs 
Advisor, the Permanent Secretary of the Ministry for Foreign Affairs 
(MFA), and the Head of Police and Justice Affairs at the Ministry of 
Justice (MOJ). 


5. (SBU) Generally positive press reports quoted both sides! 
assurances of further cooperation, while FM Sverrisdottir said the 
meeting had been more positive than she anticipated. News reports 
further indicated that Icelandic-Danish cooperation would seek to 
build on existing Coast Guard and Naval patrols of the countries\' 
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economic zones and collaboration in search and rescue. A Danish 
source confirmed that the talks had indeed gone quite well, and that 
the follow-up talks in February would be more extensive. 

Additionally, he noted that in a separate but related initiative, 
Denmark\'s Minister of Defense will arrive in Reykjavik on January 10 
for the signing of a long-planned Memorandum of Understanding on 
security cooperation with the Icelandic MOJ. 


6. (U) From December 19-20, a Norwegian delegation of Ministry of 
Defense and MFA representatives came to Iceland, first for talks at 
the MFA and subsequently for a tour of facilities at the former 
NASKEF site. Post facilitated the tour by providing an escort and 
access to NATO-owned facilities at the site (facilities for which 

the U.S. still holds the keys and pays the bills as NATO host 

nation) and a briefing by Embassy\'s resident EUCOM MilRep. Ina 
pre-visit press article as well as press statements while the 
delegation was in Reykjavik, Norwegian officials said that the 
Norwegian government is looking towards Iceland for cooperation in 
order to step up its security on important shipping routes in the 
area. 


7. (SBU) Iceland has also looked to start similar discussions with 

the U.K. and Canada. MFA PermSec Gretar Mar Sigurdsson told the 
press in December that an Icelandic delegation will meet with 

officials in London January 16. A British source confirmed that the 
\"Committee of Three\" will have talks at the Foreign and Commonwealth 
Office and the Prime Minister\'s Office, adding that the GOI was 
unrealistically raising public expectations of the level of British 
interest. Similarly, Canadian and other sources tell us that the 

GOl\'s reports of \"defense talks\" with Canada reflect nothing more 
than a planned visit by the Canadian Defense Attache in Oslo, though 
Iceland hopes for more to follow. 


8. (SBU) Throughout the newest round of consultations, the GOI has 
been at pains to say that Iceland is not requesting permanent 
stationing of military forces in Iceland, nor is it asking other 
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states to initiate any new financial or resource commitments 

vis-a-vis Iceland (i.e., \"replacing the Americans\"). Officials at 

both the MFA and Prime Minister\'s office told post they hoped these 
moves would complement but not replace the post-NASKEF security ties 
Iceland and the U.S. are building, a line that the MFA\'s PermSec has 
taken publicly as well. 


9. (U) The GOI also now seems to be interested in contributing more 
to NATO in the hopes of getting more out of the Alliance. On 
December 18 conservative, generally pro-GOI Morgunbladid reported 
(and applauded) that Iceland recently became a party to the NATO 
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Infrastructure Fund and will start making payments to it in 2007. 

The payments will start at a modest $31,500 per year, rising to 
$408,000/yr in 2016. Morgunbladid went so far as to urge the 
Government to begin paying the full amount this year. A few voices 
- including the center-right, but more populist daily Bladid - have 
grumbled that Iceland should not be required to pay other allies for 
defense, but these appear to be outliers to a growing consensus that 
Iceland should contribute to its own security. 


10. (SBU) Comment: These first efforts at reaching out to the 

allies come in the wake of prominent local news reports that FM 
Sverrisdottir had arranged for bilateral talks with Denmark, Norway, 
Britain, and Canada when she attended NovemberYs NATO summit in 
Riga. Many here expressed doubt that those countries were as 
interested in discussing security cooperation with Iceland as the FM 
made them out to be - putting heat on the GOI to deliver some 

bilats, potentially opening itself to further charges of 

exaggeration if nothing concrete emerges. 


11. (SBU) This backdrop should not distract from the important 
development that the GOI appears to have crossed a crucial line in 
thinking about defense as a multilateral cooperative endeavor in 
which Iceland should be a partner, rather than as something that the 
Americans (or other allies) should be expected to provide at no 
cost. A key test of this assertion will be the extent to which 

Iceland agrees to provide support (e.g. billeting, fuel, Search and 
Rescue services) to U.S. or other forces contemplating exercises in 
and around Iceland. 


12. (SBU) It is also indicative of more mature thinking on security 
in Iceland outside the halls of government that key opinion leaders 
are welcoming Iceland\'s participation in its own defense by 
contributing to the NATO Infrastructure Fund, and actively looking 
for international partners for search and rescue operations and air 
surveillance during peacetime. Iceland\'s commitment (reftel) to 
maintaining its contribution to peacekeeping in Afghanistan, Sri 
Lanka, and other hot spots - even as it seeks roles appropriate to a 
nation with no military forces or tradition - is a further 

reflection of Icelanders\' reluctant but growing acceptance that (to 
paraphrase Trotsky) they may not be interested in war, but war is 
interested in them. 


KOSNETT 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, MZ 

SUBJECT: INDEPENDENT MOZAMBICAN TV STATION\'S EQUIPMENT 
SEIZED 


1. On Friday, December 29, the Maputo-based television 

station \"STV\" reported in its main nightly newscast that law 
enforcement officers with a warrant from the Maputo City 

Court entered the newsroom that day at 1:30 p.m. and seized 

18 computers, three DVCAM VCRs, and several pieces of office 
equipment. STV is owned by the independent media company 
SOICO, whose newsroom also houses the \"O Pais\" newspaper, 
\"FAMA\" magazine, and \"SFM\" radio. In the previous week, two 
of the company\'s leased minibuses were also seized. 


2. The December 29 seizure was due to the city court\'s 

ruling at noon that day in favor of a former O Pais employee 

for unpaid severance. However when the plaintiff was 

working for O Pais, the paper was owned by a different 

company, Editores Associados Lda. The plaintiff was never 
employed by SOICO, and SOICO claimed not to have known about 
the court case until the December 20 seizure of the two 

minibuses. The former employee, Flavia dos Santos, is a 

sister of the Minister of Women\'s Affairs, Virgilia 

Matabele. 


3. The total value of the goods seized by the court amounts 
to approximately USD 66,000, even though the claim is for 
about USD 20,000. STV recovered its equipment on Jan. 2 
after posting a USD 20,000 bond. 


4. Several institutions, including Mozambican chapter of the 
Southern African Media Institute (MISA), the Association of 
Newspaper Companies (AEJ), the Mozambican Human Rights 
League (LDH), opposition political party leaders, the 
Confederation of Business Associations (CTA), and religious 
representatives, among others, have expressed support for 
SOICO by sending out press releases or issuing on-air 
statements against the court\'s action. Several businesses 
quickly offered assistance so that STV could remain on the 

air. Even the former owner of O Pais issued a written 


Column 3 
statement expressing his solidarity towards SOICO, claiming 
that the dispute had nothing to do with the media group. 


5. Comment: Judging from commentaries in the media and what 
we hear \"on the street", many believe the court\'s intention 

was to damage STV because it is independent and therefore 
relatively unbiased (the other local tv station, TVM, is 
government-run). STV has been the most popular station in 

the cities where it can be seen. It is suspicious that the 

police moved within hours after the court ruling (extremely 

fast by Mozambican standards) in seizing the equipment, 

making some speculate that the verdict was known prior to 
issuance. However, Radio Mozambique and newspapers Noticias 
and Domingo, and the AIM news service - all government owned 
- have given the seizure considerable coverage, and AIM 
English-language reporting has questioned the actions of the 
Maputo City Court. TVM, on the other hand, has 

conspicuously failed to report on the story. 


DUDLEY 
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SUBJECT: DOUBLING LAND USE FEES: RURAL WATCHERS HOPE 
FARMERS WILL BENEFIT 


SUMMARY 
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1. (SBU) China\'s Central Government, seeking to slow 
development in urban areas and protect farmland, 
implemented a new regulation on January 1 to double 
land use fees. The regulation, announced by the 
Ministry of Finance, Ministry of Land Resources, and 
People\'s Bank of China in November 2006, also seeks to 
curb abuses by local officials who confiscate land 

without adequate compensation, by reallocating revenue 
from land use fees to the Central and Provincial 
Governments. Observers in Beijing cautiously welcomed 
the regulation and said they hope it will be 

implemented in such a way that it increases 
compensation provided to farmers when their land is 
confiscated. END SUMMARY. 


NEW LAND USE FEES GO INTO EFFECT 


2. (U) The Ministry of Finance, Ministry of Land 
Resources, and People\'s Bank of China announced in a 
joint notice in November 2006 that China\'s Central 
Government would double land use fees for all new 
construction projects on January 1, 2007, in an effort 
to cool fixed-asset investment (FAI) and improve land 
use management. The fee increase, which went into 
effect as scheduled on January 1, is part of a series 

of measures aimed at protecting arable land, 
discouraging land abuse, and curbing FAI, according to 
a previous article in the English-language China Daily. 


3. (U) The joint notice stated that the regulation 

seeks to curb abuses by local government officials who 
confiscate land without adequate compensation. These 
abuses have been a significant source of rural 
discontent in recent years, sparking protests 
throughout China, particularly on the outskirts of 

urban areas. Under the new regulation, local 
governments lose their share of the revenue from land 
sales; 30 percent of the revenues will now go to the 
Central Government with the remaining 70 percent 
allocated to Provincial Governments. In addition, the 
regulation stipulates that land use fees will be 

levied on land that is illegally confiscated. 


COULD BE GOOD NEWS FOR FARMERS... 


4. (SBU) Land policy observers in Beijing said they 
are cautiously optimistic about the new regulation. 
Du Xiaoshan, Deputy Director of the Rural Development 
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Institute at the China Academy of Social Sciences 
(CASS), stated that the primary goal of the regulation 
is to protect the long-term interests of farmers. Du 
said that doubling the land use fees will help farmers 
at risk of losing their land while also preserving 
limited arable land. Li Ping, a staff attorney at the 
Rural Development Institute (an American NGO not 
affiliated with CASS), added that the regulation is a 
step in the right direction, expressing hope that its 
implementation will increase compensation provided to 
farmers when their land is confiscated. 


... OR COULD BE MORE OF THE SAME 


5. (SBU) COMMENT: Past experience, however, suggests 
that local government officials will continue to find 
ways to circumvent the new regulation and confiscate 
land from farmers and sell it to developers for 
personal economic gain. The new land use fee is the 
latest salvo fired by the Central Government in its 
effort to rein in local government abuses and control 
overheating investment in the provinces. Whether or 
not the regulation actually protects farmers\' 

interests, however, will depend o how it is 
implemented at the local level. 

SEDNEY 
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CLASSIFIED BY: Elizabeth S. Wharton, Political/Economic Officer, 
U.S. Embassy Dili, Department of State. 
REASON: 1.4 (c) 


1. (C) Summary: The trial of former Minister of Interior Rogerio 
Lobato on charges of illegal arms distribution is due to resume 
on January 9. It had originally opened on November 30, but was 
adjourned the same day and delayed until this month, apparently 
because key witnesses / co-defendants had failed to appear. In 
the intervening month, two alleged attacks on the homes of key 
witnesses have led to concerns that the trial is being 
manipulated. Meanwhile, contacts close to Lobato report that he 
is relaxed and confident that his trial will be a mere 

formality. Other sources, including a respected judicial 
monitoring organization, have indicated that the prosecution 
case indeed may be quite weak. Over the last few days, several 
rumors have been circulating regarding possible pro- and 
anti-Lobato demonstrations and the possibility of associated 
clashes. However, so far there is no discernable evidence that 
any major demonstrations are in the works. Nonetheless, there 
is a general expectation that things will "heat up\" again 
following the quieter holiday period, and the Lobato trial could 

be a potential flash point in this dynamic. End summary. 


2. (U) The trial of former Minister of Interior Rogerio Lobato 

on charges of arming hit squads to operate against the 
opposition on behalf of the ruling Fretilin party is due to 

re-open on January 9. Lobato, who resigned under pressure in 
late May, has been indicted along with three others, including 
his former Chief of Staff, Eusebio Salsinha, Francisco Xavier 
(nfi), and Marcos Piedade, aka \"Labadain\" who is the leader of 
the Ermera-district group allegedly armed by Lobato. The trial 
originally opened on November 30, but the panel of two 
international and one Timorese judge adjourned it the same day 
and rescheduled it for this month, citing Labadain\'s failure to 
appear. The following day it emerged that Labadain had 
presented himself on the morning of November 30 at the 
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Prosecutor General\'s office, only minutes away from the Court, 
but for reasons that remain murky never appeared at the trial. 


3. (SBU) During the month following the trials false start, two 
key witnesses in the case, including Labadain, have allegedly 
come under attack in their homes, raising concerns regarding 
possible behind the scenes manipulation of the trial. Labadain 
claimed that his house in Railako, Ermera district, was attacked 
with gunfire on December 1 and that he was injured. He then 
went into hiding, apparently with some support from a Catholic 
priest. Ermera district police relayed to Emboffs that they 

were somewhat skeptical of the allegations, noting that his 
house is adjacent to the police station and that no one heard 
any shots fired. Then early in the morning of December 27, 
unknown assailants apparently fired a number of shots into the 
home of Vicente de Condeicao, aka \"Railos\", the leader of the 
Liquica group allegedly armed by Lobato. Railos reported no 
injuries; UN police currently investigating the incident found 
shell casings and confirmed that windows had been shot out. In 
a conversation with Emboff, Railos characterized the attack as 
part of an effort to ensure that his evidence will not be part 

of the Lobato trial. 


4. (C) Throughout these twists and turns, our sources have 
consistently reported that Lobato remains relaxed and confident 
that he will not be convicted, characterizing the trial as \"just 

a formality.\" He is not denying his involvement in the weapons 
distribution, but rather reportedly notes that there is no clear 
legal prohibition against it. His lead lawyer has also 
commented that the legal grounds of the prosecution can be 
easily dismantled. Other sources, such as the highly respected 
NGO, the Judicial Systems Monitoring Program, have indicated 
that the prosecution case may indeed be quite weak. Moreover, 
JSMP has pointed out possible procedural problems with how 
Lobato\'s detention, questioning and indictment have been handled 
to date. 


5. (SBU) In anticipation of the trial\'s reopening, rumors have 
been circulating in Dili over the last few days regarding 
possible demonstrations on January 9 or earlier. According to 
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the rumors, both pro- and anti-Lobato groups will stage 
competing demonstrations and clashes between the two groups 
could occur. In addition, the National Front for Justice and 
Peace (FNJP), which organized the June demonstrations against 
then Prime Minister Mari Alkatiri, has publicly indicated its 

intent to stage demonstrations. (Note: the FNJP has also 
announced that it is changing its name to Movement of National 
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Unity for Justice (MUNJ).) However, so far, there has been no 
discernable evidence that any large demonstrations are in the 
works. Contacts in the districts report that the local 

population is busy with agricultural work and that no 

mobilization is taking place. While the FNJP/MUNJ was highly 
successful in organizing the large non-violent anti-Alkatiri 
demonstrations in June, their frequent announcements of 
demonstration plans since have all failed to materialize. 
However, there was a small, uneventful pro-Lobato demonstration 
at the courthouse when his trial opened on November 30 and it is 
likely that something similar will occur on January 9. 


6. (SBU) Nonetheless, there is a general expectation that 
following the relative calm of the holiday period, things will 
\"heat up\" again. This expectation is not without foundation, 
not just due to the Lobato trial but also to the fact that 

despite recent \"peace\" ceremonies the fundamental conflicts 
afflicting East Timor remain unresolved. However, UN officials 
and international military sources do not expect the pattern of 
disturbances/clashes to exceed the bandwidth of the current 
ongoing violence, to which the international security forces 
have been able to effectively respond. 

GRAY 


91589 

OO RUEHCHI RUEHDT RUEHHM 

DE RUEHBK #0080 0050942 

ZNY CCCCC ZZH 

O 050942Z JAN 07 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3796 

INFO RUEHBJ/AMEMBASSY BEIJING IMMEDIATE 3446 
RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS PRIORITY 
RUEHBY/AMEMBASSY CANBERRA PRIORITY 6508 
RUEHWL/AMEMBASSY WELLINGTON PRIORITY 1619 

RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RHHMUNA/USCINCPAC HONOLULU HI PRIORITY 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY","CONFIDENTIA LBANGKOK 000080 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 01/05/2017 

TAGS: PREL, PINS, PGOV, ASEC, CVIS, TH 
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REF: A. BANGKOK 55 (SURAYUD BACKPEDALS) 


B. 06 BANGKOK 5747 (HAT YAI BOMBINGS) 
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Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


1. (C) Former Prime Minister Thaksin phoned on January 5, 
wishing me a happy New Year. | remarked that | had returned 
to Thailand from the U.S. only two days before the December 

31 bombings. Thaksin asked inquisitively whether we knew who 
had carried out the attacks. | said we did not. He said he 
suspected southern separatists, pointing out that the modus 
operandi was similar to that in recent Hat Yai attacks (ref 

B). (His recent three-page letter on this matter, published 

in the local press, also cited the Hat Yai bombings and 
implicated separatists.) 


2. (C) | acknowledged the devices used in Bangkok resembled 
those from the South but pointed out that they could be 

easily copied by others. Thaksin did not dispute this but 
complained that Prime Minister Surayud, despite lacking 

evidence, had publicly accused him within hours of the 

bombings. Surayud had subsequently walked back his comments, 
| pointed out (ref A), noting that he\'s not stupid, to which 

Thaksin quipped, \"He\'s not smart.\" 


3. (C) Thaksin also asked about possible restrictions on an 
upcoming visa application by former Environment Minister 
Yongyut Tiyapairat, who is now in China and would feel 
uncomfortable returning to Thailand at the moment. | 
explained that Yongyut was free to apply for a visa in China. 
BOYCE 
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SUBJECT: THAIS REWORK TELECOM POST-TAIWAN EARTHQUAKE 


1. Thai telecom networks are recovering from the December 26 
earthquake off Taiwan which damaged undersea cables that carry much 
of Thailand\'s telecommunications to the U.S. and the rest of Asia. 

The earthquake damaged the two main cables via Taiwan that link 
Thailand to Korea, Japan, Europe and the U.S., cutting in half 
Thailand\'s international traffic capacity and knocking out an 

estimated 90 percent of Internet access in Thailand. 


2. State-owned CAT Telecom, which handles international call 

traffic and Internet service, was able to quickly reroute about 50 
percent of the affected traffic to alternative routes in the Indian 

Ocean and shifted another 20 percent of voice traffic onto 

satellites. Internet service resumed, but is still operating below 
normal bandwidth. CAT believes that one of the two main cables 
through Taiwan should be repaired by January 12, allowing 80 percent 
of capacity to be restored by the third week of January, and expects 

to be back at 100 percent in February. 


3. In the meantime, CAT is improving its international links to 

avoid any future cut offs. CAT is investing in 300 extra Internet 
connections through Indian Ocean cables and has been planning a new 
cable link directly to the U.S. to be developed jointly with AT&T. 

Telecom regulator National Telecommunications Commission announced 
it would order the other state-owned telecom provider TOT to allow a 
private Internet provider, True Internet, to temporarily connect to 

foreign networks via TOT\'s facilities to provide an additional 

outlet for data. 


4. E-commerce in Thailand is still relatively underdeveloped and 
few businesses would likely have been seriously affected by the 
Internet slowdown. However, at least one local web-based travel 
agency reported a decline in business as U.S. and European clients 
were unable to access their site for some time. Nevertheless, the 
Internet slowdown sparked a good deal of frustration among 
businesses that have grown to depend on the Internet for news and 
information in addition to doing business. 

BOYCE 
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SUBJECT: POLICE ACROSS WESTERN NEPAL UNDER ORDERS NOT TO 
CONFRONT MAOISTS 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) Police officials from across Western Nepal told Emboff 
during a driving tour from December 14-25 that the Nepal 
Police were nervous and afraid of the Maoists. Officials 

said they were under orders not to confront the Maoists under 
any circumstances. The bombed-out shells of police buildings 
were evident in all 19 districts visited. In most parts of 
western Nepal, the Maoists had not allowed the police to 
re-establish any posts. In cases where police posts had been 
re-established, the Maoists had subsequently forced most of 
them to re-close. Police officials complained that the 
government mandate to re-establish police posts was 
politically motivated and not backed by funds, logistical 
support, or the will to make the program work. Many believed 
that the GON and the political leadership would not support 
them if they did begin to enforce law and order across the 
country. Morale in the Nepal Police was at \"an all-time 

low.\" Police across the country did not trust the Maoists. 


Fear of the Maoists Prevails 
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2. (C) Police officials from 14 districts in the western 

(around Pokhara), mid-western (around Birendranagar), and 
far-western (around Dipayal) development regions told Emboff 
during a driving tour from December 14-25 that the police 
were afraid of the Maoists in many districts. Officials were 
nervous that the Maoists would take action against them or 
their families if they disagreed with them on any issue. 

When Emboff was stuck in Salyan District because of a 
transportation strike called by the Maoists, the District 
Superintendent of Police (SP) sought permission from the 
Maoists for Emboff to depart. After an extended 

conversation, the SP told Emboff that he should wait in the 
district headquarters until the strike was over because, \"if 

the Maoists try and do anything to you, there is nothing the 
police can do.\" The Deputy Inspector General of Police 
(DIGP) in the Far-Western Region told Emboff that during a 
recent trip to the airport, the Maoists had stopped his armed 
motorcade and demanded money from them. The DIGP said that 
his armed guards had been powerless to do anything to stop 
the Maoists. The motorcade paid the money and was allowed to 
proceed. Contacts in all districts provided similar reports. 


Police Helpless to Enforce Law and Order 


3. (C) Police officials told Emboff that the Nepal Police 

were helpless to do anything to counter criminal activities 

by the Maoists. Police officials said that they had orders 

from the Home Ministry to avoid confronting the Maoists Wat 
any cost." Police officials recounted many stories in which 

the Maoists committed criminal acts but police were unable to 
do anything due to this mandate from above. For instance, in 
Rolpa, the Maoists had been confiscating the passport of 
anyone who planned to travel internationally for work and 
charging them 30,000 Nepali Rupees (approx. USD 415) to get 
the passport back. Once the individual returned from abroad, 
they were required to pay an additional 100,000 Nepali Rupees 
(approx. USD 1,388) to the Maoists in exchange for the safety 
of their families. In Dang district, Emboff asked the SP 

what he would do if the Maoists came into the city with guns 
and started violence. The SP responded that such a situation 
would be a problem, but that there would be nothing he could 
do. 


Shells of Former Police Posts Everywhere 


4. (SBU) Emboff passed through 19 districts in the west 
during the driving tour and saw the burned-out shells of 
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former Nepal police posts in every district. These ruined 
posts were both in the countryside and in major cities. In 
the district headquarters, the police had mostly rebuilt and 
re-established posts, although in some cases there were still 
ruined posts remaining next to newly built ones. In Tansen 
(Palpa District), the burned-out remains of the main district 
headquarters is right next to the new police post, as well as 
the burned hulks of four police vehicles destroyed by the 
Maoists during a large attack on the city before the 
cease-fire. Many of the ruins of former posts were covered 
by Maoist propaganda, including anti-American graffiti in 
some cases. 


Re-Establishing Police Posts a Daunting Task 


5. (C) Police in some areas had re-established rural police 
posts. In the lowland district of Rupandehi, all 26 rural 

police posts had been re-established, although the police 
there could not do anything but deal with traffic accidents. 

In more remote areas like Rolpa, Pyuthan, Salyan, and Achham 
Districts, Maoists had not yet allowed the police to 
re-establish rural posts. During Emboff\'s visit, the Maoists 
forced many of the posts that had been re-established in the 
countryside to close and the police officers to return to the 
district headquarters. The Maoists in these areas said they 
would not allow the posts to come back until the promulgation 
of the interim constitution and the formation of an interim 
government with Maoist participation. On December 24, ata 
police post on the border between Doti District and Achham 
District (far-western Nepal), the Inspector-in-charge showed 
Emboff a letter he had received from the Maoists that 
morning, calling for the immediate closure of the post and 
the return of the officers to the district headquarters. 

When Emboff asked what the Inspector planned to do, he 
replied that they would \"return to the headquarters 
immediately\" because there was \"no other choice.\" 


No Resources for New Posts 


6. (SBU) Police officials across the west complained about 
the lack of resources given to the police to re-establish 

their posts. The DIGP for the Far-Western Region said that 
the government had given a political order to re-establish 
posts immediately, but that the Home Ministry and the central 
leadership of the police were not providing the money, 
furniture, or clothing necessary to accomplish the task. He 
complained that the re-establishment of posts thus far had 
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been a \"purely political exercise,\" and that until resources 
and orders came down from above, the new posts were 
completely useless.\" 


7. (SBU) Many of the re-established posts Emboff encountered 
were badly constructed and supported. Some rural posts were 
nothing more than a framework of bamboo covered with plastic 
tarp to keep out the wind. Others were small shacks with tin 
roofs, or the bombed-out remains of the old post with the 

holes covered over with straw or plastic. Most of the posts 
were not well-stocked, and Emboff heard three accounts of 
Maoists visiting re-established posts and seizing all the 

food and warm clothing by force. 


Political Support for the Police Lacking 


8. (C) Police sources across the country worried that the 
political parties in the governing Seven-Party Alliance did 
not fully support them in their work. The 
Sub-Inspector-in-charge in Arghakhachi District told Emboff 
that even with orders to confront the Maoists, the police 
would be reluctant to do so; the police feared the political 
parties would not stand behind them if the Maoists blamed 
them for \"ruining the peace process.\" Many police, he 
stated, were disillusioned after the People\'s Movement 
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because they had carried out the orders of the 
then-government and were punished for doing so after the 
government changed. This, he feared, could happen again if 
the Maoists gained control of the government, and it was not 
a risk some of the police officers were willing to take. 

This sentiment was shared by many police officials across the 
country. 


Public Support High 


9. (C) Police officials reported that public support of the 

police, especially in rural areas, was high. In every 

district, the police told stories of how people in rural 
communities had asked them to come back and re-establish 
posts, only to have the Maoists punish them afterward for 
making such requests. Leaders of the three main political 
parties (Nepali Congress, Nepali Congress-Democratic, and the 
Communist Party of Nepal-United Marxist Leninist) told Emboff 
that the police were the only security force that still held 

the trust of the people. In order to hold free and fair 
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elections, the police needed to be allowed to do their jobs. 


Morale at an \"All-time Low" 


10. (C) The DIGP in the far-west stated that the morale of 
the Nepal Police was at an \"all-time low\" due to the factors 
mentioned above. This message came across loud and clear 
from every police official Emboff spoke to in western Nepal. 
Police were concerned that they were not being allowed to do 
their jobs and worried that the GON might attempt to merge 
the Maoist militia (who had been their enemy for the past ten 
years) with the Nepal Police in the near future. One police 
official said that they would \"not stand for militia to be 
integrated into the police.\" When asked what he meant by 
that, the official declined to give a direct answer, but 

repeated that \"such action would not be good.\" 


Comment 


11. (C) The Nepal Police have been ordered to avoid 
confrontation by the GON since the April 27 cease-fire with 
the Maoists. Police officials are growing frustrated with 
their inability to take action against criminal activities 

simply because the perpetrators are Maoists. It is important 
that we continue to press the GON to restore law and order 
across the countryside and take action against criminals 
regardless of their political affiliation. We need to find 

ways to support the Nepal Police as they expand into the 
countryside, providing training and resources as necessary. 
We also need to pressure the political parties to publicly 
show their support for the Nepal Police and make it clear 
that the parties will stand behind them when they start doing 
their jobs. 

MORIARTY 
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DEPARTMENT FOR P, EAP, EB 
NSC FOR MORROW 

TREASURY FOR OASIA 
COMMERCE FOR EAP/MAC/OKSA 


E.O. 12958: N/A 
TAGS: PREL, PGOV, ECON, TH 
SUBJECT: LEGISLATOR OFFERS TO HELP SPREAD USG VIEWS 


1. (SBU) On January 5, Dr. Vachara Phanchet, a member of the 
National Legislative Assembly (NLA) and Secretary of its 
Committee on Foreign Affairs, called on the Ambassador 
seeking cooperation between his committee and the Embassy on 
issues including trade and restoring Thailand\'s reputation in 

the wake of the September coup.The Ambassador welcomed the 
opportunity to keep channels of communication open but 

bluntly advised that the current government must closely 

adhere to its schedule for restoring democracy and 

immediately lift martial law as it has repeatedly pledged to 

do. Vachara acknowledged that the regime has sometimes failed 
to \"meet words with actions\" but added that Privy Council 
President Prem Tinsulanonda \"wants to see everything go as 
planned.\" Vachara did not make any attempt to defend martial 
law. 


2. (SBU) Vachara said that Prem believes that additional 
economic ministers need to be named. This would mean that 
Deputy Prime Minister and Finance Minister Pridiyathorn 
Devakula would likely lose his position as Finance chief. 
Vachara complained that Pridiyathorn visited the NLA after 
the crash in the stock market following the December 18 
application of strict capital controls \"unrepentant for his 
mistake.\" When we expressed our concern about proposed 
amendments to the Foreign Business Act, Vachara claimed that 
the NLA \"will stop them just as we stopped the attempt to 
continue the national lottery.\" 


3. (SBU) Comment: Vachara is a wealthy (chairman of the 

Sittipol Group, joint venture partner in Thailand with 

Mitsubishi Motors), young (he pointed out that he is the 

\"fourth youngest\" NLA member) former Vice Minister of Public 
Health during the Thaksin regime. He was anxious to let us 

know that he speaks regularly with Prem and PM Surayudh (whom 
he says he is seeing tonight) and is open to USG views 
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including the necessity of lifting marital law and holding 
elections as soon as possible. He invited embassy officers to 
meet with his committee whenever we have any issues we think 
the NLA should consider. While he is probably not as 

important as he thinks he is, we will avail ourselves of his 

offer to help disseminate our views. 

BOYCE 
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E.O. 12958: DECL: 01/05/2017 
TAGS: PINS, PGOV, PREL, MOPS, ASEC, TH 
SUBJECT: COUP RUMORS HAVE BANGKOK ON EDGE 


Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


1. (C) Summary: Troop movements on the evening of January 4 
prompted a flurry of rumors that another coup dVetat, or some 
sort of military crackdown, was underway. Council for 

National Security Chairman Sonthi Boonyaratglin publicly 
denied cause for concern, but the rumors both indicate and 
likely will exacerbate tension within the current government. 

An Embassy contact with good sources in southern Thailand 
said his soundings indicated southern separatists likely were 
not involved in the December 31 bombings. Police officials 
have confirmed to us that the three police kiosks bombed on 
December 31 were empty, although they should have been manned 
-- heightening suspicion of police foreknowledge of the 

attacks. End Summary. 


TROOP MOVEMENTS PROMPT COUP RUMORS 
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2. (C) On the evening of January 4, Embassy sources from 
various sectors, including the police, contacted us to relay 

news of unusual troop movements. The JUSMAG Chief phoned a 
high-ranking military officer, who assured him that ongoing 

troop movements were part of a regular rotation. 

Nevertheless, rumors were rife that Council for National 

Security (CNS) member General Saprang Kalayanamitr was behind 
the movements, due to his dissatisfaction with the current 
regime\'s \"softness\" against those seeking to undermine the 
interim government (e.g., former Thai Rak Thai officials). 

People drew various conclusions, ranging from a coup against 
Surayud Chulanont\'s administration to a military-led 

crackdown against officials associated with the previous 
government. 


3. (C) Responding to the rumors, the Defense Attache 
contacted Saprang, who claimed to be at home, after having 
had dinner with foreign contacts. Saprang also told the 
Defense Attache that ongoing troop movements were part of a 
regular rotation; troops that had been in Bangkok since 
December 31 were departing, and others from Ubon Ratjasima 
were heading south. Saprang attributed the alarmist rumors 
to opposition figures (specifically, former Prime Minister 
Chavalit) trying to drive a wedge between himself and CNS 
Chairman Sonthi Boonyaratglin. Sonthi engaged in media 
interviews on the night of January 4, to assure the public 

that there was no reason to be concerned about the soldiers\' 
movements. 


4. (C) Meanwhile, the war of words between Chavalit and 
Saprang has become increasingly ugly. January 5 press 
reports quoted Saprang as saying \"| hope the public will... 
compare between my (aristocratic) family roots anda 
shyster.\" Meanwhile, a surrogate of Chavalit\'s claimed his 
patron did not deign to respond to Saprang, who \"will soon be 
dead.\" A longtime observer of the Thai military cautioned us 
that the bitter public conflict between these two figures 

would exacerbate factionalism in the Army and could galvanize 
officers of various ranks who had been disadvantaged by the 
CNS seizure of power. 


5. (C) Comment: Regardless of who detonated the December 31 
bombs in Bangkok, the attacks have heightened tension not 
only between the CNS and its opponents, but also within the 
ruling clique. Despite the outward appearance of calm 

following the September 19 coup, it seems clear that there 

are important political forces which have yet to reach 
equilibrium. The January 4 rumor flurry, coming on the heels 

of the New Year\'s Eve attacks and the clumsy imposition of 
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capital controls, will likely further decrease public 

confidence in the current government and heighten the anxiety 
of top officials. End Comment. 


DISPUTING SOUTHERN INVOLVEMENT IN BOMBINGS 


6. (C) Human Rights Watch Asia\'s Sunai Phasuk (strictly 
protect) told us he is \"really convinced\" that southern 

militants were not connected to the bombings. Sunai, who has 
a deep pool of contacts in the South, including members of 
several insurgent groups, said his contacts uniformly denied 
that any separatists were involved in the bombing. According 
to Sunai, several of his contacts made the point that the 
southern insurgent groups have long had the capability to 
conduct bomb attacks in the capital but have refrained from 
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doing so because they are fighting to regain control of their 
home territory in the South. As one insurgent put it, \"We 
are fighting to free our homes, the battleground is Pattani, 
not Bangkok. What would be the point?\" 


7. (C) A separate contact of Sunai\'s, who is involved in the 
manufacture of IEDs used in the South, also said that the 
bombs used in the South are more lethal, and a separatist 
attack in Bangkok would have been designed to kill many more 
people. Sunai firmly believes that political actors -- most 
likely with ties to former PM Chavalit Yongchaiyudh -- were 
behind the bombings. According to Sunai, the bomb attacks 
were designed to discredit the government and to distract the 
public from the ongoing corruption investigations of former 
Prime Minister Thaksin and his supporters. Sunai also said 
that the government leaders\' response to the bombings -- 
blaming political figures, but failing to offer evidence or 

make arrests -- just makes it appear weaker. Sunai 
personally believes that the government and CNS are \"good 
people\" but are increasingly ineffective. 


8. (C) Anthony Davis of Jane\'s Intelligence (protect) is 
likewise \"convinced\" that the mainstream separatist groups 
(i.e. BRN-C, PULO, GMIP, etc) were not involved in the 
bombings. According to Davis, the main militant groups have 
long had the ability to conduct operations in Bangkok but 
have chosen not to, and there is no reason to do so now. In 
the past, insurgent leaders have publicly denied a desire to 
attack Bangkok, he said. Davis noted, however, that Thai and 
third country security contacts of his, while agreeing that 
mainstream separatists were likely not involved, suggested 
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that political actors in Bangkok with connections to the 

South may have played a part in the bombing. He alluded to 
the Wadah faction of former Prime Minister Thaksin\'s Thai Rak 
Thai party, which includes southern Muslims, some with 

alleged links to separatists. Davis admitted that this 

theory remains \"murky,\" however. 


WHERE WERE THE COPS? 


9. (C) Our police contacts have confirmed that there were no 
officers on duty at all three of the police posts that were 
bombed, adding to suspicions that the police -- who are 
worried that the military dominated government is trying to 
sideline them -- were involved somehow. 


10. (C/NF) A trusted contact told us that on December 31 he 
heard comments on a police Special Branch radio (strictly 
protect) that could be interpreted as showing police 
foreknowledge of the attacks. Our contact claimed that 
during the round of bombings early in the evening, an 
unidentified voice on the radio warned one or more 
associates, \"There are two more..." After the midnight 
explosions, a voice informed, \"It\'s over." 


11. (U) Open sources reported that, at the Nonthaburi bomb 
site, eight closed circuit television cameras mysteriously 
ceased functioning three hours prior to the first explosions. 


A LITTLE RUMOR GOES A LONG WAY 


12. (C) Initial press reports on the bomb attacks cited 

police information that the initials \"IRK\" had been spray 
painted onto electrical poles at several attack sites, 

leading to press speculation that \"IRK\" was a new insurgent 
group behind the bombs. Some of our police contacts, 
however, report that a local Western grafitti artist has 
contacted police to explain that this is his \"tag\" which was 
coincidentally located near several of the bomb locations, as 
well as in numerous areas that were not bombed. 

BOYCE 
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E.O. 12958: DECL: 01/05/2017 
TAGS: PREL, PTER, MARR, MOPS, IZ, BU 
SUBJECT: BULGARIA READY TO EXTEND IN IRAQ 


REF: 06 STATE 203026 
Classified By: CDA Alex Karagiannis for reasons 1.4 (b) and (d). 
1. (U) This is an action request -- please see paragraph 3. 


2. (C) In a January 5 meeting, Ministry of Defense 
International Cooperation Director Yordan Bozhilov officially 
informed Charge and Defense Attache of Bulgaria\'s readiness 
to extend for an additional year its mission at Camp Ashraf 

-- currently scheduled to expire on 31 March 2007. He 
indicated that the next step would be an exchange of 
diplomatic notes between the U.S. and Bulgaria stipulating 
the conditions of the continued deployment, similar to those 
exchanged in January 2005 when the Ashraf mission was first 
accepted. Bozhilov also requested clarification as to 

whether CPA Order 17 (which governs the status of 
multinational forces in lraq) was still in effect. According 

to Bozhilov, as soon as the exchange of dip. notes is 
completed, the agreement will go to the Council of Ministers 
for approval. It will then need to be ratified by Parliament 
before it can be implemented. Bozhilov requested that we 
complete the diplomatic note exchange before January 31 to 
allow for the required Parliamentary steps to be completed 
before the troops\' current mandate expires on March 31. 


3. (C) Action request: Post requests Department assistance in 
responding to the GOB\'s question on the status of forces 
agreement governing multinational forces in Iraq, and in 
providing cleared dip. note language in order to facilitate 

an expedited agreement. Post will email scanned copies of 
last year\'s diplomatic note to the Bulgaria desk for 

reference. 
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E.O. 12958: N/A 

TAGS: EINV, EFIN, ETRD, ELAB, KTDB, PGOV 
SUBJECT: ZIMBABWE 2007 INVESTMENT CLIMATE 
STATEMENT-CORRECTED COPY 


REF: 2006 STATE 178303 
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1. (U) The Government of Zimbabwe\'s corruption and 
mismanagement have severely crippled the local economy making 
it unlikely to attract or absorb significant foreign direct 
investment in 2007. GDP has declined by 40 percent in the 
past 6 years, the largest peacetime drop ever recorded. 
Inflation is estimated at 2000 percent, the highest in the 
world, and is projected to explode in 2007. Government 
policies have seriously eroded the rule-of-law and put 
private property rights at grave risk causing many investors, 
foreign and domestic to leave the economy. Absent serious 
reforms, which are unlikely, investment prospects, along with 
the country,s economic prospects, are bound to remain 
dismal. 


2. (U) Foreign investors will find few if any sectors 

appealing at this time. The World Bank and International 
Finance Corporation\'s Doing Business in 20071" survey ranked 
Zimbabwe 153 out of 175 countries considered and one of the 
two worst in southern Africa. Further illustrative of the 

abysmal investment climate, Zimbabwe for the second year in a 
row was last out of 64 regions and countries surveyed in the 
Vancouver-based Fraser Institutes 2005-2006 report on mineral 
policy investor friendliness. Moreover, its last-place score 

was the lowest in the survey\'s history. 


3. (U) The government\'s command and control tendencies and 
its intervention in many sectors makes Zimbabwe generally 
unwelcoming to foreign investment, particularly from Western 
countries. Nonetheless, a few U.S. multinationals maintain 
subsidiaries in the country, largely holdovers from better 

years a decade ago. Many others sell their products through 
certified dealers. 


4. (U) The government\'s priority sectors for foreign 
investment are manufacturing, mining and infrastructure 
development for tourism. In these sectors foreign investors 
are free to take up 100 percent ownership. The government in 
2006 discussed new mining legislation that would require 
foreign investors to cede a 51 percent share in foreign-owned 
mines to the government, 25 percent of which would be 
non-contributory. The legislation, however, has not yet been 
formally proposed and, while the government appears 
determined to seize some share, it may be back away from the 
51 percent marker. In the services sector foreign investors 
are allowed to take a maximum 70 percent share holding. 


Column 3 

5. (U) The government reserves several sectors for local 
investors. Foreign investors wishing to participate in these 
sectors may only do so by entering into joint venture 
arrangements with local partners. The foreign partners may 
take a maximum 35 percent shareholding. The following 
industries are reserved for Zimbabwean citizens: 
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Agriculture/Forestry 
a) Primary production of food and cash crops 
b) Primary horticulture 
c) Game, wildlife ranching and livestock 
d) Forestry 
e) Fishing and fish farming 
f) Poultry farming 
Transportation 
a) Road haulage 
b) Passenger bus, taxis and car hire services of any kind 
c) Tourist Transportation 
-- Retail/wholesale trade, including distribution 
-- Barber shops, hairdressing and beauty salons 
-- Commercial photography 
-- Employment agencies 
-- Estate agencies 
-- Valet services 
-- Manufacturing, marketing and distribution of armaments 
-- Water provision for domestic and industrial purposes 
-- Rail operations 
-- Grain milling 
-- Bakery and confectionary 
-- Sugar refining 
-- Tobacco packaging and grading post auction 
-- Cigarette manufacturing 


6. (U) Foreign investors wishing to start a new project in 
Zimbabwe must first register with and be approved by the 
Zimbabwe Investment Authority, which then issues Investment 
Certificates. This is the first port of call for any 

investor wishing to invest in Zimbabwe. 


7. (U) All private firms are required to incorporate and 

register with the Registrar of Companies within the framework 

of their investment certificate or exchange control approval. 
Foreign investment in existing companies requires Reserve 

Bank approval. Applications are submitted to the Bank\'s 
Exchange Control Department through the investor\'s commercial 
bank or merchant bank or other authorized dealer. Foreign 
investors with valid investment certificates may acquire real 
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estate. 


8. (U) In the mid-1990s, the government identified 
privatization of Zimbabwe\'s parastatal companies as a 
priority, but only two state-owned enterprises have been 
successfully privatized since then. The parastatals\' 
operational inefficiencies, weak balance sheet positions and 
huge debt overhang make it unlikely that privatization will 
go forward in 2007. 


9. (U) Commensurate with its anti-West stance in recent 
years, the government has begun to encourage economic ties 
with Asian countries, particularly China, as a means of 
arresting further economic decline and combating what it 

casts as neo-colonialism. Under this \"Look East\" policy, 
selected Asian investors have been offered access to reserved 
sectors, sometimes at the expense of local or established 
foreign investors. Despite the official emphasis placed on 
these ties and a few high profile announced projects, Asian 
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investment overall remains extremely limited. It does not 
even compare o the presence of remaining investors from 
SouthAfrica, the U.K, and U.S., which are far below the 
levels of the late 1990s. 


10. (U) For thepast several years, Zimbabwe has experienced 
an cute foreign currency shortage that, among other things, 
has caused crippling shortages of fuel and other imported 
goods and components, defaults on public and private sector 
debt service payments, and a sharp decline in industrial, 
agricultural, and mining operations. Foreign currency is 
highly difficult to obtain due to the Reserve Bank of 
Zimbabwe\'s restrictive exchange controls, the country\'s 
declining ability to generate exports, and the lack of 

balance of payments support. The Foreign Exchange Control 
Act regulates currency conversions and transfers. It does 

not prohibit foreign investors from moving assets between 
Zimbabwean and foreign accounts, but foreign exchange 
shortages and constraints of the foreign exchange regime 
impede the remittance of investment returns. Some local 
businesses have credibly charged that the government has 
raided their foreign currency accounts to repay past-due IMF 
debts. 
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11. (U) Exporters may retain 67.5 percent of their foreign 
currency account balance for their own use indefinitely, 

while 22.5 percent must be liquidated to the Reserve Bank at 
the highly disadvantageous interbank exchange rate, fixed at 
Z$250:US$1 as of July 31 2006 (by comparison, the parallel or 
market rate is roughly Z$2800:US$1); 10% is allocated to a 
fuel and energy stabilization fund. However, uncertainties 
associated with retention requirements and retention periods, 
which have been adjusted frequently and without notice, 
constrain business planning and operations. 


12. (U) The Foreign Exchange Control Act extends to 
prospective outward investment as well as dividend 
remittances. Traditionally, the government has discouraged 
investment by Zimbabweans outside the country, and relatively 
few Zimbabwean firms have made such investments. 


13. (U) Despite provisions in Zimbabwe\'s constitution that 
prohibit the acquisition of private property without 
compensation, the government has sanctioned seizures of 
privately owned agricultural land without compensation since 
2001. Many of the farms seized were subsequently transferred 
to government officials and other regime supporters. The 
government in April 2000 amended the constitution to 
authorize the compulsory acquisition of privately owned 
commercial farms with compensation limited to the 
improvements made on the land. In September 2005, the 
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government amended the constitution again to transfer 
ownership of all expropriated land to the government. Since 
the passage of this amendment, top government officials, 
ruling party supporters, and members of the security forces 
have continued to disrupt production on commercial farms, 
including those owned by foreign investors. 


14. (U) The President and other politicians have in the past 
threatened to target the mining and manufacturing sectors for 
similarly forced &indigenization.8 The government\'s 

program to seize commercial farms without either the 

intention or the funds to compensate the titleholders, and 
without recourse to the courts, has raised serious questions 
about respect for property rights and the rule of law in 
Zimbabwe. In November 2006, the government issued the first 
batch of 99-year leases to 125 farmers. These leases, 
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however, are not readily transferable as the government 
retains the right to strip the lease at any time. 


15. (U) In the event of an investment dispute (excepting the 
current land reform program), the Government of Zimbabwe 
agrees in theory to submit the matter for settlement by 
arbitration according to the rules and procedures promulgated 
by the United Nations Commission on International Trade Law 
(UNCITRAL), once the investor has exhausted the 
administrative and judicial remedies available locally. This 
option so far appears to be untested by investors. A group 

of Dutch farmers whose farms were seized under the land 
reform program has taken the case to the International Centre 
for the Settlement of Investment Disputes (CISID), demanding 
that the Zimbabwe Government honor the Bilateral Investment 
Promotion and Protection Agreement (BIPPA) between the 
Netherlands and Zimbabwe. The case is scheduled to be heard 
by a tribunal of arbitrators in mid-2007. 


16. (U) The government has acceded to the 1965 convention on 
the settlement of investment disputes between states and 
nationals of other states, and to the 1958 New York 

convention on the recognition and enforcement of foreign 

arbitral awards. 


17. (U) Government efforts to influence and intimidate the 
judiciary since the late 1990s have raised serious concerns 
about investors receiving a fair hearing in local courts. In 
addition, the government and ruling elite have ignored 

numerous adverse judgments, and senior officials have 
reiterated publicly that court orders that are not 

politically acceptable to the ruling party will not be 

honored. Administration of justice in those commercial cases 
that lack political overtones are still generally impartial. 

As the government\'s budget constraints deepen, however, court 
resources have dwindled and dockets have become backlogged. 
A less costly dispute settlement route, which can be 
incorporated in contracts between companies, is alternative 
dispute resolution. 
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18. (U) Several tax breaks are available for new investment 

by foreign and domestic companies. Capital expenditures on 
new factories, machinery, and improvements are fully 
deductible and the government waives import tax and surtax on 
capital equipment. Other incentives for investors include: 


-Investment allowance of 15 percent in the year of purchase 
of industrial and commercial buildings, staff housing and 
articles, implements, and machinery; 

-Investment allowance of 50 percent in the year of purchase 
for training, buildings, and equipment; 

-25 percent special initial allowance on cost of industrial 
buildings and commercial buildings and machinery in growth 
point areas is granted as a rebate for the first four years; 
-Special mining lease provisions entitling the holder to 
specific incentive packages to be negotiated with the 
Ministry of Mines; 

-Refund of sales taxes (15 percent) for capital goods 
purchased in Zimbabwe and intended for use in priority 
projects or investment in growth points. 


19. (U) There are no general performance requirements 
outside of Export Processing Zones. Government policy, 
however, encourages investment in enterprises that contribute 
to rural development, job creation, exports, use of local 
materials, and transfer of appropriate technologies. 


20. (U) There are no discriminatory import or export 

policies affecting foreign firms, although the government\'s 
approval criteria are heavily weighted toward export-oriented 
projects. Import duties and related taxes range as high as 
110 percent. Export Processing Zone designated companies 
must export at least 80 percent of output. 


21. (U) While official policy supports \"the maximum 
Zimbabwean participation" in any new investment project, no 
specific requirements for local participation have been 
defined outside the 35 percent foreign share cap in sectors 
reserved for local investment. Nevertheless, experience has 
shown that 30 percent local participation is a widely 

accepted benchmark minimum. 


22. (U) Government participation is required in new 
investments in strategic industries, such as energy, public 
water provision, railways, and armaments. The terms of 
government participation are determined on a case-by-case 
basis during license approval. The few foreign investors 

(for example from China and Iran) in reserved strategic 
industries have either purchased existing companies or have 
supplied equipment and spares on credit. 
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23. (U) Foreign investors are expected to make maximum use 
of Zimbabwean management and technical personnel, and any 
investment proposal that involves the employment of 
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expatriates must present a strong case for doing so in order 

to obtain a work and residence permit. Normally, the maximum 
contract period for an expatriate is three years, but this 

will be extended to five years for expatriates with highly 
specialized skills. Expatriates who have prior permission 

from the Reserve Bank\'s exchange control department are 
permitted to remit one-third of their salaries. 


24. (U) Although Zimbabwean law guarantees the right to 
private ownership, this right is increasingly not respected 

in practice. The government, as noted above, has in recent 
years seized a number of private farms and conservancies, 
including ones belonging to Americans and other foreign 
investors, without due process or compensation. Most of 
these property owners held Zimbabwe Investment Center 
investment certificates and purchased their land after 
independence in 1980. Despite repeated U.S. protests, the 
government has not addressed the expropriation of U.S. 
citizen property. 


25. (U) In each of the last three years, President Mugabe 
has reiterated the government\'s intention to enact a broad 
indigenization law, and there remains a lingering threat that 
the government could expropriate non-agricultural property 
belonging to foreign firms for the purpose of transferring 
ownership to black Zimbabweans. 


26. (U) The government\'s demonstrated desire to expand its 
control of the economy puts many investments, particularly in 
real property, at risk. The government\'s 2005 Operation 
Restore Order resulted in the destruction of commercial and 
residential structures belonging to 700,000 Zimbabweans, 
according to UN estimates. Many of these properties had 
proper titles and licenses. Although Operation Restore Order 
officially ended in 2005, the government continued to evict 
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smaller numbers of people from their homes and businesses, 
primarily in and around Harare, in 2006. In addition to the 
thousands of agricultural properties seized under land reform 
during the past six years, in late 2005, the government for 
the first time authorized the seizure of non-agricultural 

land for the purpose of constructing residential stands in a 
Harare suburb. 


27. (U) Since independence, Zimbabwe has applied 
international patent and trademark conventions. Itis a 
member of the World Intellectual Property Organization. 
Generally, the government seeks to honor intellectual 
property ownership and rights, although there are serious 
doubts about its ability to enforce these obligations due to 

a lack of expertise and manpower. We are not aware of any 
grievances over such issues, but pirating of videos and 
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computer software is common. Most videos and computer 
software sold on the local market, for example, are pirated 
goods. 


28. (U) The judiciary generally upholds the sanctity of 
contracts between private companies. However, in the case of 
contracts involving the government or politically influential 
individuals, judgments sometimes appear biased in favor of 
the latter. 


29. (U) The governmentVs officially stated policy is to 
encourage competition within the private sector. That said, 
bureaucratic functions in this increasingly controlled 
economy lack transparency and corruption within the 
regulatory system is increasingly worrisome. 


30. (U) Companies, for example, are not allowed to increase 

the price of monitored goods without government approval. 
However, the responsible Ministry often fails to process 

price increase requests in a timely and transparent way. In 
November 2006, two company executives from one of Zimbabwe,s 
major bakeries were convicted and face jail sentences for 

raising the price of bread without authorization. 
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31. (U) New portfolio investment in Zimbabwe has been very 
limited in recent years. According to the IMF, net portfolio 
inflows reached US$2 million in 2004 after a massive outflow 

of US$68 million in 2001 in response to the start of the land 
invasions. Despite mounting economic problems, foreign 
direct investment (FDI) inflows to Zimbabwe during 2005 
amounted to US$103 million according to the World Investment 
Report compiled by the United Nations Conference on Trade and 
Development (UNCTAD). Zimbabwe,s Ministry of Finance 
projects net inflows of US$298 million in 2006; the 

investment is primarily in the platinum industry. 


32. (U) Zimbabwe\'s stock market has 83 listed companies. 
Overall, trading is thin and volatile. The public stock of 

many smaller companies is closely held. In September 1996, 
the government opened the stock and money markets to limited 
foreign portfolio investment. Since then, a maximum of 40 
percent of any locally listed company can be foreign-owned 
with a single investor acquiring a maximum of 10 percent of 
the shares on offer. In 2005, the government introduced a 5 
percent withholding tax on the sale of marketable securities. 
It also directed short term insurance companies, long term 
insurance companies as well as pension funds to invest 25 
percent, 30 percent and 35 percent, respectively, of their 
portfolios at market value in government bonds which are 
prescribed assets with highly negative real interest rates. 

In order to meet these new requirements pension funds were 
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required from November 2004 to direct 40 percent of net 
investment funds on a monthly basis towards prescribed 
assets. 


33. (U) Once relatively robust by regional standards, 
Zimbabwe\'s financial sector has contracted greatly in recent 
years as business and demand for sophisticated transactions 
evaporates. Two major international commercial banks and a 
number of regional and domestic banks operate with over 200 
branches total. Following the well-publicized failure of a 
number of financial institutions in 2003, primarily due to 

fraud and inept management, Reserve Bank regulations have 
tightened greatly. Nonetheless, financial institutions have 

an uncertain future due to ever-dwindling demand from 
business clients and inconsistent policies on interest rates, 
statutory reserves, and exchange rate policies. 


Political Violence 
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34. (U) The opposition and civil society operate in an 
environment of intimidation and repression. Individuals and 
companies out of favor with the government or regarded by the 
government as aligned with the opposition, suffer harassment 
and bureaucratic obstacles in their business dealings. The 
government has closed three independent newspapers, for 
example, and has denied numerous telecommunications licenses 
for apparently political reasons. Domestic businesspeople 

out of favor with the government have been incarcerated for 
lengthy periods under trying conditions, including alleged 
torture, for allegedly engaging in illegal business practices 
such as externalization of currency. 


35. (U) In April 2005, with no notice and in the middle of 

the country,s winter, the GOZ embarked upon Operation 
Restore Order, destroying the purportedly unpermitted homes, 
businesses, or both, of over 700,000 people. Police 
demolished or forced victims to destroy their own homes and 
businesses, many of which did appear to have all relevant 
permits, without providing alternative accommodation or means 
of reestablishing their livelihoods. The government then 
blocked the efforts of NGOs and international organizations 

to provide emergency relief. Although Operation Restore 
Order formally came to an end in 2005, the government in 2006 
periodically evicted residents and business-owners from 
properties that were deemed substandard. 


36. (U) In August 2006, the Reserve Bank redenominated the 
inflation-ridden currency, slashing three zeros from its 
value. As part of the redenomination regulations, the public 
and business were allowed to convert only set amounts at 
financial institutions. Police extended this prohibition to 

the general cash-carrying public, although there was no 
regulatory or legal basis for limiting the amount of cash one 
carried. Police, military, and youth militia aligned to the 
ruling party mounted roadblocks throughout the country and 
seized cash, deemed to be in an \"excessive\" amount, from 
individuals. Often no receipts were issued for the seized 
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cash, leaving no recourse to protest the seizures. 


37. (U) There is widespread corruption in government. 
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Implementation of the government\'s ongoing redistribution of 
expropriated commercial farms has substantially favored the 
ruling party elite and continues to lack transparency. Top 
ruling party officials and business people supporting the 
ruling party have received priority in distribution of the 
country\'s resources, including priority access to limited 
foreign exchange and fuel. The government\'s campaign to 
provide housing plots and vending sites for victims of 
Operation Restore Order appears to be benefiting mostly civil 
servants, security forces, and ruling party supporters. 


38. (U) In January 2005 the government enacted an 
Anti-Corruption Act, which established a government-appointed 
Anti-Corruption Commission to investigate corruption; 
however, it includes no members from civil society or the 
private sector. In the same month, the Ministry of State 
Enterprises, Anti-Monopolies, and Anti-Corruption was 
established to oversee and coordinate the government\'s 
efforts to combat corruption; however, government officials 
and police lack sufficient political backing at senior levels 
of the government to effectively investigate cases. The 
government prosecutes individuals selectively, focusing on 
those who have fallen out of favor with the ruling party and 
ignoring transgressions by favored elite. 


39. (U) The U.S. has no bilateral investment or trade treaty 

with Zimbabwe. The following countries have Bilateral 

Investment Protection and Promotion Agreements with Zimbabwe: 
France, Mauritius, Belgium, Sweden, the Netherlands, Denmark, 
Norway, Italy, Austria and Germany. However, as noted above, 
commercial farms covered by some of the treaties have been 
seized or listed for acquisition, thereby denying the owner 

benefits under these treaties. 


40. (U) The U.S. Government and Zimbabwe concluded an OPIC 
agreement in April 1999. Zimbabwe acceded to the World Bank\'s 
Multilateral Investment Guarantee Agency (MIGA) in September 
1989. Support by the Export-Import Bank of the U.S. is not 
available to Zimbabwe. Many other major donor countries have 
also suspended their trade finance and export promotion 
programs, as well as investment insurance, due largely to 
Zimbabwe\'s mounting bilateral arrears and deteriorating 
investment climate. 
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41. (U) Zimbabwe\'s interconnected economic and political 
crises have prompted many of the country's most skilled and 
well educated to emigrate, leading to widespread labor 
shortages for managerial and technical jobs. At the same 
time, the severe contraction of the economy in recent years 
has caused formal sector employment to drop significantly. 
The best available surveys place formal sector unemployment 
as high as 80 percent. Independent analysts estimate that 
only about 700,000 people, or roughly 7 percent of 
Zimbabwe,s population, are employed in the formal sector. 
As noted above, foreign investors are encouraged to hire 
local nationals. 


42. (U) The country\'s HIV/AIDS epidemic is also taking a 
heavy toll on the workforce. However, with substantial 

support from the U.S. Government and other donors, Zimbabwe 
has instituted policies that have contributed to reducing the 
adult infection rate from 22.1 percent in 2003 to 20.1 

percent in 2005, making Zimbabwe only the second country in 
Sub-Saharan Africa to stem the disease\'s tide. 


43. (U) The government is a signatory to International Labor 
Organization (ILO) conventions protecting worker rights, 
although the world body has designated Zimbabwe as a 
\"notorious country\" for its continued attempts to limit 
workers\' right to organize and hold labor union meetings. 
The 1985 Labor Relations Act set strict standards for 
occupational health and safety, but enforcement is fairly lax 
and inconsistent across the industrial sectors. 


44. (U) In light of the hyperinflationary environment 

(private sector estimates put the annualized inflation rate 

close to 2,000 percent), employers and workers have agreed to 
negotiate wages and other benefits on a quarterly and monthly 
rather than annual basis. Collective bargaining takes place 
through a National Employment Council (NEC) in each industry, 
comprising representatives from labor, business, and 
government. In addition, the Zimbabwe Congress of Trade 
Unions (ZCTU), the country\'s umbrella labor organization and 
traditional advocate for workers to both business and 
government. In addition, a Tripartite Negotiating Forum 

(TNF) was established in 2001 for labor, business, and 
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government to tackle macro-social issues. However, these 
talks have been fitful and unproductive since their 

inception. The most recent impasse for the TFN is that 
business and labor cannot agree on indexing wages to the 
poverty datum line (PDL), which calculates the minimum 
required for a family of six to pay basic expenses. 
Independent economists estimate that roughly 80 percent of 
Zimbabwe\'s population lives below the PDL. 


45. (U) The government continued its harassment of the ZCTU 
and its leadership, and has charged ZCTU officials with 
violating foreign exchange controls. In September, police 
severely beat and arrested 15 ZCTU officials for 
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demonstrating against mounting economic hardships. Under 
Zimbabwe labor law, the government can intervene in ZCTU\'s 
internal affairs if it determines that the leadership is not 

acting in the workers\' interest. The government has 
threatened to eliminate the ZCTU, and has taken steps to 
marginalize the traditional unions and the formal labor 

dispute resolution mechanism. To undercut the strength of 
ZCTU, the government has created an alternative umbrella 
organization, the Zimbabwe Federation of Trade Unions (ZFTU). 
However, outside of government, the ZFTU is not regarded as 
a legitimate labor organization. The ZCTU remains the voice 
of labor in Zimbabwe and the country\'s official and 
internationally recognized labor organization. 


46. (U) The government promulgated legislation creating 

Export Processing Zones (EPZs) in 1996. Zimbabwe now has 183 
EPZ-designated companies. Benefits include a five-year tax 
holiday, duty-free importation of raw materials and capital 
equipment for use in the EPZ, and no tax liability from 

capital gains arising from the sale of property forming part 

of the investment in EPZs. Since January 2004 the government 
has generally required that foreign capital comprise a 

majority of the investment. The requirement on 

EPZ-designated companies to export at least 80 percent of 
output has constrained foreign investment in the zones. In 

2006, the merger began of the Zimbabwe Investment Centre and 
the Zimbabwe Export Processing Zones Authority into a new 
institution - the Zimbabwe Investment Authority, which is 
intended to be a one-stop shop for both local and foreign 
investors. 
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47. (U) Zimbabwe Net Investment Flows 1998-2005 in Million 
US$ 
1998 1999 2000 2001 2002 2003 2004 2005 2006 est. 


Direct Investment 
436 50 16 0 23 4 9 103 298 


Portfolio Investment 
11 21 -1 -68 -2 4 2 


Source: IMF, UNCTAD, Ministry of Finance 


48. (U) 

Zimbabwe Investment Center 
Investment House 

109 Rotten Row 
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P.O. Box 5950 

Harare 

Telephone: (263) (4) 757931/4 
Fax: (263) (4) 759 917 
WWW.ZiC.CO.ZW 


Zimbabawe Tourism Authority 
www.tourismzimbabwe.co.zw 


Privatization Agency of Zimbabwe 
WWW.paz.CO.ZW 


Zimtrade 
www.zimtrade.co.zw 


Zimbabwe International Trade Fair 
www.zitf.mweb.co.zw 
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SIPDIS 
SIPDIS 
DEPT FOR AF/E, AF/RSA, PRM 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PREF, PTER, ASEC, MOPS, SO, ET, KE 

SUBJECT: DIPLOMATIC NOTE ON REFOULEMENT DELIVERED TO THE 
KENYAN MFA 


REF: NAIROBI 00067 


1. Embassy Nairobi sent a diplomatic note to the Kenyan MFA 
on January 5 expressing concern over reports of refoulement 
of Somali asylum seekers, the text of which follows. 


Begin Text of Diplomatic Note: 

The Embassy of the United States of America presents its 
compliments to the Ministry of Foreign Affairs of the 

Republic of Kenya and has the honor to deliver the following 
message. We appreciate the Government of Kenya,s continued 
role in seeking to stabilize Somalia. We further appreciate 

that the Government of Kenya has a responsibility to ensure 
border security and to interdict known terrorists. 


The Government of Kenya also has humanitarian 
responsibilities based on international conventions that it 

has signed and pledged to maintain. The OAU Convention on 
Refugees, to which Kenya is a signatory, explicitly calls for 
allowing civilians at risk to seek asylum on its territory. 

The Geneva Convention calls for non-refoulement of refugees. 
The Universal Declaration of Human Rights recognizes the 
right to seek and enjoy asylum. Officials at U.S. Embassy 
Nairobi and the United Nations High Commission for Refugees 
have discussed this issue with Kenyan authorities over the 
past few weeks and received repeated assurances Kenya would 
honor its international obligations to admit asylum seekers. 


We are concerned about reports that Kenya has returned over 
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400 Somali asylum seekers at the Liboi transit center, close 

to 300 more at Lamu, and an undetermined number by sea. 
Forcibly returning these persons to a place where their lives 
could be endangered is a transgression of the principle of 
non-refoulement as defined under the 1951 Convention Relating 
to the Status of Refugees. 


We understand the Office of the United Nations High 
Commissioner for Refugees has extended its offer to provide 
immediate expertise and support and entry points for newly 
arriving persons from Somalia. The United States Government 
also stands ready to assist Kenya with these obligations. We 
believe appropriate balance between security and protection 
can be found by rigorous screening of all Somalis crossing 
into Kenya and appropriate security at screening sites. This 
will ensure that Kenya offers appropriate protection to 
legitimate asylum seekers while increasing its chances of 
catching suspected terrorists and extremists who can be dealt 
with appropriately under international criminal law. 
(Complimentary closing) 


End Text. 
APPLETON 
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supply) have colored Turkey\'s approach to gas transit to Europe and 
negotiations for help to Georgia (now mooted short term because of 
delays in Shah Deniz gas). The 2007 political calendar will make it 
even harder for Turkey to pass natural gas prices through to 
consumers to enable the market to help meet supply. 


McEldowney 
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SENSITIVE 
SIPDIS 


STATE FOR EB/IFA/OMA AND AF/S 


E.O. 12958: N/A 
TAGS: EFIN, ECON, EAID, ECIN, AO 
SUBJECT: ANGOLA FOUNDS ITS OWN DEVELOPMENT BANK 


REF: A) LUANDA 1261, B) 06 LUANDA 975 


1. (SBU) Summary. In December 2006, the GRA established the 
Angolan Development Bank (BDA) in order to lend funds from petroleum 
and diamond revenues to economic sectors neglected by Angola\'s 
commercial banks. During 2007, the BDA intends to start lending to 
agriculture cooperatives and construction projects. Although the 

BDA is not supposed to compete with the commercial banking sector 
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because it serves different clients, loans to the construction 

sector may encroach on an area where commercial banks have made 
substantial loans. End Summary. 


The Angolan Development Bank 


2. In December, the State-Owned Angolan Development Bank (BDA) 
opened with USD 50 million in capital and the mission of providing 
credit to agriculture and to small and medium enterprises, economic 
sectors the commercial banks have not served. The BDA will receive 
funds from the National Development Fund (FND), established in 2006 
as the recipient of 5 percent of tax revenues from oil and 2 percent 

of its diamond tax revenues. Press reports predict that the BDA 

will receive USD 150 million per year. 


3. (SBU) BDA President Paixao Franco Junior speaks with commitment 
about the BDA\'s mission to extend the benefits of oil wealth to the 
bulk of Angola\'s people in order to make Angola a competitive and 
prosperous country. The BDA will start with programs focused on 
agriculture (corn, beans and cotton) and also on construction. The 
future direction of the bank will depend on the results of its first 
efforts. Projects involving crops harvested three months after 
planting, will allow BDA to conduct an early evaluation of the 
effectiveness of its programs. (Comment: Paixao Franco Junior also 
headed the BDA\'s immediate, and smaller, predecessor, the Social 
Development Fund.) 


Brazilian Connection 


4. (SBU) Experts from Brazil's Banco Nordeste are providing 
advisers to the BDA as it identifies the cooperatives in its first 

group of loan recipients. The BDA also hopes existing commercial 
banks will work with it in rural areas, identifying good risks for 

loans and providing teller services, said Dr. Junior. (Note: The 

two commercial banks with the largest network of branches are the 
Banco de Fomento Angola and the government-owned Banco de Poupanca e 
Credito. End note.) The BDA will seek technical support with its 
projects from NGOs and other organizations that can advise co-ops on 
best practices in planting and raising crops or producing 

construction materials, he added. 


Staffing the Development Bank 


5. (SBU) Dr. Junior described his staff of 50 as mostly young, 
often recent graduates and new to banking. Dr. Junior hopes to 
limit staff growth to a total of 200 people over the next two years. 
As it builds its staff, he said, the BDA will stress the quality 

and training of the staff. Pay is good by Angolan standards (\"I 
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would rather pay $900 for two good employees than $1,000 for three 
indifferent workers," quipped Junior.) 


Lending to Agricultural Cooperatives 


6. (SBU) To guide its lending, BDA has mapped out \"production 
chains\" for construction projects and its chosen three crops. These 
illustrate every phase of production from planting to marketing for 
agricultural products. The BDA is still in the initial phase of 
identifying its borrowers. Dr. Junior says that BDA is effectively 

in the process of conducting an economic survey of the agricultural 
sector. 


Operating Like a Real Bank 


7. (SBU) BDA will extend loans at below-market rates, but 

otherwise operate exactly like a commercial bank, insisted Dr. 

Junior. He said he is aware of the concerns among some observers 
that the bank will not lend to profitable projects or will be used 

as a window to funnel credit to political favorties. He affirmed 

that the BDA will lend only to bankable projects and will expect 
borrowers to repay their loans. BDA Director Antonio Lima Campos 
noted that while development banks have a bad reputation, some have 
been successful, citing Germany\'s Kreditanstalt fuer Wiederaufbau as 
an example. (Note: The World Bank\'s October 2006 country economic 
memorandum warns against national development banks: \"The 
international evidence suggest that such institutions promote 
inefficiency and moral hazard and that they are prone to governance 
problems, including elite capture of subsidized capital and the 
emergence of non-performing loans.\" End note.) 


Becoming a Self-Sustaining Bank 


8. (SBU) The BDA will receive funds from the National Development 
Fund (FDN) for 10 years and must become self-sustaining during that 
period, said Dr. Junior. The FDN was to convey 5 percent of 
petroleum tax revenues and 2 percent of diamond tax revenues to the 
BDA, he explained. By the time FDN funding ends, Junior claimed, 
the bank will have become self-sustaining through repayments of 
loans it grants. In the future, Dr. Junior suggested, the BDA may 
also solicit from both commercial banks and international sources. 
Besides making its own loans, the BDA will encourage lending to 
neglected economic sectors by guaranteeing loans made by other 
banks, he added. The BDA will work closely with commercial banks, 
not compete with them, he assured Econoff. Although Angola\'s 
commercial banks have ample resources, they do not have the 
confidence to lead, and that is where the BDA has a unique role, he 
continued. 
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Management Controls 


9. (SBU) The BDA, promised Dr. Junior, will closely monitor use of 
its funds. For example, he said, the bank would not even permit a 
cooperative to buy a piece of major agricultural equipment on its 

own. Instead the bank will buy the equipment on behalf of the 

co-op. (Comment: A knowledgeable Angolan observer noted that this 
provision still permits collusion among the equipment seller, the 

coop and bank employees to produce false receipts and defraud the 
BDA. End comment.) 


11. (SBU) Comment. The BDA can have a huge effect on lending, 
especially if it receives infusions of USD 150 million per year and 
carries out its promise to monitor loan quality. It is too early to 
know how the BDA will carry out its mandate, and whether it will 
draw customers away from commercial banks with concessionary 
interest rates and permissive repayment schedules. End comment. 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, MARR, CASC, KCRM, RP 
SUBJECT: MARINE CASE UPDATE 01/05/07 


REF: MANILA 0015 AND PREVIOUS 


1. (U) Lance Corporal Daniel J. Smith, back in U.S. custody 
on Chancery grounds since December 29 (reftel), is in good 
health and spirits and settling into a daily routine, 

including exercise. He is detained in the same quarters 
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where he spent the last year. As before his conviction, 
representatives from III MEF remain with him 24 hours a day. 
He receives visits from Philippine pastors and his lawyers. 


2. (SBU) For the third time since Smith\'s transfer to U.S. 
custody, Philippine government officials from the Department 
of Interior and Local Government and Philippine National 
Police visited Smith January 5. DILG Undersecretary Corpus, 
head of the five-member Inspection and Monitoring Team, also 
conveyed a request from Presidential Political Advisor 

Claudio for photos of Smith\'s room in order to demonstrate to 
the media how basic it is, countering media speculation of 
luxurious accommodations. Embassy will provide photos on 
January 6. The photos will not include Smith himself. 


3. (U) Approximately 30 protesters calling themselves the 
\"League of Filipino Students\" demonstrated near the U.S. 
Embassy on January 5. The demonstration was peaceful and 
police dispersed them without incident. 


4. (U) In response to repeated media questioning about 
possible renegotiation of the Visiting Forces Agreement, 
Embassy spokesman has reiterated that any discussion of 
renegotiation is premature. 


5. (U) LCpl. Smith\'s lawyers are currently working on an 
appeal of his conviction and plan soon to file it with the 
appellate court. They met with their client again on January 
5 at the Embassy. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 


Classified SIPRNET website: 
http:// www.state.sgov.gov/ 
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Summary 


1. (SBU) GVN regulations established to rein in online gaming by 
young people are for the most part ignored by both gamers and 
Internet cafe owners. The GVN\'s inability to adequately enforce its 
online gaming regulations reveals the broader challenges it faces in 
its attempts to manage the Internet and how Vietnamese citizens use 
the network. End Summary. 


Vietnamese Gaming 


2. (SBU) At present, Vietnam has nine online game providers that 
serve an estimated total of over two million players. The most 

popular game, a historical warfare game called \"Vo Lam Truyen Ky,\" 
has around 250,000 players. Most online gamers are urban university 
and middle and high school students, some of whom cut class and stay 
out late to play online games. The National Assembly took up the 
issue in November 2005 when a number of legislators lamented the 
growing number of young people regularly playing online games and 
called on the Government to take action. Sensationalist articles in 

local newspapers have also highlighted cases in which juvenile 
delinquents go on murderous rampages or robbery sprees \"because of 
their addiction to online games.\" 


Column 3 
Attempts at Regulation 


3. (SBU) The GVN\'s regulations on the management of online games 
came into effect on July 1, 2006. The joint responsibility of the 
Ministries of Culture and Information (MOCI), Posts and Telematics 
(MPT) and Public Security (MPS), the regulations are aimed at online 
game providers, Internet cafe owners and the gamers themselves. For 
example, online games providers have to meet a number of content and 
technical requirements and will receive a license only after being 

vetted by MOCI (content) and MPT and MPS (technical aspects). 


4. (SBU) Internet cafe owners must now maintain records of all 
gamers (and, for that matter, other users) for 30 days, including 
their address, ID number and family information. They must also 
invest close to USD 2,500 for a special server that can monitor 
gamers! activities. The regulations also require that Internet 
cafes close at 11:00 p.m. and prohibits them from being within 200 
meters of schools. Online game providers are also supposed to 
ensure that a gamer\'s virtual character will only be able to earn 
half the normal amount of points after three hours of play. After 
five hours of play, the player\'s bonus points will be zero. 

Finally, the regulations require that online players under the age 
of 14 be accompanied by an adult. 


GVN Out of Quarters 


5. (SBU) In an unscientific survey of gamers and Internet cafe 
owners, we found that most appeared to be ignoring the regulations. 
There were few if any restrictions on the age of gamers or the 
number of hours they played, and many cafes stay open past 11:00 
p.m. (and in some cases operate 24/7). No cafes we visited required 
gamers to provide their personal information. According to a number 
of Internet caf owners, the USD 2,500 required for the new server 

is Wjust too much,\" and they get by with their old servers that lack 
the capacity to monitor users\' behavior. 


6. (SBU) GVN officials recognize there is a problem. A MOCI 

official in charge of censoring game content and granting licenses 
told us that the GVN could better and that her ministry, MPT and MPS 
need to coordinate better to ensure that both online game providers 
and Internet cafes are following the regulations. Striking a more 
pessimistic tone, an official from MPT\'s Informatics Department told 
us that the new regulations have not been properly and strictly 
implemented and \"will likely end up nowhere.\" 


Comment 


7. (SBU) The GVN\'s inability to adequately enforce its online gaming 


Column 3 

regulations reveals the broader challenges it faces in its attempts 

to manage the Internet and how Vietnamese citizens use the network. 
No doubt Government enthusiasm for enforcing Internet-related 
regulations is greater when it comes to cracking down on use of the 
Internet to advance political and dissident causes. However, the 
case of online gaming is notable in that it shows that the web\'s 
continually evolving technology, combined with ambivalent Internet 
cafe owners and netizens, has created a situation in which the GVN\'s 
authority is regularly flaunted and its regulations are unenforced. 

End Comment. 
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Classified By: Ambassador James F. Moriarty for reasons 1.4(b/d). 


Summary 


1. (C/NF) In a January 4 meeting with Ambassador Moriarty, 
Chief of Army Staff Rookmangud Katawal worried that armed 
Maoists were occupying strategic locations in and around 
Kathmandu and questioned why they had not been sent to 
cantonment sites. Katawal felt somewhat beleaguered, with 
little support from the political parties or the government. 
Katawal feared that once Maoists entered an interim 
government, they would push for his removal. Katawal 
bemoaned the nearly \"totalitarian\" power granted to the Prime 
Minister by the draft interim constitution and intimated that 

he was working behind the scenes to seek substantial revision 
of the draft. He feared that once the Maoists entered an 
interim Parliament, they would grab a majority and replace PM 
Koirala with Prachanda. He reassured the Ambassador that he 
had conveyed the message to King Gyanendra that a political 
resurgence was out of the question and that the King should 
consider abdicating in favor of his grandson. Katawal 
reaffirmed his commitment to civilian control over the Nepal 
Army. Katawal also stressed that he had initiated programs 

to improve civil-military relationships. 


\"Situation in Nepal Deteriorating Fast\" 


2. (C) On January 4, Ambassador Moriarty met with Nepal\'s 
Chief of Army Staff (COAS) Rookmangud Katawal, to discuss 
current events in Nepal and to thank the Nepal Army (NA) for 
agreeing to participate in the Global Peace Operations 

Initiative (GPOI). Citing impressions garnered from an 
EmbOff\'s recent trip through the West and Mid-west regions of 
Nepal (septel), the Ambassador described the pervasive 
climate of fear and intimidation that existed as a result of 
continued Maoist threats and extortion in nearly all parts of 

the country. Katawal agreed, opining that the \"situation in 
Nepal is deteriorating fast.\" Katawal was particularly 
concerned that armed Maoists were occupying strategic 
locations in and around the Kathmandu Valley and seemingly 
had no intention of reporting to cantonment sites. Katawal 

said he had discussed this issue with Deputy Prime Minister 
and Health Minister Amrit Sherchan, a close friend of the 
Maoists. He had warned Sherchan that, as Deputy PM, he would 
be under direct threat from the Maoists if they were to take 
military action in Kathmandu. 


Column 3 
Nepal Army, the \"Punching Bag\" 


3. (C/NF) Katawal expressed concern several times that the 
political parties were treating the Nepal Army like a 

\"punching bag\" in order to garner public support in the 
current political climate. Katawal emphasized the need to 
keep the NA intact until the Maoists were completely disarmed 
and peace was secured. Katawal, in an aside to the 
Ambassador, feared, in particular, reprisals against his 

office once the Maoists were part of an interim government. 
He intimated that if the political parties or Maoists were to 
\"touch\" him, elements within the NA would \"revolt.\" (Note. 
In response to the Ambassador\'s concern that such statements 
sounded seditious, Katawal publicly added that he was 
referring to what would happen if the Maoists attempted 
extra-constitutional action against him. Katawal\'s senior 

aide, Brigadier General Pande, later caveated Katawal\'s 
assertion, suggesting that elements within the NA would 
oppose such a move, but not revolt. End Note.) 


Promulgation of Interim Constitution Must Be Stopped 


4. (C/NF) Bemoaning the absence of democratic principles in 
the interim constitution, particularly the amount of power 
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placed in the hands of the Prime Minister, Katawal said he 
opposed its promulgation in its current form. He had 
discussed his concerns with the Chief Justice and Speaker of 
the House and had requested their support for a major review 
of the interim constitution. \"The Chief Justice should not 

be required to swear an oath before Parliament,\" he said. 
Katawal also reported that he had met recently with former 
Chief Justice Shubayash Upadhyay, who was also PM Koirala\'s 
mentor. According to Katawal, Upadhyay had urged the Prime 
Minister not to allow promulgation of the interim 

constitution without significant revision, but doubted 

whether the PM could maintain a strong stance on this issue, 
especially considering his poor health and opposing views 
from other political advisors. Katawal noted that PM Koirala 
had not been able to receive official visitors for the past 

two days due to illness. 


5. (C/NF) Katawal believed that, if the current draft of the 
interim constitution were promulgated and the Maoists became 
part of an Interim Parliament, they would seize control. 

With their superior cunning and disciplined approach, Katawal 
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worried, the Maoists would take advantage of fractures within 
the other political parties, ally themselves with elements 
within the Communist Party of Nepal - United Marxist Leninist 
(CPN-UML), and seize control of the legislature. Katawal 
claimed that a majority of CPN-UML cadre were already with 
the Maoists either willingingly or under threat. With this 
advantage, he feared, the Maoists could replace Prime 
Minister Koirala with Prachanda. \"Non-democratic forces 
should not be allowed to take over the country," he said. 
Katawal later added that as long as the Maoists came into 
mainstream political power by legitimate means, the Nepal 
Army would \"nod and salute." If the Maoists were to seize 
power illegitimately, he implied, the army would not accept 

it and be forced to act. 


Nepal Army Secretariat at the Palace 


6. (C/NF) In response to the Ambassador\'s query whether the 
NA had removed its Secretariat from the Royal Palace, Katawal 
indicated that the Secretariat as originally formed did not 

now exist; instead, Major General Tika Dharmala remained at 
the Palace to coordinate security matters between the two 
institutions. Katawal assured the Ambassador that the U.S. 
should not worry that the Nepal Army would support a royal 
resurgence. The Ambassador replied that as long as King 
Gyanendra continued to send out feelers about a possible 
comeback, the NA would continue to appear complicit, even if 
the appearances were unfounded. 


King Told To Smarten Up 


7. (C/NF) In a subsequent aside, Katawal informed the 
Ambassador that he had instructed Major General Dharmala to 
tell King Gyanendra to make amends with the Prime Minister 
and to acknowledge there was no chance for a political 
comeback. Katawal also claimed that, through Dharmala, he 
told the King that, if he was truly interested in retaining 

the monarchy as an institution, he should abdicate in favor 

of his grandson. (Note: Popular opinion is strongly opposed 

to King Gyanendra\'s son, Crown Prince Paras, ascending the 
throne. End Note.) Katawal also had Dharmala tell the King 
that Indian actors who were telling King Gyanendra the GOI 
wanted to see a royal comeback were blowing smoke; the GOI 
was perfectly content to leave the future of the monarchy to 
the Nepali people. 


Requests for the United States 


Column 3 

8. (C) When asked what message he would like to convey to 
U.S. policy makers, Katawal responded that it was important 
for the U.S. to believe that the NA stood for democracy and 
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would support any civilian administration that comes to power 
legitimately. He expressed appreciation for continued U.S. 
support on JCETs. (Note. U.S. military personnel will be 
arriving in Nepal soon to conduct training with the Nepal 

Army Ranger Battalion. End Note.) Noting the Indian 
Ambassador\'s meeting with Maoist Chairman Prachanda, Katawal 
also asked the Ambassador to urge the Indian Ambassador to 
\"stop meddling\" in Nepal\'s political affairs. In an aside to 
the Ambassador, Katawal also asked whether the U.S. would 
consider sending out a high-level defense official as a show 
of support for the Nepal Army or, alternatively, to invite 
Katawal to visit Washington. The Ambassador replied that 
Katawal would first need the Prime Minister\'s support for 
such an initiative. 


COAS Katawal Seeks To Improve Civil-Military Relationship 


9. (C) Katawal reported that he had offered several Army 
officers for assignment to the Ministry of Defense, but that 
his offer had not yet been accepted. He noted he would soon 
provide Parliament\'s State Affairs Committee with an in-depth 
orientation on Nepal Army operations and had already taken 
the committee members to see various units around the 
country. Katawal described his initiative to offer training 

to civilians at the military staff college as part of an 

overall effort to develop a positive civil-military 

relationship and deepen civilian understanding and 
administrative capacity. 


Comment 


10. (C/NF) Katawal\'s insecurity regarding the Maoist 

strategic position in and around Kathmandu Valley presumably 
also reflects his feelings that the Nepal Army has been 
isolated by the political parties and Maoists. With 

relatively little support other than from the PM, Katawal is 
searching for allies and working behind the scenes to prevent 
what he sees as a potential Maoist takeover. His concern 

that promulgation of the interim constitution would result in 
Maoist control, however, may be unfounded. Although members 
of the Seven Party Alliance are not united against the 

Maoists, Post has not seen signs of complete fracturing, as 


Column 3 

Katawal suggested. In particular, we have seen relatively 
little support within the CPN-UML for an early alliance with 
the Maoists. A well-spoken advocate for democracy and 
civilian control of the armed forces, Katawal appears genuine 
in his desire to forestall any moves by the Palace to make a 
political resurgence. 
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SUBJECT: COUNTRY CLEARANCE GRANTED FOR AMBASSADOR GREGORY 
L. SCHULTE 


REF: UNVIENNA 919 


1. Embassy Rabat is pleased to grant country clearance to 
Ambassador Gregory L. Schulte to travel to Morocco, January 
8-10, 2007 for the purpose of participating in Iran public 
diplomacy outreach discussions with senior-level GOM 
officials and the media. 


2. Control Officer is Deputy Political Counselor lan McCary 

will meet Ambassador Schulte upon arrival, who can be reached 
at: 

Phone: 212 037-668-063 

Cell: 061-24-37-63 

email: mccaryijOstate.gov 


3. Hotel reservations have been made at the Hilton Hotel for 
the evenings of January 8-9, 2007 within per diem. 


4. In country transportation will be provided to include 
arrival and departure from Rabat airport. 


Column 3 
5. Post will provide schedule information separately. 


6. ICASS Policy: 


A. Due to ICASS funding reductions, we regret that Post has 
had to curtail services and pass the cost of select services 
through direct charging of non-ICASS contributors visiting 
Post through direct charging. Therefore we request that each 
visitor, regardless of length of stay, bring/forward fiscal 

data to pay for direct costs of the visit and share copies 

with their control officer and FMO. Each agency, 
organization, or visiting delegation will be charged for the 
actual costs attributed to their visit. Direct charge costs 
include, but are not limited to: American and LES staff 
overtime (e.g., expediter, airport pick-up and drop-off, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to visitor needs. Please note that all visitors 
should be prepared to be charged approximately ninety-five 
dollars (subject to periodic adjustment) for airport pick-ups 
and drop-offs that occur after normal business hours. 


B. In accordance with worldwide ICASS policy, TDYers over 
thirty (80) days, are subject to a charge for ICASS support 
services. If your sponsoring agency is not signed up for 

ICASS services at post, please be prepared to sign an MOU for 
ICASS support services upon arrival. The agency should 
provide post with written communication, generated by the 
traveler\'s headquarters, that confirms the agency will pay 
ICASS charges for the TDYer and provides the agency ICASS 
billing code to which TDY support charges should be applied. 


C. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. We regret that due to budget 
restraints, Post will not provide service to a TDYer staying 

in excess of thirty days without provision of this 
documentation. We thank you in advance for your 
understanding. 


7. Security Concerns 


A. Mandatory personal security training 
(ref: 04 state 066580, state 93760 and FSI 
1421): 


Effective January 1, 2005, American personnel requesting 
country clearance to perform extended temporary duty (TDY 
defined as more than 30 days) at overseas locations must 
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complete appropriate overseas personal security training 
(WsafeW course). This safe course requirement does not apply 
to career state department Foreign Service employees. lt does 
apply to state department civil service employees, employees 
of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16, 2003. Additional attacks have been thwarted by the 
vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured), the potential for violence against American 
interests and citizens remains high in Morocco. 
Establishments which are readily identifiable with the United 


States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate, 
including clubs, restaurants, places of worship, schools, 
hotels, movie theaters and public areas. Such targets may 
also include establishments where activities occur that may 
offend religious sensitivities, such as casinos or places 
where alcoholic beverages are sold or consumed. While in 
Morocco it is important to be vigilant to one\'s surroundings, 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to Morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately, 24 hours a day, at tel. 037-76-96-39. 


C. Crime: 


The threat level for crime in Morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling, pick 
pocketing, purse snatching, theft from vehicles, and 
harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred, but in 
general crime in Morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 
areas are particularly vulnerable to verbal harassment from 
young men. Women are advised to travel with a companion or in 
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a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs, visitors 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 

immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers, especially in outdoor shopping areas, 
tourist attractions, and in transportation centers. Taxis 

and trains in Morocco are relatively safe, city buses are not 
considered safe. Avoid carrying large sums of cash, and 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime, or an 
attempted crime, or experience any security-related incident 
during your stay in Morocco, please report the incident to 
the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions, 
including ours, from time to time receive threatening phone 
calls, e-mails and harassing letters/faxes. Should you 
receive any of these while at post, contact marine post one 
and/or the RSO immediately. Further, the mission has received 
several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail, 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally, demonstrations do occur with some frequency in 
Morocco during periods of heightened tension. Occasionally, 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 

region, always be alert to their surroundings and avoid large 
crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 

and the RSO. 


E. Electronic Devices: 


Privately owned laptops, PSC, cellular telephones, cameras 
and similar devices are strictly prohibited in controlled 
access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 
laptop/notebook computers must notify the information 
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management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 


be directed to either the IMO or the RSO. 
F. Cultural Awareness: 


Travelers need to be cognizant of the fact that Morocco is an 
Islamic country despite the appearance of some aspects of 
western culture. Generally, women should not travel alone and 
should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in Morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
and only buy or consume alcohol in shops, restaurants and 
hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy Rabat\'s Classified Website; 

http://www. state.sgov.gov/p/nea/rabat 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Riley 


91603 

RR RUEHAG RUEHAST RUEHBC RUEHDA RUEHDBU RUEHDE RUEHDF RUEHFL RUEHHM 
RUEHIHL RUEHIK RUEHKUK RUEHKW RUEHLA RUEHLN RUEHLZ RUEHMA RUEHPB 
RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHAK #0016 0051033 

ZNR UUUUU ZZH 

R 051033Z JAN 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC 0483 

INFO RUEHRC/USDA FAS WASHDC 

RUCNRAQ/IRAQ COLLECTIVE 

RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUEHZN/EST COLLECTIVE","UNCLAS ANKARA 000016 


SIPDIS 


SIPDIS 
SENSITIVE 


Column 3 


E.O. 12958:N/A 
TAGS: ENRG, SENV, EAGR, KPAO, OEXC, SCUL, TU, IZ 
SUBJECT: TURKEY-IRAQ WATER TALKS - FORMULAIC BUT TALKING 


REF. A) 06 ANKARA 4462 


B) 06 ANKARA 3324 
C) 06 ANKARA 404 


1. SUMMARY: (SBU) Turkey and Iraq held their second bilateral 
water dialogue in 2006 in Ankara on December 14. Like the earlier 
May 24 meeting, delegations repeated long-held positions and 

quibbled over the agenda and language. The two sides agreed to meet 
again, and the Iraqis again proposed Baghdad for the venue. The 

Iraqi delegation included a representative of the KRG (Erbil DG 

Water and Irrigation). The GOT MFA remains suspicious of the long 
proposed Turkey-Iraq Voluntary Visit program, questioning U.S. 
impartiality. End Summary. 


2. (SBU) Characterizing the meeting, GOT MFA water director Esen 
Altug stressed the cooperative atmosphere and technical data 
exchange, observing that the DSI (State Water Administration) 
Director General received the Iraqi delegation. She noted that the 
Iraqis initially proposed an agenda that was accusatory, rather than 
facilitative, particularly claiming that the Turks had not provided 
information on llisu Dam. The meeting went ahead with a toned down 
agenda. Altug claimed that the GOT provided additional information 
on the llisu Dam, supplementing the three slides presented in May, 
including the web site with links to the Environmental Impact 
Assessment Report and other reports. She reiterated Turkey\'s 
determination to move forward on the llisu Dam, with or without 
European export credit agency financing (still reportedly under due 
diligence on meeting EU standards). She noted that, like in May, 
the Iraqis asked no questions about Ilisu. Altug stressed that 
Turkey aimed to provide information, but this did not constitute or 
necessitate \"consultation\" (implying Iraqi approval). 


3. (SBU) Altug noted the Iraqi oft-repeated request that the Turks 
maintain the extra 200 cubic meters per second water flow in the 
Euphrates. The Turks argued that this is not an obligation that 
they can guarantee. While noting current acute need for 
hydroelectric electricity and therefore the requirement to push 
ample water flow, Turkey could not predict future electricity needs 
and/or rainfall/snow-pack. Altug reiterated that llisu would be 
used primarily for hydroelectric operation, and only little for 
irrigation (using more efficient sprinkle method, rather than the 
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canal system primarily used on the Euphrates). 


4. (SBU) The two sides agreed to step up data exchange and 
technical cooperation, including training of Iraqi engineers at DSI. 
Altug said the Iraqis requested data exchange every ten days. The 
Turks said this was impossible and impractical and endeavored to 
propose a more reasonable period like six months. The two sides set 
up emergency direct communication mechanisms, but Altug admitted 
that there had been no contact during late autumn flooding. The 

Iraqi side proposed that the next meeting be in Iraq. The Turks 

were noncommittal and timing was not determined. Altug complained 
again that the Iraqi written presentation was in Arabic. The Iraqi 
Embassy promised to provide a translation. 


5. (SBU) The MFA energy-water office has been supportive of our 
proposal for a Turkey-lraq officials study visit (transportation 

funded by OES) to facilitate dialogue and offer U.S. experiences for 
water management and trans-boundary issues (Ref C). Both Altug and 
DDG Mithat Rende told us that there was some \"political\" resistance 
in MFA questioning wheher this proposal would be in Turkey\'s 
interes and questioning USG impartiality on this subject given the 
advisory role the U.S. plays in Iraq. Altug said that numerous 

senior transitions in the MFA were slowing approval for the 

proposal, but she was confident that approval would be garnered in 
January. 


6. (SBU) COMMENT: Albeit formulaic and repeating long held 
positions, the establishment of regular bilateral dialogue is a huge 
leap forward. The two sides managed to set a date and pull it off 
with Embassies Ankara and Baghdad only providing confirmation of 
communication. The presence of a KRG rep is noteworthy and 
reflective of the regional reality of water issues. Trans-boundary 
water remains a highly sensitive issue for Turkey, and MFA remains 
cautious on our VOLVIS proposal, albeit fully funded by the USG. 


MCELDOWNEY 
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E.O. 12958: DECL: 01/05/2017 

TAGS: PGOV, PHUM, ASEC, BO 

SUBJECT: ELECTION SITREP 2: GOB OBSTRUCTS OPPOSITION 
CANDIDATES DURING CAMPAIGN 


REF: A. 2006 MINSK 1149 


B. 2006 MINSK 1273 
C. MINSK 002 


Classified By: Charge Jonathan Moore for reason 1.4 (d). 


Summary 


1. (SBU) This is a second situation report covering the 
Belarusian local council elections scheduled for January 14. 
With ten days left until Election Day, authorities are 
preventing opposition candidates from printing campaign 
materials and meeting with voters and restricting radio 
airtime. Opposition coalition party leaders brought their 
complaints forward at a January 4 press conference, but had 
not come to a joint decision on whether to boycott the 
elections. De facto coalition leader Milinkevich and others 
castigated the party leaders for not using the election 
process to communicate to the public and viewed a boycott as 
a betrayal to the voters. Despite the GOB harassment and 
restrictions and the coalition leadership rhetoric, regional 
and rural opposition candidates continue getting their 
message out. End summary. 


Publishers Refuse to Print Campaign Materials 


2. (U) In late December and early January, opposition 
candidates running in the local council elections scheduled 
for January 14 began complaining that Minsk-based printing 
presses were refusing to print their campaign leaflets. 
Reasons for denials varied from lack of paper," or a large 
workload,\" to Belarusian KGB harassment. Opposition 
candidates reported that printing presses often demanded the 
candidates provide written permission from the Central 
Election Commission (CEC). The CEC allegedly sent a letter 
to the Information Ministry in late December, but so far 
printing presses in Minsk were still refusing service to 
opposition candidates. 
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3. (C) UCP leader Anatoliy Lebedko at a January 4 press 
conference told reporters and diplomats at least 16 

opposition candidates in Minsk were refused printing 

services. Later that day, Belarusian National Front (BNF) 
deputy head and Minsk city council candidate Ales Yanukevich 
confirmed to Poloff that printing presses had refused service 
to him and other candidates. State-owned establishments 
claimed they were \"backlogged\" with orders and private 
printing presses openly admitted that Belarusian KGB officers 
\"suggested\" they not cooperate with opposition candidates. A 
few candidates in Minsk were able to print their campaign 
leaflets, but only after deleting portions of the text to 

satisfy the printing press and authorities. 


No Printed Material For Campaigning 


4. (C) Yanukevich noted the inability to print leaflets as 

the biggest problem opposition candidates were currently 
facing. The early election process begins on January 9 and 
so far most candidates have no printed information to give 
voters. Candidates were not legally allowed to print 
campaign material themselves because 1) the CEC requires 
leaflets to be marked with appropriate serial numbers and 
data and 2) candidates are not allowed to use their personal 
funds in campaigning nor are they allowed to print materials 
abroad. Yanukevich informed Poloff that he and other 
candidates would print their leaflets on privately owned 
typographs. Of course it would be illegal, but they 
desperately need written information to give to voters before 
early voting begins. By the time they get caught, they could 
possibly have delivered thousands of leaflets to home mail 
boxes. 


No Place to Campaign 


5. (U) Authorities are restricting opposition candidates from 
meeting with voters. On December 27, Lebedko announced that 
Minsk authorities rejected all his applications to meet with 
voters in public places. (Note: According to the new 
amendments to the Electoral Code, candidates are required to 
apply for permission to meet with voters in public apart from 
pre-designated and inconvenient times and places (ref A). 
End note.) Gomel city council candidate and organizer of 
Aleksandr Milinkevich\'s \"For Freedom\" movement Viktor 
Kornyenko on January 4 confirmed this, reporting that Gomel 
authorities refused to allow him and other opposition 
candidates to meet with voters in downtown Gomel. Both 
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Lebedko and Kornyenko vowed to hold the meetings anyway. 


6. (C) Yanukevich described his recent experience in which 
Minsk authorities granted him permission to meet with voters, 
but only in a park on the very outskirts of town. Attempts 

to rent space indoors were met with refusals. According to 
Yanukevich, authorities would only grant permission for 
events in the most uncomfortable places so that access to 
voters was minimal while maintaining the image the opposition 
candidates were freely able to meet with constituents. In 
oblast centers and small or rural areas, authorities often 

flatly refused opposition candidates permission to meet with 
voters without reason. 


GOB Restricting Air Time 


7. (C) The CEC granted all candidates a five-minute radio 
spot free of charge. However, candidates reported that radio 
station administrations systematically denied them the full 
five minutes, played the speeches at low-peak listening 
hours, or did not play the speeches at all. During a 
December 24 regional trip to Beloozersk (Brest oblast), BNF 
member and local council candidate Dmitriy Tretiyak told 
Charge and Poloff that authorities only gave him and the 
other seven registered opposition candidates in the community 
two-minutes of radio time (septel). When he asked the radio 
station why only two minutes, the administration replied that 
city council candidates were only allowed two minutes, 
district council candidates were allowed three minutes, and 
oblast council candidates were allowed the full five minutes. 


8. (U) Gomel authorities on December 28 did not broadcast BNF 
Conservative Christian Party member and Gomel city council 
candidate Vladimir Shitikov\'s five-minute address. 

Immediately after recording the speech, in which he lambasted 
GOB policies, the local election commission charged Shitikov 
with violating the electoral code, but would not identify the 
violation. On January 3, the Berezovskiy radio station 

failed to broadcast BNF member and regional council candidate 
Anatoliy Sakharusha\'s recorded radio address during peak 
listening hours, citing \"technical difficulties.\" 

Sakharusha\'s address was moved to another, less popular time. 
State-backed candidates\' addresses were aired twice. 


To Boycott Or Not 
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9. (U) At a January 4 press conference, leaders of opposition 
parties announced they were still undecided about whether 
they would join the Belarusian Communist Party\'s (BCP) 
boycott of the elections (ref B). The leaders claimed the 
results of the elections were already determined and cited 

the authorities\' increased use of double standards and 
complete disregard of electoral regulations. Kornyenko told 
the leaders not to \"fall before the (gun)shot,\" and advised 
them to consider withdrawing from the race only after all 
campaigning opportunities had been exhausted. BNF leader 
Vintsuk Vyachorka said his party would continue the campaign 
to the end, noting that from the start they had no illusions 

that the local elections would be fair. BPC deputy leader 
Yelena Skrigan claimed candidates who withdrew from the 
elections were still participating in door-to-door campaigns 

to explain to voters why the elections would be illegitimate. 
Belarusian Social Democratic Party (Kozulin) acting chairman 
Anatoliy Levkovic 

h viewed the local elections as a \"technical matter," but 
stated that they would not boycott. 


10. (U) The coalition leaders\' complaints of the election 
process and discussion of boycotts drew sharp criticism from 
Milinkevich. According to Milinkevich, the mere discussion 
of boycotts was evidence to the coalition leaders lack of 
self-confidence after failing to organize a widely 

advertised, nationwide local election campaign. Milinkevich 
noted that the opposition was fully aware of the conditions 

in which they would have to campaign before the election 
process even began. Each candidate must make use out of 
every opportunity to inform people and talk of withdrawing 
should be done only after campaign opportunities are 
exhausted, according to Milinkevich. He blamed the candidate 
registration denials of some" opposition activists on those 
activists\' failure to comply with \"simple\" requirements. 


11. (U) Leader of the Belarusian Party of Freedom and 
Progress and member of the coalition\'s Political Council 
Vladimir Novosyad on January 4 also criticized boycott 
discussions. According to Novosyad, withdrawing candidates 
from the race would be giving the authorities \"a gift" and 
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stressed that the local council elections, despite the 
manipulations and fraud, were an opportunity to communicate 
with the population. Candidates who withdraw from the race 
are \"betraying\" voters who were not afraid to give their 
signatures in support of that candidate\'s registration. 
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Novosyad plans to ask the Political Council to not recognize 

as delegates to the second congress of democratic forces 
those who failed to submit their signature lists to election 
commissions for registration and/or boycotted the election. 
According to Novosyad, such people were \"idlers\" and had no 
right to participate in the congress. (Note: More on the 
preparations (or lack there of) on the congress in septel. 

End note.) 


Comment 


12. (C) Boycotting the elections would be seen as a large cop 
out by the opposition. Coalition leaders and candidates knew 
long before the election campaign began that the process 
would be marred with harassment, manipulation and fraud, with 
the outcome already determined. A belated boycott would give 
the impression, much to the GOB\'s benefit, that the 

opposition is incapable of commitment. For the time being, 
only the BCP is calling for a boycott. 


13. (C) Milinkevich rightly accused some candidates of 
half-heartedly conducting campaigns, although Milinkevich 
himself has not always used every opportunity that has come 
his way. Belarusian Helsinki Committee head Tatyana Protko 
December 21 told poloffs that many opposition candidates were 
just making the motions\" and not really committed to the 
elections (ref C). However, this is not the case for many 
opposition candidates if the regions and cities outside of 
Minsk, who are using their radio spots (although only 
two-minutes in length) ajd campaigning door-to-door (with or 
without obficial campai\'n material) to get their message kut 
(septel). 

Moore 
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E.O. 12958: DECL: 01/05/2017 

TAGS: ECON, EFIN, PGOV, KWBG, IS 

SUBJECT: COORDINATION AND EVALUATION COMMITTEE REVIEWS 
RECENT VIOLATIONS OF RAFAH PROTOCOL 


REF: A. JERUSALEM 5060 
B. JERUSALEM 5030 


Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d). 


This cable was cleared by Embassy Tel Aviv and the U.S. 
Security Coordinator. 


1. (C) Summary: The Coordination and Evaluation Committee 
(CEC) met in an \"extraordinary\" session January 3 to discuss 
Prime Minister Haniyah\'s irregular passage by vehicle through 
Rafah crossing on December 28 and the after-hours processing 
of Gaza-bound bus passengers in the absence of EU-BAM 
monitors later that same day. Chief PLO Negotiator SaVeb 
Erekat acknowledged that pre-notifications required for 
Haniyah\'s passage by car had not been provided according to 
the protocol but complained -- without challenge from either 

the Israeli or EU-BAM representatives -- that conflicting 
messages from the Israelis and Egyptians on whether Rafah 
would be open had contributed to the mishandling of the 
situation. Erekat advised that the Palestinians and 

Egyptians have agreed on procedures for handling Haniyah\'s 
return January 4 and noted that the GOE assured him that 
Haniyah will not be permitted to transit Rafah crossing with 
large sums of cash. Both Palestinian and Israeli delegation 
heads declined to address an EU-BAM effort to secure a formal 
agreement on how senior members of the Hamas-led PA should be 
processed through Rafah in the future, preferring to focus on 
the logistics of Haniyah\'s imminent return and ways to 

improve communication with the Egyptians. End Summary. 


Protocol Breached 


2. (C) EU-BAM Head of Mission LTG Pietro Pistolese began the 
January 3 \"extraordinary\" meeting of the CEC by reading 
passages from the Rafah protocol on VIP travel and then 
described in detail the two December 28 incidents that had 
breached the established procedures. As summarized by 
Pistolese: 
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-- Stranded Bus Passengers: By 1730 hours, December 28, 
Rafah was closed, both terminals were cleared of passengers, 
and the EU-BAM monitoring shift departed. Between 1730 and 
1800 the Palestinians processed 45 passengers against the 
advice of EU-BAM. (Note: These passengers may have emerged 
from buses stuck in the corridor between the two sides of the 
crossing. End Note.) At 1822 hours, an Egyptian Liaison 
Officer informed EU-BAM that Palestinian passengers had 
forced entry into the terminal on the Gaza side of Rafah. 

Three buses that had been allowed into the Philadelphi 
corridor by the Egyptians elected to proceed to the closed 
terminal and drop off their passengers. The Egyptians 
estimate that between 150-160 travelers disembarked. 
Declining to comply with EU-BAM and Israeli Liaison Officer 
requests to return the people to Egypt, Palestinian officials 
processed the travelers. 


-- Haniyah\'s Exit: According to EU-BAM, on December 28 at 
1145 hours PM Haniyah\'s delegation (total of 14 persons 
including Minister of Interior Said Siyam, Foreign Minister 
Mamoud al-Zahar and PLC member Ahmed Bahr) arrived a the 
Rafah crossing in four vehicles (three Mercdes and one 

jeep). Two passengers jumped out ofthe vehicles on the 
Palestinian side with the douments for all the passengers. 
After a wait of about 45 seconds, al the vehicles crossed to 

the Egyptian side. Th vehicles drivers returned the empty 
cars to th Palestinian side about 30-45 minutes after they 

had crossed. EU-BAM noted that the PA had not compied with 
pre-notification procedures: The liaisn office had not been 
informed that Haniyah and is delegation wished to transit 

the crossing by ar and the list of passengers had not been 
provided in advance. 


Communication/Coordination Probles 


3. (C) hief PLO Negotiator SaVeb Erekat acknowledged that 
pre-notifications required for Haniyah\'s passage by car had 

not been provided to the liaison office. He stated that he 

had contacted Israeli delegation MOD Senior Policy Advisor 
Haggai Alon December 27 to advise him that Haniyah wished to 
cross into Egypt the next day and would be transported 
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through Rafah crossing in vehicles provided by Abu Mazen\'s 
office. Erekat said he suggested to Alon that it would be 
better for the GOI to facilitate this trip rather than be 
perceived as impeding Hajj pilgrims. He asserted that Alon 


Column 3 

had called back later to advise that the crossing would be 
closed December 28. Abu Mazen later informed Erekat that the 
Egyptians had told him Rafah would be open, which later 
proved to be the case. Erekat said the conflicting messages 
from the Israelis and Egyptians over Rafah\'s status had 
undermined Palestinian efforts to coordinate Haniyah\'s 
passage. He urged CEC members to treat each other as \"full 
partners\" and exert greater effort in communicating 

information and coordinating crossing-related activities. 

(Note: Although the Rafah protocol extends certain 

courtesies to senior PA officials, the Israeli position, 

according to EU-BAMVs Chief of Operations Patrick Delval 

(ref. A) is that, by refusing to recognize Israel, senior 

members of the Hamas-led PA should not be granted any special 
privileges. Delval suggested that, even if the liaison 

center had received the required pre-notification, therefore, 

the Israeli liaison officer would still have objected to 

Haniyah\'s passage through the terminal by car. End Note.) 


Humanitarian Concerns 


4. (C) In reference to the processing of the bus passengers 
after the terminal had closed, Erekat stated that it was 

difficult to ignore the plight of the people stranded between 

the Egyptian and Palestinian gates. He described the mishap 
as involving a total of four buses: two prevented from 

entering Egypt because the Palestinian side had declined to 
accept two other buses carrying Gaza-bound passengers already 
processed on the Egyptian side. Eventually four buses were 
stranded in the corridor with no certainty that Rafah would 

be open the following day. The Palestinians decided to allow 
the buses into Gaza. Erekat provided the Israeli delegation 
what he described as a complete list of all the passengers 
involved. He added that he would \"urge our Egyptian 
colleagues\" not to repeat the actions that led to the 
passengers being stuck. Israeli delegation head Alon agreed 
that humanitarian concerns need to be addressed on both sides 
of the crossing. He asserted that the GOI had improved the 
situation in the past month and had achieved \"almost full 
normalization.\" He suggested that the bus passengers should 
have been returned to Egypt because \"it was a known fact\" 
that Rafah would be opened the following day. (Note: EU-BAM 
later noted that Rafah has been closed 82.6 percent of the 

time since June 25, 2006. It was open for only six days in 
December 2006. End Note.) Erekat replied that normalization 
of crossing operations remains an elusive goal and, until it 

is realized, travelers will continue to take desperate 

measures. Erekat noted that \"international standards,\" a 

term used in the agreement and protocol for Rafah Crossing, 
could include some standard for ensuring that travelers are 
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treated humanely. 


5. (C) The Palestinians and Israelis declined to engage on a 
Pistolese proposal to establish new or amended procedures to 
avoid such an incident, including measures to ensure that 
travelers are not allowed into the terminal so late in the 

day that they cannot be processed by the other terminal\'s 
designated closing time. Both parties and EU-BAM welcomed 
the suggestion that a specific time be set after which 
additional buses will not be allowed to enter the corridor, 

thus allowing sufficient time to process travelers prior to 
closure. (Note: Pistolese told Emboff later that he will try 

to make some procedural modifications within his own 
authority. End Note) They did agree, however, on the need 
for better coordination with the Egyptians to ensure that 

each side is aware of passengers still being processed late 

in the day. 


Haniyah\'s Return 


6. (C) Erekat explained that Palestinians and Egyptians had 
recently agreed on procedures for facilitating the return of 
Haniyah and his delegation to Gaza on January 4. Erekat 
stated that a Saudi private jet carrying Haniyah and his 

party would touch down at al Arish at 1100 hours on January 
4. PA General Administration of Crossings and Borders head 
Nazmi Muhanna will be at al Arish for the arrival, will 
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gather all their documents for advance processing at Rafah, 
and will also be present when the delegation transits Rafah 
crossing about an hour later. Erekat said that Egyptian 
officials have agreed to check the luggage of Haniyah and his 
party at al Arish to ensure that the PM is not attempting to 
transfer large amounts of cash into Gaza. Only personal 
items and customary Hajj gifts will be permitted. Erekat 

said that he had been assured by the GOE that Haniyah would 
not be allowed to bring large sums of cash through Rafah. 
Erekat further advised that four cars belonging to President 
Abbas would be sent to the Egyptian terminal to pick up 
Haniyah and his delegation. He promised to provide the 
EU-BAM by the afternoon of January 3 the description and 
plate numbers for these vehicles and the ID numbers for the 
drivers. He said he would also provide the names of all 
members of Haniyah\'s delegation. Alon indicated that he had 
no objection to what was being proposed for handling 
Haniyah\'s return but could not reply formally until later in 

the day after consultations with senior GOI officials. 
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(Note: Haniyah transited Rafah January 4 without incident. 
End Note.) Erekat also shared with participants a copy of a 
letter he had provided to COGAT General Mishlev listing the 
arrival times of Hajj flights landing at El Arish airport in 
Egypt (four flights a day for four days, January 4-8, each 
carrying 200 people). 


Touchy Subject Deferred 


7. (C) EU-BAM Head Pistolese asked that the Palestinian and 
Israeli delegations formally agree to procedures for the 

transit of senior PA officials through Rafah. Erekat gently 
declined, suggesting that the Israelis may have some 
reservations about this and he did not want to “poke them in 
the eye\" on this subject. It should be handled \"in a quiet 
way" Alon replied by expressing appreciation for Erekat\'s 
\"sensitivity of the situation\" and agreed to defer the issue. 


Egypt/Presidential Guard Roles 


8. (C) EU-BAM, the Israelis and the Palestinians agreed that 
communication and coordination needed to be improved. A 
motion was approved, subject to GOI confirmation, to 
establish a position for a Presidential Guard representative 

in the liaison center at Kerem Shalom. In addition, the 
Committee discussed adding an Egyptian representative at the 
liaison office. This issue was deferred to a meeting of the 
Security Working Group scheduled for January 10, where Egypt 
will be represented. (Note: Two accompanying EU-BAM shift 
commanders acknowledged the merits of having a full-time 
EU-BAM presence at the Egyptian terminal. End Note.) 


9. (C) Alon also repeated a request (ref. B) on the status 

of anew GOE policy for cash transfers into Gaza. The Consul 
General replied that the USG has had extensive contacts with 
the GOE on the subject and it is our understanding that 
Egyptians do not intend to allow large sums of cash through 

the Rafah crossing. He also noted that details of 

arrangements made for Haniyah\'s return would be immediately 
shared with Washington and Embassy Cairo. 
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E.O. 12958: N/A 
TAGS: ENRG, EPET, BEXP, TU, IR, RS 
SUBJECT: TURKEY\'S WINTER GAS WOES AND MEASURES 


REF: 06 ANKARA 6403 


1. (SBU) SUMMARY: Occurring each winter at Turkey\'s peak need, the 
Iranian announcement January 3 that it had to stop natural gas 

exports to Turkey in order to meet its own requirements was not 
unexpected. Turkey had already embarked on compensating measures 
after Iran\'s initial December reduction, including augmenting gas 
storage, increasing shipments from Russia, and spot LNG purchases, 
but these sources will be very expensive. In addition, BOTAS 
announced that some industrial users may face gas cuts. Covering 

its winter natural gas requirement will be a challenge for Turkey 

given unreliability of Iran as a source and given delays in 

Azerbaijan Shah Deniz gas. End Summary. 


2. (SBU) Citing \"internal problems\" and domestic shortage of gas, 
Iran announced it cut gas exports to Turkey to zero as of January 3. 
Iranian Oil Minister Hamaneh reportedly apologized to Turkish 
Energy Minister Guler before official notification, and promised to 
resolve the problem in the shortest time possible. This news came 
as no surprise, since Iran is a notoriously unreliable supplier. 
Already, on December 14 Iran announced reduction of its daily supply 
of natural gas to Turkey to 7 million cubic meters. Turkey normally 
expects 20-22 million cm per day from Iran in the winter. Turkey 
could receive as high as 27-29million cm per day under its 10 
billion cm(BCM) annual contract. In reality, Turkey receies about 
half the contractual capacity on an nnual basis. Whereas in 
previous years Iran educed its flows to as low as 5 million cm per 
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day during the coldest periods, the cut to zero was unprecedented. 


3. (SBU) In expectation of a difficult winter, the Energy Ministry 

and BOTAS had already undertaken significant measures to prevent a 
gas crisis. In response to Russian offers to fill the gap from the 
December Iranian gas cut, BOTAS reportedly increased gas purchases 
from the Blue Stream and the Russia-West lines. The daily flow 
through Russia-West went up to 47 million cubic meters from 42 
million and the flow through Blue Stream increased to 37 million 

cubic meters from 28 million cm. BOTAS also increased LNG 
purchases, and is now using the Egegaz LNG storage facility in 
Aliaga. Press reports indicated that the Energy Ministry was 
disappointed about delays in commissioning the new Silivri Marmara 
gas storage facility. 


4. (U) Ina press statement on January 4, Energy Minister Guler 
claimed that the GOT was taking adequate measures to prevent gas 
shortages. HE explained the efforts to increase gas imports from 
Russia and LNG imports from Nigeria and Algeria. Guler stressed the 
importance of the recent LNG storage service contract BOTAS signed 
with private sector facility Egegaz. Guler refused to comment on 

the compensation Turkey would demand from Iran, noting the 
arbitration case between the two countries continued. As 
supplementary measures, BOTAS announced that some industrial users 
that generate their own electricity (\"auto-producers\") would not 
receive natural gas, but Minister Guler chose to deemphasize this 
measure, assuring there would be \"no gas cuts for homes and 
industry\". 


5. (SBU) Even without the Iran cut-off and delay in Shah Deniz 
deliveries, Turkey was set for a difficult gas crunch this winter. 

BP (see below) estimates Turkey\'s potential daily peak winter gas 
demand at 137 million cubic meters and identifies likely sources of 
only 115 million, but its figures need further discounting for Iran 
(unreliable), Azerbaijan (delayed), and Marmara storage (delayed). 
It will be a challenge for Turkey to fill the gap with Russian and 
LNG given questions of cost, availability, and technical limitations 
and/or to significantly reduce provision to industrial users and 
power plants. Turkey remains significantly dependent on imported 
natural gas for 32% of its electricity production and for municipal 
heating. Even with some new potential production in the western 
Black Sea (with American Toreador Co.), Turkey\'s domestic gas 
production is nearly nil. 


Column 3 


6. (SBU) The Turks saw this coming. In fact, they are not as bad 
off as last year, when the Ukraine crisis put Russian supplies in 
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doubt. Russia has capitalized on the problems with Iran (and 
Azerbaijan) supply, by stepping up as the reliable (if at a high 

price) supplier. Concern about angering its key supplier (65+% of 
supply) has colored Turkey\'s approach to gas transit to Europe and 
negotiations for help to Georgia (now mooted in the short term 
because of delays in Shah Deniz gas). Gas supply and gas prices are 
highly politicized, front page issues, especially in this election 

year. The government has avoided passing cost increases on to 
consumers that would moderate demand growth. 


7. (SBU) 


Power Generation (peak) 57 mcm 


Industry 20 
Home Heating 60 
Total Demand 137 mcm 
Daily Supply 
Maximum Probable 


Capacity Supply 


Marmara LNG 22 mcm 17mcm 
Domestic 2 1 

Russia-W est 42 39 

Blue Stream 30 29 

Iran 28 15 

Shah Deniz 8 9 

Silivri Storage 10 9 

Aliaga storage 12 5 

Total Supply 155 mcm 115 mcm 


Note: Estimates provided by BP, not for use outside USG. 
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E.O. 12958: DECL: 01/05/2017 
TAGS: PTER, PGOV, PREL, NP 
SUBJECT: FORMER PRIME MINISTER SHARES CONCERNS ABOUT NEPAL 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) In a meeting on January 5, former Prime Minister and 
President of the Rastriya Janashakti Party (National People\'s 
Power Party) Surya Bahadur Thapa told the Ambassador that the 
Prime Minister and the Government of Nepal (GON) needed to 
become more assertive. Thapa complained about continuing 
Maoist atrocities and worried that the parties in the 
Seven-Party Alliance (SPA) were not united against the 
Maoists. If the Maoists came to power, Thapa said, then the 
country would be the loser. While India would be threatened 
under this scenario, he opined that China might gain 

influence. Thapa worried about the impact of the Maoists on 
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the business community in Nepal. Although Thapa did not 

expect the King to make a comeback, he implied that fear of 

such a move might encourage the SPA to move more quickly than 
it should on promulgation of an interim constitution and 

formation of an interim government. 


GON Needs to Act Like a Government 


2. (C) Surya Bahadur Thapa, former Prime Minister and 
President of the Rastriya Janashakti Party, told the 
Ambassador on January 5 that the GON needed to start acting 
more like a government. Thapa said that he had been 
observing the situation in the country and had not been 
satisfied with the actions of the current political 

leadership. Thapa worried that Prime Minister Koirala and 

his government were not moving forward in a positive way with 
the peace agreement, and that the GON was not holding the 
Maoists accountable for violations of the Comprehensive Peace 
Agreement (CPA). Thapa stressed the importance of unity 
among the individuals and parties who believe strongly in 
democracy and multi-party democracy to ensure that a Maoist 
takeover of the state did not occur. 


Maoists Control the Countryside Outside Kathmandu 


3. (C) Thapa told the Ambassador that the Maoists were 
violating the CPA in almost all parts of the country, 

including in the Kathmandu Valley. Thapa complained that, 
outside of Kathmandu, the Maoists controlled almost 
everything, including district administration and local 
governance. In some places, he said, they controlled things 
directly, and in others the Maoists maintained control 
through intimidation and threats. Thapa accused the GON of 
only focusing on the situation in the Kathmandu Valley and 
allowing the situation in the outlying areas to remain 
dominated by the Maoists. He lamented the fact that the 
Maoists were not allowing political workers to go out and 
campaign in most parts of the country. 


Nepal Will Lose If the Maoists Come to Power 


4. (C) Thapa stated that Nepal would lose three things if the 
Maoists came to power and took control of the state. First, 
Nepal would lose the institution of monarchy. Second, Nepal 
would lose the ideal of democracy, as the Maoists would 
impose a single-party state. Third, the Nepali people would 
lose their freedom and liberty. Thapa believed that a Maoist 
takeover would precipitate complete anarchy in the country 
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and the Maoists would begin to promulgate groups of laws that 
Thapa referred to as a \"revolutionary mess. He also opined 
that Nepal would become cut off from the rest of the world as 
the Maoists and their anachronistic ideology began to isolate 
the country. 


India Will Also Lose 


5. (C) Thapa also suggested that India would be a huge loser 
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if the Maoists took control of the state. Thapa said that, 
because of the close relationship between Nepal and India, 
India\'s border effectively ends at the Himalayan range in the 
north of Nepal, but if the Maoists come to power, that border 
would be moved down to the Terai in southern Nepal. Thapa 
also stressed that a Maoist-led state would adversely affect 
India\'s national security. Thapa predicted that, within 5 to 

15 years, most states in India would fall under Maoist 
influence if the Communist Party of Nepal-Maoist consolidated 
control over Nepal. 


China Will Move Quickly to Influence the Maoists 


6. (C) Thapa mentioned that China had been a silent spectator 
of Nepal\'s situation up to this point. If the Maoists came 

to power, he said, China would have a big opportunity to jump 
into South Asia and weaken India\'s influence. Beijing would 
also jump at the chance to work with a Maoist regime \"against 
the U.S., especially vis-a-vis Tibetans.\" Thapa stated that 
China would \"not waste a second\" to make sure the Maoists did 
what they want with Tibetans. 


Maoists Affect the Business Community 


7. (C) Thapa complained that the Maoists had been 

\"terrorizing\" the business community, taking large amounts of 
money through extortion from businesses in Nepal. He worried 
that the Maoists were making many Nepal-based businesses move 
to India, where the investment climate was better and more 
secure. Thapa expressed concern that, as business and 
investment moved out, Nepal was moving rapidly in the 

direction of disintegration. 


King Has no Support; But Fear of King is Applying Pressure 
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8. (C) Thapa told the Ambassador that he had met with the 
King two months ago, at the King\'s request, and had advised 
him to keep a low profile and to speak with the Prime 

Minister instead of speaking with other people and raising 
suspicions. Thapa said that any meetings the King may be 
having with people were meaningless, because the King had 
absolutely no support from the people, the political parties, 

or the Nepal Army for any sort of comeback. He said the King 
had lots of \"well-wishers,\" but that no one would support a 
future grab by him for power. Thapa said that accounts of 

the King having Hindu fundamentalist supporters in India were 
overblown, and he did not expect that the King would have 
support from anywhere to govern again. 


9. (C/NF) Thapa brought up the recent news that the King and 
the royal family had refused to take their monthly salary 

from the GON, prompting some in the government to worry that 
some scheme was afoot in the palace. Thapa said that Finance 
Minister Ram Sharan Mahat and Speaker of the House Subash 
Nemwang both met with the Prime Minister on January 5 to 
discuss the matter, and that Nemwang had been pushing the PM 
to immediately promulgate the Interim Constitution to 
permanently take all power away from the King and make sure 
he would not try to regain power. According to Thapa, the PM 
was considering immediate promulgation of the interim 
constitution. 


Comment 


10. (C/NF) The fact that Nemwang, someone who usually takes a 
strong stance against the Maoists, is pushing the PM to 
immediately promulgate the interim constitution is of great 
concern, and is something we will continue to watch closely. 
Thapa is correct that the Maoists control most of the area 

outside of the Kathmandu Valley, and the only way to stop 

this is for the GON to start acting like a real government 

and begin to enforce law and order across the countryside. 
MORIARTY 
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E.O. 12958: N/A 
TAGS: ECON, TBIO, SENV, EAGR, AMED, KFLU, HK, CH 
SUBJECT: BIRD TESTS POSITIVE FOR H5 VIRUS IN HONG KONG 


REF: HONG KONG 4780 


1. (SBU) Hong Kong government (HKG) officials announced that 
a fast test reveals a dead bird tested positive for the H5 

virus in Hong Kong on January 4. The bird, a Scaly-breasted 
Munia, was one of six dead birds found on the street near an 
urban shopping area on December 31. Additional tests will be 
conducted on all six animals to determine if it is the H5N1 
strain. As a preventive measure, Hong Kong has closed three 
local aviaries and stepped up inspections of poultry farms, 

wet markets, and pet shops. This is the first positive H5N1 
test in Hong Kong in ten months. HKG officials state this 
discovery is in line with their expectations of a rise in 

positive tests for H5N1 in birds due to the annual migratory 
bird stopovers that occur in Hong Kong from January to March. 
END SUMMARY. 


2. (U) On December 31, Hong Kong Agriculture, Fisheries and 
Conservation Department (AFCD) workers collected six dead 
birds that were found on a crowded street in a popular 
shopping district in Hong Kong. Preliminary tests show that 
one of the birds was infected with H5, while the other birds 
tested negative. AFCD will conduct additional tests on all 

six bird carcasses too confirm whether it is the H5N1 strain. 
During a press conference, Assistant Director of AFCD Thomas 
Sit speculated that migratory waterfowl may have infected the 
bird. However, citing comments by the Chairman of the Hong 
Kong Bird Watching Society and the manager of a local nature 
reserve, press reports note that this species of bird is rare 

in urban settings like Hong Kong and speculate that the birds 
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may have been released by local residents as part of a 

Chinese blessing tradition. Nonetheless, despite 
disagreements over the cause of the infection, Assistant 
Director Sit said that the positive test is an important 

reminder of the need for farmers, poultry sellers, and pet 

bird owners to maintain proper sanitation and hygiene for 

both the animals and humans who come into contact with them. 


3. (SBU) AFCD has stepped up biosecurity measures across Hong 
Kong and will intensify inspections of markets and pet shops 

in Causeway Bay, the urban district where the birds were 

found. AFCD has contacted farmers, pet store operators, 
licensed owners of pet birds, and wet market bird sellers to 
remind them of the need to maintain proper sanitary 

conditions and report any human or animal illnesses. The HKG 
also dispatched workers to rural areas to ensure that 

residents there abide by the ban against keeping backyard 
poultry. In accordance with the HKG Al Preparedness Plan, 

the Hong Kong Leisure and Cultural Services Department (LCSD) 
closed aviaries in Hong Kong Park, Kowloon Park, and the Hong 
Kong Zoological and Botanical Gardens -- all within the 
three-kilometer radius of where the birds were found. Nature 
preserves on the outskirts of the city remain open, but the 
government is prepared to close them if the situation 

warrants. 


4. (SBU) Thomas Tsang, MD, a communicable disease specialist 
at the Hong Kong Centre for Health Protection, told EconOff 

that the positive test came as little surprise and that the 

HKG has been preparing for months for the annual migratory 

bird season that traditionally lasts from January to March. 

Tsang said he did not yet know whether this bird was infected 


SIPDIS 

with a highly virulent strain, but anticipates that 
additional birds will test positive in the coming weeks. 
Tsang also indicated that there is no evidence of human 


SIPDIS 

infection in Hong Kong at this time. He stated that the main 

risk is of migratory birds infecting local poultry stocks, 

but believes that Hong Kong has greatly reduced that risk by 
increasing its biosecurity measures around farms and 
slaughterhouses (see reftel). He noted that CHP and AFCD are 
monitoring the situation closely. 
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E.O. 12958: DECL: 01/05/2017 

TAGS: PTER, PGOV, NP 

SUBJECT: NEPAL: CONCERN ABOUT MAOISTS GROWING AMONG 
POLITICAL LEADERS 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) In separate meetings on January 3 and 4, Nepali 
Congress-Democratic (NC-D) President Sher Bahadur Deuba and 
Communist Party of Nepal-United Marxist Leninist (CPN-UML) 
General Secretary Madhav Kumar Nepal told the Ambassador that 
they were concerned about continuing Maoist violence and 
intimidation. Both leaders said that the situation for 

political party workers in the countryside was bad. MK Nepal 
insisted that elections to the Constituent Assembly needed to 

be held by June at all costs, but Deuba suggested that if 

elections were to be free and fair, they might need to be 

delayed until 2008. Both leaders expressed a distrust for 

the other parties in the Seven-Party Alliance (SPA) and 

suggested that the other parties might form alliances with 

the Maoists. Deuba expressed his opinion that the Interim 
Constitution was flawed and needed to be changed. 


Maoist Atrocities Continue Unabated 
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2. (C) In a January 3 meeting, CPN-UML General Secretary 
Madhav Kumar Nepal told the Ambassador that Maoist 
intimidation and extortion continued across the country. MK 
Nepal said that CPN-UML workers in many districts were still 
afraid to leave the district headquarters for fear of Maoist 
reprisals against them or their families. MK Nepal recounted 
that Maoists had told people in one village that ballots in 

the upcoming elections would not be secret, and that the 
Maoists would know who you voted for, and punish you if you 
vote against us.\" MK Nepal believed that the Maoists were 
attempting to make up for their lack of genuine popularity by 
giving the impression, to great effect, that they still 

controlled most of the country. MK Nepal also recounted one 
brutal story about a CPN-UML political leader who was running 
for a local election in a school management committee. He 
described how Maoist combatants came to the community and 
started beating the CPN-UML candidate with sticks and bricks, 
going so far as to attempt to gouge his eyes out with their 
fingers, until the CPN-UML candidate agreed not to stand for 
election against them. MK Nepal warned that Maoist 
intolerance and violence might continue for years to come, 
even if the Maoists moved slowly into the political 

mainstream. 


3. (C) In a meeting on January 4, NC-D President Sher Bahadur 
Deuba told the Ambassador that in most parts of the country 
the Maoists had not allowed NC-D political workers to travel 
outside the district headquarters. Deuba also complained 
that people who had been displaced by the conflict had still 
not been able to return to their homes. Deuba worried that 
security in the countryside was declining daily, and that the 
Government of Nepal (GON) had not yet given orders to the 
Nepal Police to enforce law and order. He said that the 
police did not feel like they could take any action because 

of a lack of political support; they believed the political 
leadership would blame them for hurting the peace process 
rather than supporting them for doing their jobs, if they 
acted to control crime. 


Free and Fair Elections? 


4. (C) MK Nepal emphasized the importance of holding 
Constituent Assembly elections by June, the timeframe set by 
the November 21 Comprehensive Peace Agreement. He worried 
about the Prime Minister\'s health, and argued that any delay 

in holding the elections would run the risk of something bad 
happening to the PM, throwing a huge hurdle into the process. 
MK Nepal also worried that the longer the country was ina 
transitional phase without an election, the longer it would 

take for effective economic development. He suggested that 
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perhaps the Maoists wanted to delay the elections to give 
their cadre more of a chance to establish themselves as a 
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legitimate political party ready to enter a democratic 

process. MK Nepal worried that if the election were delayed, 
Maoist atrocities would be further from the minds of the 
people, allowing Maoist popularity to grow and increasing 
their competitiveness vis-a-vis the CPN-UML. MK Nepal was 
not concerned about Maoist intimidation creating problems 
during the elections, stating that he believed that people 
would be brave enough to vote their conscience regardless of 
Maoist actions. 


5. (C) In contrast, Deuba stressed that it would be very 
difficult to hold free and fair elections within the next 

five to six months due to continuing Maoist atrocities. 

Deuba suggested to the Ambassador that perhaps the elections 
should be put off until April or May 2008 to make sure that 
fear was drained from the countryside and the Maoists were 
serious about entering into a peaceful democratic process. 
Deuba admitted, however, that he did not have much support 
for such a delay from the other political parties in the SPA. 
Deuba believed that with the extra time before elections, 

the parties in the SPA could better integrate the Maoists 

into mainstream politics. 


SPA Unity Unsure 


6. (C) The Ambassador urged both to ensure the SPA remained 
united in the days to come, at least on the issues of a 
democratic process and the Maoists giving up their weapons 
and violence before entering into an interim government. MK 
Nepal and Deuba indicated weakly that such unity would likely 
remain, although each blamed the other\'s party of beginning 

to work with the Maoists. MK Nepal strongly denied a 

possible alliance between the CPN-UML and the Maoists, saying 
that it would be \"impossible.\" He accused the NC and NC-D of 
planning to cooperate with the Maoists to gain seats in the 
upcoming Constituent Assembly elections from the CPN-UML. He 
stated that the NC needed to \"change its own ways\" in order 

to maintain SPA unity. Deuba said that it was important that 

the SPA take a strong stance against the Maoists, but that 

the Maoists had been \"very clever\" in turning the parties 
against one another. Deuba partially blamed the Prime 

Minister for a breakdown in SPA unity because the PM 
continued to have private meetings with Maoist Supremo 
Prachanda to make important decisions (such as the 
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finalization of the Interim Constitution) and then presented 
those decisions to the other SPA leaders to sign. 


Interim Constitution Flawed 


7. (C) Deuba told the Ambassador that he believed the Interim 
Constitution in its current form was flawed and needed to be 
amended before promulgation. He worried that the envisioned 
dual voting system created another method for Maoist 
intimidation. With a dual voting system, the Maoists could 
allow people to vote for a candidate from their own party 
(Deuba or MK Nepal, for instance) while still casting their 
second vote for the Maoists as a party, giving them more 
seats in the Constituent Assembly. However, he made it clear 
that the Prime Minister controlled the process and that if 

the PM asked for changes, Deuba would agree. 


Comment 


8. (C) Concern is rising among political party leaders that 

the Maoists are using the democratic process simply as a way 
to gain absolute power. Both Deuba and MK Nepal have begun 
\"campaigning,\" each trying to undermine the other\'s claim to 
the post of Prime Minister if Koirala were to die soon. 

While restoration of law and order across the country and 
re-establishment of local governance is necessary, the 
current climate of suspicion between political parties and 
misgivings over the Interim Constitution suggest concrete 
action will be slow in coming. Continued SPA unity is 
questionable, although the three major parties are unlikely 
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to enter into any sort of working relationship with the 
Maoists. All three fear that, if they entered into an 
alliance with the Maoists, the latter would swallow them 
whole. 
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E.O. 12958: DECL: 01/05/2032 

TAGS: PREL, PGOV, CH, TW 

SUBJECT: AFM HE URGES UNITED STATES TO \"PREVENT\" CHEN 
SHUI-BIAN TRANSIT 


REF: A. BEIJING 0001 
B. 06 BEIJING 8029 (NOTAL) 
C. JANUARY 4 EAP PRESS GUIDANCE 


Classified By: Charge d\'Affaires David S. Sedney. 
Reasons 1.4 (b/d) 


Summary and Comment 


1. (C) China urges the United States to take steps to 

prevent Chen Shui-bian from transiting the United States en 
route to Nicaragua next week, Assistant Foreign Minister He 
Yafei told the Charge dVAffaires January 5. Claiming that 

the transit stops violate the United States\' one-China policy 

and commitments under the Three Joint Communiques, AFM He 
expressed in measured tones China\'s concern that Chen would 
use his time on the layovers to advance his \"independence 
agenda," ratchet up tensions across the Strait and undermine 
relations between the Mainland and the United States. AFM He 
criticized Chen\'s New Year speech and expressed hope that the 
United States would publicly state opposition to ChenYs 

efforts to seek de jure independence prior to a Democratic 
Progressive Party meeting on January 17. The Charge 
reiterated the United StatesW adherence to our one-China 
policy, adding that consistent with longstanding practice, we 

are prepared to facilitate occasional transits by Taiwan 

senior leaders, in keeping with the safety, comfort, 

convenience and dignity of the travelers. Reminding AFM He 
that Taiwan has a vibrant democracy, the Charge urged China 
to engage Chen and other DPP authorities to work toward a 
peaceful resolution of the Taiwan issue. Although AFM He 
conveyed his points with seriousness, his tone was less 

strident than when protesting Chen\'s proposed transit through 
the United States last spring (ref B). End Summary and 
Comment. 


No to Stopovers 
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2. (C) AFM He called the CDA to the MFA on January 5 to 
protest reports Taiwan \"President\" Chen Shui-bian would 
transit the United States. AFM He said China understands 
that Chen intends to transit San Francisco on the way to the 
January 10 inauguration of President-elect Daniel Ortega in 
Nicaragua, with a stop in Los Angeles on the return trip. 

AFM He added that China has learned that the United States 
has already agreed to the stopovers. China is very concerned 
over the situation and Ambassador Zhou Wenzhong has made 
serious representations to the United States Government on 
the matter in Washington. The sole aim of the stopovers is 

to provoke cross-Straits tensions and damage United 
States-China ties. Experience shows, AFM He continued, that 
when Chen has transited the United States in the past, he 
went beyond past practices and engaged in \"separatist 
activities\" that harmed bilateral ties. This time it will be 

no different. Chen is in a desperate situation so there is 

no doubt he will attempt to exploit the transit stops for his 

own political advantage, AFM He claimed. 


3. (C) AFM He said Chen\'s transit plans could jeopardize 
United States and China\'s productive cooperation on North 
Korea, Iran and other key global issues. AFM He claimed the 
stopovers violate the United States\' one-China policy and 
commitments under the Three Joint Communiques. AFM He said 
China urges the United States to take steps to prevent the 
transit stops and Chen\'s other separatist activities. In 

this context, AFM He said China also hopes the United States 
will publicly and unequivocally express opposition to Chen 
Shui-bian\'s efforts to seek de jure independence prior to a 
DPP conference regarding \"sovereignty and the constitution\" 
on January 17. 


4. (C) From now until the election in Taiwan in 2008, the 
cross-Straits situation will be particularly risky, AFM He 
remarked. Chen is determined to revise the constitution via 

the second republic approach, AFM He asserted, adding that he 
is striving to achieve de jure independence regardless of the 
consequences. \"Chen Shui-bian is not to be trusted,\" AFM He 
said. Chen\'s New Year speech provided added evidence of his 
unreliability. Despite appeals from the United States and 

the international community, Chen used the speech to \"trumpet 
his independence agenda with the aim of poisoning 
cross-Straits relations" AFM He contended. Given Chen\'s 
recklessness, the United States and China need to cooperate 
and look at the issue soberly so as to prevent problems 

across the Strait and avoid damage to the common interests of 
both countries, he concluded. 


Charge Reiterates One-China Policy, Transit Practices 
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5. (C) On the transit stops, the Charge reiterated the 

United States\' adherence to our one-China policy based on the 
Three Joint Communiques and the Taiwan Relations Act. Citing 
the guidance in reference C, the CDA said that we understand 
Chen is considering traveling to Nicaragua to attend the 
inauguration of President Daniel Ortega. Taiwan, through the 
American Institute in Taiwan, has raised the possibility of 
transiting the United States to and from this event. In 
accordance with our one-China policy, which is based on the 
Three Joint Communiques and the Taiwan Relations Act, and 
consistent with longstanding practice, we are prepared to 
facilitate occasional transits by Taiwan senior leaders, in 
keeping with the criteria of safety, comfort, convenience and 
dignity of travelers. The specifics of Chen\'s travel, 

including details of any possible transits of the United 

States, are still being worked out. 


6. (C) Turning to the issue of Chen\'s New Year speech, the 
Charge reminded AFM He that the Chinese side claimed it had 
Vreliable knowledge\" and then warned the United States in 
Washington and Beijing on December 29 and 30 (ref A) that 
Chen would make extreme statements in his annual address, 
namely calling for a constitutional freeze and establishment 
of a second republic. No such statements appeared in the 
speech, the Charge observed. The United States is aware of 
China\'s concerns regarding Chen and the DPP. The Charge 
urged the Chinese government to engage with Taiwan\'s elected 
officials, including Chen and other DPP representatives. The 
United States is not of the view that the only way to deal 

with Chen is through unrelenting pressure and limiting of 
options. Presenting exclusively negative choices is not the 
way to move forward. Rather, we believe it is very important 
for people on both sides of the Strait to engage in dialogue 

to move toward a peaceful resolution of the Taiwan issue that 
is acceptable to both sides, the Charge said. \"No time is 

too late, no opportunity should be turned away\" for China to 
seek to reduce tensions. The United States, the Charge 
assured AFM He, will continue to act responsibly. 

SEDNEY 
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B. B. KHARTOUM 2892 
C. C. KHARTOUM 2914 


Classified By: CDA Cameron Hume, Reason: Section 1.4 (b) and (d) 


1. (C) Summary: During a January 5 meeting between Charge 
dVAffairs Hume and Deputy Special Representative of the 
Secretary General (DSRSG) for the United Nations (UN) in 


SIPDIS 

Sudan Manuel Aranda d\'Silva, the two discussed the CDA\'s 
recent visit to UN Light Package elements in El Fasher (ref 

A), the humanitarian environment in Gereida (ref B), and 
addressed recent allegations of sexual abuse by UN 
peacekeepers in South Sudan. DSRSG defended the rapid 
initial deployment of portions of the Light Package as a 

success and expressed frustration at the decaying 
humanitarian operating environment. The situation has 
prompted the UN to prepare a strongly-worded press statement, 
scheduled for release on Tuesday, January 9. While 
acknowledging some degree of validity for previous 
occurrences of sexual abuse in South Sudan, DSRSG indicated 
that the UN has been addressing the issue since January 2006. 
He views the article,s publication as opportunistic and a 
potential political attack upon the new UN Secretary General. 
End summary. 


Column 3 

2. (C) As reported in Ref A, CDA expressed disappointment 
with the quality of UN personnel in the Light Package in El 
Fasher. DSRSG responded that the UN staffed the initial 
deployment by cannibalizing UNMIS and UN staff from the 
existing mission. Additional personnel from outside of Sudan 
and resources for the Light Package are not yet available. 
Moving the Light Package to Darfur represented the fastest 
deployment ever conducted by the UN. Admitting that 
accommodation for the initial contingent was a problem, DSRSG 
expressed confidence that housing for 134 people would be 
completed by the third week of January. Due to security 
concerns the Norwegian Ministry of Foreign Affairs called 2 
Norwegians contributed to the Light Package and instructed 
them to remain in Khartoum. (Note: All other personnel 
contributed to date were deployed. End note.) The 
international community needs to test and see if the 
Government of Sudan\'s (GOS) acceptance of UN support to the 
African Union Mission in Sudan (AMIS) is a short term game or 
reflects an actual change in policy. Progress on the Heavy 
Package should continue. 


3. (C) DSRSG met with Minni Minawi on January 2 to discuss 
the decaying humanitarian environment in ostensibly SLA-MM 
controlled portions of South Darfur. Minawi does not control 
SLA commanders in Gereida and needs support both to maintain 
and re-establish effective influence. Minawi told DSRSG, \"my 
people in Gereida are lying to me,\" and did not deny that SLA 
carried out the December raid on NGO compounds. 
Non-governmental organizations (NGO) have sufficient 
resources in place to continue operations in Gereida for 
approximately three weeks. After that point the humanitarian 
system will start to break down. Maintenance and operation 
of the water system for the approximately 128,000 inhabitants 
and humanitarian protection remain of particular concern. The 
current security environment does not permit humanitarians to 
function. DSRSG asked if Minawi could control security in 
Gereida and requested placement in Nyala of a high level 
military liaison for the humanitarian community. If Minawi 

can guarantee security, the humanitarian community would 
return. If not, the UN might request AMIS to control the 

area as a neutral zone. 


4. (C) The decaying humanitarian environment has prompted the 
UN to prepare a press statement, scheduled for release on 
Tuesday, January 9. DSRSG indicated that NGOs will issue a 
letter the same day supporting the UN statement. 

Characterizing the security situation to date as fragile yet 

stable, now it is partially collapsing. 


5. (C) DSRSG acknowledged some problems with UN personnel 
involved in sexual abuse in South Sudan, but indicated that 
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many of the allegations in the article were false. Research 
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on the article was completed one year ago and the release on 
January 3 was timed with the swearing in of the new UNSYG. 
The UN has been taken steps to deal with the problem, 

including restricting movements of Bangladeshi troops to 

their barracks after dusk, and stressed that this was not \"a 
Congo situation. DSRSG was pleased wit the SPLM reaction to 
the article. 


6. (C) Comment: On the margins of the January 29-30 AU 
Summit in Addis Ababa, UNSYG Ban is scheduled to meet with 
President Bashir. Ban should be prepared to frame 

effectively the situation regarding the deployment of the 

Light Package, and speak about the urgent need to improve 
security for humanitarian organizations on the ground. 
Otherwise, President Bashir gets a free ride in his first 

meeting with the new Secretary General. End comment. 
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INTRODUCTION 
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1. (U) Kosovo continues to be administered under the civil 
authority of the United Nations Interim Administrative 
Mission in Kosovo (UNMIK), pursuant to U.N. Security Council 
Resolution 1244. UNMIK was established in June 1999, 
following the conclusion of the NATO military campaign 
against Slobodan Milosevic\'s forces. Kosovo is entering a 
distinctly new phase with 2007 likely to see the resolution 
of Kosovo\'s final status and the implementation of a 
settlement that contains new responsibilities for the local 
authorities as well as the international community. New 
powers and responsibilities will be transferred to Kosovars, 
and the executive authority of the United Nations will give 
way to a new role for the U.S.-supported international 
follow-on mission responsible for overseeing the settlement 
implementation. 


2. (U) The political situation in Kosovo remained relatively 
stable in 2006. However, substantial democratic and 
bureaucratic deficiencies, and the lack of professional and 
technical capacity within the Kosovo civil service, weakened 
the performance of the Provisional Institutions of 
Self-Government (PISG). 


3. (U) Overall, the rule of law needs to be significantly 
strengthened. The administration of justice continues to be 
a major problem, as the backlog of cases increases. The 
judicial institutions and the law enforcement agencies need 
to be substantially improved to be capable of fully enforcing 
the rule of law. Corruption is widespread and there is a 
lack of cohesive and forceful action against it. The PISG 
established the Anti-Corruption Agency in 2005, but it 
remains a nascent institution lacking capacity and strong 
political support. 


4. (U) Kosovo,s administrative capacity remains weak. Its 
public administration is inefficient and subject to political 
interference. Although a legal basis for the civil service 

and for public finance management is in place, there is a 
lack of transparency and accountability. Government 
coordination must be enhanced and the relationship between 
the central and municipal level needs to be further defined. 
Improving the provision of basic public services to all 
communities is a priority. 


5. (U) Under UNMIK Regulation 1999/24, the applicable law in 
Kosovo includes UNMIK laws and regulations and those of the 
Former Socialist Republic of Yugoslavia in effect in Kosovo 

as of March 22, 1989. As aresult, businesses in Kosovo 
operate under a complex and, in some cases, incomplete set of 
legal codes. UNMIK continues to transfer responsibilities to 
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the (PISG), consistent with UNSC resolution 1244 (1999). The 
responsibilities transferred and those reserved for UNMIK are 
outlined in the Constitutional Framework. 


6. (U) UNMIK, the European Union\'s (EU) Pillar IV and the 
PISG foster economic development. While privatization of 
socially-owned enterprises (SOEs) is considered an economic 
success story in Kosovo, progress in other key structural 
reform areas, such as the restructuring of public utilities, 

has been more limited. The main development in the area of 
structural reforms since 2004 has been a renewed focus on the 
privatization of socially-owned enterprises (SOEs) following 
changes in the Kosovo Trust Agency\'s (KTA) 
(http://www.kta-kosovo.org/) management in summer 2004. 
Privatization resumed in 2004 and achieved significant 
progress. By December 2006, the KTA, which is responsible 
for the administration and maintenance of SOEs and 
publicly-owned enterprises (POEs), tendered 228 out of 500 
SOEs, which created 359 new companies. KTA has signed 190 
contracts with the new owners and privatization sales have 
generated 264,459,831 euros. 


7. (U) According to the KTA, approximately 200 out of the 500 
SOEs are not viable. The non-viable SOEs are expected to be 
liquidated, and in this context preparations have taken place 
for the auctioning of their assets. In April 2005, the UN 
Special Representative for the Secretary General, the 

official administrator of Kosovo, adopted an amendment to the 
KTA regulation which introduces an eminent domain, clause 
enabling swifter property expropriation and further limits 

the risk exposure of the seller. This change facilitated the 
privatization of a number of SOEs, notably the 140 
agro-industrial firms, which had been delayed. 


8. (U) Some progress has been made on the restructuring of 
POEs. The major public utilities - Pristina International 
Airport, Kosovo Energy Corporation, Post and 
Telecommunications of Kosovo, Kosovo Railways, district 
heating enterprises, and landfill, water and waste management 
companies - were incorporated in 2005 and 2006. KTA\'s 
incorporation program for POEs reorganizes them under a 
different corporate governance structure, establishes clearer 
financial rules, and creates a new balance sheet to account 
for assets, investments and debts. Incorporation clarifies 

the legal status and claims against the assets and 

liabilities of POEs, establishes proper management and 
oversight procedures, and develops a clearer financial record 
to help with potentially borrowing money from banks, 
international financial institutions, and eventually 
privatization. 
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9. (U) Following the effective transfer of budget 
responsibility from UNMIK to the PISG in 2002, continued 
improvements in the process of institutional capacity 
building took place, notably in the Ministry of Finance and 
Economy. A new regulatory environment has been established 
for the energy sector, with the adoption of a series of laws 
in June 2004, the establishment of the Energy Regulatory 
Office that year and the signature of the Energy Community 
Treaty establishing a Regional Energy Market in South East 
Europe in October 2005. 


10. (U) Electricity in Kosovo is produced by two 

lignite-fired thermal power plants with 1950s and 1970s 
technology known as Kosovo A and Kosovo B, with installed 
capacity of about 1500 MW and a small (about 35 MW) 
hydropower plant. All five units of Kosovo A are under 
different stages of refurbishment. Poor capacity utilization 
leads to shortages and outages. Most of the transmission 
lines are now in operation following post-conflict repairs, 

but the substations are still in bad technical condition. 
Electricity demand in 2006 was 1100 megawatts (MW) as opposed 
to 720 MW generated. Bill collection is a serious problem 
which impedes needed reinvestment in equipment for power 
generation and supply as well as foreign investment in the 
energy sector. About 50 percent of the electricity supplied 
was billed in 2005 (technical and non-technical losses were 
50 percent) and only 37 percent of the amount billed was 
collected. 


11. (U) On August 16, 2006, the Ministry of Energy and 
Mining, in accordance with the PISG,s energy policy for 
Kosovo and in cooperation with the World Bank, solicited 
expressions of interest (EOI) from qualified private 

investors in an energy development project that encompasses 
the following components: 


a) Construction of a new power plant, Kosovo C, with an 
estimated installed capacity of up to 2100 MW and associated 
transmission capacity; 


b) The development of a new coal mine for existing generation 
units (Sibovc Southwest) and development of a new mine (the 
Sibovc mine) for PPC; and 


c) Rehabilitation of certain units of the existing power 
plant, Kosovo A. 


12. (U) On December 4, 2006 the Project Steering Committee 
(PSC), led by the Minister of Energy and Mining, announced 
the acceptance of credentials by companies and consortia 
interested in competing for the development of the energy 
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sector. There is significant American interest in the energy 
sector. The credentials of these companies have been 
submitted in response to the EOI. The energy sector 
development tender is a USD 2-3 billion dollar project. On 
December 28, 2006, the PSC shortlisted four companies, three 
were American firms, and their consortia. The PSC will 
forward a request for proposal to the shortlisted companies 
and their consortia to submit bids for the project tender by 

the first quarter of 2007. 


13. (U) The mining industry was an important sector of the 
Kosovo economy, but began to decline in the 1990\'s due to 
lack of investment in equipment, facilities and the 
development of new mines. Kosovo is keen to attract foreign 
investment to reinvigorate this industry. Kosovo has a 

varied geology containing a range of exploitable minerals 
such as lead, copper, gold, silver, magnesium and zinc. The 
Independent Commission for Mines and Minerals (ICMM) 
regulates Kosovo,s minerals sector, issues exploration and 
mining licenses, and ensures compliance with legislation in 
accordance to international mining, environmental and safety 
standards. In 2006, a total of 69 exploration and mining 
licenses were granted. ICMM provides key technical 
information to prospective bidders. In 2006, a Kazakh-Swiss 
consortium, International Mineral Resources AG/Alferon, won 
the Ferronikeli nickel mine and smelter complex SOE for 30.5 
million euros, the largest foreign investment via 

privatization. 


A. OPENNESS TO FOREIGN INVESTMENT 


14. (U) UNMIK and the Ministry of Trade and Industry (MTI) 
actively promote foreign investment in Kosovo. In January 
2001, UNMIK adopted Regulation 2001/3 on Foreign Investment 
in Kosovo, and the Kosovo Assembly approved the Foreign 
Investment Law (FIL) on November 21, 2005, which was 
promulgated by UNMIK on April 28, 2006. The law states that 
foreign firms operating in Kosovo will receive national 
treatment, which means that they will be treated no less 
favorably than domestic businesses. The only specific 
limitation on foreign investment is a prohibition against 

foreign investors holding more than 49 percent ownership in 
business organizations that manufacture or distribute 

military products (Reg. No. 2001/3, Section 6). However, 
local businesses are not allowed to carry arms, which creates 
a market for foreign companies specializing in armed guard 
services. 


15. (U) The registration of businesses in the MTI\'s official 
registry has increased each year since 1999 and points to a 
trend of local enterprise development, to the extent it can 
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be recorded in the formal economy. 


16. (U) Kosovo continues to make progress in developing an 
economic legislative framework. The basic legislation of a 
market-oriented economy is in place. However, the protection 
of private agricultural and commercial property and 

intellectual property rights, remains a challenge. In 

addition, legal uncertainty, weaknesses in law 
implementation, contract enforcement, as well as contingent 
liabilities, continue to constitute an impediment to economic 
activity and in particular to investment. The resolution of 
private agricultural and commercial property rights is the 
current focus of Kosovo and the international community. The 
determination of SOE ownership has raised complex issues, and 
leaves room open for litigation, thus arguably reducing the 
price which bidders are ready to offer during privatization. 
Property registers exist but are often not complete. 


17. (U) Particular attention has been given to meeting 

European Union standards and Kosovo has drafted new 
legislation and revised existing laws to ensure that its 

regulations are compatible. A major instrument in this 

regard is the Stabilization and Association Process (SAA) 
Tracking Mechanism with the European Commission, which held 
its first session in Pristina on March 13, 2003. This 

technical working group continues to meet in order to support 
Kosovo in its EU-compatible structural reforms through policy 
advice and guidance. 


18. (U) Nearly 70 regulations have been passed for economic 
and commercial development. Some of the laws are regulations 
on Foreign Investment, Business Organizations, Contracts for 
the Sale of Goods, Pledges, Insurance Regulation and 
Supervision, Payment Transactions, Essential Labor Law, 
Standards for Financial Reporting, Establishment of a Pledge 
Filing Office, Law on Mortgages, Law on the Establishment of 
an Immovable Property Registry, Law on Liquidation and 
Reorganization of Legal Persons in Bankruptcy Transformation, 
The Right of Use to Socially-Owned Immovable Property, Law on 
External Trade Activity, Law on Telecommunications, Law on 
Energy, Law on Anti-Corruption, and the Law on Anti-Money 
Laundering. All commercial laws are available for public 

access and in English on the UNMIK website: 
www.unmikonline.org/regulations. It should be noted that 
English is the official language of Kosovo in case of a legal 
dispute or translation of documents. 


B. CONVERSION AND TRANSFER POLICIES 


19.(U) Section 9 of the UNMIK Regulation (1999/24) and 
Article 9 of the FIL guarantees unrestricted use of income 
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from foreign investment. Lawful proceeds, apart from tax and 
other liabilities, from foreign investment may be disposed of 
in any manner, including repatriation or conversion to 

another currency in any domestic or foreign market. Foreign 
investors have the right to open bank accounts. There is no 
restriction on the currencies in which such accounts may be 
opened and operated. Kosovo permits all conversions and 
transfers to be effectuated without delay in accordance with 
normal and customary banking procedures in general use by the 
banking industry in the EU. All conversions are made at a 
market rate of exchange. 


C. EXPROPRIATIONS AND COMPENSATION 


20. (U) Section 7 of the UNMIK Regulation and Article 8 of 
the FIL protects foreign investments from expropriation, 
guaranteeing due process of law and timely payment of 
compensation for valid claims. The U.S. Overseas Private 
Investment Corporation (OPIC) operates in Kosovo, which 
further protects American investors from political risk. In 
April 2005, the Special Representative of Secretary General 
(SRSG) adopted an amendment to the KTA regulation which 
introduces an eminent domain, clause enabling, if needed, 
swift property expropriation and limits risk exposure to the 
Kosovo Trust Agency. It is important to note that the 
eminent domain clause can be implemented in cases only 
pertaining to SOEs. 


D. DISPUTE SETTLEMENT 


21. (U) Section 17 of the UNMIK Regulation and Chapter 4 of 
the FIL assigns jurisdiction for the resolution of business 
disputes to the courts; parties to foreign investment, 

however, are free to agree upon arbitration or another 
alternative dispute resolution procedure, the results of 

which are enforceable by local courts. The FIL allows 

foreign investor to choose any of the following procedural 
rules to govern the arbitration of the investment dispute: 


a. The ICSID Convention, if the foreign investor is a citizen 
of a foreign country and that country and Kosovo are both 
parties to that convention at the time of the submission of 
the request for arbitration; 


b. the ICSID Additional Facility Rules, if the jurisdictional 
requirements &ratione personae of Article 25 of the ICSID 
Convention are not fulfilled at the time of the submission of 
the request for arbitration; 


c. the UNCITRAL Rules, in such case the appointing authority 
referred to therein shall be the Secretary General of ICSID; 
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or 


d. the ICC Rules. 


22. (U) The commercial court has jurisdiction over disputes 
involving shipping, intellectual property rights and unfair 

trade practices. The effectiveness of the court is 

undermined by lack of enforcement of existing laws, which 
remains the primary challenge in dispute settlement cases. 
Extremely long delays in the adjudication of commercial court 
cases are hampering Kosovo,s economic development and 
investment climate. In addition, poor enforcement of laws is 
adversely affecting utility bill collections and the recovery 

of past due loans. 


23. (U) Kosovo has a bankruptcy law and municipal courts 
handle bankruptcy procedures for all enterprises except SOEs. 
There is also a special bankruptcy division in the Pristina 
Municipal court. 


24. (U) The Special Chamber of the Supreme Court of Kosovo on 
Kosovo Trust Agency Related Matters was established under 
Section One of UNMIK Regulation 2002/13. The Special Chamber 
deals with disputes and claims related to the privatization 

and economic restructuring process currently under way in 
Kosovo. The court is composed of three international and two 
local judges. The Chamber will have primary jurisdiction to 

hear appeals against the decisions of the Kosovo Trust Agency 
as well as creditor, ownership and property claims brought 
against SOEs and POEs and claims arising out of the 
privatization and liquidation of SOEs. The rules of 

procedure and directives for claimants wishing to institute 
proceedings are contained in Administrative Direction 2003/13 
which also establishes the Special Chamber of the Supreme 
Court of Kosovo on KTA related matters. 


25. (U) The Kosovo judicial system has 18.9 judges and 
prosecutors per 100,000 inhabitants, and 2.85 courts per 
100,000 inhabitants, which is close to European standards. 
Despite the high proportion of judges, prosecutors and courts 
per the population, there remains a significant backlog of 
cases currently pending in local courts, indicating a clear 
need to improve the efficiency of the justice system. There 
are also 17 international judges and 10 international 
prosecutors working in the District and Supreme Courts of 
Kosovo and the Office of the Public Prosecutors. They handle 
approximately three percent of criminal cases considered as 
sensitive. The applicable laws in Kosovo are the 2004 New 
Provisional Criminal Code and Provisional Criminal Procedure 
Code of Kosovo. The courts are responsible for the 
administration of justice in Kosovo in accordance with the 
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applicable law. The court structure includes the Supreme 
Court of Kosovo, District Courts, Municipal Courts and Courts 
of Minor Offenses (including a High Court of Minor Offenses). 
A Special Chamber of the Supreme Court deals with Kosovo 
Trust Agency- related matters. 


E. PERFORMANCE REQUIREMENTS/INCENTIVES 


26. (U) UNMIK does not impose performance requirements as a 
condition for establishing, maintaining or expanding an 
investment. UNMIK implemented a 15 percent across-the-board 
value added tax (VAT) in July 2001. In order to encourage 
investment, UNMIK has granted those businesses that import 
capital goods a six-month deferment on VAT payment, 
conditioned upon presentation of a bank guarantee. Exports 
are zero-rated: suppliers may export goods without collecting 
VAT from the foreign buyer. Suppliers may claim credit for 
taxes on inputs either by offsetting those taxes against 

gross VAT liability or by claiming a refund. 


27. (U) In September 2000, the EU amended its General System 
of Preferences, eliminating quantitative restrictions and 
measures for most industrial products and granting special 
preferences to agricultural imports from Kosovo. In June 

2002, the EU modified this preferential treatment to include 

all imports from Kosovo. 


F. RIGHT TO PRIVATE OWNERSHIP AND ESTABLISHMENT 


28. (U) UNMIK regulations and the FIL do not interfere with 
the establishment, acquisition and disposal of interests in 
business enterprises by private entities. Foreign investment 
in Kosovo is allowed the rights of ownership, extending 
national treatment to foreign investors. Foreign investment 
is subject to approval by the authorities only to the extent 
that such approval would be required for similar domestic 
business organizations. The following rights also apply: 


a. foreign investors may transfer property rights, including 
permits, to other legally qualified persons in the same 
manner and to the same extent as domestic persons; 


b. foreign investors have the same right to purchase 
residential and non-residential property as domestic business 
organizations; 


c. foreign investors with less than a majority stake in a 
foreign investment shall be protected as domestic minority 
shareholders in accordance with the applicable law; 


d. foreign investments are not subject to more onerous tax 
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obligations than similar domestic business organizations; and, 


e. foreign investors may establish subsidiary enterprises, 
branches and representative offices in the same manner and to 
the same extent as similar domestic organizations. 


G. PROTECTION OF PROPERTY RIGHTS 


29. (U) UNMIK Regulation 2002/22 promulgated the law adopted 
by the Kosovo Assembly to establish an immovable property 
rights register as a mechanism to protect private land 
ownership. The Kosovo Cadastral Agency (KCA) has the 
authority for the overall administration of the official 

register in compliance with the provisions of the applicable 
law. The municipal cadastral offices record immovable 
property rights in the register under the authority of the 

KCA. Security interests against movable property, accounts, 
proceeds, etc. are protected under Regulation 2001/5, which 
provides the exclusive means in which pledges are to be 
created, become effective against third parties, and are 
enforced. This regulation applies to all transactions, 
regardless of form, intended to create a pledge. UNMIK 
Regulation 2002/21 promulgated the law adopted by Kosovo 
Assembly on Mortgages, establishing a uniform system for 
securing and registering pledges against immovable property, 
and to institute a mortgage and pledge registry. The 
resolution of residential and private agricultural and 
commercial property remains a serious issue in Kosovo. The 
Kosovo Property Agency, formerly known as the Housing and 
Property Directorate (HPD), is completing the adjudication of 
residential property disputes related to the period from 

March 23, 1989 to October 13, 1999, and is currently working 
on the resolution of private agricultural and commercial 
property claims. 


30. (U) Section 10 of Regulation 2001/2 provides for the 
protection of intellectual property rights (IPR), authorizing 
enforcement of trademark, copyright and patent laws, and any 
applicable related international conventions. Intellectual 
property rights are also protected under the 1981 Yugoslav 
Law on Protection of Inventions, Technical Improvements and 
Distinctive Signs, and the 1991 Law on Authors Rights, both 
of which are considered applicable law by Kosovo\'s courts. 
However, there is insufficient protection of intellectual, 
industrial and commercial property rights in Kosovo. 


31. (U) Old Yugoslav laws on IPR are applicable in Kosovo. 
Some efforts to develop more stringent property rights 
legislation are underway. There have been laws promulgated 
to protect intellectual, industrial and commercial property 
rights but enforcement remains weak and impedes the 
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development of a comprehensive IPR regime in Kosovo. 
Intellectual property rights are flagrantly and visibly 

infringed in Kosovo. A significant number of counterfeit 
consumer goods (notably CDs, DVDs, clothing items and 
computer software) are available for sale and traded openly. 
This situation needs to be remedied by urgent action. 


H. TRANSPARENCY OF THE REGULATORY SYSTEM 


32. (U) In order to promote fair and open competition for 
government tenders and transparency in the procurement and 
regulatory systems, the PISG and UNMIK publish the rules, 
regulations and procedures on their respective websites: 
www.unmikonline.org; www.assembly-kosova.org; 
www.pm-ksgov.net. As UNMIK continues to establish regulatory 
institutions, procedures for obtaining licenses and permits 

vary widely, with a corresponding variance in the degree of 
transparency in the process. 


33. (U) The Public Procurement Regulatory Agency recently 
initiated audits of some of the procurement activities of the 
Kosovo ministries and agencies that received funds from the 
Kosovo consolidated budget. The Central Procurement Agency 
in the Kosovo Ministry of Public Services manages bulk 
procurement and the provision of services for the PISG. All 
tenders advertised through the Central Procurement Agency are 
advertised in English, Albanian and Serbian. 


|. EFFICIENT CAPITAL MARKETS AND PORTFOLIO INVESTMENT 


34. (U) UNMIK established the Banking and Payments Authority 
of Kosovo (BPK) in November 1999. BPK performs many of the 
functions of a central bank, with the exception of issuing 
currency and regulating monetary policy. In September 2006, 
the Banking and Payments Authority of Kosovo (BPK) was 
transformed into the Central Banking Authority of Kosovo 
(CBAK). The CBAK is an independent body whose role is to 
foster the development of competitive, sound and transparent 
banking and financial sectors, and facilitate economic 

growth. The CBAK supervises and regulates Kosovo,s banking 
sector (six banks with approximately 240 branches), insurance 
industry (eight insurance companies), pension funds and other 
micro finance institutions, and performs a number of other 
tasks normally undertaken by a central bank, including cash 
management, transfers, clearing, management of funds 
deposited by the Ministry of Finance and Economy or other 
public institutions, collection of financial data, and the 
management of a credit register. The CBAK is not authorized 
to grant any loans, including liquidity, to banks. The 

primary focus of its monetary policy is to foster financial 
stability. 


Column 3 


35. (U) The insurance sector is small but has grown rapidly 

in recent years. At the end of 2006, there were ten licensed 
insurance companies in Kosovo. The implementation of an 
online communications system and premium payments service 
through banks was introduced in 2004. 


36. (U) Neither the banking system nor the non-financial 
enterprises is ready to finance large investment projects in 
the private sector. During the last three years, there has 
been minimal private investment in Kosovo, outside of real 
estate construction and development. About 80 percent of 
bank loans are short-term credits with interest rates ranging 
from 12-14 percent, which do not support long-term 
investments. Most of the deposits are demand (&a vista8) 
deposits. 


J. POLITICAL VIOLENCE 


37. (U) Political violence has dropped dramatically since the 
riots of March 2004. In 2006, there were some isolated 
incidents of interethnic violence and sporadic political 
protests, but none of these events adversely affected 
Kosovo\'s political stability. The U.N.-authorized, NATO-led 
peacekeeping &Kosovo Force8 (KFOR), composed of forces from 
41 countries (both NATO and non-NATO), maintains internal 
security and defense against external threats. KFOR also 
assists UNMIK\'s multinational civilian police corps (U.N. 
International Police, or CIVPOL) in its role as uniformed and 
criminal police. The UNMIK-run Kosovo Police Academy has 
trained more than 7,500 local police officers for the Kosovo 
Police Service (KPS). CIVPOL has transferred basic policing 
functions to KPS, while continuing to provide oversight and 
monitoring. The Kosovo Protection Corps (KPC), a civilian 
emergency preparedness service, is trained to respond to 
civil and medical emergencies. 


K. CORRUPTION 


38. (U) Section 15 of Regulation 2001/3 states that foreign 
investors shall observe business practices consistent with 

the principles of the Convention on Laundering, Search, 
Seizure, and Confiscation of the Proceeds of Crime (Council 
of Europe, Strasbourg, 8 July 1990); the Convention on 
Combating Bribery of Foreign Government Officials in 
International Business Transactions (Organization for 
Economic Cooperation and Development, Paris, 21 November 
1997); and the Criminal Law Convention on Corruption (Council 
of Europe, Strasbourg, 27 January 1999). Violation of these 
conventions could cause a foreign investor to be disqualified 
from conducting business operations in Kosovo. 
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39. (U) Corruption in Kosovo is widespread at all levels 
throughout government and private industry, and adversely 
impacts commercial development. The Law on the Suppression 
of Corruption was promulgated in May 2005 providing; inter 
alia, for the creation of a Kosovo Anti-Corruption Agency. 
The law prescribes that an anti-corruption strategy should be 
prepared by the anti-corruption agency for the Government to 
be approved by the assembly. Since 2003, a financial 
investigation unit, staffed by Italian Guardia di Finanza 
officers, has the mandate to conduct financial inspections of 
public bodies and public enterprises as well as other 
organizations receiving public funds and launch criminal 
investigations. 


40. (U) There are frequent reports about irregularities in 
public tendering procedures. The recent revision of the 
public procurement law, and a significant increase in public 
audits from the Kosovo Office of the Auditor General on 
budget and procurement irregularities, are important steps 
forward. The public procurement law reflects EU standards in 
defining a clear division between the executive and 
regulatory functions. Tax evasion is high, and many local 
and foreign businesses are deeply concerned about the 
professional ethics of government officials who allegedly 
take bribes or extort firms in exchange for licenses, 

permits, movement of paperwork or routine public services. 
Traditional lending and business practices tend to favor 
connections and nepotism over creditworthiness. Rumors of 
politically-motivated racketeering are common. 


L. BILATERAL INVESTMENT AGREEMENTS 


41. (U) Under UN Security Council Resolution 1244, Kosovo,s 
international relations and negotiations fall under UNMIK 
authority. However, the PISG is closely involved with these 
initiatives to ensure that the Kosovo government is fully 
capable of fulfilling its obligations under the 

constitutional framework for self-government. In May 2003, 
UNMIK submitted a statement of intent to the Stability Pact, 
committing itself to the obligations set out in the 
Memorandum of Understanding on Trade Liberalization and 
Facilitation. Following a declaration of intent on 29 May 

2003 to follow the Stability Pact Memorandum on Trade 
Liberalization and Facilitation in Southeast Europe, UNMIK 
started to negotiate bilateral Free Trade Agreements (FTAs) 
with countries in the region under the umbrella of the 

Stability Pact Trade Working Group. For the purpose of 
negotiating FTAs, a Trade Policy Working Group was 
established comprising members from UNMIK, government 
ministries, UNMIK Customs, the Kosovo Chamber of Commerce, 
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and other stakeholders. 


42. (U) Albania was the first country to sign a free trade 
agreement (FTA) with Kosovo in 2003. Kosovo concluded an FTA 
with Macedonia in 2005. The Kosovo-Macedonia FTA gives Kosovo 
full duty free access to the Macedonian market, while 
maintaining some duties on imports, particularly in the 
agriculture sector. In 2006 Kosovo signed FTAs with Croatia 

and Bosnia-Herzegovina. In December 2006, Kosovo became a 
signatory to the Central European Free Trade Area CEFTA) and 
EU Common Aviation Area. Kosovo participates in the 
Stabilization and Association Process (SAP), the EU,s policy 
framework towards the Western Balkans, by following the 
guidelines of the European Partnership. The SAP steers 
Kosovo,s reform process according to EU best practices and 
European legislation. The Partnership document outlines the 
main priorities that Kosovo needs to fulfill, thereby also 

taking into account the rQuirements of the Standards for 
Kosovo, which are a series of laws, policies and institutions 

that the PISG must create in the areas of rule of law, 

property rights, economy, among others, to help develop a 
viable, sustainable government. The Stabilization and 
Association Process Tracking Mechanism (STM) is the 
instrument that guides and monitors Kosovo,s development 

with regard to the European Partnership. Important elements 

of the STM are the regular political meetings between the 
European Commission and the Kosovo authorities at which 
progress is discussed and further challenges are identified. 


43. (U) In 2005, Kosovo became a member of the Athens Process 
on Energy for the Southeastern Europe Energy Community 
Treaty. This is a significant step for Kosovo in achieving 
increased regional cooperation, as well as securing more 
sources of energy which is essential for economic and social 
development and stability. In June 2004, Kosovo signed the 
Memorandum of Understanding (MOU) on the Development of a 
South East Europe Core Regional Transport Network. The 
signatory countries, the European Commission, the Stability 
Pact and international financial institutions are working 

jointly to expedite the implementation of the MOU. 


M. OPIC AND OTHER INVESTMENT INSURANCE PROGRAMS 


44. (U) The U.S. Overseas Private Investment Corporation 
(OPIC) has been actively involved in Kosovo since 2000 by 
providing financing, political risk insurance and other 
investment vehicles to American investors. Through OPIC 
assistance, American investors are currently involved with 
projects in the energy sector and real estate development. 


N. LABOR 
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45. (U) On October 8 UNMIK approved Regulation 2001/27, the 
Essential Labor Law. The law requires that employment 
conditions are observed by contractual parties such full time 
status is relegated to a 40-hour work week, payment of 
overtime, occupational health and safety standards, 90 days 
of maternity leave and annual leave, among other provisions. 
The labor law does provide for a minimum wage but does not 
set an amount. Overtime is limited to 20 hours per week and 
40 hours per month. The Ministry of Labor and Social Welfare 
created a labor inspectorate to ensure the labor law is 
adhered to by employers. Labor and contractual disputes are 
adjudicated in local courts. 


O. FOREIGN TRADE ZONES/FREE PORTS 


46. (U) On January 30, 2004 UNMIK approved a new Customs Code 
(Regulation (2004/1), replacing the old Yugoslav Customs Code 
and related executive instrument that were applicable in 

Kosovo. The Kosovo Customs Code is a business friendly 
regulation, compliant with standards of the European Union 

and the World Customs Organization. The Code provides 
business friendly mechanisms - bonded warehouses, inward and 
outward processing, transit of goods, free trade zones, with 

the aim of facilitating trade and stimulating exports of 

goods. The purpose of bonded warehouses is to enable storage 
of goods under Customs supervision. The customs warehouse 
procedure allows the storage of non-Kosovo goods, without 
such goods being subject to import duties or commercial 

policy measures, and Kosovo goods, where legislation 
governing specific fields provides that their placement in a 
customs warehouse shall attract the application of measures 
normally required for the export of such goods. Through the 
provision of regulated and monitored inward and outward 
processing, individual companies are allowed to bring into 
Kosovo, without paying taxes or customs duties, components 

for the production of goods destined for export. 


47. (U) There are no free trade zones, foreign trade zones 
and free ports in Kosovo. However, the Customs Code permits 
the establishment of free zones for manufacturing and export. 


P. FOREIGN DIRECT INVESTMENT STATISTICS 


48. (U) Kosovo\'s foreign investment statistics are not fully 
comprehensive or readily available due to the nascent 
development of the Ministry of Trade and Industry\'s (MTI) 
Investment Promotion Agency (IPA), established in 2005. 
According to IPA data, foreign direct investment (FDI) was 
estimated to be 650 million euros from 2005 to July 2006, 
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with 250 million euros of this amount coming from the 
privatization process, 277 million euros reported as minimal 
declared capital in the MTI Business Registration Office, and 
133 million euros identified as direct investment and 
commercialization. IPA noted that these figures are 
estimates and believes that FDI is higher. 


49. (U) The IPA reported that the number of registered 
businesses in Kosovo is 1,588, of which 22 are American 
companies. The other companies come from EU countries (249), 
Southeastern Europe (784), Switzerland (36), and Asia and 

other countries (497). According to IPA data, most foreign 
businesses are involved in trading (63 percent), service 

industries (18 percent), production, extraction and 

processing industries (11.5 percent), and construction (7.5 
percent). 
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SUBJECT: ANGOLA FOUNDS ITS OWN DEVELOPMENT BANK 


REF: A) LUANDA 1261, B) 06 LUANDA 975 


1. (SBU) Summary. In December 2006, the GRA established the 
Angolan Development Bank (BDA) in order to lend funds from petroleum 
and diamond revenues to economic sectors neglected by Angola\'s 
commercial banks. During 2007, the BDA intends to start lending to 
agriculture cooperatives and construction projects. Although the 

BDA is not supposed to compete with the commercial banking sector 
because it serves different clients, loans to the construction 
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sector may encroach on an area where commercial banks have made 
substantial loans. End Summary. 


The Angolan Development Bank 


2. In December, the State-Owned Angolan Development Bank (BDA) 
opened with USD 50 million in capital and the mission of providing 
credit to agriculture and to small and medium enterprises, economic 
sectors the commercial banks have not served. The BDA will receive 
funds from the National Development Fund (FND), established in 2006 
as the recipient of 5 percent of tax revenues from oil and 2 percent 

of its diamond tax revenues. Press reports predict that the BDA 

will receive USD 150 million per year. 


3. (SBU) BDA President Paixao Franco Junior speaks with commitment 
about the BDA\'s mission to extend the benefits of oil wealth to the 
bulk of Angola\'s people in order to make Angola a competitive and 
prosperous country. The BDA will start with programs focused on 
agriculture (corn, beans and cotton) and also on construction. The 
future direction of the bank will depend on the results of its first 
efforts. Projects involving crops harvested three months after 
planting, will allow BDA to conduct an early evaluation of the 
effectiveness of its programs. (Comment: Paixao Franco Junior also 
headed the BDA\'s immediate, and smaller, predecessor, the Social 
Development Fund.) 


Brazilian Connection 


4. (SBU) Experts from Brazil's Banco Nordeste are providing 
advisers to the BDA as it identifies the cooperatives in its first 

group of loan recipients. The BDA also hopes existing commercial 
banks will work with it in rural areas, identifying good risks for 

loans and providing teller services, said Dr. Junior. (Note: The 

two commercial banks with the largest network of branches are the 
Banco de Fomento Angola and the government-owned Banco de Poupanca e 
Credito. End note.) The BDA will seek technical support with its 
projects from NGOs and other organizations that can advise co-ops on 
best practices in planting and raising crops or producing 

construction materials, he added. 


Staffing the Development Bank 


5. (SBU) Dr. Junior described his staff of 50 as mostly young, 

often recent graduates and new to banking. Dr. Junior hopes to 
limit staff growth to a total of 200 people over the next two years. 

As it builds its staff, he said, the BDA will stress the quality 

and training of the staff. Pay is good by Angolan standards (\"I 
would rather pay $900 for two good employees than $1,000 for three 
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indifferent workers," quipped Junior.) 


Lending to Agricultural Cooperatives 


6. (SBU) To guide its lending, BDA has mapped out \"production 
chains\" for construction projects and its chosen three crops. These 
illustrate every phase of production from planting to marketing for 
agricultural products. The BDA is still in the initial phase of 
identifying its borrowers. Dr. Junior says that BDA is effectively 

in the process of conducting an economic survey of the agricultural 
sector. 


Operating Like a Real Bank 


7. (SBU) BDA will extend loans at below-market rates, but 

otherwise operate exactly like a commercial bank, insisted Dr. 

Junior. He said he is aware of the concerns among some observers 
that the bank will not lend to profitable projects or will be used 

as a window to funnel credit to political favorties. He affirmed 

that the BDA will lend only to bankable projects and will expect 
borrowers to repay their loans. BDA Director Antonio Lima Campos 
noted that while development banks have a bad reputation, some have 
been successful, citing Germany\'s Kreditanstalt fuer Wiederaufbau as 
an example. (Note: The World Bank\'s October 2006 country economic 
memorandum warns against national development banks: \"The 
international evidence suggest that such institutions promote 
inefficiency and moral hazard and that they are prone to governance 
problems, including elite capture of subsidized capital and the 
emergence of non-performing loans.\" End note.) 


Becoming a Self-Sustaining Bank 


8. (SBU) The BDA will receive funds from the National Development 
Fund (FDN) for 10 years and must become self-sustaining during that 
period, said Dr. Junior. The FDN was to convey 5 percent of 
petroleum tax revenues and 2 percent of diamond tax revenues to the 
BDA, he explained. By the time FDN funding ends, Junior claimed, 
the bank will have become self-sustaining through repayments of 
loans it grants. In the future, Dr. Junior suggested, the BDA may 
also solicit from both commercial banks and international sources. 
Besides making its own loans, the BDA will encourage lending to 
neglected economic sectors by guaranteeing loans made by other 
banks, he added. The BDA will work closely with commercial banks, 
not compete with them, he assured Econoff. Although Angola\'s 
commercial banks have ample resources, they do not have the 
confidence to lead, and that is where the BDA has a unique role, he 
continued. 
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Management Controls 


9. (SBU) The BDA, promised Dr. Junior, will closely monitor use of 
its funds. For example, he said, the bank would not even permit a 
cooperative to buy a piece of major agricultural equipment on its 

own. Instead the bank will buy the equipment on behalf of the 

co-op. (Comment: A knowledgeable Angolan observer noted that this 
provision still permits collusion among the equipment seller, the 

coop and bank employees to produce false receipts and defraud the 
BDA. End comment.) 


11. (SBU) Comment. The BDA can have a huge effect on lending, 
especially if it receives infusions of USD 150 million per year and 
carries out its promise to monitor loan quality. It is too early to 
know how the BDA will carry out its mandate, and whether it will 
draw customers away from commercial banks with concessionary 
interest rates and permissive repayment schedules. End comment. 
FERNANDEZ 
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E.O. 12958: DECL: 01/05/2017 

TAGS: PREL, MOPS, AU, GA, SO 

SUBJECT: THE GAMBIA: POSSIBLE TCC FOR AU PEACEKEEPING 
MISSION TO SOMALIA 

REF: ADDIS ABABA 23 

Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (B AND D) 
1.(C) We note that, in reftel report of Ambassador 


Courville\'s January 1 meeting with AU PSC Commissioner 
Djinnit, he mentioned The Gambia as a possible Troop 
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Contributing Country (TCC) for an AU peacekeeping mission to 
Somalia. The Gambian armed forces have a well-established 
record of participation in international and regional 
peacekeeping operations, and we believe that the GOTG would 
likely be amenable in principle to contributing troops for 

such a mission to Somalia. 


2. (C) However, we also believe that the GOTG would be 
hard-pressed to provide the 500 troops suggested by Djinnit; 
this number represents about half of The Gambia\'s tiny 
military force, which consists essentially of two battalions. 
Moreover, the GOTG currently has a 196-troop contingent in 
Darfur and has indicated a willingness to consider increasing 
that contingent to a battalion, if so requested by the AU/UN. 


3. (C) Nonetheless, the GOTG doubtless remains keen to 
burnish its foreign peacekeeping credentials -- and garner 
the attendant financial benefit for its forces -- and hence 
might well be prepared to supply some troops for a Somalia 
mission, although probably less than 500. 

STAFFORD 
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1. (U) Summary. In 2006, the Dominican government was hard 
pressed to find a way to resolve the decades-old electricity 

crisis. After atwelve conferences the Dominican Republic 
comes up empty handed for the year. The government could not 
reduce the electricity subsidies or the distribution losses, 
renegotiate current contracts, increase the cost recovery 

index and collection rates, or pass a law to criminalize the 

theft of electricity. End Summary. 


2. (SBU) After 12 conferences, most of which included 
government executives, government experts, internationally 
acclaimed consultants, private sector executives and industry 
experts, the Fernandez administration cannot point to a 
single positive step forward toward ending the electricity 
crisis. Both government and industry officials consider that 
the country made no advances toward reforming the mismanaged 
and inefficient energy sector. When Leonel Fernandez took 
office in 2004, he promised to the public that he would find 

a solution to this problem, calling it his number one 
priority Y" After two and half years of his presidency, the 
situation remains as follows: 


- No reduction in the ever-growing electricity 
subsidies (for 2006, subsidies cost the government around USD 
650 million). 


- No significant reduction in the distributors\' 
technical and non-technical losses (their goal was to reduce 
losses to 38 percent, but at year\'s end, losses stood at 44 
percent. Technical losses (8 percent) are attributed to poor 
infrastructure, transmission failures, and weak connections 
while non-technical losses (36 percent) are attributed to low 
collection rates, theft, and corruption. 


- No positive movement regarding the proposal of 
renegotiation of contracts between the 
government/distributors and the independent power producers 
(IPPs). Recently, vice chairman of the the state electric 
company (CDEEE) Rhadames Segura, who sits on the 
renegotiating council, threatened to renegotiate the 
contracts on terms to be imposed by the government and not in 
a mutually or business-friendly environment. The IPPs have 
requested the government\'s renegotiating team to work with 
them, but have yet to hear a response from Segura or the 
renegotiating council. CDEEE is trying to portray the IPPs\' 
contracts as the root cause for the electricity crisis, an 
unsubstantiated assertion that has been refuted by the IPPs 
and the press. One reason why CDEEE is trying to renegotiate 
the contracts is to ensure that planned coal-fired generating 
plants will be able to sell their electricity on the local 
spot market without having to compete with the contract terms 
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established between the IPPs and the government, in effect 
until 2016. Another reason is that Segura believes that a 
renegotiation will substantially lower the costs of 

electricity for the end-user, which will then increase the 
collection rates because the end-user will be more willing to 
pay the \"lower\" rate. Industry experts and the press both 
believe that a renegotiation will have only a minor affect on 
the electricity price and that the real problem lies in the 

lack of collection and the high levels of corruption within 

the sector (see reftel). 


- Failure to meet the cost recovery index (CRI) goal 
set with the World Bank at 0.64 for 2006. The CRI for 2006 
was 0.57. The CRI is a mathematcal formula that indicates 
how much electricity s invoiced and how much of that is 
collected. Cls can be used in different industries and, 
according to industry experts, the CRI in the Dominican 
Republic signifies an extremely inefficient industry. 


- Slow movement on electricity reform. President 
Fernandez has submitted a bill to Cngress that criminalizes 
the theft of electricity. The bill is still in Congress but 
is expected to pass in early 2007; 


- No ground breaking ceremony for the two new, 
long-discussed coal-fired electricity-generating plants that 
were scheduled to begin construction in 2006. The coal 
plants are intended to provide 600MW each to a country that 
already has roughly 1000MW of extra installed capacity 
waiting to be used. Both companies proposing the project, 
one Chinese and the other from the Mideast, are lacking the 
financial capital to break ground, due in part to the current 
contractual framework that the government has with the other 
generating companies (IPPs). 


- Backward movement on electricity reforms and a 
potential return to the framework of the early 1990\'s of 
extensive state ownership. CDEEE\'s Segura proposed a bill to 
Fernandez that brings all the state-owned electricity 
companies (transmission, hydroelectric, and electric) under 
the CDEEE roof, chaired by Segura. Embassy contacts indicate 
that Fernandez plans to send the bill to Congress. If this 
bill becomes law, CDEEE will then become one of the most 
powerful institutions in the country. As we reported on our 
SIPRNET website, this legislation will not solve the energy 
problem in the Dominican Republic. The proposal counters 
Fernandez\' original plan to privatize the sector and is 
strongly opposed by other high level government officials, 
including Technical Secretary to the President Temistocles 
Montas. Industry experts agree that continued state 
ownership of the electricity sector will only worsen the 
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electricity crisis because the government does not have the 
capital to invest in the sector. Fernandez, however, appears 
to be playing party politics and wants to appease Segura, who 
is a powerful PLD party member. 


3. (U) The electricity sector in the Dominican Republic is 
inefficient and woefully mismanaged. Due to improper billing 
for 2006, the electricity regulator has instructed the 
distributors to return RD 133 million pesos (USD 4 million) 

to their clients. Since September, the cost of electricity 

has dropped because of the fall in oil prices and the 
appreciation of the Dominican peso against the dollar. 
However, the government has not let the clients enjoy the 
drop in price because the government is using this surplus to 
help pay for the electricity subsidies that went way over 
budget. 


4. (SBU) Comment. The Dominican electricity crisis will 
continue until the government decides to take effective 
action to stop the corruption and theft (i.e., enforce the 
current laws), to increase collection rates, to reduce 
electricity subsidies, and to work with the private sector, . 
The government knows this and doesn\'t need another 12 
conferences in 2007 to tell them so. The unfortunate state 
of affairs in the electricity sector will most likely not 

improve because of political considerations. The political 
parties are already in a ferment over choosing candidates for 
the presidential elections of 2008. Fernandez, never one to 
go through when he could go around, is not about to start 
displaying decisiveness in breaking down privilege or 
redistributing turf. End Comment. 


5. (U) This report and extensive other material can be 
consulted on our SIPRNET site, 

http://www .state.sgov.gov/p/wha/santodomingo/ 
HERTELL 
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REF: 06 SANTO DOMINGO 3733 


1. (U) Summary. In 2006, the Dominican government was hard 
pressed to find a way to resolve the decades-old electricity 

crisis. After twelve conferences the Dominican Republic 

comes up empty handed for the year. The government could not 
reduce the electricity subsidies or the distribution losses, 
renegotiate current contracts, increase the cost recovery 

index and collection rates, or pass a law to criminalize the 

theft of electricity. End Summary. 


2. (SBU) After 12 conferences, most of which included 
government executives, government experts, internationally 
acclaimed consultants, private sector executives and industry 
experts, the Fernandez\' administration cannot point to a 
single positive step forward toward ending the electricity 
crisis. Both government and industry officials consider that 
the country made no advances toward reforming the mismanaged 
and inefficient energy sector. When Leonel Fernandez took 
office in 2004, he promised to the public that he would find 

a solution to this problem, calling it his \"number one 
priority.\" After two and half years of his presidency, the 
situation remains as follows: 


- No reduction in the ever-growing electricity 
subsidies (for 2006, subsidies cost the government around USD 
650 million). 


- No significant reduction in the distributors\' 
technical and non-technical losses (their goal was to reduce 
losses to 38 percent, but at year\'s end, losses stood at 44 
percent. Technical losses (8 percent) are attributed to poor 
infrastructure, transmission failures, and weak connections 
while non-technical losses (36 percent) are attributed to low 
collection rates, theft, and corruption. 


- No positive movement regarding the proposal of 
renegotiation of contracts between the 
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government/distributors and the independent power producers 
(IPPs). Recently, vice chairman of the the state electric 
company (CDEEE) Rhadames Segura, who sits on the 
renegotiating council, threatened to renegotiate the 

contracts on terms to be imposed by the government and not in 
a mutually or business-friendly environment. The IPPs have 
requested the government\'s renegotiating team to work with 
them, but have yet to hear a response from Segura or the 
renegotiating council. CDEEE is trying to portray the IPPs\' 
contracts as the root cause for the electricity crisis, an 
unsubstantiated assertion that has been refuted by the IPPs 
and the press. One reason why CDEEE is trying to renegotiate 
the contracts is to ensure that planned coal-fired generating 
plants will be able to sell their electricity on the local 

spot market without having to compete with the contract terms 
established between the IPPs and the government, in effect 
until 2016. Another reason is that Segura believes that a 
renegotiation will substantially lower the costs of 

electricity for the end-user, which will then increase the 


collection rates because the end-user will be more willing to 
pay the \"lower\" rate. Industry experts and the press both 
believe that a renegotiation will have only a minor affect on 
the electricity price and that the real problem lies in the 

lack of collection and the high levels of corruption within 

the sector (see reftel). 


- Failure to meet the cost recovery index (CRI) goal 
set with the World Bank at 0.64 for 2006. The CRI for 2006 
was 0.57. The CRI is a mathematical formula that indicates 
how much electricity is invoiced and how much of that is 
collected. CRIs can be used in different industries and, 
according to industry experts, the CRI in the Dominican 
Republic signifies an extremely inefficient industry. 


- Slow movement on electricity reforms. President 
Fernandez has submitted a bill to Congress that criminalizes 
the theft of electricity. The bill is still in Congress but 
is expected to pass in early 2007; 


- No ground breaking ceremony for the two new, 
long-discussed coal-fired electricity-generating plants that 
were scheduled to begin construction in 2006. The coal 
plants are intended to provide 600MW each to a country that 
already has roughly 1000MW of extra installed capacity 
waiting to be used. Both companies proposing the project, 
one Chinese and the other from the Mideast, are lacking the 
financial capital to break ground, due in part to the current 
contractual framework that the government has with the other 
generating companies (IPPs). 


Column 3 

- Backward movement on electricity reforms and a 
potential return to the framework of the early 1990\'s of 
extensive state ownership. CDEEE\'s Segura proposed a bill to 
Fernandez that brings all the state-owned electricity 
companies (transmission, hydroelectric, and electric) under 
the CDEEE roof, chaired by Segura. EmQssy contacts indicate 
that Fernandez plans to send the bill to Congress. If this 
bill becomes law, CDEEE will then become one of the most 
powerful institutions in the country. As we reported on our 
SIPRNET website, this legislation will not solve the energy 
problem in the Dominican Republic. The proposal counters 
Fernandez\' original plan to privatize the sector and is 
strongly opposed by other high level government officials, 
including Technical Secretary to the President Temistocles 
Montas. Industry experts agree that continued state 
ownership of the electricity sector will only worsen the 
electricity crisis because the government does not have the 
capital to invest in the sector. Fernandez, however, appears 
to be playing party politics and wants to appease Segura, who 
is a powerful PLD party member. 


3. (U) The electricity sector in the Dominican Republic is 
inefficient and woefully mismanaged. Due to improper billing 
for 2006, the electricity regulator has instructed the 
distributors to return RD 133 million pesos (USD 4 million) 

to their clients. Since September, the cost of electricity 

has dropped because of the fall in oil prices and the 
appreciation of the Dominican peso against the dollar. 
However, the government has not let the clients enjoy the 
drop in price because the government is using this surplus to 
help pay for the electricity subsidies that went way over 
budget. 


4. (SBU) Comment. The Dominican electricity crisis will 
continue until the government decides to take effective 
action to stop the corruption and theft (i.e., enforce the 
current laws), to increase collection rates, to reduce 
electricity subsidies, and to work with the private sector, . 
The government knows this and doesn\'t need another 12 
conferences in 2007 to tell them so. The unfortunate state 
of affairs in the electricity sector will most likely not 

improve because of political considerations. The political 
parties are already in a ferment over choosing candidates for 
the presidential elections of 2008. Fernandez, never one to 
go through when he could go around, is not about to start 
displaying decisiveness in breaking down privilege or 
redistributing turf. End Comment. 


5. (U) This report and extensive other material can be 
consulted on our SIPRNET site, 
http://www .state.sgov.gov/p/wha/santodomingo/ 
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E.O. 12958: N/A 

TAGS: GH, PGOV, PREL 

SUBJECT: PRESIDENT KUFUOR SIGNS CONDOLENCE BOOK FOR 
PRESIDENT FORD 


1. Ghanaian President John Agyekum Kufuor came to the 
Embassy January 4 to sign the condolence book opened in 
memory of the late former President Gerald R. Ford. 
President Kufuor wrote: \"On behalf of the government and 
people of the Republic of Ghana, | express condolences to the 
government and bereaved family of the United States of 
America on the passing of President Gerald Ford. He served 
his great nation with merit. May he rest in peace. John A. 
Kufuor, President of the Republic of Ghana. Kufuor was 
accompanied by Foreign Minister Nana Akufo-Addo and several 
senior members of his presidential staff. The condolence 
book signing was extensively covered by local newspapers, 
television and radio stations. 


2. Also signing the condolence book were Ambassadors or 
their representatives from Libya, Mali, Algeria, Burkina 
Faso, Cote d\'Ivoire, Zimbabwe, Niger, Egypt, Morocco, 
Ethiopia, Netherlands, Guinea, Republic of Korea, Canada, 
Bulgaria, China, the EU, and India. 
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E.O. 12958: N/A 
TAGS: EFIN, ECON, EAID, AO 
SUBJECT: ANGOLA\'S BANKING SECTOR - LIMITS TO GROWTH? 


REF: LUANDA 1261 


1. (SBU) Summary. Angola\'s banking sector has grown rapidly since 
the civil war ended in 2002. Commercial banking assets have doubled 
to more than USD 6 billion since 2003 and the number of banks has 
increased. Private banks are profitable, and new banks are looking 

for market niches. Banks are lending more each year, but the 
industry\'s overall lending rates remain low. Regulatory and legal 
reforms will be necessary to broaden lending, and the National Bank 

is working to introduce these. End Summary. 


Rapid Growth of Angola\'s Banking Sector 


2. (U) Since Angola\'s civil war ended in 2002, total assets of 
commercial banks have grown from USD 2.9 billion in 2003 to USD 6.3 
billion in 2006 (at 80.1 Kwanza per USD). In November, Angola\'s 
fourteenth commercial bank, the Banco Privado Atlantico, opened for 
business with USD 10 million in capitalization. The authorities 

have since approved another commercial bank. 


Role of Foreign Investment 


3. (SBU) Foreign investment, and foreign banks, have helped fuel 
banking\'s growth. Portuguese banks, including Banco Espirito Santo 
and Millenium Bank, have either established operations in Angola, or 
invested in new Angolan banks. Other foreign banks investing in 
Angola include Spain\'s Banco Santander and South Africa\'s Standard 
Bank. Angolan parastatals, such as Sonangol, the national oil 
company, are also major investors. (Note: A spreadsheet of Angola\'s 
commercial banks appears at the end of this cable and in a somewhat 
different form in the 2007 Investment Climate Statement for Angola. 
End note.) 
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Access to Credit 


4. (SBU) Bank credit has expanded from USD 94 million in 2004 to 
USD 146 million in 2005, according to the 2006 KPMG study. Lending, 
however, remains low at 35 percent of assets, according to a late 
November statement by BNA Vice-Governor Rui Miguens who argued that 
banks should be lending at least 50 percent of their assets. The 

Banco Nacional de Angola (BNA) requires banks to deposit with the 
BNA the equivalent of 15 percent of their deposits. (Note: Banks 

must also retain a capital adequacy ratio of 10 percent. End note.) 
Miguens also noted that loans to business make up barely 11 percent 
of loans, while 67 percent of the amount loaned has gone to 
individuals. Commercial banks earned USD 226 million in profits in 
2005, and Banco Espirito Santo Angola (BESA) earned 72 percent on 
equity in 2005, according to KPMG. However, most banking profits 
come from cash management services, foreign exchange transactions, 
and service fees charged depositors, rather than loans. 


Constraints Limiting Lending 


5. (SBU) USAID Angola has studied which deficiencies in the legal 
and regulatory system inhibit lending. Credit histories on 

potential borrowers are unavailable, and even personal identities 
are hard to verify. Few Angolan land titles are clear, so potential 
borrowers cannot use land as collateral. The lack of a market for 
rural land would make foreclosure an unpalatable option for banks in 
any case. Ill-defined property rights keep real estate finance 
undeveloped on both the credit and investment sides. Angola lacks 
notaries to formalize contracts, and reliable courts to enforce 

them. All of these factors limit access to credit, especially for 

small and medium enterprises which lack experience with financing 
and thus have difficulty proposing projects for which banks will 

lend money. 


Making Profits, but Not Loans 


6. (SBU) Although the banks move large quantities of money, their 
high turnover rates limit their ability to use the funds to build 

assets. Angolan banks do not offer financial investment vehicles to 
keep the money on deposit and use it to build assets. The lack of 
financial instruments (such as certificates of deposits with a 
positive real rate of return) reflects the risks of lending to 
businesses in Angola. Banks have learned to operate profitably by 
charging for services to businesses. Corporate customers are 
themselves making good profits. The new Banco Privado Atlantico 
will target only companies earning over USD 2 million per year. 
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7. Much bank credit goes to finance imports, leaving little for 
Angola\'s non-petroleum economy. In some areas, although banks 
appear to be extending credit, the real source of credit may be 


elsewhere. For example, five-year bank loans for automobile 
purchase is really financed by the dealership. The dealership 
conveys title to the vehicle to the bank, which passes the 
purchaser\'s monthly payments to the dealership. 


Non-Performing Loans 


8. (SBU) Angola\'s state-owned commercial banks are believed to be 
carrying large, undisclosed sums of non-performing loans (NPLs) on 
their books. Some bank NPLs have been restructured as government 
debt. In addition, the BNA recently introduced a modified reporting 
process permitting banks to write off NPLs, and thus free those 
assets for lending, but it is not yet in use by the entire sector. 

The declared rate of nonperforming loans by the end of 2004 was 8 
percent of total credit granted (KPMG). 


9. (SBU) Comment. Inadequacies in Angola\'s business and legal 
environment keep banks from playing a larger role in helping 
Angola\'s economy grow out of its focus on resource extraction. 
Commercial banks have lending opportunities in construction, civil 
works, transportation and manufacture. However, the Angolan 
government, the biggest spender in the country, will have to do more 
to provide the business and legal environment banks will need to 
extend credit more broadly throughout the Angolan economy. 
Government can encourage an improved business environment to help 
development. The GRA can take steps to create an encouraging 
environment for commercial banking. 


10. (SBU) Angolan Commercial Banks 


Bank Name Head of Bank Shareholders Clients 
Title Svcs 


Bco de Comercio Adriano Pascoal Govt Public 
e Industria (BCI) Pascoal CEO Enterprises 


Bco de Poupanca Paixoa Junio Govt Public Admin, 
E Credito (BPC) gives some 
microcredit 


Bco Africano Jose Carlos Sonangol, Oil Cos., 
De Investimentos de Castro DPM A Jaime, Biz, 
(BAI) Paiva Min of Petrol Priv. 

CEO Desidero Costa Individs 


Column 3 
Bco de Fomento Isidro Pinheiro Portuguese Business, 


Angolano (BFA) CEO Investment Individs 
Bank (BPI) 
Bco Comercial Benvindo Pitra South African Medium 
Angolano (BCA) CEO Bank (ABSA) Cos., 
Individs 
Bco Sol Sebastiano S. Lavrador Micro- 
Lavrador Ana Paula credit 
CEO dos Santos Small 
Cos. 


Bco Regional Amilcar Silva A. Silva Agrobiz 


Do Keve CEO Carlos Gomes 
Bco Totta Mario Nelson Bco Totta & Private 
De Angola Maximo CEO Acores Investors 


Bco Millnnium Maria Nazare Dang Millenium BPC Priv. 
Angola Genl Mgr (Port. Bank) Cos. 


Bco Espirito Ricardo Espirito Grupo Espirito 
Santo Santo CEO Santo (Port.) 
Angola (BESA) 


Bco de Credito Fernando Teles Grupo Amorim 


Internacional CEO (Port.) 
(BIC) Isabel dos Santos 
Novo Banco Tom Mitro Chevron Micro- 


Genl Mgr. World Bank credit 


Bco de Negocios Mario Palhares Angolan Cos. 
Internacional President Private Comm. Banks 
Cos. 


Bco Privado Carlos da Silva AAA Ins. Co. Lg &. 
Atlantico CEO Global Pactium Med Cos 


Bco de Desenvol- Paixao Franco State Funds Coops 

Vimento de Junior micro 

Angola (BDA) President credit and 
guidance for borrowers 


Notes to the chart above: 


Column 3 
Bco = Banco = Bank 


Ana Paula dos Santos is the wife of Jose Eduardo dos Santos, 
President of Angola. 


Isabel dos Santos is the daughter of President dos Santos. 


AAA Insurance Company is a subsidiary of Sonangol, the national oil 
company of Angola. 


Global Pactium is a consortium of anonymous Angolan investors. 
FERNANDEZ 
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SUBJECT: ENERGETIC FOREIGN MINISTER FULL OF IDEAS -- PUSHING 

MILLENNIUM CHALLENGE 

REF: (A) 2006 DUSHANBE 2200; (B) 2006 DUSHANBE 2229; (C) 2006 DUSHANBE 2095; (D) 2006 D 
CLASSIFIED BY: Tracey Jacobson, Ambassador, U.S. Embassy 


Dushanbe, STATE. 
REASON: 1.4 (b), (d) 
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1. (C) Summary: Tajik Foreign Minister Zaripov visited the 
Embassy January 4 to sign the condolence book for President Ford 
and ended up canceling his follow-on appointments to discuss a 
number of issues with the Ambassador. Zaripov asked the 
Embassy\'s assistance to accelerate and expand U.S. private 
sector investment in Tajikistan\'s hydropower sector. The 
Minister also emphasized his pet project: achieving full 
Millennium Challenge status for Tajikistan (ref B). Zaripov 
outlined his plans for reorganizing the Foreign Ministry and 
pushed for a quick decision on agrement for his replacement as 
Ambassador to Washington (ref A). Post will report septel on 
Zaripov\'s ambitious and positive ideas to maximize coverage of 
the opening of the U.S. constructed bridge linking Tajikistan 

and Afghanistan, possibly in August. End summary. 


Agrement for the new Tajik Ambassador 


2. (C) Zaripov pressed us on a decision regarding agrement 
for Abdujabbor Shirinov as Tajikistan\'s next ambassador to 
Washington (ref A). Zaripov explained that President Rahmonov 
himself is anxious to see the appointment go forward quickly. 
While Shirinov\'s appointment to Washington is pending, Rahmonov 
is holding off on appointing a chief of the newly created Agency 

to Fight Corruption and Economic Crimes. Shirinov, who led the 
former Financial Control Board, would be a leading candidate to 
run that agency if his ambassadorship falls through. The 
Ambassador explained that we forwarded all the agrement papers 
immediately to the State Department, but since the nomination 
happened just before the holiday season, the process was moving 
slowly. Embassy requests an update from Protocol on the likely 
timing of a response to the Tajik request for agrement. 


Energizing the Hydropower Sector 


3. (C) Zaripov noted that President Rahmonov met with 
Pakistani Prime Minster Shaukat Aziz while they were both in 
Ashgabat for President Niyazov\'s funeral. According to Zaripov, 
Shaukat Aziz promised to visit Dushanbe before March. (Note: 
The Pakistani Ambassador here has told us Islamabad has not 
decided on dates for a visit. End note.) During the 
Rahmonov-Aziz meeting, the two leaders focused on hydropower and 
the eventual transmission of Tajik power through Afghanistan to 
Pakistan. The two leaders decided between themselves, 
apparently without the benefit of technical experts, that the 
proposed 500 kV transmission line should be increased to 750 kV 
and be extended from Pakistan to India. Zaripov encouraged the 
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Embassy to pressure the American firm AES to step up its 
activities in Tajikistan. Tajikistan wants AES to build the 
transmission line (bigger than the 500 kV line discussed 
previously) and Vat least one generation stationW as well. The 
Ambassador explained that the U.S. Government is in touch with 
AES but cannot drive its decisions. The timetable set at the 
October energy conference in Dushanbe (ref D) aims for 
completion of technical and commercial feasibility studies by 
June. After the studies are completed, AES may decide to invest 
in a transmission line project, but construction of a hydropower 
station is a longer term goal and will depend in large part on 

the investment climate in Tajikistan. 


Millennium Challenge - Fighting Corruption 


4. (C) Zaripov reiterated his desire (ref B) to achieve full 
Millennium Challenge status for Tajikistan. He joked that he 
would gladly trade registration of the National Democratic 
Institute (NDI) (a frequent Embassy request) for Millennium 
Challenge status, but quickly explained that both issues are 
related to democratic reform. The Ambassador emphasized that 
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achieving Millennium Challenge status will require significant 
efforts in fighting corruption. To establish his own 

anti-corruption credentials, Zaripov explained that while 

serving as Ambassador for almost ten years, he has been the 
highest paid Tajik official, and yet upon returning to Dushanbe 

he can afford only a one-bedroom apartment. How do his fellow 
countrymen afford such luxurious homes, he wondered, pointing to 
some newly constructed mansions visible from the Ambassador\'s 
window. Zaripov assured the Ambassador that President Rahmonov 
was very serious on fighting corruption as evidenced by the 
creation of the new Agency to Fight Corruption and Economic 
Crimes and many public and private statements. The Ambassador 
said more action and actual results will be needed, and Zaripov 
outlined the president\'s consideration of a change in the 

Customs structure. The new Customs chief has promised the 
president that he will increase official customs revenues this 

year by $35 million if given sufficient authority to tackle 

corruption problems. The Ambassador agreed that the Embassy 
will resend Tajikistan\'s Millennium Challenge scorecard (ref C) 

to the Ministry and follow up with working level meetings to 

design an action plan for Tajikistan to eventually meet the 
Millennium Challenge criteria. 


Restructuring the Ministry 
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5. (C) Zaripov explained that his reorganization plans would 
require approval by the president and the parliament. (Note: 
the latter is a legal nicety; such questions, including 

decisions requiring expenditures of resources, are typically in 
the hands of the presidency. End note.) The Minister\'s plans 
include doubling the size of the Tajik diplomatic corps, from 
110 foreign service officers to 220. This will allow him to 
create separate offices, for example, for the Americas, Western 
Europe, and Eastern Europe. Currently all three important 
regions are served by a small two-person section -- competent 
but overstretched. Zaripov is also seeking approval for plans 
to build a new Foreign Ministry building with conference space 
and other amenities absent from the current location, which is 
shared with the Parliament. The building is still in the design 
phase, but Zaripov is zeroing in on a site near the new 
presidential palace. The Minister also reported he plans to 
organize a foreign missions office \"similar to the State 
Department\'s set-up\" to provide a full range of services for the 
embassies resident in Dushanbe. Expanding on the plans, 
however, he described a unit more akin to the old Soviet \"Dip 
Corps Directorate\" (UpDK) which tightly controlled where 
diplomats could live, shop, and recreate. 


COMMENT 


6. (C) Tajik authorities only half believe us when we explain 

that the U.S. Government cannot direct private investment toward 
Tajikistan. We regularly emphasize that only an improvement in 
the investment climate and tackling the corruption problems will 
spur significant increases in U.S. investment and business. 
However, the counter-example of large-scale Chinese and Iranian 
investment with no apparent conditionality undermines our 
argument. Russian investors are somewhere in between: Kremlin 
politics exert an influence, but commercial viability is still a 

key concern. 


7. (C) We welcome Zaripov\'s personal quest to achieve 
Millennium Challenge status -- the first time any Tajik official 
has appeared serious about the possibility. It is unclear 
whether Zaripov understands the significant requirements for 
improved governance and doubtful he will have the stamina or 
clout to see through all the necessary reforms. But progress 
along the way could have real payoffs in terms of improving 
democratic reform, fighting corruption, and improving the 
business climate. 
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8. (C) Underneath Zaripov\'s smooth style, polished by years as 

the Ambassador to Vienna and Washington, we occasionally glimpse 
his old KGB training. Perhaps Zaripov sees his proposal for a 
foreign missions office serving the functions of the Soviet-era 

\"Dip Corps Directorate\" (UpDK) -- including close oversight of 
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foreign diplomats -- as a means to take that function away from 
the State Committee on National Security. More likely it is 
simply a case of old-think, in which problems are resolved by 
exerting more control. Our initial impressions of Zaripov as 
minister, however, are largely positive. He is certainly more 
energetic and proactive than his predecessor had been during 
recent years; yet his ministry must still compete with other 
influential ministries including security. Cooperating with 
Zaripov on his more progressive agenda, such as pursuit of the 
Millennium Challenge goals and encouraging investment, may open 
up some opportunities for real reform. 

JACOBSON 


91620 

PP RUEHROV 

DE RUEHROV #0005/01 0051226 

ZNY CCCCC ZZH 

P 051226Z JAN 07 

FM AMEMBASSY VATICAN 

TO RUEHC/SECSTATE WASHDC PRIORITY 0615 
INFO RUEHAK/AMEMBASSY ANKARA PRIORITY 0012 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 0019 
RUEHCV/AMEMBASSY CARACAS PRIORITY 0010 
RUEHUB/USINT HAVANA PRIORITY 0011 
RUEHZL/EUROPEAN POLITICAL COLLECTIVE 
RUEHOO/CHINA POSTS COLLECTIVE 
RUEHROV/AMEMBASSY VATICAN 0643 
RUEHHI/AMEMBASSY HANOI PRIORITY 0011","CONFIDENTIAL SECTION 01 OF 02 VATICA 


SIPDIS 

SIPDIS 

DEPT FOR EUR/WE LARREA, NEA, DRL 

E.O. 12958: DECL: 1/5/2017 

TAGS: PHUM, PGOV, PREL, SOCI, CH, CU, LE, TU, VM, VT 

SUBJECT: DRL A/S LOWENKRON CONSULTS WITH HOLY SEE ON RELIGIOUS 
FREEDOM ISSUES 


REF: EMBASSY VATICAN (MARTIN) - EUR/WE EMAIL DEC 21 


Column 3 

CLASSIFIED BY: Christopher J. Sandrolini, DCM, AMEMB VATICAN, 
STATE. 

REASON: 1.4 (b), (d) 

1. (C) Summary: DRL A/S Lowenkron\'s December 21 meeting with 
deputy FM Parolin focused largely on religious freedom matters 

in Vietnam, Lebanon, Turkey, Venezuela, and Cuba. Parolin 
explained the Holy See\'s strategy for increasing religious 

freedom in problem countries and provided details of the 

progress and challenges the Catholic Church faces in these 
countries. While fairly upbeat about overall progress, Parolin 
provided a frank assessment of the Church\'s greatest challenges 

in increasing religious freedoms. End Summary 


2. (C) DRL A/S Barry Lowenkron, accompanied by the Deputy Chief 
of Mission and notetaker met December 21 with Monsignor Pietro 
Parolin, the Holy See\'s Undersecretary for Relations with States 
(Deputy FM equivalent) to discuss religious-freedom issues. 
Parolin said the Holy See promotes religious freedom by 
demonstrating to reluctant governments the advantages of a 
liberal religious-freedom environment. Many governments are 
presently grappling with the adverse consequences flowing from a 
morally bankrupt younger generation, he said, and the Holy See 
envisions a vital role for the Catholic Church by instilling 

spiritual and moral values in these nation\'s citizens -- \"we 
emphasize that the Church does not wish to destabilize, but 
rather we can serve to help stabilize and improve conditions 
within a given country\". 


3. (C) Parolin said the Holy See seeks expanded diplomatic 
interaction with Vietnam, having observed an improved attitude 
toward religious freedom by the Government of Vietnam. He 
cautioned that the GOV\'s ideology is still communist and they 
continue to seek control over the Church and the free exercise 
of religion. He added that the Vietnamese are far more liberal 
than before, and the Holy See believes there are fair prospects 
for continued improvement. 


4. (C) Parolin offered examples of Vietnam\'s more liberal 
attitude toward religious freedom, pointing to the release of 
prisoners of conscience and the fact that there are no Catholics 
in jail at the present. The GOV also continues to accept the 
Holy See\'s candidates for bishop. \"We need a great deal of 
patience with the GOV,\" said Parolin, \"as there is great promise 
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there for continued improvement." 


5. (C) He told Lowenkron that the Holy See was surprised but 
pleased to see Vietnam\'s removal from the list of countries of 
particular concern in the most recent Human Rights report. 
Lowenkron explained that Vietnam had shown some positive 
movement which led to the de-listing, but emphasized that it is 
an annual review process and if Vietnam could be re-listed if it 
backslides. 


6. (C) According to some sources, said Parolin, Vietnam had 
recently told PRC officials that things are not going well in 
Vietnam with the Catholic Church. \"We were disappointed and 
surprised by this information\" he said, noting that the GOV had 
not made any such points to the Holy See. Parolin said the Holy 
See plans a visit to Vietnam in March 2007 and will use that 

trip to push for increased religious freedom, especially in the 
area of religious education which is presently barred by the GOV. 


7. (C) Parolin said Lebanon remains a very thorny issue with no 
visible solution in the near term. Christian unity is key to 
Lebanon\'s long-term prospects for survival; Lebanon\'s religious 
diversity demonstrates to the rest of the Middle East why the 
preservation of the Christian communities throughout the region 
is so important. 


8. (C) Asked about prospects of a Vatican envoy to Lebanon, 
Parolin said the Holy See was very much engaged on the issue, 
but would hold off sending a special envoy to Lebanon for the 
time being. The Holy See was ready and willing to undertake 
such a mission, but the \"conditions had to be right.\" Asked 
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what criteria the Holy See would use to make its decision, 
Parolin said there had to be \"someone there available to listen 
and accept a suggestion.\" At present, he continued, there is \"no 
way anyone will listen now\" in Lebanon. (Ref e-mail) 


9. (C) Parolin noted the Vatican\'s pleasure at the success of 
the Pope\'s recent trip to Turkey. The Pope\'s first priority was 
initially to make progress on reintegrating the Roman Catholic 
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Church with the Orthodox Church, said Parolin, but after 
Regensburg the priority changed to improving inter-religious 
dialogue. In the end, the trip changed the atmosphere of 
relations between the Catholic and Islamic faiths. 


10. (C) Nevertheless there remain challenges for the Catholic 
Church in Turkey. Parolin pointed to the recent assassination 

of a priest, and the refusal of the President of Turkey to sign 

the new Foundations Law, as examples. Regarding the Foundations 
Law (which would protect the property rights of the Church), 

Parolin said the Holy See has no idea of laws future prospects 

and requested USG assistance in pushing for the establishment of 

a bilateral commission to develop a recommendation for GOT 
consideration. 


11. (C) The Holy See is very concerned with the Government of 
Venezuela\'s curtailment of the Catholic Church\'s freedom to 
provide education. Parolin conceded the difficulty of the 

issue, noting that the Holy See does not seek a public 
confrontation with President Chavez, but hopes this matter can 
be resolved diplomatically. As previously reported, the Pope 

had provided President Chavez a list of concerns when he visited 
Vatican late last year, including the education issue. 


12. (C) Parolin agreed that a transition was coming in Cuba, 
emphasizing that \"nothing can remain the same\". He hoped that 
new legislation would help matters. 


13. (C) This cable was cleared by DRL A/S Lowenkron. 
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Summary 


1. (C) The PRC is prepared to block a UN Security Council 
resolution on Burma but appears confident there will not be 
enough support to bring such a resolution to a vote, 

according to MFA IO Department UN Division Deputy Director 
Cong Jun. MFA Director General for International 
Organizations told CDA that China agrees with many of the 
U.S. points about the bad behavior of the Burmese regime, 
commenting that he and other MFA officials had raised PRC 
concerns with the Burmese Ambassador in Beijing. Wu claimed 
that Beijing has also pushed ASEAN countries to take a 
stronger stance toward Burma and expressed a desire for 
better cooperation with the United States. China does not 
believe that a UNSCR will be effective and worries that it 

could open the door to further resolutions that will lead to 

a deterioration of the situation in Burma, he stressed. MFA 

IO Department UN Division Deputy Director Cong Jun later told 
us that Beijing remains strongly opposed to a Burma 
resolution and, noting previous discussions about the 

possible use of the PRC veto, said China \"will not permit 
passage of the resolution.\" Commenting that vote-counting is 
best done in New York, Cong expressed confidence that fewer 
than nine countries would be willing to vote in favor of the 
resolution. End Summary. 


DG Wu\'s Views 


2. (C) CDA raised Ref A message with MFA IO Department 
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Director General Wu Hailong January 5. Commenting that China 
is aware of the U.S. desire for a Burma resolution, Wu said 
Beijing continues to believe the current situation does not 
warrant a UNSC resolution. He said that China shares many 
U.S. complaints about the Burmese regime and noted that he 
has personally met with the Burmese Ambassador in Beijing to 
raise PRC concerns. Following his ref B conversation with 
CDA, Wu said that he had asked his Asian Affairs Department 
colleagues to call in the Burmese Ambassador to stress the 
need for progress in addressing internal problems. 


3. (C) Despite concern about the problems in Burma, Wu said 
China believes that a resolution would not be effective. The 
first resolution might be largely symbolic, but it would open 
the door to another resolution and then another, eventually 
leading to a call for sanctions, according to Wu. He said 

the PRC believes this would exacerbate the situation, with 
serious consequences for China as Burma\'s neighbor. 


4. (C) Agreeing that the situation in Burma is getting worse, 
CDA stressed the need for the international community to send 
a strong signal. Though we would like China to support a 
resolution as the best way to make the regime realize that it 
must change course, the CDA emphasized our desire that 
Beijing not block a resolution. 


Working Level Response 


5. (C) Poloff delivered Ref A message January 5 to MFA 
International Organizations Department UN Affairs Division 
Deputy Director Cong Jun, who reiterated ref C points that 
China recognizes that there are serious problems in Burma and 
is dissatisfied with the Burmese regime. These very real 
problems are internal and \"do not at this time\" constitute a 
threat to international peace and security requiring a 
Security Council Resolution, he argued, stating that China 
\"strongly opposes\" a resolution. Pointing to December 
discussions in New York and Beijing, Cong said that the 
United States should understand that China rarely uses such 
strong language on UNSC matters. He said that China\'s 
position has not changed and \"we will not permit passage of 
the resolution.\" 


6. (C) China understands the importance of cooperation with 
the United States, particularly on the Security Council, 
according to Cong. Arguing that the PRC took into account 
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U.S. concerns on issues such as North Korea, Iran and Sudan, 
Cong said Beijing believes that the United States should 
respect China\'s concerns on Burma. The PRC view is that a 
UNSC Resolution would be counterproductive because it would 
lead to a Burmese regime reaction that would worsen the 
situation, according to Cong. Acknowledging that the United 
States has a different view, Cong argued that China has more 
at stake because it shares a long border with Burma and will 
be the first to suffer if the situation deteriorates. 

Insisting that none of Burma\'s neighbors support a 

resolution, Cong argued that the United States should avoid 
pushing for a vote that would \"spoil the atmosphere for 
bilateral cooperation at the UNSC.\" 


7. (C) Many other countries, including a UNSC members, share 
Beijing\'s view that the situation in Burma, \"though bad,\" 

does not constitute a threat to international peace, claimed 
Cong. He further insisted that ASEAN countries do not 

support a UNSC Resolution and expressed confidence that 
Indonesia will abstain on a draft resolution. Commenting 

that counting votes is best done in New York, Cong claimed 
that African and Latin American non-permanent members will be 
reluctant to vote in favor of the resolution. Escorting 

Poloff out of the MFA after the meeting, Cong said Beijing\'s 
current assessment is that it will not need to \"block\" a 
resolution because there will not be enough support to bring 

it to a vote. 


Threat Serious, UNSC Must Take Action 


8. (C) Drawing from reftel, Poloff rejected Cong\'s arguments, 
stressing the deteriorating situation in Burma requires UNSC 
action. Noting UNSYG Gambari\'s desire for a strong signal of 
support, Poloff stressed that failure to act now will send 

the wrong signal to the Burmese junta. Responding to Cong\'s 
repeated call for \"greater patience,\" Poloff pointed out the 
BeijingWs patience to date has failed to halt the downward 
slide in Burma. Noting U.S. desire to work with China on 
Burma, Poloff cautioned against blocking the resolution. 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, ECON, PHUM, BL 
SUBJECT: GOB PROPOSES PARALLEL INDIGENOUS LEGAL SYSTEM 


REF: LA PAZ 17 


1. (SBU) On January 1, President Morales proposed a new law 
to establish parallel indigenous (referred to as a 
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\"communitarian\") legal systems whose authority will be 
binding. The GOB\'s plan calls for communitarian justice to 
be obligatory, at \"the same level" as the formal legal 

system, and without interference from the formal legal 
system. The GOB acknowledges 36 indigenous groups 
encompassing 4 million people, but the GOB\'s new plan does 
not establish how many communitarian justice systems will be 
formed. A form of communitarian law has been legally valid 
for members of rural indigenous communities where no state 
prosecutors and judges are present since 1999. The GOB\'s 
proposed law requires the approval of both chambers of 
Congress. The MAS-controlled lower chamber will likely pass 
the GOB\'s plan, while the opposition-controlled Senate will 
almost certainly reject it. End Summary. 


2. (U) The GOB\'s plan calls for communitarian justice to be 
obligatory, at \"the same level\" as the formal legal system, 
and without interference from the formal legal system. 
Defendants charged with a crime in an indigenous community 
will be subject to the community\'s legal system regardless of 
the defendant\'s origin. However, non-indigenous defendants 
will have the option to refer their case to the traditional 

justice system. (Note: It is not clear what will happen to 
persons of one indigenous group charged with crimes in a 
different indigenous community. End Note). Local judicial 
authorities will be allowed to organize themselves as they 
wish according to their community\'s traditions. The GOB\'s 
proposal states that communitarian justice sentences will not 
exceed those of the formal legal system which excludes the 
death penalty. 


3. (SBU) The GOB acknowledges 36 indigenous groups 
encompassing 4 million people, but the GOB\'s new plan does 
not establish how many communitarian justice systems will be 
formed. It is unclear according to the proposed law whether 
there will be 36 separate communitarian justice systems, or 

if there will countless systems based on individual 
communities. 


4.(U) A form of communitarian law has been legally valid 

for members of rural indigenous communities where no state 
prosecutors and judges are present since the revised criminal 
procedural code of 1999. Communitarian justice is typically 
administered by the leader of an indigenous group, but it can 
vary based on the traditions of the community. Communitarian 
justice has most commonly been applied in Aymara and Quecha 
rural communities. Under the current system, only rural 
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peoples of the same indigenous community can be subjected to 
communitarian law, meaning that urban and non-indigenous 
people could not be judged under communitarian law. 


5. (U) The GOB\'s proposed law (called a pre-project) 

requires the approval of both chambers of Congress. The GOB 
must send the pre-project to one of the two chambers of 
Congress. (Note: Congress is currently not in session. End 
Note). The chamber that receives the pre-project will be 
considered the \"chamber of origin" and will be responsible 

for fulfilling all of the legislative requirements for 

drafting the future law. The chamber of origin can also make 
changes to the GOB\'s proposal and add articles as deemed 
necessary. Once the chamber of origin has drafted the future 
law, it is sent to the other chamber which is responsible for 
reviewing and amending the law. If the reviewing chamber 
makes any changes, the proposed law is returned to the 
chamber of origin for reconsideration. The reviewing chamber 
also has the authority to approve or reject the proposed law. 

If the two chambers cannot reach agreement, the proposed law 
is held and sent to the subsequent session of Congress (the 
2008 Congress). 


6. (SBU) The MAS-controlled lower chamber will likely pass 
the GOB\'s plan, while the opposition-controlled Senate will 
almost certainly reject it. Communitarian justice raises 
significant concerns regarding the potential for human rights 
abuses, violations of due process, and increased vigilantism. 
End Comment. 
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E.O. 12958: N/A 
TAGS: ELAB, EIND, ETRD, PHUM, SOCI, EAID, SL 
SUBJECT: SIERRA LEONE: WORST FORMS OF CHILD LABOR 


REF: STATE 184972 


1. Per reftel instructions, Post submits the following 
update to its 2005 Worst Forms of Child Labor report. 


2. Background: Child labor is prevalent in Sierra Leone. 
Many children are employed in family businesses, subsistence 
farming, street trading, and domestic work. Within the 
country, trafficking occurs when impoverished parents or 
relatives in rural areas send children to urban areas where 
many find work as domestic laborers or commercial sex 
workers. Children also are sent to diamond mining areas 
where they are often sexually exploited or forced to work in 
mines. Sierra Leone\'s legislative and policy environment is 
supportive of children\'s rights in many ways, but the 
Government lacks the resources to effectively enforce and 
implement key laws and policies. 


3. A) Laws and regulations proscribing the worst forms of 
child labor: 


-- The GoSL has yet to ratify ILO 138 and 182. However, 

there is a bill before Parliament to ratify ILO 182. 

Additionally, the Parliament is presently debating a bill 

entitled, The Child Rights Act, 2006. When passed, the bill 

will set the minimum age for general employment at 15 years, 
which is also the maximum required age for compulsory primary 
education. Thirteen years will be the minimum age for light 
work, and only those 18 years and older can engage in 
hazardous work. Hazardous work includes working on sea-going 
vessels, mining and quarrying, porterage of heavy loads, 
manufacturing industries where chemicals are produced or 
used, work in places where machines are used, and work in 
places such as bars, hotels, and places of entertainment 

where a person may be exposed to immoral behavior. The bill 
will not allow children to work at night between the hours of 
2000 and 0600. One section of the bill provides protection 

for children from exploitative labor, which is defined as 

anything that deprives a child of his/her health, education 

or development. 


-- Sierra Leone passed the Education Act of 2004, which 
provides basic education for all children beginning at age 
six and makes it a criminal offense for a parent to neglect 

to send his/her child to school for basic education. However, 
enforcement for all child labor and compulsory education 
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provisions is limited. 


4. B) Regulations for implementation and enforcement of 
proscriptions against the worst forms of child labor: 


-- The Ministry of Labor, Social Security and Industrial 
Relations is responsible for enforcing child labor laws. 
Inadequate staff capacity and funding woes continue to hinder 
the Government\'s ability to effectively monitor child labor 
issues, especially in the informal sector where a majority of 
children work. 


5. C) Social programs to prevent and withdraw children from 
the worst forms of labor: 


-- The Department of Labor will fund seven projects totaling 
$275,000 from 2005 to 2007 under the Winrock International 
Community-Base Innovations to reduce Child Labor through 
Education (CIRCLE) program. These projects promote child 
protection issues and provide vocational skills and basic 
education training that seek to remove children from 
hazardous working conditions into an environment free from at 
risk conditions. The projects also will establish monitoring 
committees and centers for victims, as well as create group 
micro enterprises. NGOs have or will receive grants ranging 
from $25,000 to $71,000 for the projects, and in sum will 
target over 2,000 at risk children and nearly 200 parents and 
teachers. 


-- The Countering Youth and Child Labor Through Education 
(CYCLE) initiative, a four-year $6 million project funded by 

the Department of Labor and implemented by the International 
Rescue Committee in Sierra Leone and Liberia, focuses on the 
prevention of the worst forms of child labor. From September 
2005 to March 2009, CYCLE will promote the reduction of 
exploitative child labor by improving accessibility to 

education for children engaged in exploitative or vulnerable 
child labor, by strengthening economic alternatives to child 
labor for families and communities, and by increasing 
awareness of the risks and loss of human potential for 
children engaged in child labor. The CYCLE project plans to 
move nearly 30,000 children in targeted communities in Sierra 
Leone and Liberia who are employed in worst forms of child 
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of child labor into educational programs. 


-- The Ambassadors\' Girls\' Scholarship Program for Sierra 
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Leone is an annual fund of $200,000 that focuses on girls 
retention and completion of primary education. It is part of 
President Bush\'s five-year African Education Initiative that 
seeks to increase access to quality basic educational 
opportunities in Africa. The program is in its second year, 
and will provide scholarships over five years for 3,000 
primary school students in regions of Sierra Leone 
registering the poorest girls\' enrollment record. 


-- The law mandates primary school attendance for children 
age six to 12 and the government promotes a policy of free 
primary education. Despite government policy on free 
education, there are many informal fees that many families 
cannot afford to pay. 


6. D) Comprehensive policy aimed at the elimination of the 
worst forms of child labor: 


-- The Government, with technical assistance from the 
UK-funded Justice Sector Development Program, has established 
a National Child Justice Strategy for Sierra Leone. The 
Ministry of Social Welfare, Gender, and Children\'s Affairs 

will have responsibility for implementation of policies 

geared to assist children in conflict with the law, children 

who are victims of abuse and children who might be at risk of 
abuse and delinquency. The strategy will also concentrate on 
bridging gaps between law and practice on children issues. 
One of the main considerations will be the establishment of 
safe homes or foster families for temporary placement of 
victims and channels and outlets for reporting child abuse. 


-- Officials from the Ministries of Labor (MOL), Education, 
Science and Technology (MEST), Social Welfare, Gender and 
Children\'s Affairs (MSW GCA) have been actively involved in 
sensitizing activities to increase awareness of child labor 
issues. The Minister of Labor gave a keynote speech at the 
first ever celebration of World Day against Child Labor on 
June 12, 2006. UN and national radio voluntarily broadcasted 
a program multiple times in the local language of a panel 
discussion with participants from numerous ministries on the 
worst forms of child labor. Numerous community sensitizing 
training sessions were held throughout the country in July 
and had over 600 participants. 


7. E) Progress toward eliminating the worst forms of child 
labor: 


-- A needs and resource assessment conducted by the 
International Rescue Committee for the CYCLE project in six 
targeted towns/villages and surrounding areas in early 2006 
found that 71.3 percent of 353 working children surveyed were 
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engaged in exploitative child labor, which was likely to harm 
their health, safety and morals. Of the 353 children, 30.2 
percent were engaged in dangerous or inappropriate work, 21 
percent worked without adult supervision, 29.8 percent 
engaged in work that resulted in serious work injuries, and 

17 percent used dangerous tools. 


Among surveyed children involved in the unconditional worst 
forms of child labor, the largest proportion were found to 
have been involved in mining (12.1 percent) and to a lesser 
extent in prostitution (1.9) percent. However, this 
information likely significantly under-represented such 
cases. 


Children not living with a parent are twice as likely in 
surveyed communities to be in exploitative child labor or out 
of school. 
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B. ASHGABAT XXX (TOWN HALL) 


Summary 


1. (SBU) Embassy Ashgabat warmly welcomes DAS Feigenbaum and 
looks forward to a productive stay. Your visit, the second 
by a high-ranking State Department official since President 
Niyazov\'s death, will provide an opportunity to stress to 
Turkmenistan\'s top leadership that the United States looks 
forward to this historic opportunity to build a new 
relationship with Turkmenistan and wants to expand 
cooperation. In return, there must be strengthened respect 
for human rights and civil society. The fact that this is 

your first visit to Turkmenistan will help to underscore the 
U.S. desire for a fresh start in our bilateral relationship. 

End Summary. 


Since A/S Boucher\'s Visit... 


2. (SBU)As reported ref a, the political situation continues 

to be stable since President Niyazov\'s death on December 21. 
Interim President Gurbanguly Berdimuhammedov, Foreign 
Minister Rashit Meredov and Minister of National Defense (and 
Secretary of the National Security Council) Agageldi 
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Mammetgeldiyev have emerged as a power-sharing troika with 
the support of a National Security Council dominated by the 
\"power ministries\" (security, military and law enforcement 
bodies). The National Security Council currently has a 
superior role to the Council of Ministers, but is taking 

pains to avoid the impression that it is unilaterally running 

the country. And, indeed, as demonstrated by the multiple 
signatures under the many new decisions and edicts issued 
since Niyazov\'s death, a more collective decision-making 
process has emerged than was the case under Niyazov\'s one-man 
rule. More than any yearning for democracy or greater 
freedom, in the first instance, local citizens seem to be 

more concerned with stability and getting paid. 


3. (SBU) Turkmenistan\'s citizens have also been reassured by 
the December 26 session of the constitution-changing Halk 
Maslahaty (People\'s Council), which decided that 
Turkmenistan\'s next president would be chosen by presidential 
elections (on February 11), rather than Halk Maslahaty vote. 
Although the body largely predetermined Berdimuhammedov\'s 
election by selecting five other, less experienced candidates 
and unanimously nominating the interim president, it 
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nonetheless is making a well-intentioned effort to hold 
Turkmenistan\'s first competitive presidential election. Over 
the New Years weekend, bulletin boards with pictures and 
resumes of all six candidates sprang up throughout Ashgabat; 
Berdimuhammedov and Deputy Minister of Oil and Gas Nuryev, 
two of the election candidates, held a televised 
question-and-answer session January 3 in Ashgabat (Ref xxx), 
and the Ministry of Foreign Affairs has agreed to a needs 
assessment mission by the Head of the Election Section at the 
OSCE\'s Office for Democratic Initiatives and Human Rights 
(ODIHR) -- all firsts for Turkmenistan. Berdimuhammedow's 
platform was surprisingly forward-leaning, and included: the 
possibility of free and cheap access to Internet for all 

citizens, pension reform, nearly free water, salt and gas, 

more student exchanges, a return to a mandatory 10 years of 
schooling, strong support for entrepreneurs and private 
business, and privatization of real property. 


4. (SBU) Embassy welcomes your visit as a follow-on to 
Assistant Secretary Boucher\'s visit. We look to you to 

expand on Assistant Secretary Boucher\'s basic message -- that 
the United States wants to build a new relationship with 
Turkmenistan and will support a president emerging from a 
constitutional process for succession, but also that the 

United States remains concerned about Turkmenistan\'s human 
rights record. During recent meetings with Foreign Minister 
Meredov, Charge has stressed the need to resolve festering 
issues in order to pave the way for such a \"new relationship.\" 
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Road-Map for New Relationship 


5. (SBU) With this in mind, you should lay out in your 

meeting with Meredov a \"road-map\" for improved relations that 
identifies achievable actions aimed at addressing some basic 
U.S. interests and/or concerns: 


-- Regular meetings with U.S. Embassy representatives to 
discuss/review human rights concerns. 


-- A series of VIP visits to Turkmenistan, including 
Department of State, Department of Defense and inter-agency 
assistance delegations. 


-- Comply with Jackson-Vanik by permitting free travel by 
Turkmenistan\'s citizens. As first steps, Turkmenistan should 
focus on resolving individual cases and making the \"black 
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list\" more transparent. 


-- Permit unimpeded testing for FLEX and other exchange 
programs and cease harassment of applicants. 


-- Increase mandatory secondary education from 9 to 10 years. 


-- Register independent, non-governmental, and private 
organizations, in accordance with standards set out by the 
Organization for Security and Cooperation in Europe, of which 
Turkmenistan is a participating state. As a beginning, 
Turkmenistan should register the Ahal Alumni Association, as 
well as ACCELS, IREX, and other U.S. NGOs that have been 
operating in Turkmenistan under the framework of the 1993 
bilateral agreement. 


-- Continue registration of minority religious groups and 
refrain from harassment and detention of members of those 
groups. 


-- Permit government employees to join professional 
organizations and non-governmental organizations. 


-- Permit the accreditation of more foreign journalists and 
allow citizens contact with foreign correspondents. 


-- Cease large-scale demolitions and offer the embassy 
assurances that the Berzengi neighborhood in which the 
Charge, Marine Security Guard and A/DCM live will not be torn 
down. 


-- Cease harassment and intimidation of U.S. Government grant 
assistance recipients. 


-- Sign the CAPACITY MOU. 


-- Stop disrupting American Corner activities and harassment 
and intimidation of citizens who attend American Corner 
events. 


-- Allow the Turkmenbashy American Corner to reopen. 


-- Complete the exchange of diplomatic notes regarding the 
Mary Divert program. 


6. (SBU) As the Government of Turkmenistan makes progress on 
addressing these concerns, the United States could consider a 
calibrated increase of cooperation, keyed to Turkmenistan\'s 
social, economic and democratic development, drawing on the 
following areas: 
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-- Medical Supplies: $1 million in measles-mumps-rubella 
(MMR) vaccines (approximately 2.1 million doses) and $10,000 
in tuberculosis laboratory reagents. Turkmenistan also has a 
critical need for 50 Olympus microscopes for clinical 

diagnosis (approximately $60,000). 


-- Health Programs: Replace shortfall of approximately 
$400,000 in latest FYO7 projections, which forced cuts to 
health care reform project (ZdravPlus), Centers for Disease 
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Control (CDC) and Central Asian Program on AIDS Control in 
Vulnerable Populations (CAPACITY) programs in Turkmenistan. 
Expand the TB Directly Observed Treatment Shortcourse (DOTS) 
program to another province ($1,225,000). Expand Healthy 
Communities ($150,000), Drug Demand Reduction ($500,000), 
Live Birth Definitions ($100,000) and Infectious Diseases 
($350,000) programs. 


-- Education: Increase the number of FLEX students (last 
year the USG funded 63 students from Turkmenistan) to at 
least 100. Increase the Undergraduate Program for Eurasia 
(UGRAD) from one to four years. Increase the number of 
participants in the Teachers Excellence and Achievement 
(TEA), Muskie Fellowship and Junior Faculty Development 
(JFDP) programs. Increase the number of Fulbright Fellows 
from Turkmenistan. Fund two additional American Corners in 
Balkanabat (Balkan Province) and Tejen (Ahal Province), for a 
total of seven corners. Fund four English Language Fellow 
(ELF) positions and assign a Regional English Language 
Officer to Embassy Ashgabat. Increase Peace Corps volunteers 
from 40 to 52 in the next year. 


-- Economic Development: Expand funding for USAID\'s upcoming 
AgLinks program ($250,000). Expand economic development 
grants fro communities in USAIDYs Community Empowerment 
project ($250,000). Support bank officer loan training to 

provide micro-financing ($300,000). Provide economic and 

energy policy assistance ($500,000). 


-- Security Cooperation: Pursue CENTCOM funding for two 
additional border-crossing stations at Farap (on the 
Uzbekistan border) and Seraks (on the Iranian border) for a 
total of $5 million. Provide counternarcotics communications 
equipment to assist the stations in communicating with 
Ashgabat ($5 million of CENTCOM funds). Buy additional 
portal monitors under the EXBS program ($600,000). Double 
International Military Education and Training (IMET) funding 
from $250,000 to $500,000 (to permit more military officers 
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to attend training in the United States. Increase Foreign 
Military Funding (FMF) from $300,000 to $900,000 to expand 
the English language instruction program. 


7. (SBU) There remains tremendous paranoia here and in 
Central Asia in general about U.S. plans to foment a \"colored 
revolution and, in fact, Russia\'s black propaganda machine 
-- Russian television is watched by almost all citizens of 
Turkmenistan -- has been busy promoting suggestions that the 
United States is seeking to promote a \"flour revolution\" 
(referring to the flour reportedly being sent here by 
Turkmenistan\'s overseas opposition). Embassy suggests that 
discussion of cooperation for now be focused primarily on the 
issues most meaningful to the new leadership, including 
health, education, economic development and security. Overt 
\"democracy-building\" programs not only are unlikely to be 
approved, but also could call into question our desire to 

work productively with the new government. 


8. (U) Post looks forward to working with you during your 
visit in order to ensure its success. 
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SIPDIS 


STATE FOR EUR/PPD, EUR/ACE, SCA/CEN (TPERRY), and IIP/G 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, KPAO, TX 

SUBJECT: Turkmenistan\'s Presidential Candidates Raise Hopes With 
Promises of Substantive Reform 


SUMMARY 


1. (U) All channels of Turkmenistan State television were tuned to 

the first campaign meeting of two presidential hopefuls on the night 

of January 3, 2007, at a townhall-style gathering held at the Mekan 
Palace in Ashgabat. The Ashgabat-based candidates, Deputy Minister 
of the Oil and Gas Industry and Mineral Resources Ishanguly Nuryev 
and Acting President Gurbanguly Berdimuhammedov, sat on a dais 
before over 1,000 Ashgabat City \"voters\" assembled to hear the 
candidates\' platforms and ask follow-up questions. While both 
candidates made positive statements in support of reform 
(Berdimuhammedov also repeatedly emphasized stability), 
Berdimuhammedov\'s presentation suggested a substantive break from 
the past. His proposed reforms signaled a retreat from some 
Niyazov-era policies that have damaged the education and health care 
systems, denied private access to the Internet and discouraged 
private enterprise, while maintaining support for the social 

contract through continued provision of free utilities, and cheap 

fuel, flour, and transport. While Berdimuhammedov\'s intentions 
appear enlightened, post remains skeptical given similar unfulfilled 
promises -- many of which were cruelly contradicted -- by President 
Niyazov and by Berdimuhammedov himself while he was serving as 
Niyazov\'s deputy. End Summary. 


NuryewWs Speech Positive But Unsurprising 


2. (U) The deputy hakim (mayor) of Ashgabat, Ogulhan Ilgeldyeva 
(also Chairman of the Ashgabat City Election Committee), opened the 
January 3 meeting, ceding the podium first to Nuryev and then to 
Berdimukhammedov. Each candidate took the microphone only after 
being introduced by an advocate, who reviewed the candidate\'s 
biography, career path and character, and appealed directly for 
votes. The audience consisted of Ashgabat city residents: the 
elderly, members of the Central Election Committee, employees of 
various city enterprises, journalists and students. A billboard 

outside the hall displayed the pictures and biographical information 
on each of the six presidential candidates. 


3. (U) Nuryev\'s advocate claimed that he was the best candidate 
because he was a self-made man who had worked his way up from common 
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laborer to state representative, winning numerous prestigious state 
awards and a high degree of respect along the way. Nuryev then took 
the floor, promising a gradual transition to a market economy, 
continued provision of subsidized social services, and improved 
living standards. He emphasized expanding the agricultural sector 
through market-oriented reform and continuing \"progress\" in the 
education sector consistent with former President Niyazov\'s 
policies. In response to questions from the audience, Nuryev 
promised further growth of the oil and gas sector and an increase in 
salaries and pensions. He said that the Ruhnama would continue to 
be taught in schools. 


Berdimukhammedov Leads With Promise of Stability 


4. (U) Guldjemal Ezizova, who introduced herself as a colleague of 
Berdimuhammedov, introduced the interim president and urged that he 
be elected because he was a companion of the late president; was an 
honest, responsible person, faithful to his motherland; and had 
contributed greatly to the development of independent, neutral 
Turkmenistan. Berdimuhammedov then stated that he did not want to 
use his temporary incumbency to the disadvantage of the other 
candidates and therefore would donate his share of TV and radio time 
to the other candidates. He also expressed pleasure that the Halk 
Maslahaty (People\'s Council) had chosen five other candidates, 
ensuring an open and competitive race, but added that, if there had 
had more time to prepare, even more qualified candidates might have 
been proposed. 


5. (U) Asserting that his plan was based on and would continue the 
policies of Niyazov, Berdimuhammedov maintained that he would: 


-- Adhere to all international treaties, contracts and extant 
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intergovernmental relationships; 

-- Seek to expand the energy sector; 

-- Continue reform of the agricultural sector and adhere to 
realistic production targets; 

-- End the distortion of agricultural production statistics; 

-- Create jobs by building new factories and supporting 
establishment of small and medium enterprises; 

-- Maintain current low prices for fuel, flour and other staples and 
subsidies for communal services, including public transportation; 
-- Keep taxes low (Note: The tax on private enterprises is two 
percent, while livestock, agricultural production and land are 
tax-exempt. End Note.); 

-- Further develop Turkmenistan\'s transportation and communication 
systems; 
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-- Continue to provide loans at favorable rates; 

-- Support private ownership of land for home construction and 
farming; and 

-- Double all pensions, student stipends, salaries, and other social 
assistance payments in January 2008 (a promise that Niyazov made 
during the October, 2006 meeting of Parliament.) 


Education and Health: A True Promise of Reform? 


6. (U) Responding to a question about his plans for the education 
sector, Berdymuhammedov promised construction of new schools and 
universities. Expanding this theme, he summarized Niyazov\'s 
educational policy and said that, although those policies had made 
sense at the time, \"that stage has passed\"; Turkmenistan needed 
educated people. To that end, subjects that had been removed from 
school and university curricula would be brought back in order to 
bring Turkmenistan\'s education to international standards -- and 
make it possible for local degrees to be recognized internationally. 
(Comment: Such a statement would have been interpreted as 
criticism under Niyazov, as, until now, the host government has not 
tolerated any suggestion that there is room for improvement in the 
education sector. End Comment.) 


7. (U) Berdimuhammedov pledged to extend mandatory secondary 
schooling from the current 9 years to 10 years, and to extend 
university study to 5 years of theory (up from 2 years of theory and 

2 years of practical experience). Extracurricular courses such as 
physical education would be reintroduced. Like Nuryev, 
Berdimuhammedov emphasized Niyazov\'s goal of promoting foreign 
language study, but went further, stating his support for sending 
Turkmenistan\'s gifted youth to higher educational institutions 
abroad, including in the United States, United Kingdom, France, 
Germany, Japan and China. He urged the training of lawyers, 
economists, bank specialists, computer programmers, engineers and 
other specialists in \"highly developed\" countries around the world. 
He also expressed a belief that every citizen of Turkmenistan should 
have access to Internet and new technologies. 


8. (U) In the health sector, Berdimuhammedov promised construction 
of hospitals and sanatoriums; he also promised to equip these 
facilities fully. New pharmaceutical factories would be built in 
Turkmenistan, those medicines that cannot be produced locally would 
be imported. The state would dedicate greater resources to 
preventive medicine and would reform the curricula of the medical 
institute and colleges to reflect international standards. 


9. (U) In response to a question about construction projects and 

plans for Ashgabat, Berdimuhammedov promised to implement Niyazov\'s 
plans, which ran through 2014 and included construction of a Halk 
Maslahaty building and development of the area along the Archabil 
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street in the foothills of the Kopetdag mountains. Responding to a 
question about leisure facilities for children, he claimed that one 
of his top priorities was to build or improve resorts and camps for 
children in Geokdere (Chuli), the provinces and especially on the 
Caspian Sea shore. 


10. (U) During a meeting late on January 4, Foreign Minister Rashit 
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Meredov drew the Charge\'s attention to Berdimuhammedov\'s statements. 
\"It was almost as if he was listening to you (during our January 3 
meeting),\" he said. 


COMMENT 


9. (SBU) Turkmenistan\'s interim leaders are attempting a clumsy 
charm offensive with the diplomatic and international organization 
community. OSCE Ambassador Djikic told A/DCM January 5 that 
Minister Meredov, as he handed over the letter accepting the January 
8-9 visit of an election needs assessment team from the OSCE Office 
of Democratic Initiatives and Human Rights (ODIHR), said he hoped 
that the visit would represent the beginning of increased 

cooperation between the OSCE and Turkmenistan. While post still 
does not believe that Turkmenistan\'s leaders are ready to embrace 
democracy, we do believe that the contrived nomination process and 
klutsy attempt to make the elections appear fair and open are 
genuine positive steps for a country that has lived in isolation and 
seclusion for its entire existence. DAS Feigenbaum\'s visit will 
provide an invaluable measure of how far and how quickly 
post-Niyazov Turkmenistan is willing to reform. End comment. 
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SIPDIS 
TREASURY FOR INTERNATIONAL AFFAIRS - JROSE, MNUGENT 


E.O. 12958: DECL: 01/07/2012 

TAGS: EFIN, ENRG, EINV, TU 

SUBJECT: MINISTER BABACAN COMMITS TO SOCIAL SECURITY AND 
OTHER ECONOMIC REFORMS 


REF: ANKARA 6707 
Classified By: CDA Nancy McEldowney for reasons 1.4(b) and (d). 


1. (C) Summary: Economy Minister Babacan told the Ambassador 
December 22 the AKP Government was committed to the Social 
Security Reform despite the recent adverse court ruling and 
would move ahead, albeit with a delay. Babacan agreed that 

the business community was concerned about the upcoming 
elections and the EU accession process but also worried about 
the need for more power generation capacity. However, 

Babacan opposes a state role in increased investment in the 
sector. End Summary. 


2. (C) In a December 22 meeting that focused largely on EU 
issues (septel), Economy Minister Ali Babacan stressed the 
Government\'s commitment to Social Security reform despite the 
recent Constitutional Court decision striking down key parts 

of the law. Babacan said the Government had not yet come to 
its final decision on how to move forward, but it could not 
accept that there be one set of rules for civil servants and 
another for private sector workers, as the court\'s decision 
required. Even if the Government tried to create separate 
rules, there would be a strong reaction from the business 
community and private sector unions, both of whom have 
already expressed concern about such an approach. 


3. (C) Though the reform may have to be delayed for six to 
twelve months, Babacan emphasized the Turkish Government\'s 
strong support for the reform, claiming the Government 

decided to undertake the reform because it recognized its 
necessity, and not merely to placate the IMF: \"We need to do 

it for the next generation.\" In terms of the delay\'s effect 

on the IMF program, Babacan said the Fund would have to be 
realistic, given that the court decision was no fault of the 
Government\'s. Moreover, if the Government tried to move 
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ahead with a quick fix in this very political season, there 

is a danger the opposition would filibuster, as they did when 
the reform was passed, and that parliamentarians might try to 
cherry-pick the reform package. 


4. (C) Babacan downplayed the short-run budgetary 
implications of postponing the reform, emphasizing that the 
fiscal savings are very gradual and long-term. The reform 
targets a savings of 1% of GDP in ten years time, so the 
impact on 2007 of a postponement will be minimal. 
Nevertheless, Babacan recognized the need to initiate the 
reform to begin to derive its benefits. 


5. (C) The Ambassador and Babacan traded notes on what they 
had each picked up at the recent Ankara meeting of TUSIAD, 
the influential Istanbul-based corporate executives 
association. Businesspeople were concerned about upcoming 
elections creating political instability, as well as about 
prospects for Turkey\'s EU accession process and the social 
security reform. Executives from the construction industry 

had told the Ambassador they were concerned that the IMF 
might induce the government to restrict expenditure on 
construction projects. Babacan said the contractors don\'t 

like him because reforms under the AK Party Government have 
included tighter controls on spending over contracted work. 
Babacan said that before these reforms, once a contract had 
been opened by the State, a contractor could keep work going 
and receive more payments from the state. This was a key 
reason that budget outturns often diverged sharply from 
budgeted spending, citing the example of 2002. Wheras the 
targeted primary surplus that year was 6.5% of GDP, the 
end-of-year result was 4%. Instead of having large 
investments by the public sector, the Government\'s strategy 
is to maintain fiscal discipline, thereby bringing interest 

rates and inflation down and spurring more private sector 
investment. Babacan said that the private sector now accounts 
for 75% of investment in the economy. 


6. (C) Babacan said some of the business executives were 
worried about the need for additional power generation 


capacity. As Economy Minister, Babacan said he is fiercely 
opposed to the public sector making the needed investments or 
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providing state guarantees. He admitted, however, there is 
still a feeling that the state needs to do something so Wwe 
need to discuss this amongst ourselves, especially with the 
Energy Minister." (Energy Minister Guler has pushed for 
state guarantees.) 


7. (SBU) The Ambassador reviewed Cargill\'s problems in Turkey 
and the Government\'s efforts to pass legislation that would 
resolve the situation. The Ambassador asked Babacan, as the 
Minister responsible for foreign investment policy, to keep 

an eye on the issue. Babacan agreed and said Industry 

Minister Coskun had the lead on the issue. 


8. (C) We believe the Government is committed to the Social 
Security reform, as Babacan says. The Government has taken a 
political risk to do the right thing and put Turkey\'s red 
ink-bleeding pension system on a sustainable footing, only to 
be sabotaged whenever possible on the issue by the secularist 
establishment (opposition party, President and Constitutional 
Court). The reform will now have to be delayed until the 
Government can figure out how to come up with a court-proof 
version of the law, thereby putting the timing of the 

legislation into the heart of election season. It will be 

that much harder, but sooner or later, the AK Party will do 

its utmost to push it through, again. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 11/28/2016 

TAGS: ENRG, AJ, PGOV, PREL 

SUBJECT: AZERBAIJAN: CONOCO-PHILLIPS TERMINATES UMID BABEK 
PROTOCOL, WILL SUBMIT NEW PROPOSAL 


Classified By: CDA Jason P. Hyland, Reasons 1.4 (b,d) 


1.(C) SUMMARY: Due to FCPA concerns with its Azerbaijan 
partner company \'Target,\' Conoco-Phillips has terminated its 
protocol with SOCAR to develop Azerbaijan\'s offshore 
Umid-Babek field. SOCAR has let ConocoPhillips know that it 
would welcome another proposal from it to develop Umid Babek. 
SOCAR also said that it will seek to develop the Nakhchivan 
offshore gas field before Umid-Babek. In conversations with 
the Embassy, ConocoPhillips officials have been relatively 
upbeat about their chances at developing the Umid Babek field 
with SOCAR and without Target, especially if SOCAR, as 
anticipated, is unable to develop the Nakchivan field by 
itself. END SUMMARY. 


Background: November Meetings 


2. (C) On November 29, 2006 Ambassador met with 
Conoco-Phillips (C-P) Executive Vice-President for 

Exploration and Production (Europe, Asia, Africa and the 

Middle East) Bill Berry, C-P Manager,Negotiations and 
Exploration Contracts, Exploration and Business Development 
Steve Park, and C-P Baku Office Representative Fidan Aqayeva 
(at their request), concerning C-P\'s involvement in the Umid 
Babek field. Econoff was notetaker. 


3. (C) Berry told the Ambassador that he had had separate 
meetings earlier that same day with SOCAR (State Oil Company 
of Azerbaijan) President Rovnaq Abdullayev, Energy Minsister 
Natiq Aliyev, Finance Minister Sharifov, and Milli Majlis 

Deputy Speaker and Chairman of the Permanent Commission on 
Resources, Energy and Ecology Valeh Alasgarov. Berry said he 
had known Alasgarov for over a decade, and deemed him a \"very 
tough negotiator, but very straight" Alasgarov told Berry 

that he was glad that he had not been involved in the Target 
deal, saying cryptically that seeing C-P involved in this 

deal \"was like seeing my good friend with a prostitute (i.e. 
Target) on the streets of London." Alasgarov added however 
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that he could not talk about the deal, nor do anything to 

help C-P. Berry said that Finance Minister Sharifov was even 
more hands-off when talking with Berry, not asking any 
questions and making it quite clear that he wanted nothing to 
do with C-P\'s troubles with Target. 


4. (C) Prior to the meeting with SOCAR President Abdullayev, 
C-P had proposed to SOCAR that the Umid-Babek project be 
split into its two constituent fields, with C-P working on 

one in a separate bilateral arrangement with SOCAR, with 
Target free to work separately on the other field. 

Abdullayev told Berry that SOCAR would not approve of this 
arrangement, and would wait for the present protocol with C-P 
and Target to expire in February 2007 before going ahead with 
plans to develop the field. Berry told the Ambassador that 

C-P did not feel it was in its interest to let the matter 

drag on until February 07, and as such was terminating the 
protocol with SOCAR and Target. He said that C-P would know 
\"within the next 24-48 hours\" whether SOCAR would re-award 
the whole protocol to Target, or whether C-P would get a 
chance to rebid. 


December Resolution 


5. (C) On December 19 EconOff met with Conoco Phillips (C-P) 
Manager Steve Park and C-P VP Tim Wallace (VP-Exploration and 
New Opportunities, Russia and the Caspian Region), and Ms. 
Fidan Aghayeva, to discuss recent developments. 


6. (C) Park said that, despite C-P\'s belief in November that 
the protocol\'s termination was imminent, it was only on the 
previous day (December 18) that a revised protocol 
termination agreement was signed by SOCAR, Target and C-P. 
Socar had revised the draft termination agreement to exclude 
a confidentiality provision that stipulated confidentiality 

to survive the death of the protocol. Park said that C-P had 
acceded to SOCARVs request to exclude this clause from the 
termination agreement since there was a similar clause in the 
original protocol, whose validity was stipulated to survive 

the protocol\'s cancellation. 


7. (C) Park said that they had had meetings at SOCAR earlier 
in the day. One such meeting was with Foreign Investment 
Division General Manager Vagif Aliyev, who he described as 
\"very positive, very upbeat,\" about C-P. Aliyev told Park 

that the Embassy had been quite active in encouraging SOCAR 
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to work with American energy companies to develop its assets. 
(Embassy CDA had made such a pitch for US energy companies, 
not specifically mentioning C-P, to SOCAR President 

Abdullayev earlier that same day, prior to C-PYs meetings at 
SOCAR.) Aliyev told C-P that \"no decision" has been made yet 
on developing Umid-Babek, or whether SOCAR will seek to do it 
alone or will look for partners. 


8. (C) Aliyev also said that SOCAR intended to drill the 
Nakchivan field next. Park told EconOff that if indeed that 
were the case, then \"C-P would have time with Umid-Babek.\" 
For SOCAR to do one well a year would be a \"stretch,\" and it 
would take SOCAR at least a year to drill Nakchivan. Park 
said Nakchivan would be a very expensive and \"technically 
difficult\" well to drill, and he thought that if SOCAR has \"a 
train wreck\" in trying to drill it, then it might be more 

receptive to C-P\'s renewed involvement with Umid-Babek. Park 
said he has heard that Maersk would in some way be involved 
with Nakchivan field development, but that Total has not 
sought any involvement, thinking Nakchivan not to possess 
commercially viable amounts of gas. 


9. (C) Park said that Aliyev encouraged C-P to put in another 
proposal to develop Umid-Babek. Park said that based on his 
conversations with SOCAR that day, C-P would do so, but that 
he wasn\'t sure the type of proposal C-P would put forward. 
He explained that as Aliyev explained it to him, PSAs tended 
to take longer to get approved, as they needed approval from 
the Cabinet of Ministers, the Milli Majlis and finally the 
President. Park said that Aliyev was suggesting that a joint 
venture, not needing the approval of the Ministers or the 
Majlis, might be quicker and easier to get approved. Park 
said he similarly was unsure as to what sort of relationship 
C-P would posit for itself in this proposal, i.e. as 

operator, SOCAR partner, or SOCAR subcontractor. 


10. (C) Park said that C-P had also had a meeting with SOCAR 
First Vice-President for Geology Khoshbakht Yusifzade, who 

had previously grumbled to C-P executives that they \"had 
already had two years to develop U-B,\" but had not done so. 
However, in this meeting Yusifzadeh was much friendlier, with 
Park musing that the protocol\'s termination might have taken 
some pressure off him. Yusifzadeh confirmed that SOCAR would 
develop the Nakchivan field before Umid-Babek. Park said 

that Yusifzadeh was interested in getting Nakchivan and 
Umid-Babek developed as quickly as possible, and as such on 
reflection Yusifzadeh thought C-P would be a logical choice 

to develop Umid-Babek, since C-P and SOCAR had already done 
much of the technical work beforehand - \"it makes sense to do 
the deal with you.\" Park said that Yusifzadeh too encouraged 
C-P to submit a new proposal for U-B development, which given 
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Yusifzadeh\'s great influence within SOCAR was a significant 
development. 


11. (C) COMMENT: Despite C-P having to terminate its 

protocol with SOCAR due to FCPA concerns, it is relatively 
upbeat about its chances at developing Umid-Babek with SOCAR 
and without Target, especially if SOCAR, as anticipated, is 
unable to develop the Nakchivan field by itself. END COMMENT. 
HYLAND 
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SIPDIS 
DRL FOR C. NEWLING, WHA/CEN FOR J. CORNFORTH, H. THOMPSON 


E.O. 12958: N/A 

TAGS: MARR, MASS, MOPS, PHUM, PINR, ES 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING OF SALVADORAN 
SOLDIERS 


1. This cable contains an action request. Please see 
Paragraph 2. 


2. Post requests Department review of human rights record of 
Salvadoran candidate for participation in the NCO Development 
Course at the Western Hemisphere Institute for Security 
Cooperation, Ft Benning, GA scheduled for January 18 to March 
13, 2007. 


SGT Barrera Romero, Jose Francisco 

Joint Staff 

DPOB: March 4, 1977 El Paisnal 

3. Post has reviewed available human rights files; the above 
individual has not been determined to be identifiable with 
individuals involved in or accused of human rights abuses. 


Barclay 
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E.O. 12958: DECL: 01/05/2012 
TAGS: PREL, PHUM, UNSC, BM, LO 
SUBJECT: SLOVAKIA WANTS TO SUPPORT BURMA RESOLUTION 


REF: SECSTATE 1060 


Classified By: Charge d\'Affaires Lawrence R. Silvermna for reasons 1.4 
(b) and (d). 


(C) Slovak Deputy Foreign Minister Diana Strofova told Charge 
in response to reftel demarche that although Slovakia was 
obliged to first discuss its position with EU colleagues, the 
GOS wanted to support the US draft UNSC resolution on Burma. 
Strofova agreed that it was important to demonstrate UNSC 
backing of U/SYG Gambari\'s efforts through a resolution as 
opposed to a Presidential Statement, and promised close 
consultation between our delegations in New York. Charge 
asked that the GOS seek to complement US efforts to get 
Russia and China at least to abstain on a resolution. 
Strofova\'s deputy for UN affairs noted that the Russian 
Embassy had approached him about ten days ago to urge the 
Slovaks to help avoid a resolution. 

SILVERMAN 
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Column 3 

SIPDIS 

SIPDIS 

EUR/NCE FOR FICHTE 


E.O. 12958: N/A 

TAGS: PREL, NATO, AF, YI, OPDC, EZ 

SUBJECT: CZECH MFA PROMISES FOREIGN MINISTER WILL ATTEND 
JANUARY 26 NATO MINISTERIAL 


REF: A. STATE 243 
B. 06 PRAGUE 1548 


1. MFA Security Policy Director Veronika Smigolova confirmed 
to Poloff on January 5 that the Czech Republic will be 
represented by a Foreign Minister at the January 26 NATO 
ministerial proposed by Secretary Rice. Smigolova noted that, 
despite a possible change of Foreign Minister as part of 
ongoing government formation negotiations (Ref B), whoever 
holds the job on January 26th will participate in Brussels. 
MUNTER 
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DEPT FOR EB/ESC/IEC GALLOGLY AND GARVERICK 
DOE FOR HARBERT/EKIMOFF/PISCITELLVTILLER 


E.O. 12958: DECL: 01/05/2017 
TAGS: EPET, PGOV, PREL, BO, RS 
SUBJECT: LUKASHENKO GIVES RUSSIA BLACK EYE OVER BLACK GOLD 


REF: A. 06 MINSK 1283 
B. MINSK 003 


Column 3 
C. 06 MOSCOW 13174 
D. 06 MINSK 1231 


Classified By: Charge Jonathan Moore for reason 1.4 (d). 


Summary 


1. (C) On January 3, Belarusian PM Sergey Sidorskiy announced 
duties of USD 45/ton on Russian crude oil shipped via 
pipeline through Belarus effective from January 1. If crude 
shipments were to continue at their 2006 volume, Transneft 
would pay the GOB USD 3.1 billion in duties. Lukashenko 
explicitly tied the duty to Russia\'s imposition of export 
duties on oil sold to Belarus. The GOB still hopes to settle 
differences over oil, because it stands to lose economically 
if a trade war with Russia continues. Politically, 
Belarusians think that Lukashenko\'s approach will surely 
alienate the Russian elite even further. End summary. 


Transneft, Can You Spare USD 3 Billion? 


2. (U) On January 3, PM Sergey Sidorskiy told press the GOB 
had set USD 45/ton as the duty on Russian crude transiting 
Belarus. On December 31, the Belarusian Council of Ministers 
passed a resolution imposing a duty effective January 1 ata 
rate to be determined later. On January 4, the state oil 
company, Belneftekhim, announced it had informed Transneft of 
the USD 45 duty. 


3. (SBU) Speaking at a January 3 conference, Lukashenko 

linked the decision to Russia\'s imposition of an export duty 

on oil shipped to Belarus (ref A). He stated Russia\'s move 

had worsened conditions for Belarusian oil refineries and 
necessitated action from the GOB to protect its budget and 

jobs. On January 4, MFA Spokesman Andrey Popov affirmed the 
duty was not intended to disrupt oil shipments through 

Belarus. 


4. (SBU) Russia exports approximately 70 million tons of oil 
annually through Belarus (another 20 million tons are sold to 
Belarus). If Russia were to continue exporting the same 
rate, Belarusian customs would collect over USD 3 billion in 
duties from Transneft. Not surprisingly, this is the same 
amount the GOR would stand to collect due to its new export 
duty on oil sales to Belarus. Naturally, Russian companies 
would seek alternate routes, but Olga Tochitskaya, Deputy 
Director at the Institute for Privatization and Management, 
said in the short term Russian options would be limited. 


Column 3 
Likely Russian Countermeasures: Negotiation or a Trade War 


5. (C) PM Sidorskiy did not give reporters details of his 
three-hour January meeting with Russian PM Mikhail Fradkov, 
but he did claim both sides agreed to work diligently to 

resolve their differences over oil. Belarus was certainly 
pleased with the status quo ante, and Lukashenko declared 
January 3 that even a 50-50 split of the export duty would 

suit Belarus. Mises Research Center Yaroslav Romanchuk told 
Acting Pol/E Chief such an outcome was unlikely, but Belarus 
might realistically hope to reduce the duty to 70 percent 

(from its current rate of 85 percent of the usual export 

duty). 


6. (C) Barring successful negotiations over oil, Romanchuk, 
Tochitskaya and economist Mikhail Zalesskiy said Russia would 
likely limit Belarusian firms\' access to the Russian market. 

All three agreed such a move would threaten Belarus\' economy. 
Zalesskiy added that Russia would discourage its oil 
companies from using the Naftan and Mozyr oil refineries. He 
believed excess capacity in Russian refineries might be able 

to take up the slack. He did note Russian firms themselves 
could lose out from pressure on Belarusian refineries given 
Slavneft\'s stake in the Mozyr refinery and Lukoil\'s network 

of gas stations in Belarus. 


If Push Comes to Shove ... Lukashenko Lists Other Threats 


7. (C) While until fairly late in the gas negotiations Minsk 
had limited its threats (ref B), on December 29 Lukashenko 


MINSK 00000013 002 OF 002 


mentioned charging Russia for its military bases in Belarus 

and even charging Russian planes to fly over Belarusian 
airspace. Lukashenko again mentioned military bases January 
3. Tatyana Manenok of the independent weekly \"Belarusy i 
rynok\" believes a threat to the bases would likely cause 
Russian Deputy Prime Minister and Defense Minister Sergey 
Ivanov to step in to defuse a crisis. 


8. (C) Our interlocutors noted Lukashenko was not giving the 
impression of someone ready to back down. Zalesskiy said it 
looks like Lukashenko is ready for a fight. Romanchuk 
characterized Belarus\' decision to impose a duty as hasty, 

and said Lukashenko was showing his desperation. Tochitskaya 
said the decision may have been purely emotional. Director 

of the Wider Europe NGO Vyacheslav Pozdnyak told Acting Pol/E 


Column 3 

Chief Lukashenko appears to be under great psychological 
pressure, and will respond with pressure of his own hoping 
Moscow will back down. 


Comment: Russia Has to Dance with the One They Brought? 


9. (C) Lukashenko likely believes threats to cut off gas 
supplies to Europe helped him win significant concessions in 
gas negotiations (ref B). Thus, it does not seem illogical 

to us that he would attempt to win further concessions 
through a new round of threats, this time to Russia\'s oil 
interests. Perhaps Lukashenko is purposely cultivating his 
image as a rabid provincial in hopes that Moscow, like 
independent analysts in Minsk, believe the Belarusian 
president is irrational enough to escalate the row beyond the 
realm of economics if the Kremlin does not compromise over 
oil duties. 


10. (C) Tochitskaya said her Russian contacts told her 
Lukashenko would soon become public enemy number one in 
Moscow if energy relations were not resolved shortly. 
Romanchuk added Lukashenko had definitely shown himself as 
the wrong person to protect Russia\'s interests in Belarus. 
However, Moscow remains without a clear alternative to the 
current dictator (refs C and D). If the conflict continues, 
Moscow\'s prospects of a better option do not look any better 
this spring. As Aleksandr Milinkevich noted in a January 4 
interview, Lukashenko\'s popularity has risen after the gas 
dispute. Lukashenko is certainly hoping Putin will decide 

the best course is to pass off the Belarus problem to 

Russia\'s next president. 


Moore 
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SIPDIS 


SIPDIS 


Column 3 
NEA/FO FOR DANIN; NSC FOR DORAN/MARCHESE 


E.O. 12958: DECL: 1/05/2017 

TAGS: FR, LE, PGOV, PREL, SY 

SUBJECT: MFA REMAINS LEERY OF CHAPTER VII OPTION FOR 
LEBANON TRIBUNAL 


REF: A. BEIRUT 2 
B. 06 PARIS 7787 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (C) On January 4, Poloff reviewed legal options for 
establishing the Special Tribunal for Lebanon with Salina 
Grenet, MFA Action Officer for Middle East issues at the UN. 
Grenet said the Quai is still taking a \"wait and see\" 

approach to the tribunal in hopes that the March 14 coalition 
will yet manage to strike a deal with the opposition that 

would allow the tribunal to move forward. Significantly, she 
said the MFA decided just before Christmas \"not to push!" for 
rapid establishment of the tribunal for fear of creating a 
backlash that would topple the Siniora government. (When 
Poloff noted that the Siniora government might collapse 
notwithstanding France\'s \"restraint\" on the tribunal, Grenet 
said she hoped that the current tension in Beirut might ease 
slightly over the next few weeks as attention shifts to the 
International Conference for Lebanon on January 25.) 
However, Grenet added that France\'s patience was not 
inexhaustible. \"Ifthere\'s no progress on the tribunal 

within the next month or so, then we would have to reconsider 
our options. And if the Siniora government falls, we will 

have no choice but to use Chapter VII,\" she said. 


2. (C) Grenet then stressed that, for the time being, 

invoking Chapter VII was the \"worst possible option.\" On the 
one hand, she said, the MFA\'s lawyers have \"strong 
reservations\" about the legality of a UNSC-imposed tribunal, 
and on the other hand the French Mission to the UN assesses 
that Russia and China \"will never go along\" with such an 
approach. Moreover, even if that assessment proved 
incorrect, she questioned whether other states would 
cooperate with a tribunal that was established over the 
objections of the Lebanese opposition and which would be 
branded as an affront to Lebanese sovereignty. Consequently, 
she summarized, the French consider the Chapter VII option 
\"neither desirable nor feasible.\" 


3. (C) Turning to the possibility of a deal between the March 
14 majority and the Lebanese opposition, Grenet indicated 


Column 3 

that France could accept minor fiddling with the text of the 
tribunal documents if such small changes would be a 
face-saving measure for the minority. However, the changes 
currently proposed by the opposition -- restricting the 
competency of the tribunal to just the Hariri assassination, 
and preventing those tried from inculpating their superiors 
-- would require further consideration by the UNSC. 
Surprisingly, Grenet said her personal view was that France 
would be more likely to demonstrate flexibility on the latter 
point (even if it meant not directly implicating Syrian 
President Bashar al-Asad in Hariri\'s killing) than on the 
former (due to French conviction that the multiple 
assassinations since Hariri\'s killing are linked). 


4. (C) Comment: Grenet\'s comments track with the signs we had 
previously detected (Ref B) of a softening in France\'s 

position on establishing the international tribunal in order 

to avoid a conflagration in Beirut (and, by extension, to 
minimize the danger to French peacekeepers). One possible 
side-effect of that softening will be increased French 

anxiety in the weeks ahead that the U.S. is pursuing an 

overly aggressive approach to tribunal formation/UNSCR 1701 
implementation. While stressing that our preference is also 

to see the tribunal ratified by the Lebanese Parliament, 

Poloff pointed out to Grenet two risks with the Quai\'s \"wait 
and see\" approach: the passage of time will not necessarily 
put the Siniora government/March 14 majority in a stronger 
position, but it will play into the opposition strategy of 

running down the clock until President Chirac leaves office. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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SIPDIS 


E.O. 12958: DECL: 01/04/2017 
TAGS: PREL, KNNP, PARM, SY, ETTC 


SUBJECT: DESIGNATION OF ADDITIONAL SYRIAN ENTITIES UNDER 
E.O. 13382 


Classified By: ISN A/S JOHN C. ROOD, REASONS 1.4 (B) AND (D) 
1. (U) This is an action request. See paragraph 4 for action. 


2. (U) BACKGROUND: The Treasury Department on January 4, 
2007, designated three additional Syrian entities pursuant to 
Executive Order 13382 (\"Blocking the Property of Weapons of 
Mass Destruction Proliferators and their Supporters”) for 

their connection to a designated proliferator of weapons of 

mass destruction (WMD). These entities are owned or 
controlled by, or act or purport to act for or on behalf of, 

the Syrian Scientific Studies and Research Center (SSRO), 
which was designated under E.O. 13382 on June 29, 2005. The 
SSRC is the Syrian government agency responsible for 
developing and producing non-conventional weapons and the 
missiles to deliver them. Although the SSRC has an overt 
civilian research function, it focuses substantively on the 
development of biological and chemical weapons. 


3. (S) OBJECTIVE: To notify host governments that the United 
States has designated three additional Syrian entities under 
Executive Order 13382 (\"Blocking the Property of Weapons of 
Mass Destruction Proliferators and their Supporters\") for 

their connection to a designated proliferator of weapons of 
mass destruction, and urge host governments to take similar 
action to ensure their financial system is not used for 

ongoing proliferation activity associated with the SSRC. 


4. (SBU) ACTION REQUEST: Department requests that Posts 
deliver points in paragraph 5 to appropriate host government 
officials as a non-paper. 


5. (S/REL TO OTTAWA, PARIS, ROME, BERLIN, TOKYO, MOSCOW, 


Column 3 
LONDON, CANBERRA, MANAMA, CAIRO, RIYADH, MUSCAT, DOHA, 
KUWAIT, ABU DHABI) BEGIN NON-PAPER 


-- In light of our ongoing cooperation to combat 

proliferation finance, the U.S. would like to inform your 
government that the U.S. Treasury Department on January 4, 
2007, designated three additional Syrian entities pursuant to 
Executive Order (E.O.) 13382, \"Blocking the Property of 
Weapons of Mass Destruction Proliferators and their 
Supporters\". 


-- The following names will be added to Treasury\'s Office of 
Foreign Assets Control (OFAC) list of Specially Designated 
Nationals and Blocked Persons (\"SDN list\") and published in 
the Federal Register pursuant to Executive Order 13382. 


1. HIGHER INSTITUTE OF APPLIED SCIENCE AND TECHNOLOGY 
(a.k.a. \"HIAST\"), P.O. Box 31983, Barzeh, Damascus (Syria) 


2. ELECTRONICS INSTITUTE, P.O. Box 4470, Damascus (Syria) 


3. NATIONAL STANDARDS AND CALIBRATION LABORATORY (a.k.a. 
\"NSCL\"), P.O. Box 4470, Damascus (Syria) 


-- These entities are being designated for their connection 

to the Syrian Scientific Studies and Research Center (SSRC), 
an entity named in the Annex of E.O. 13382. These entities 
are owned or controlled by, or act or purport to act for or 

on behalf of, the SSRC. 


-- SSRC is the Syrian government agency responsible for 
developing and producing non-conventional weapons and the 
missiles to deliver them. Although SSRC has an overt 
civilian research function, it focuses substantively on the 
development of biological and chemical weapons. 


-- We urge your government to investigate financial 
relationships and transactions in which these newly 
designated Syrian proliferation entities have an interest. 


-- Where it is suspected that these relationships and 
transactions may be facilitating Syria\'s proliferation 

activities, we urge you to take appropriate action to cease 
dealings with the entities in question and issue an advisory 

to your banks to encourage them not to do business with those 
entities. 


-- As you are well aware, the U.S. encourages financial 
authorities everywhere to take action to deny entities 
involved in proliferation activities access to the 
international financial system. 


Column 3 


-- We also encourage you to take any and all measures to 
protect your financial system from exploitation by 
proliferation networks and to use your financial and 
diplomatic influence to encourage other states and 
institutions to adopt similar measures. 


-- We look forward to continuing to work closely with you on 
this and other related security matters. 


End non-paper. 


6. (SBU) REPORTING DEADLINE: Please report delivery of the 
non-paper and any immediate response by January 18, 2007. 
Please slug replies for ISN, T, TREASURY, and NEA. 


7. (U) POINT OF CONTACT: Questions may be directed to ISN/CPI 
(Jennifer Chalmers, 202-647-9715, or Anthony Ruggiero, 
202-647-5181). 

RICE 


NNNN 
End Cable Text 
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SIPDIS 
FOR EB/IFD/ODF EMILY WAECHTER 


E.O. 12958: N/A 

TAGS: PREL, PHUM, EFIN, PTER, ECON, FR 

SUBJECT: FRENCH ATTENDANCE AT LIBERIA PARTNERS FORUM 
REF: STATE 201818 


1. (U) We passed the information about the February 13-14 


Column 3 

Liberia Partners Forum to our contacts in the French Finance 
and Foreign Ministries. At the MFA, our contacts lauded USG 
plans to host the Forum, but regretted that a timing conflict 
with the biennial Africa-France summit of heads of state in 
Camnes would almost certainly impede FM Douste-Blazy, 
Minister Delegate for Cooperation & Development Girardin, or 
MFA AF A/S-Equivalent from traveling to Washington. Our MFA 
contacts have pledged nonetheless to continue efforts to 
identify an appropriate and substantive French delegation for 
the Liberia Partners Forum. 


2. (U) On December 27 Interim MFA West and Central African 
DAS-Equivalent Francis Blondet provided an update that former 
IMF head Michel Camdessus would likely represent France at 
the Liberia Partners Forum. Camdessus, who is now a 
Counselor to President Chirac, would likely be joined by 

Pierre Andre Wiltzer, the High Representative for Security 

and Prevention of Conflicts, as well as Ambassador Xavier 
Darcos, the French Permanent Representative to the OECD. 


3. (U) MFA AF PDAS-Equivalent Caroline Dumas and Acting 
DAS-Equivalent for West and Central Africa Francis Blondet 
have underscored to us the French commitment to Liberia, 
noting in a December 13 meeting that France just gave Liberia 
1 million euros through GEMAP, and plans to open an embassy 
in Monrovia in 2007. They hope the Partners Forum will 
encourage greater IMF flexibility, with Blondet expressing 
concern that Liberia,s debt burden could otherwise force it 

to mortgage its natural resources. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: NA 
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TAGS: SENV, ENRG, KSCA, EUN, Fl 

SUBJECT: Finns Claim Progress during the UN Climate Change 
Conference in Nairobi 


1. (SBU) Agreement on the governance structure and operation of the 
Kyoto ProtocolQs Adaptation Fund was one of the most significant 
achievements of the recent UN Climate Change Conference in Nairobi, 
according to Outi Berghall, Director of the International Climate 
Change Project at the Finnish Ministry of Environment and Vice Chair 
of the Ad Hoc Working Group (AWG) on Further Commitments. The fund, 
which has a special focus on Africa and may ultimately reach 300 
million euros, will allow developing countries to finance clean 

energy projects. Berghall also welcomed agreement on a five-year 
work program to enable countries to use models and scientific 

studies to better track the impact of climate change. 


2. (SBU) Commenting on RussiaQs proposal to allow developing 
countries to make voluntary Kyoto commitments, Berghall noted that 
while it is a valid concept, the language is Qpoorly craftedQ since 

it discourages developing countries from making commitments on 
emissions. Finland looks forward to exploring the Russian concept 
further through direct consultations with developing countries. 


3. (SBU) Berghall was pleased to see agreement by the 166 Kyoto 
countries on a comprehensive plan that will set the stage for 

further commitments by developed Kyoto countries beyond 2012. 
Leading as EU President, Finland was also able to secure support for 
an overdue second review of the Kyoto Protocol by 2008. Berghall 
said the stalemate was broken by assuring developing countries they 
would not be required to make new commitments; the review would 
simply be an analytical assessment of past performance. 


4. (SBU) Finland continues to view Kyoto as the primary instrument 

for tackling climate change and FinlandQs post-Kyoto commitments 
will likely be a key priority for the next government. (Note: 

Finland will hold parliamentary elections in March 2007.) Though 
FinlandQs emissions have increased in recent years, Finland 
continues to keep its Kyoto commitments by engaging in Kyoto 
projects that reduce emissions elsewhere and by purchasing emissions 
credits. 
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E.O. 12958: DECL: 01/05/2012 
TAGS: PGOV, PINR, IS 
SUBJECT: TRIAL BALLOON FOR A CABINET SHAKE UP 


Classified By: Charge d\'Affaires Gene A. Cretz. Reason 1.4 (B/D) 


1. (U) On the evening of January 4, Israeli TV news reported 
that PM Olmert had decided to remove Labor Party leader Amir 
Peretz as Defense Minister and replace him with former Prime 
Minister Enud Barak. Peretz would be offered the vacant 
Social Welfare ministry, according to these press reports. 
Although the leak apparently originated in the Prime 

Minister\'s Office (PMO), the PM\'s bureau issued an immediate 
\"clarification\" to counter the TV reports: \"Prime Minister 
Ehud Olmert has not decided to dismiss Defense Minister Amir 
Peretz or to transfer him to another post. As far as the 

PM\'s bureau is concerned, the issue is not on the agenda.\" 


2. (C) Peretz\'s political advisor, Hagai Allon, dismissed 

the cabinet shuffle brouhaha as \"spin\" by the PMO. He 
claimed, in a conversation with POL/C, that \"legally and 
politically," Olmert cannot remove Peretz from his current 

post before Labor primaries in late May. Allon claimed that 
even Labor members who do not support Peretz were angry at 
Olmert\'s perceived intervention, which Allon thought would 
backfire against the PMO. Indeed, one such MK, Collette 
Avital, confirmed to poloff January 5 that the Olmert team\'s 

trial balloon was poorly timed from the perspective of the 

Labor Party rank and file, coming just one day after Labor 
supported the Government budget, one which was not perceived 
as meeting the needs of many Labor Party supporters. \"Even 
those who support a change of the Minister of Defense do not 
support the way it is being done.\" Such a move, while 
technically permissible under the Prime MinisterYs powers, 
would constitute a breach of the coalition agreement and 

throw the Labor Party as well as the coalition into crisis, 

in her view. She added that \"deposing\" Peretz before the 
conclusions of the pending Winograd Commission report on the 
Lebanon war was premature and unlikely to happen at this time. 


3. (C) Avital affirmed, however, \"There is no smoke without 
fire,\" and acknowledged that many in the Labor Party are 
dissatisfied with Amir Peretz\'s leadership of the party and 
would like a stronger person in the Ministry of Defense. She 
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specified that Labor Party stalwart, MK Binyamin (Fuad) 
Ben-Eliezer, had organized a rally of sorts among his 
supporters on January 4 on the need to support a \"reliable\" 
candidate like former Prime Minister Ehud Barak in the 
upcoming May primaries. Avital added that Barak told her 
January 4 that he is currently taking soundings within the 
Labor Party, but has not even named a campaign manager for 
the Labor primaries. Although she said she assessed that 
Barak had made his mind up in favor of entering the race, she 
thought Barak had been as surprised as anyone about the press 
reports of an Olmert initiative to instigate an immediate 
cabinet reshuffle in which he would play a starring role. 


4. (C) Comment: While this spat clearly reveals the extent 

of the current, well-publicized tension between Olmert and 
Peretz, it is unlikely to result in a reshuffle of portfolios 

before the publication of the Winograd Commission findings in 
about a month\'s time. Should these findings hammer Peretz 
for particularly poor performance in the Defense Ministry, he 
has already indicated that he will leave that ministry of his 

own volition. In the meantime, we expect the finger pointing 
and recrimination between Olmert and Peretz to continue. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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TAGS: PREL, PHUM, UNSC, BM, JP 

SUBJECT: BURMA NEEDS A GOVERNMENT THAT REPRESENTS ITS 
PEOPLE, CHINESE MFA OFFICIAL TELLS VISITING EAP DAS 
CHRISTENSEN 


Classified By: Political External Unit Chief Edgard Kagan. Reasons 1.4 
(b/d). 


Summary 


1. (C) Burma needs a government that represents the Burmese 
people and that provides more freedom to its citizens, MFA 
Asian Affairs Department Director General Hu Zhengyue told 
visiting EAP Deputy Assistant Secretary Thomas Christensen on 
December 21. Hu said that China has been working onW Burma 
by urging the regime to begin ethnic and political 

reconciliation, encouraging UN U/SYG Gambari to visit the 
country, and urging the Burmese regime to become a country 
that ASEAN could accept as a responsible member. Hu claimed 
that China had achieved \"significant progress in replacing 
opium as a key agricultural product in certain areas of 

Burma. DAS Christensen stressed that Burma,s domestic 
problems remain a serious threat to regional stability and 

that the regime continues to eschew reform. Hu asserted that 
the United States and China share a common goal in a stable 
Burma and should coordinate our Burma policy. End Summary. 


2. (C) Pointing out that he did not have the latest 

information regarding timing as a result of his participation 

in the Six-Party Talks, visiting EAP DAS Christensen told MFA 
Asian Affairs Department Director General Hu Zhengyue during 
a December 21 meeting at the MFA that the United States would 
pursue a UN Security Council Resolution on Burma in the near 
future. Noting that he realized China did not agree with 

this approach, DAS Christensen asked whether Beijing had 
additional suggestions as to how the United States and China 
might coordinate our activities to make concrete progress on 
improving the political situation in Burma. We should work 
together to urge the Burmese regime to seek reconciliation 
with the opposition parties and to release Aung San Suu Kyi, 
he said. 


3. (C) In response to DAS Christensen\'s comment that the 
United States took notice of Chinese pressure on Burma toward 
achieving reconciliation with the opposition, Hu acknowledged 
that China had been \"working on\" Burma and described several 
Chinese initiatives. Hu said that China had pushed Burma on 
ethnic and political reconciliation and encouraged UN U/SYG 
Gambari to visit Burma to engage on this issue. According to 
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Hu, China has supported and encouraged ASEAN to pressure 
Burma to engage in reconciliation and in turn has urged the 
Burmese regime to become a country that ASEAN could accept as 
a responsible member nation. Beijing invites Burmese leaders 

to visit China often so that they can observe the tangible 

results of Chinese economic reforms, he said. Referring to 

past U.S.-Chinese efforts to coordinate our Burma policy, Hu 

said that the United States and China share a common goal in 

a stable Burma. 


Opium for Sugar 


4. (C) According to Hu, China has achieved \"significant 
progress\" in certain regions of Burma in replacing opium as a 
key agricultural product. He explained that Chinese local 
authorities near the Burmese border, using funds from 

Beijing, have worked with their counterparts in northern 
Burmese states to implement a program to replace opium with 
other crops, such as sugar. China provides the market for 
these alternative crops, he said. Hu promised to share with 
us a report that charted China,s progress in this initiative. 


Hu on the Problems with Burma 


5. (C) Referring to Burma as \"not a normal country,\" Hu said 
Burma has always been ruled by military leaders. Burma is a 
Buddhist country, and therefore, he posited, its population 

is passive. Noting the country\'s long border with China, Hu 
said Burma has been a major source of drugs and lacks a 
leadership capable of controlling the entire country. He 
referred to Burma as a major problem for ASEAN in its efforts 
to improve relations with other countries, particularly the 
European Union and the United States. Eighteen years after 
cracking down on democratic parties, the regime has since 
made no progress in its treatment of Aung San Suu Kyi. 
According to Hu, one of the biggest problems is the country\'s 
\"natural economy.\" He said citizens could rely on nature to 
provide fruit and other products for sustenance without 
having to rely on imports from other countries. 
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6. (C) Hu told DAS Christensen that Burma\'s neighbors, 
including India and China, worry about instability in Burma 

and the exodus of Burmese refugees. Hu said that Burma needs 
a government that represents the Burmese people and that 
provides more freedom to its citizens. However, this needs 
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to be achieved in a stable manner, and not through 
revolution, he said. DAS Christensen stressed that Burma 
remains a serious threat to stability in the region and that 

the regime continues to eschew reform. Hu stated that China 
has \"lots of contacts" with Burma and will continue to 
encourage gradual change. 

SEDNEY 


91638 

OO RUEHROV 

DE RUEHJM #0030/01 0051428 

ZNR UUUUU ZZH 

O 051428Z JAN 07 

FM AMCONSUL JERUSALEM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6256 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 

RUEHPE/AMEMBASSY LIMA PRIORITY 0034 

RHEHNSC/WHITE HOUSE NSC PRIORITY","UNCLAS SECTION 01 OF 02 JERUSALEM 000030 


SIPDIS 


SENSITIVE 
SIPDIS 


NEA FOR FRONT OFFICE, NSC FOR ABRAMS/DORAN/WATERS 


E.O. 12958: N/A 

TAGS: PREL, KWBG, PTER, IS, KPAL 

SUBJECT: FACTIONAL VIOLENCE AGAIN FLARES IN GAZA AS ABBAS 
AND HANIYAH MEET 


REF: JERUSALEM 5060 


1. (SBU) Summary. After nearly a week of relative calm, 
Fatah-Hamas violence surged January 1-4. Hamas military wing 
gunmen killed two Preventive Security Organization (PSO) 
officers (including the PSO\'s Inspector General for Gaza), a 
Fatah official and two bodyguards on January 4, while one 
Hamas militant was killed. Another five Palestinians, 

including three PSO members, were shot and killed in clashes 
January 3. President Mahmud Abbas (Abu Mazen) met with PM 
Ismayil Haniyah late January 4, with both agreeing to pull 

all gunmen off Gaza\'s streets and end factional violence. 
January 5 was largely quiet through 1600 local, although 

Fatah and Hamas traded public recriminations throughout the 
day. End summary. 


Gaza Factional Violence Flares; 
Seven Killed in Gaza January 4 


Column 3 

2. (SBU) Early January 4, PSO member Ayman Bahbuh was shot 
and killed in an exchange of fire with Hamas gunmen. On the 
same day, Hamas militants attacked PSO Col. Muhammad 
Ghrayib\'s house in Jabaliya with an RPG and assault rifles, 

killing Col. Ghrayib, senior Fatah official Hasan Abu Khalil, 

and two bodyguards, and seriously injuring Ghrayib\'s wife and 
three other bodyguards. One Hamas militant, Ayman Subuh, was 
also shot and killed. After the January 3 attack on his 

convoy, in which Hamas gunmen destroyed his vehicle with an 
RPG and kidnapped two of his bodyguards, Ghrayib had appeared 
on Palestinian television calling on Palestinians to protect 

him and security leaders against \"Hamas killers.\" Hamas 
military wing gunmen subsequently fired on a violent Fatah 
demonstration against the killings in Jabaliya, killing 

another Fatah member, Shadi Abu \'Asar. Hamas and al-Aqsa 
Brigades militants also kidnapped several of the other 

faction\'s members January 4. Fatah sources also reported 

that Hamas militants raided former Prisoners\' Affairs 

Minister Sufian Abu Zaydah\'s home January 4, firing off an 
explosive device during the attack. 


Abbas and Haniyah Appeal for Calm; 
Atmosphere Still Tense 


3. (SBU) President Abbas met with PM Haniyah late January 4, 
with both agreeing to pull all Fatah and Hamas gunmen off 
Gaza\'s streets and end all intra-Palestinian violence, 
according to Palestinian newspapers. Arabic-language media 
quoted Haniyah as insisting that \"these clashes must stop, 
this bloodshed must end. Let all of you love one another and 
resolve differences through dialogue not weapons. Weapons 
must only be directed against the Israeli occupation.\" Press 
accounts also indicated that they agreed to the principle of 

a national-unity government (NUG), but did not advance new 
ideas on NUG formation during the meeting. January 5 was 
largely quiet through 1600 local, although Fatah and Hamas 
traded public recriminations throughout the day. Fatah is 
demanding that those responsible for the January 4 killings 

of PSO and Fatah be brought to justice, while Hamas claims 
that Fatah militants burned and looted 3 Islamic organization 
buildings near Ramallah, and fired at Hamas-affiliated 
institutions in Tulkarm on January 4. 


Three Palestinians Shot Near 
Perimeter Fence; 2 Qassams 


4. (SBU) IDF gunfire injured three Palestinians near Bayt 
Lahiya January 4, when the men (whom Palestinian sources say 
were not armed) approached Gaza\'s perimeter fence. PIJ 


Column 3 
militants in Bayt Hanun fired two rockets toward Sderot, 
neither of which caused injuries or damage. 


January 3: 4 Killed in Firefights 


5. (SBU) According to PA security forces, 3 PSO members were 
shot and killed in firefights with Hamas military wing 

members in Khan Yunis January 3. In Bayt Lahiya, an unknown 
sniper shot and killed Fatah member Ala\'a Muhammad \'Inaya 
while he was standing on the roof of a house. Hamas-Fatah 
clashes in Jabaliya claimed the life of a female bystander, 

Muna Salha, and injured 3 other bystanders. One of Interior 
Minister SaVid Siyam\'s bodyguards, Samir Khayl, was killed in 
Gaza City on January 3 by an explosive device he was 

handling, according to Palestinian security sources. In the 
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West Bank, al-Aqsa gunmen kidnapped Deputy Health Minister 
(Hamas) Bashar al-Karni from his home in Ramallah on January 
3, and released him January 4, according to Palestinian 

security sources. 


Peruvian Journalist Abducted 


6. (SBU) Unknown militants abducted Peruvian journalist 
Jaime Razuri (Agence France-Presse) France) on January 1, 
prompting President Abbas to order PA security forces to 
search for him. Al-Aqsa and Hamas released their prisoners 
in PlJ-brokered exchange late January 2, but Razuri has not 
been released. 
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JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
FRIDAY, JANUARY 5, 2007 


In Today\'s Papers 


Erdogan on Turkey\'s \'Kurdish Issue\' 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Yeni Safak and 
others report that speaking with Turkish journalists during his 
visit t0 Lebanon over the weekend, Prime Minister Erdogan said 
Turkey had \"no Kurdish problem,\" but a \"problem of terrorism.\" 
Erdogan emphasized that when he talked about Turkey\'s \"Kurdish 
problem\" earlier, his government was working to improve the social 
and economic structure of the mainly Kurdish southeast region. 
Investments were intensified in the region, Erdogan said, with 4,500 
trillion Turkish Lira spent for infrastructure and superstructure 
reconstruction. Such measures have helped diminish the problems of 
Kurdish people or people coming from different ethnic groups in the 
region, Erdogan maintained. 


Multilingual Kurdish Municipality 

Milliyet, Cumhuriyet and Radikal report that Sur Municipality in 
the mainly Kurdish city of Diyarbakir is to launch \"multilingual 
municipality services\" in Kurdish, Syriac, and English alongside 
Turkish. \"Turkey is a multilingual, multicultural, and 
multireligious country; | hope that our implementation will serve as 
a model for the Parliament,\" said Mayor Abdullah Demirbas of the 
mainly Kurdish party DTP. The Interior Ministry has sent inspectors 
to investigate the situation. 
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Fight against the PKK 

Hurriyet and Milliyet report that recently Turkey gave the US 
information regarding the whereabouts of two PKK leaders in northern 
Iraq, but the US disregarded the intelligence. Hurriyet says that 
the PKK\'s Murat Karayilan and Cemil Bayik went to a hospital for a 
health check in Irbil, the northern Iraqi city controlled by Massoud 
Barzani\'s Kurdistan Democratic Party (KDP.) Americans ignored 
Turkish officils demand that the two terrorists be handed over to 
Turkey, angering Ankara. The Turkish special anti-terror envoy, 
retired general Edip Baser conveyed to his counterpart Joseph 
Ralston uneasiness over seeing no progress in cutting the financial 
sources of the PKK in Europe at a December 11 meeting in Stuttgart, 
according to Hurriyet. Baser reportedly told his aides that he had 
a timetable for action, and that he would have to resign if Turkey\'s 
demands are not met within the limits of the timetable. 


Meanwhile, Milliyet reports that since 2003, only ten percent of 
the US-sent 500,000 weapons had been registered in Iraq. Some 
14,000 RPGs, MP-5 automatic guns, M-4 sniper rifles, and AK-47 
Kalashnikovs went missing. Turkish police contacts with the Air 
Force Office of Special Investigations in Ankara made the Pentagon 
launch an investigation into the issue, says Milliyet. Prime 
Minister Erdogan had said during a recent trip to Lebanon that PKK 
terrorists had been captured in Turkey with US weapons. 


Editorial Commentary on Special Envoys for Countering the PKK 
Oktay Eksi argues in the mass appeal Hurriyet that the PKK problem 
is one Turkey should resolve on its own: \"Don\'t you think that it is 
just about time to give up on believing the never ending story of US 
helping us to counter terrorism. If we can overcome that 
unrealistic approach we can move on and take action on our own. The 
recent complaint from Prime Minister Erdogan regarding the lack of 
action by the US is not news. We have heard similar complaints at 
least 20-30 times before. The US has not taken serious steps to 
catch the PKK leadership and to cut off the PKK financial links. 
That\'s how PM Erdogan is repeating himself as well as calling on the 
US to act within the spirit of the strategic partnership. We have 
been hearing the same type of promises and pledges from the US about 
the fight against PKK all the time. Here are a few examples: 
Secretary Powell made a promise about that. Condoleezza Rice 
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promised even before she became the Secretary of State. The US 
administration sent Frank Urbancic a while ago to Europe to work on 
cutting off the financial links. In sum, the US authorities always 

said that they are taking the PKK issue seriously but that has 
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remained only rhetoric. The PKK coordinator job was created when 
Turkey started saying enough is enough. It did not change anything 
either. After six months of the coordinator business the result is 

an absolute zero. At this point there is no use complaining about 

the US. We should be able to stand up and tell our government: Stop 
lamenting. Just do whatever is needed." 


Similarly, Fikret Bila observes in the mainstream Milliyet that 
the fight against terrorism is not something that can be 
\"subcontracted\" to others: After PM Erdogan\'s negative remarks on 
the coordinator mechanism, we should take a close look at the 
situation. Turkish envoy General Edip Baser should be the one who 
makes an assessment of the status of the fight against the PKK and 
decide whether the picture calls for his resignation or not. There 
are reasons from both sides for the lack of success in the fight 
against terrorism. The US was trying to prove that the PKK issue is 
being taken seriously and thatYs how the countering the PKK 
mechanism was established. But Ankara, with expectations for 
concrete results, saw nothing but time-gaining tactics on the US 
side. Regarding the appointment of an envoy, the position Edip 
Baser holds now, neither the Turkish President, nor the military and 
government seemed sympathetic to the idea. In the end the 
appointment was done just to respond to the US move. In other 
words, the PKK coordinator mechanism was like a still born baby to 
begin with. The fact of the matter is that the fight against 
terrorism is supposed to be our job, not something that can be 
subcontracted to others. It will be unrealistic to believe that the 
US will treat the PKK and Turkey\'s Kurdish issues independently from 
its current Kurdish policy in Iraq." 


Energy Minister Guler on Iran\'s Suspension of Natural Gas to 
Turkey 

All papers: Energy Minister Hilmi Guler told reporters at a press 
conference that Iran\'s suspension of natural gas exports to Turkey 
will not create any crisis. Minister Guler was quoted as saying 
\"We\'ve been experiencing problems arising from supply cuts in 
Iranian gas for 10-15 days but we made sure people wouldn\'t notice. 
We\'re meeting energy needs through the measures we\'re taking and 
internal balances. There is no problem right now. We keep in 
contact with Iranian officials and hope the problem will be solved 
by Saturday.\" A high level Ministry official said that Turkey is 
transferring natural gas from Russia via the Western line and Blue 
Stream pipeline, from Iran via the Iranian line, and Liquid Natural 
Gas from Nigeria and Algeria. Energy cuts from one of these 
channels will not affect us very much, said the same official. 
Under the gas contract signed by Iran and Turkey in 1996, Iran was 
obliged to supply three billion cubic meters to Turkey in the first 
year, with the volume rising to 10 billion cubic meters by 2007. 
Iranian officials say a natural gas refinery in the south of Iran 
will start operating by the end of this weekend and express hope 
that they will begin re-supplying natural gas to Turkey. Yeni Safak 
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reports that Turkey signed a secret natural gas agreement with Iraq 

ten years ago, under the Refahyol government through BOTAS. Now, 
the Energy Ministry is having discussions with the governments of 

Iraq and the US regarding the exporting of Iraqi gas. Within this 
framework, US Ambassador Ross Wilson met with Energy Minister Guler, 
two weeks ago and the first meeting of 2007 will take place in 
mid-January. 


TV Highlights 

NTV (6 a.m.) 

Domestic News 

- 62 Turks have died during the \'hajj\' pilgrimage in Saudi Arabia. 

- The Turkish Parliament\'s justice commission has drafted a bill 
banning the carrying of licensed arms in the public. 
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- A university student wounded by a stray bullet during New Year 
celebrations in Istanbul died yesterday morning. 


- The Financial Times says Turks are growing disillusioned with 
Europe. 


- Turkey has missed its 5-percent yearend inflation target, but 
managed to keep inflation below ten percent. 


International News 


- Palestinian Prime Minister Ismail Haniyeh cut short a visit to 
Jordan when clashes resumed between the rival Hamas and Fatah 
militias. 


- Taliban chief Mullah Mohammad Omar said he had not seen Osama 
bin Laden since the US-backed forces ousted the Taliban from 
Afghanistan in late 2001. 


- California Democrat Nancy Pelosi has become the first woman to 
be elected speaker of the US House of Representatives. 


- US State Department Spokesman Sean McCormack said US Navy forces 
have been deployed off the Somali coast to block the escape of 


members of the ousted extremist Islamist government. 


http://www .state.sgov.gov/p/eur/ankara/ 
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STATE FOR WHA/BSC DBARNES AND JGRONDELSKI; WHA/BPOPP; OES 
RBRAIBANTI, MSTEWART AND RFORD 


PLEASE PASS TO NASA/PAHLF 


E.O. 12958: N/A 
TAGS: KSCA, TBIO, TPHY, TRGY, BR 
SUBJECT: Brazil and Russia Sign Space Cooperation MOU 


REF: 06 Brasilia 2692 
Sensitive But Unclassified; not for internet distribution 


1. One of the agreements signed by Brazil with Russia during the 
December 14-15, 2006, visit of Foreign Minister Serguei Lavrov to 
Brasilia was an MOU for Cooperation in Space. According to the 
newspaper Jornal do Brasil, the principal beneficiary of the 
agreement will be Brazil\'s rocket launching facility, Alcantara. 
Inter alia, the Russians have agreed to supply liquid fuel for the 
Brazilian satellite launching vehicles, which is less prone to 
explosions. 


2. Brazil - Russia MOU follows: 

Memorandum of Understanding between the Ministry of Science and 
Technology of the Federative Republic of Brazil and theFederal Space 
Agency Regarding Cooperation in Space Activities 

The Ministry of Science and Technology of the Federative Republic of 
Brazil And The Federal Space Agency (the Russian Federation) 


(hereinafter referred to as \"the Parties\"), 


Guided by the terms of the Agreements between the Government of the 
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Federative Republic of Brazil and the Government of the Russian 
Federation on Cooperation in the Exploration and Use of Outer Space 
for Peaceful Purposes of November 21, 1997 (hereinafter referred to 
as \"the Cooperation Agreement"); 


Recalling the terms of the Basic Agreement for Scientific, Technical 
and Technological Cooperation between the Government of the 
Federative Republic of Brazil and the Government of the Russian 
Federation of November 21, 1997; 


Pursuant to the laws and regulations and with respect to the 
international obligations of their respective countries related to 
non-proliferation and the export control, including the Missile 
Technology Control Regime, 


Recognizing the importance of joint space activities in fostering 
political, socio-economic, and science and technological cooperation 
between the Federative Republic of Brazil and the Russian 
Federation, 


Have agreed as follows: 
ARTICLE | 


1. The objective of the present Memorandum of Understanding 
(hereinafter referred as \"the Memorandum\") shall be to define within 
the framework of the Cooperation Agreement the conditions for the 
implementation of the Brazilian-Russian Program of cooperation in 
the field of space (hereinafter referred to as \"the Program\"). 


2. The Parties shall implement, as mutually agreed, the Program, 
including: 


a.) the development of the modified version of the Brazilian 
launcher VLS-1, based on its existing model with the third liquid 
propellant stage; 


b) the joint development based on the Brazilian and Russian 
technologies, of a new generation launchers capable of placing 
satellites into geo-stationary orbit; 


c) the joint development of Brazilian geo-stationary satellites for 
the purposes of the implementation of programs in the interest of 
the Government of the Federative Republic of Brazil; 


d) the development of the ground space infrastructure of the 
Alcantara Spaceport. 


3. In order to ensure the conditions for the implementation of 
various joint activities pursuant to paragraph 2 of this Article, 
the Parties shall define within the shortest possible timeframe, the 
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format and contents of specific cooperation projects, including the 
type of and procedures related to the technologies used within the 
framework of such projects, aiming at carrying out in 2005 
negotiations to elaborate and finalize: 


a) an intergovernmental agreement on mutual protection of space 
technologies used in joint projects within the Program, and an 
intergovernmental technology safeguards agreement for the use of the 
Alcantara Spaceport; 


b) an arrangement on the financing of the Program; 


c) other arrangements necessary for the implementation of the 
Program. 


ARTICLE II 


The Brazilian Party shall appoint the Brazilian Space Agency as 
implementing agency to execute the activities within the framework 
of the Program. 


The modalities of the implementation of the Program shall be 

detailed by the Parties as they identify the joint activities aimed 

at implementing the present Memorandum and other agreements and 
arrangements referred to in paragraph 3 of Article | of the present 
Memorandum. 


ARTICLE III 


1. For the purposes of the implementation of the Program the 
responsibilities of each Party shall be defined, including, inter 
alia: 


The responsibilities of the Brazilian Party: 


- to cover expenses and attract investments for the implementation 
of the Program, as agreed by the Parties; 


- to ensure to the Russian Party, under mutually agreed conditions, 
the use of the technologies involved in the Program, the access to 
the respective facilities of the ground space infrastructure at the 
Alcantara Spaceport, as well as the access to the information and 
technical data related to such technologies and facilities; 


The responsibilities of the Russian Party: 


- to ensure the Brazilian Party, under mutually agreed conditions, 
the use of technologies involved in the Program, the access to the 
respective facilities of the Russian ground space infrastructure, as 
well as the access to the information and technical related to such 
technologies and facilities; 
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- to train the Brazilian personnel as necessary and under agreed 
conditions; 


2. For the purposes implementation of the Program the mutual 
responsibilities of the Parties shall also be defined, including, 
inter alia, to provide for scientific cooperation aiming at the 
establishment of laboratories, workshops, testing and other 
facilities and technical means deemed necessary for the 
implementation of the Program. 


ARTICLE IV 


Pursuant to the laws and regulations of their respective countries, 
the Parties shall endeavor to identify potential investors to 
participate in the Program. 


ARTICLE V 


1. Pursuant to the laws and regulations of their respective 
countries, the Parties shall agree on the conditions of the transfer 
or use of technologies and for their treatment in the course of the 
implementation of joint activities within the framework of the 
Program, which shall be later incorporated in the corresponding 
intergovernmental agreements. 


2. Pursuant to the laws and regulations of their respective 
countries, the Parties shall consider the issues of development of 
national scientific, research and technological potentials, 
including training and upgrading of skills of personnel, 
organizational and technical assistance in the establishment of 
laboratories, workshops, testing and equipment acceptance 
facilities, as well as in the integration of industries of both 

Parties. 


ARTICLE VI 


Pursuant to the terms of the Cooperation Agreement concerning the 
issues of intellectual property and the exchange of information and 
technical data, the Parties shall agree that the procedures of the 
implementation of such exchange of information and technical data, 
as well as the scope of the information transferred in relation to 

the Program, shall be detailed in the agreements referred to in 
subaragraph 1 of paragraph 3 of Article | of the presnt 
Memorandum. 


ARTICLE VII 


The Parties witin their competences shall undertake their best 
efforts to ensure that the customs clearance of goods necessary for 
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the implementation of the Program based on the terms of the 
Cooperation Agreement, shall be done as expeditiously as possible 
and on the priority basis when necessary. 


ARTICLE VIII 


Any disputes and/or controversies between the Parties regarding the 
interpretation and/or implementation of the present Memorandum shall 
be resolved through consultations and/or negotiations between the 
Parties, except if otherwise agreed by the Parties. 


ARTICLE IX 


Upon consent of both Parties the present Memorandum may be amended, 
which shall be agreed in writing pursuant to the respective laws and 
regulations of the Federative Republic of Brazil and the Russian 
Federation. 


ARTICLE X 


1. The present Memorandum shall eter into force upon the date of 

its signature. 

2. The present Memorandum shall remain in force indefinitely. Any of 
the Parties may terminate the present Memorandum by notifying the 
other Party in writing of its intention to terminate it. Such 

termination shall be effective six months upon the receipt of the 
notification of the other Party, except if otherwise agreed by the 
Parties. 


Done at Brasilia on November 22, 2004, in duplicate, each in the 
Portuguese, Russian and English languages, all texts being equally 
authentic. In case of any divergences of interpretation of the 
provisions of the present Memorandum the text in the English 
language shall be used. 


FOR THE MINISTRY OF SCIENCE AND TECHNOLOGY OF THE FEDERATIVE 
REPUBLIC OF BRAZIL 

EDUARDO CAMPOS 

Ministry of Science and Technology 


FOR THE FEDERAL SPACE AGENCY 
ANATOLY NIKOLAEVITVH PERMINOV 
Director of the Space Agency 
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INFO RUCNIAD/IGAD COLLECTIVE PRIORITY 
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RUEHFR/AMEMBASSY PARIS PRIORITY 2075 
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RHMFIUU/CDR USCENTCOM MACDILL AFB FL PRIORITY","UNCLAS SECTION 01 OF 02 NAIROBI 
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LONDON AND PARIS FOR AFRICA WATCHERS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PTER, ASEC, MOPS, SO, ET, KE 

SUBJECT: COMMUNIQUE OF JANUARY 5 INTERNATIONAL CONTACT 
GROUP ON SOMALIA 


1. The International Contact Group (ICG) on Somalia met on 
January 5 in Nairobi, Kenya, co-chaired by Assistant 
Secretary Jendayi Frazer and Kenyan Minister for Foreign 


SIPDIS 

Affairs Raphael Tuju. Details of the meeting will follow 
septel. The text of the communique issued following the ICG 
meeting is in paragraph 2. 


2. Begin text of the communique of the January 5, 2007 ICG 
on Somalia meeting. 


Communique of the International Contact Group on Somalia 


The International Contact Group on Somalia met on January 5, 
2007 to coordinate international efforts to foster stability, 
security, and reconciliation in Somalia. There is an 

historic opportunity for the Somali people to reach 

sustainable political solutions for Somalia based on the 
framework of the Transitional Federal Charter. The Contact 
Group confirms its readiness to provide immediate support for 
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the stabilization of Somalia based on United Nations Security 
Council (UNSC) Resolution 1725, the effective functioning of 
the Transitional Federal Institutions, and to provide 
immediate humanitarian and development assistance. 


The Contact Group welcomes the commitment of President 
Abdullahi Yusuf to inclusive governance and his determination 
to prevent a resurgence of warlordism made at today\'s 
meeting. The Contact Group believes that, if international 
support is to be effective, it is essential that an inclusive 
process of political dialogue and reconciliation - embracing 
representative clan, religious, business, civil society, 
women\'s, and other political groups who reject violence and 
extremism - be launched without delay. In particular, the 
Contact Group further believes the move of the Transitional 
Federal Institutions to Mogadishu and the establishment of a 
representative local administration in the capital will be 
important milestones. 


The Contact Group emphasized the urgent need for funding to 
facilitate the deployment of a stabilization force in Somalia 
based on UNSC Resolution 1725. The Contact Group welcomes 
Uganda\'s offer to deploy forces to Somalia as part of this 
stabilization force and the upcoming mission of the Foreign 
Minister of Kenya, on behalf of the Intergovernmental 
Authority on Development (IGAD), to explore additional troop 
contributions. To establish local-level stability throughout 
Somalia, effective Somali security forces, including a 

civilian police force, must be quickly developed. The 

Contact Group notes the important role of the United Nations 
in facilitating longer-term reconstruction and stabilization 

in Somalia. 


As a demonstration of solidarity with the Somali people, the 
Contact Group reaffirmed its commitment to continued 
provision of humanitarian assistance. The Contact Group 
urges the international community to provide immediate 
concrete assistance for the Transitional Federal Institutions 

to strengthen the key institutions of governance, including 

in the security sector, in their efforts to implement the 
Transitional Federal Charter. The Contact Group appreciates 
the key role played by non-governmental organizations and 
civil society. The Contact Group also welcomed the emerging 
Reconstruction and Development Framework and agreed that a 
donor\'s conference should be convened in due course to 
respond to that framework. 


The Contact Group appreciates the constructive role of Kenya 
as chair of IGAD, as well as the Arab League and the African 
Union, in promoting and supporting the peace and 
reconciliation process in Somalia. The Contact Group agreed 
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to convene its next meeting in Dar es Salaam, Tanzania. 


Agreed in Nairobi on January 5, 2007* 
The International Somalia Contact Group includes the European 
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Union (Presidency and European Commission), Italy, Kenya, 
Norway, Sweden, Tanzania, United Kingdom, and the United 
States, with the African Union, Intergovernmental Authority 

on Development (IGAD), League of Arab States, and the United 
Nations. 


End Text. 
APPLETON 
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DEPT FOR T, ISN, EAP AND EAP/CM 
USDOC FOR BIS 


E.O. 12958: DECL: 01/05/2027 

TAGS: PREL, PARM, MNUC, ETTC, BEXP, ETRD, CH 

SUBJECT: CHINAYS EXPORTCONTROLS - THE SYSTEM AND ITS 
PITFALLS 


REF: A. BEIJING 24493 
B. BEIJING 19362 
C. BEIJING 18589 
D. BEIJING 17719 
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E. BEIJING 15561 
F. BEIJING 12788 


Classified By: CDA David S. Sedney. Reasons 1.4 (b) and (d) 


Summary 


1. (C) Although China\'s export controls are a work in 
progress that continue to undergo periodic revision since 

first promulgated in the 1990s, enforcement is opaque and 
considered the weakest link in the export control system. 
Despite official pronouncements that the PRC has prosecuted 
\"scores of cases\" under its export control laws, Beijing does 
not share detailed information on its investigations and has 
only publicly fined two Chinese companies. Experts point to 
close, personal connections between company officials and 
senior Chinese leaders and a culture of secrecy that pervades 
Chinese ministries as reasons for China\'s unwillingness to 
investigate and prosecute firms. 


2. (C) Chinese agencies divide export control 

responsibilities based on the type of item to be exported, 
though Chinese officials claim that the review of export 
licenses is subject to interagency coordination. The 

Ministry of Commerce reviews dual-use exports, while the 
Commission of Science, Technology and Industry for National 
Defense reviews exports of nuclear material and equipment as 
well as munitions and missile exports. The National 
Development and Reform Commission reviews Chemical Weapons 
Convention-listed chemical exports. Under China\'s 
&catch-all8 provisions, exporters must apply for a license 

if the exporter knows there is a risk of proliferation. In 

an attempt to review the authenticity of the end-user, China 
requires an exporter to produce an end-use certificate before 
issuing a license. However, the PRC generally only requires 
the importer to issue its own end-use certificate. The PRC 
conducts export control training programs and seminars for 
industry, but its efforts may not be leading to changed 
behavior at Chinese firms. End Summary 


China\'s Export Controls - Agency Responsibilities 


3. (C) China\'s export control laws and regulations, which 
China began promulgating in the 1990s, divide licensing 
review responsibilities among several government agencies. 
Which agency is responsible for approving or denying an 
export license depends on the type of item or technology to 
be exported. For example, the Commission of Science, 
Technology and Industry for National Defense (COSTIND) is 
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responsible for examining exports of nuclear material and 
equipment and non-nuclear goods used in reactors, while the 
Ministry of Commerce (MOFCOM) takes the lead in reviewing 
nuclear dual-use items. COSTIND reviews munitions and 
missile exports, including military-use missile technology, 
while MOFCOM reviews civilian, dual-use missile technology 
exports. The National Development and Reform Commission 
(NDRC) is responsible for reviewing Chemical Weapons 
Convention-listed chemical exports, while MOFCOM is 
responsible for reviewing non-CWC chemicals. MOFCOM works 
with the Ministry of Agriculture to review applications 

dealing with animal and plant biological agents and 
technologies and with the Ministry of Health to review 
applications dealing with human biological agents and 
technologies. 


4. (C) Chinese officials state that the review of export 

licenses is an inter-agency process. If there are 

irresolvable disagreements among reviewing agencies or if the 
specific transaction is determined to be sufficiently 

sensitive, in theory the State Council would review the 
application for final consideration. While special groups 

within the State Council reportedly exist for this purpose, 

there is little evidence to indicate that these groups meet 
regularly. The Central Military Commission also plays a role 
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in approving major arms sales. China has established an 
independent panel of 200 experts to review the technical 
elements of applications under the direction of MOFCOM\'s 
Mechanic, Electronic and Hi-Tech Department Export Control 
Division Il. (Note: Division | is responsible for assessing 

foreign export controls on Chinese exports and implements the 
United States-China 2004 Exchange of Letters on End-Use Visit 
Understanding, which permits the Embassy\'s Export Control 
Attache to conduct end-use checks, including Pre-License 
Checks and Post Shipment Verifications. End Note.) 


MOFCOM\'s Role in Export Controls 


5. (C) MOFCOM is the primary licensing agency for dual-use 
exports, although it often turns to other agencies for advice 

on individual licenses. MOFCOM Export Control Division II 
Director Wang Long told us that provincial-level MOFCOM 
offices attempt to check the background of exporters and the 
\"veracity\" of information contained in license applications 
before forwarding the application to MOFCOM Headquarters for 
adjudication. MOFCOM considers several factors when 
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reviewing license applications, including whether the export 

is to a \"sensitive\" country, involves a \"sensitive item or 
technology\" or will contravene an international treaty or 
convention. Wang claimed that MOFCOM maintains a \"watch 
list\" of domestic and international firms of concern. MOFCOM 
denies approximately two percent of all license applications 
annually, but MOFCOM officials refuse to share how many 
applications the Ministry reviews annually, saying only that 

the number exceeds 1,000. In July, MOFCOM updated its 
biological dual-use list (Ref E) and imposed controls on 
exports of graphite. 


6. (C) According to MOFCOM officials, China attempts to 
review the authenticity and reliability of the importer and 

the end-user by requiring an exporter to produce a 

certificate of end-use. The end-use certificate can be 
completed by the recipient company and authenticated by the 
host government or the PRC Embassy in the end-use country. 
However, in most cases, MOFCOM only requires the recipient 
company to isue its own end-use certificate unless it is 
importing a very sensitive item or technology. Once an 

export license is obtained, the exporter must present the 
license to Customs before export. Under China,s 

&catch-all8 provisions, if an exporter knows that there is 

a risk of proliferation, the exporter is required to apply 

for a license regardless of whether the item is controlled. 
Although U.S. experts have urged MOFCOM to establish 
procedures to conduct post-shipment verifications to prevent 
diversions to unauthorized end-users, Wang told us that he 
believes China should not conduct these inspections because 
this would violate the sovereignty of other countries. 


7. (C) In addition to reviewing export licenses, MOFCOM 

reviews applications by firms seeking permission to export 
controlled items and technology. Only MOFCOM-approved firms 
may trade in these items. MOFCOM also organizes export 
control training programs for industry and other government 
agencies at the national and provincial levels. Emboffs have 
observed several of these programs. 


MFA Role in Export Controls 


8. (C) The Ministry of Foreign Affairs examines license 
applications if there are foreign policy concerns over the 
export of certain products. In reviewing a license 
application, MFA officials state that they take into 
consideration a variety of factors, including national 

security, China\'s international obligations and commitments, 
global and regional stability, proliferation risks and 

whether the destination country is subject to UN sanctions or 
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is a state sponsor of terrorism. Chinese officials, however, 
share little information with us on how these issues are 
prioritized, debated and decided. 


9. (C) MFA officials have told us that they chair an 
inter-agency task force that disseminates to relevant Chinese 
ministries information from foreign embassies in Beijing on 
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exports of concern. The MFA is also the first and oftentimes 
only Ministry to receive criticism from the international 
community when China fails to satisfy its international 
nonproliferation obligations and understands fully the 
consequences when China fails to do so. Accordingly, when 
the MFA believes that China\'s interests are at stake, the 
Ministry can be particularly influential at urging other PRC 
agencies to take action to implement and enforce China\'s 
export control laws and regulations. 


10. (C) Several officials working in the MFA\'s approximately 
30-person Arms Control and Disarmament Department have spent 
large parts of their careers handling nonproliferation 

matters, although many officers transfer to other MFA 
departments after spending a few years in one of the Arms 
Control and Disarmament Department\'s four divisions. These 
divisions include the Nuclear Division, which is responsible 

for handling issues related to the International Atomic 

Energy Agency and the Iran nuclear issue, the Missiles and 
Conventional Weapons Division, the Chemical and Biological 
Weapons Division and the General Policy Division. The 
Missile and Conventional Weapons Division is a frequent 
recipient of U.S. information on cases of concern and thus 
plays a leading role in shaping PRC nonproliferation policy 
towards the United States. The MFA International 
Organization Department has the lead on UNSCR 1718 
implementation. MFA officials also participate in training 
programs and outreach seminars on export controls. 


NDRC\'s Role in Export Controls 


11. (C) The National Development and Reform Commission\'s 
Chemical Weapons Convention Implementation Office (CWCIO) is 
responsible for reviewing CWC-listed chemical export 

licenses. CWCIO officials participate in seminars and assist 
MOFCOM to increase awareness of export controls, although the 
large size of China\'s chemical industry makes industry 

outreach a challenge. The NDRC\'s main drawback is that most 
of the Commission\'s attention remains focused on how to keep 
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China\'s economy humming. However, we believe that NDRC 
officials may play an important role formulating China\'s 
overall export control policy. A senior NDRC official 

appeared well-briefed on U.S. export controls during a 
meeting in May with visiting U.S. Commerce Under Secretary 
David McCormick (Ref F), and an NDRC official played a vocal 
role, speaking at length on U.S. export controls, during a 
recent United States-China High Technology and Strategic 
Trade Working Group meeting in Washington. A Chinese 
official told Emboff that China\'s response to the proposed 
U.S. rule on exports to China was a compromise document 
drafted by the NDRC. This official also said that the NDRC 
researches other countries export control systems to learn 
best practices. 


COSTIND\'s Conflicting Role 


12. (C) The Commission of Science, Technology and Industry 
for National Defense (COSTIND) has direct approval authority 
of conventional munitions exports, including missiles. 

COSTIND consults on an ad hoc basis with other government 
agencies, including MOFCOM and the MFA, and has a bureau that 
issues licenses. COSTIND\'s China Atomic Energy Agency 
examines nuclear material and equipment exports, although 
MOFCOM actually issues the license, and approves entities 
permitted to export nuclear items. In November, the State 

Council announced that it had approved revisions to China\'s 
nuclear-related export controls (Ref A). According to an 

article published by the Chinese news service Xinhua, a 
COSTIND Deputy Director, at an August conference for COSTIND 
employees, announced the organization\'s plans to establish a 
nuclear exporters \"qualification scrutiny system\" for nuclear 
safeguards supervision, adding that China will \"spare no 

efforts\" to fulfill its nuclear nonproliferation obligations. 

Despite repeated efforts, COSTIND has been unwilling to 
shre with us details on these plans. In December, a COSTIND 
official speculated that the Deputy Director might have been 
referring to PRC plans to review the criteria China employs 
to select firms permitted to engage in the nuclear export 
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trade. 


13. (C) One of the primary problems with COSTIND\'s 
involvement in the export control process is that it is also 
responsible for promoting the interests of China\'s defense 
industry sector, including directly overseeing the operations 
of several State Owned Enterprises (SOEs). A Chinese 
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nonproliferation expert told us that COSTIND receives a 
percentage of export sales by SOEs that are authorized to 
make military equipment sales. If true, this could play a 

role in COSTIND\'s willingness to effectively police these 
SOEs, some of which are currently subject to U.S. sanctions. 


PLA\'s General Armaments Department 


14. (C) According to China\'s 2005 White Paper on 
Nonproliferation, the Central Military Commission has the 
authority to review export cases that might have a 

\"significant impact" on national security and the public 
interest. A Chinese expert at the China Arms Control and 
Disarmament Association told us that COSTIND approves 
conventional arms and missile munitions exports with the 
\"blessing\" of the PLA\'s General Armaments Department (GAD). 
This expert said that he believes GAD should consider 
re-exerting influence over COSTIND and arms exports in order 
to more effectively enforce export controls. (Note: At the 

Ninth National People\'s Congress in 1998, major portions of 
COSTIND were civilianized and separated from the Central 
Military Commission. End Note.) The expert claimed that 

with proper training GAD can play a constructive role in the 
administration of export controls similar to the role played 

by the Pentagon. 


Custom\'s Role in Export Controls 


15. (C) The General Administration of China Customs plays a 
critical role in the enforcement of China\'s export control 

laws and regulations. To assist its officers to identify 

products requiring export licenses, the agency is developing 

a catalogue for all items on China\'s control lists based on 

the commoditiesY Harmonized Code and is exploring ways to 
code commodities in the areas of biotech and intangible 
technology. According to a MOFCOM official, the catalogue is 
70 percent complete. China Customs checks exports against a 
MOFCOM license list before clearance for export. If Customs 
is unable to make a determination of the nature or 
applicability of export controls to a given shipment, it can 
require that the exporter secure a license or documentation 
that no license is required from MOFCOM. 


16. (C) China Customs has the legal authority to search, 
seize and detain exports and Customs regulations require 
transshipments and through-shipments to be declared to 
Customs. However, Custom\'s jurisdiction is limited to those 
areas over which it has surveillance responsibility, such as 
ports. Customs officials have told us they are permitted to 
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open sealed containers for inspection only after supporting 
documentation is filed with Customs, but not before. 


17. (C) Customs has deployed technological aids to some of 
the country's 550 customs stations, including container 
scanners and equipment to detect nuclear, chemical and 
biological items. However, most of this equipment is located 
at the country's largest ports (see Ref B for a description 

of Customs operations at a Shanghai container port). A 
senior Customs official told us that China is taking steps to 
expand the use of detection equipment at its ports, although 
Customs has yet to share detailed information on what 
equipment is being employed at sensitive border stations, 

like Dandong on the PRC-DPRK border. Customs officials have 
stated they are confident they can detect possible North 
Korean shipments of radiological materials through PRC land, 
air and sea ports, but acknowledge that China faces a 
geographic challenge. 


18. (C) To improve its export control capabilities, Customs 
provides export control and nonproliferation training to its 
officers, although corruption remains a serious weakness, 
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particularly at the local level. Most Chinese and foreign 
experts acknowledge that it will take years before Customs is 
fully effective in preventing proliferation. 


Enforcement -- the Weak Link 


19. (C) ChinaYs enforcement of its export control laws is 
opaque and is considered by foreign experts and a number of 
Chinese experts as the weakest link in the PRC\'s export 
control system. MOFCOM has the authority to investigate 
unlicensed exports of controlled items and can levy 
penalties. If MOFCOM uncovers criminal intent, it forwards 
the case to the Ministry of Public Security (MPS) for further 
investigation. A Chinese nonproliferation expert told us 

that MPS responds to foreign information on pending illegal 
exports, but lacks an effective independent investigatory 
capability. The Ministry of State Security (MSS) also plays 
an investigatory role, although PRC officials reveal little 
about this organization\'s responsibilities and capabilities. 
MFA officials routinely claim that \"relevant authorities\" 
closely monitor suspect firms in China, but the MFA does not 
proactively share information on these investigations, 
claiming it would reveal Chinese \"sources and methods.\" A 
MOFCOM official told us that the MSS has the authority to 
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seize from any PRC agency the jurisdiction to investigate 
export control violations. 


20. (C) To resolve enforcement jurisdictional disputes, China 
has institutionalized interagency coordination and 

established a rapid-reaction task force mechanism. MOFCOM, 
MFA, Customs, COSTIND, NDRC, Ministry of National Defense, 
MPS, MSS and other ministries are believed to be members of 
the task force. However, the PRC inter-agency process 
remains opaque. Chinese officials have referred to the task 
force in conversations with us, but share little details on 

its operation. When needed, the MFA tells us it has sent its 
own staff to coordinate investigations on the ground. A 
Chinese expert claimed that inter-agency coordination has 
begun to improve, although another Chinese expert told us 
that effective coordination is still lacking. Foreign 

experts have urged China to improve inter-agency information 
sharing on illicit exports and to take steps to enhance its 
investigatory capabilities. 


21. (C) China has only publicly fined two companies that have 
violated export control laws. Although government officials 
claim that the PRC has prosecuted \"scores of cases\" under its 
laws, Beijing has not shared any detailed information 
confirming that this is the case. A MOFCOM official claimed 
that China does not share information or publicly punish 
Chinese companies out of fear that the United States will 
sanction these firms. According to a Chinese 

nonproliferation expert, the PRC does not publish or share 
information on export control violations because a \"culture 

of secrecy\" still pervades Chinese ministries. Other Chinese 
experts claim that PRC enforcement agencies are unable to 
punish some Chinese firms because of the close, personal 
connections between company officials and senior Chinese 
leaders and because Chinese culture eschews public 
humiliation (Ref C and D). 


Going Public 


22. (C) Although the PRC has made its laws and regulations 
publicly available by posting them on the Internet and 
conducting export control-related training programs and 
seminars, U.S. and Chinese experts believe that China needs 
to do more to expand these programs, for example, to reach 
small and medium-sized firms in remote areas and to take 
active steps to encourage firms to implement effective 
internal compliance programs. Nongovernmental organizations, 
universities, research institutes and industry associations 

are organizing export control training and outreach programs 
for government and business officials, though the 
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effectiveness and impact of these efforts is unclear. At 

least one Chinese expert has expressed skepticism that these 
seminars are resulting in actual changed behavior in Chinese 
firms. Chinese firms must export to survive, the expert 
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stated, and may view export control laws and regulations as 
an impediment to profitability (Ref C). 


23. (C) Sourcing Note: Information for this cable was derived 
from our conversations with Chinese government officials and 
with Chinese experts at the China Academy of Social Sciences, 
the China Arms Control and Disarmament Association, Beijing 
University and the China Institute of Contemporary 
International Relations. We also relied on presentations by 
Chinese experts and Chinese officials from the MFA, MOFCOM 
and Customs at seminars and conferences. Information from 
China\'s 2005 White Paper on Nonproliferation, a 2005 Rand 
report on China\'s export controls (\"Chasing the Dragon\" by 
Evan Medeiros), a 2005 University of Georgia report on 
China\'s export controls and a study by the Monterrey 
Institute\'s Center for Nonproliferation Studies 

(\"Strengthening China\'s Export Control System\" by Yuan 
Jingdong) also proved useful, as did articles appearing in 

Arms Control Today (November 2005), Jane\'s Intelligence 
Review (April 2005) and The Nonproliferation Review 
(Fall/Winter 2002). End Note. 
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E.O. 12958: N/A 

TAGS: TSPA, SENV, KTIA, SPCE, SP 

SUBJECT: SPANISH RESPONSE TO GALILEO DEMARCHE 


REF: 06 SECSTATE 196107 


1. ESTHOFF made reftel points January 5 to MFA Deputy 
Director General for International Economic Relations Juan 
Luis Munoz de Laborde, asking about the status of Spanish 
ratification of U.S.-EU GPS Galileo Cooperation Agreement and 
whether Spain plans to mandate that GOS entities utilize 
Galileo for future spaced-based positioning, navigation and 
timing (PNT) needs. Munoz de Laborde offered the following 
information: 


-- Spain ratified the U.S.-EU GPS Galileo Cooperation 
Agreement on May 8, 2006. 


-- Spain does not plan to subsidize the operation of 
Galileo, as the EU agreement that launched Galileo called for 
the system to be run as a private consortium. 


-- Per EU agreement, Spain and other EU states have and will 
continue to subsidize the construction and launching of the 
satellites that will put Galileo in place. These monies are 
passed via the European Space Agency. 


-- Spain does not plan to mandate that GOS entities use 
Galileo for future PNT needs. Spanish government agencies 
will be free to contract with GPS, GLONASS, or other 
competitors in the PNT market. 


2. The Spanish press reports that Spain has committed to pay 
10 percent of the expected 3.6 billion euro cost to develop 

and launch the 30 Galileo satellites that will be put in 

orbit by 2011. This would make Spain the EU\'s fifth largest 
supplier of such funds. The press reports that Spain has 
provided 105 million euro to date and that the balance of 
Madrid\'s 360 million euro contribution will be provided prior 

to 2011. 
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E.O. 12958: N/A 

TAGS: AORG, EMIN, ETRD, SENV, PREL, AR 

SUBJECT: ARGENTINA\'S VIEWS ON MERCURY AT THE UPCOMING 24TH 
UNEP GOVERNING COUNCIL 


REF: STATE 202028 


1. Reftel asked addressee posts to seek host government 
support for UNEPYs voluntary mercury partnerships, and to 
solicit views on various proposals to control mercury that 
parties are expected to raise at the upcoming UNEP Governing 
Council meeting in Nairobi. With that in mind, Emboff spoke 
January 4 with MFA chemical expert Gonzalo Entenza, who 
provided the following information: 


-- Argentina supports UNEP\'s mercury partnerships program, 
and Argentina\'s first such partnership is operational. The 
NGO Healthcare Without Harm has teamed up with the Buenos 
Aires City Government and UNEP to provide training for local 
hospitals on best practices for going mercury-free. 


-- The GoA understands that international/global action is 
necessary to control mercury, but believes that the voluntary 
approach has been working well. The GoA will not/not support 
the European proposal to begin negotiations on a legally 
binding treaty to control mercury. 


2. Entenza also said that it would \"not be a problem\" if 

parties decide to establish a global mercury reduction goal, 

as long as a voluntary mechanism is employed. Argentina does 
not mine mercury and is not a mercury exporter, and will 
therefore not be among countries actively promoting or 

fighting action toward a global phaseout of mercury mining 

and exports. Neither does Argentina have established mercury 
reduction goals; Entenza described Argentina as \"not too 
concerned about mercury domestically,\" since mercury 
contamination has not been a public health problem here. 
WAYNE 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 6265 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 

RHEHNSC/WHITE HOUSE NSC PRIORITY""CONFIDENTIA L JERUSALEM 000033 


SIPDIS 
SIPDIS 
NEA FOR FRONT OFFICE, NSC FOR ABRAMS/DORAN/WATERS 


E.O. 12958: DECL: 01/05/2017 
TAGS: PREL, KWBG, PTER, IS, KPAL 
SUBJECT: GAZA: HANIYAH REENTERS AFTER INSPECTION; RAFAH OPEN 


REF: A. A) 06 JERUSALEM 5060 
B. B) JERUSALEM 28 


Classified By: Consul General Jake Walles, for reasons 1.4 (b) and (d) 


Haniyah Returns to Gaza, 
Complies with Inspection 


1. (C) PA Prime Minister Haniyah (accompanied by Foreign 
Minister Mahmud al-Zahar, Interior Minister SaVid Siyam and 
acting PLC speaker Ahmad Bahar) entered Gaza through the 
Rafah border crossing January 4 at 1645 local, according to 
EU-BAM Operations Chief Patrick Delval. Delval said that 
Egyptian customs officials inspected Haniyah,s bags and 
those of his party upon their arrival at al-Arish airport at 

1130. PA General Administration of Crossing and Borders head 
Nazmi Muhanna told Delval that he had been present at the 
inspection at al-Arish and confirmed that neither Haniyah nor 
any member of his party had large sums of money in their 
possession. 


2. (C) At the Egyptian side of the crossing, four vehicles 

from President Mahmud Abbas! office picked up Haniyah\'s party 
and took them through Rafah crossing. PLO Negotiations Chief 
SaVeb Erekat had provided EU-BAM vehicle and passenger 
information on January 3. Delval noted that Haniyah,s 

personal luggage (four suitcases in the trunk of the vehicle 
provided by Abu Mazen to transport Haniyah) was not inspected 
on the Palestinian side of the Rafah crossing. His party\'s 
luggage, however, was x-rayed by Palestinian crossing 
personnel. These arrangements were consistent with the 
agreement reached at a meeting of Israeli, Palestinian and 
USG and EU-BAM representatives on January 3 (Ref B). 


Haniyah Plans Mideast 
Tour in Near Future 


Column 3 


3. (U) While Haniyah completed the Hajj in Mecca as he had 
planned, he delayed an anticipated trip to Qatar, Kuwait and 
Jordan until next week, according to press comments by 
Haniyah\'s political advisor Ahmad Yusif. Haniyah wants to 
concentrate on formation of a national unity government 
(NUG), based on the V National Conciliation Document," in 
coming days, Yusif said. 


Rafah Crossing Status 


4. (C) Rafah crossing is open January 5 from 0800 to 1700 
local, and processed about 1,800 total travelers to/from 
Egypt on January 4, according to EU-BAM. 

WALLES 
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RR RUEHWEB 
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ZNR UUUUU ZZH 
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FM AMEMBASSY SANTIAGO 

TO SECSTATE WASHDC 0672","UNCLAS SANTIAGO 000020 


SIPDIS 

SIPDIS 

STATE FOR R/MR, l/PP, WHA/BSC, WHA/PDA, INR/IAA, PM 
STATE FOR INL, INR/R/MR, NEA/IR 


E.O. 12958: N/A 
TAGS: KMDR, KPAO, OPRC, PTER, Cl, IZ 
SUBJECT: MEDIA REACTION - SADDAM'S EXECUTION 


On January 4, conservative, afternoon \"La Segunda\" (circ. 33,000) 
carried an editorial entitled \"Saddam Hussein\'s End.\" Quote: 


\"The mistakes and excesses committed during the hanging of the ex 
Iraqi dictator may be why the execution of two of his 
collaborators...has been postponed until next Sunday.... President 
Bush\'s remarks referring to the death of Saddam Hussein as an 
important milestone in lraq\'s path toward democracy underestimates 
the reactions of the Sunni minority who supported him.... The key to 
the future lies in the ability of Iraqis to achieve a common mission 
separate from that of the occupying military power or political 
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practices imposed from outsiders.... Avoiding a broader conflict... 
requires the cooperation of moderate Islamic forces and 

understanding by foreign nations that besides guaranteeing peace, 

they should allow domestic political development to take place under 
normal conditions.... Thus, it is important that after his tragic 

ending, Saddam\'s image does not become a symbol of independence.\" 
YAMAUCHI 
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FM AMEMBASSY TUNIS 

TO SECSTATE WASHDC PRIORITY 2444 


SIPDIS 
SIPDIS 
STATE FOR NEA/MAG - HARRIS AND S/WCI - MORRISON, MUBANGU 


E.O. 12958: DECL: 01/04/2017 

TAGS: PINR, KAWC, PREL, PTER, TS 

SUBJECT: AMBASSADOR BRIEFS FOREIGN MINISTER ON DETAINEE 
TRANSFER FRAMEWORK 


REF: STATE 917 
Classified By: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (b) AND (d) 


(C) On January 5, Ambassador briefed Foreign Minister 
Abdelwaheb Abdallah on reftel\'s talking points and diplomatic 
note on the proposed transfer of two Tunisian detainees at 
Guantanamo. Abdallah provided no substantive response. Post 
also shared the diplomatic note with MFA Chief of Staff Hatem 
Atallah. Any GOT reaction, comment or response will be 
forwarded septel. 

GODEC 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE DEPT FOR EUR/NCE - AARON JENSEN 


E.O. 12958: N/A 
TAGS: KJUS, PTER, PGOV, PREL, RO 
SUBJECT: ROMANIAN MOJ REQUEST FOR MUNAF HEARING FROM IRAQ 


REF: A. 2006 BUCHAREST 1883 
B. 2006 BUCHAREST 19624 


1. (SBU) The Ministry of Justice sent Embassy Bucharest a 
request on December 29 for judicial assistance in connection 
with two cases involving Mohammad Munaf, held in custody in 
Iraq. This letter is the first received pursuant to reftel 

guidance establishing a single formal channel for requests 

for U.S. assistance in regard to the Munaf case. 


2. (SBU) In summary, the MOJ letter recognizes that Munaf is 

in Iraqi custody, but requests U.S. assistance to facilitate 

a videoconference hearing of Muhammad Munaf 1) regarding the 
GOR\'s terrorism charges against him and 2) as a witness in 

the GOR\'s criminal case against Omar Hayssam. If agreed, the 
MOJ would like to know the date of the hearing and the 

contact information for the U.S. official coordinating 

technical support. Lastly, the MOJ argues that it maintains 
jurisdiction over Munaf on the terrorism charges due to the 
nationality of the three Romanian journalists held hostage 

and the harm done to Romanian state interests. Per reftel 
guidance, Embassy Bucharest requests an interagency approved 
response to these questions, which it will then convey to the 
Romanian side in writing. 


3. (SBU) Begin Embassy translation of original Romanian 
text: 


ROMANIA 
MINISTRY OF JUSTICE 
INTERNATIONAL AFFAIRS AND TREATIES DIRECTORATE 


To: Embassy of the United States of America in 
Bucharest 


CC: The Ministry of Foreign Affairs 
General Directorate for Global Affairs 
Near East and Africa Division 


The Ministry of Justice presents its compliments to 
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the Embassy of the United States of America in Bucharest 
and has the honor to communicate the following: 


In the criminal cases filed as 6595/2/2006 and 
33970/2/2005 with the Bucharest Court of Appeal, Criminal 
Section |, achieving justice is largely dependent on the 
way the Iraqi authorities solve the requests of the 
Romanian judicial authorities for judicial assistance -- 
namely the requests that U.S. and Iraqi citizen Mohammad 
Munaf and other Iraqi citizens are heard. 


Because Mr. Mohamad Munaf has U.S. citizenship and 
because he is physically under the custody of U.S. troops 
of the Multinational Coalition Force in Iraq, the support 
of U.S. authorities is essential to finalize the request 
for judicial assistance addressed by the Bucharest Court of 
Appeal to the Iraqi authorities to hear Munaf either via 
videoconference or by a regular rogatory commission. 


The Ministry of Justice informs the honored Embassy 
that on November 14, 2006 the Iraqi Ministry of Justice 
expressed, verbally, its agreement to the hearing of Mr. 
Munaf by videoconference. Therefore, on November 23, 2006, 
with the support of the U.S. Embassy in Baghdad and of the 
U.S. Commander of the MNF-I, the video connection was 
established and a first round of the hearing took place. 

Due to procedural reasons, the hearing was postponed for 
December 14, 2006, when, unfortunately, the hearing could 
not take place, the U.S. Embassy in Baghdad informing our 
ministry that the expressed accord of the Iraqi 

authorities is missing\" (accord, which in our opinion, had 
been expressed, indeed only verbally, by the deputy 
minister of justice, Mr. Pusho Dezaye.) 


The Romanian Ministry of Justice requests the 
honored embassy to continue to support before the competent 
U.S authorities the request of the Romanian authorities in 
order to achieve justice in this complex case of terrorism. 
Because the Bucharest Court of Appeal has given a new term 
- February 15, 2007 - in the criminal case no. 6595/2/2006, 
the Embassy is kindly requested to communicate to this 
ministry, in due time, if the U.S. authorities agree to the 
hearing by videoconference of the U.S. and Iraqi citizen 
Muhammad Munaf, accused of initiating an association for 
terrorism purposes as well as of financially supporting 
this association, (art. 35, para 2, Law 535/2004) and 
complicity to terrorism (art. 26, Criminal Code; art. 32, 
para 1 and 2, Law 535/2004; art. 189 para 1 and 2 of the 
Penal Code) -- acts for which he was indicted by the 
General Prosecutor,s Office, High Court of Cassation and 
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Justice, Direction for Investigation of Organized Crime and 
Terrorism together with defendant Omar Hayssam. 

The honored embassy is also kindly asked to communicate the 
position of the U.S. authorities to the proposal of hearing 
Mohammad Munaf, also by videoconference, as a witness in 
criminal case no. 33970/2/2005 filed at the Bucharest Court 
of Appeal, Criminal Section I. 

In case of an affirmative answer, the embassy is kindly 
asked to communicate a date for the two hearings as well as 
the contact information for the U.S. officials who would 

help with the technical support. 


To completely and correctly inform the Embassy, the 
Romanian Ministry of Justice would like to mention the 
following: 


Starting in December 2005, the Romanian authorities 
sent to the Iraqi authorities 5 requests for judicial 
assistance in the criminal files of the Bucharest Court of 
Appeal regarding U.S. and Iraqi citizen Mohammad Munaf. 
These requests refer to the hearing, by a regular rogatory 
commission or by videoconference, of Muhammad Munaf and of 
six other persons: Al Qasir Salam, DOB 05/12/1971 in 
Baghdad, Al Salmani Omar Jassam, DOB 03/01/1970 in Baghdad, 
Al Slemani Abdel Jabbar, DOB 07/01/1956 in Baghdad, Al Amin 
Youssef, DOB 06/10/1971 in Baghdad, Al Giuburi Ibrahim, DOB 
01/12/1969 in Baghdad and Samarai Hakim, DOB 07/01/1956 in 
Baghdad. 

The hearing of Mr. Munaf is requested as a 
defendant in file no. 6595/2/2006 with the Bucharest Court 
of Appeal, Criminal Section I, and as a witness in file no. 
33970/2/2005 with the same court. In file no. 6595/2/2006 
Mohammad Munaf is on trial and in the other file Omar 
Hayssam, a Syrian citizen, is on trail, taking into 
consideration the splitting up of the two files due to 
procedural reasons. 


As regards the trial of Mr. Munaf for the acts of 
terrorism 
mentioned above, the Romanian Ministry of Justice would 
like to stress that Romania has directly expressed its 
intention to have this case judged within the Romanian 
justice system. Indeed, immediately after the acts were 
committed the General Prosecutor,s Office associated with 
the High Court of Cassation and Justice, the Directorate 
for Investigation of Organized Crime and Terrorism, ordered 
the initiation of a criminal investigation of Muhammad 
Munaf for terrorism against three Romanian journalists. 
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It must be stressed that there was no moment when 
the Romanian authorities gave up jurisdiction over the acts 
of Muhammad Munaf, exercising its jurisdiction on the basis 
of the principles of international legal rights, the 
jurisdiction being justified by the harm done to Romanian 
state interests, which is derived from the Romanian 
nationality of the victims. 


The Romanian Ministry of Justice sends to the Embassy 
of 
the United States of America in Bucharest its appreciation 
for support and its high regard. 
Bucharest, December 29, 2006 


End translation of text. 
TAPLIN 


91649 

PP RUEHWEB 
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TO RUEHC/SECSTATE WASHDC PRIORITY 3520 
INFO RUEHAC/AMEMBASSY ASUNCION 1579 
RUEHBO/AMEMBASSY BOGOTA 4230 
RUEHBR/AMEMBASSY BRASILIA 7149 
RUEHBU/AMEMBASSY BUENOS AIRES 2725 
RUEHCV/AMEMBASSY CARACAS 0049 
RUEHLP/AMEMBASSY LA PAZ JAN MONTEVIDEO 9067 
RUEHQT/AMEMBASSY QUITO 0913 
RUEHSG/AMEMBASSY SANTIAGO 1026 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PE 
SUBJECT: PERU: CRISIS OF TRADITIONAL POLITICAL PARTIES 


REF: LIMA 4744 

Sensitive but Unclassified. Please handle accordingly. 

1. (SBU) Summary: Peru\'s national parties suffered an 
electoral drubbing during the November 19 regional/municipal 


elections. President GarciaWs APRA party, Ollanta Humala\'s 
Peruvian Nationalist Party (PNP), Union for Peru (UPP), and 
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Unidad Nacional (UN) all demonstrated a manifest lack of 
national appeal. Independent parties and local movements 
claimed the majority of regional presidencies and provincial 
capitals. Most Peruvians do not identify with any specific 
party, and the electorate\'s continued volatility suggests the 
ease with which another Humala-like outsider could arise from 
the regions. To strengthen its democracy, Peru needs 
political parties that better represent public interests. 

End Summary. 


2. (SBU) Peru\'s traditional parties lost control of the 

political map in the November 19 regional and municipal 
elections. The APRA, which claimed 12 regional presidencies 
in 2002, came away with only 2 (La Libertad and Piura) this 
time around. At the same time, Humala\'s PNP failed to 
capture a single regional presidency and won only one 
provincial capital (Arequipa). (Even there the winner has 
much closer ties to the local community than to the party, 
ref.) The UPP, the PNP\'s former coalition partner, won only 
one regional presidency, in Cusco. Finally, the UN won the 
mayoral seat in Lima and 24 of Lima\'s 41 districts but failed 
to capture a single office outside the capital. 


3. (SBU) Collapsed faith in the traditional parties combined 
with low barriers to entry for new parties produced a 

plethora of local candidates and many new office holders 
whose appeal and reach are narrowly circumscribed. 
Independent parties and local social movements won 21 of the 
25 regional presidencies, most of the provincial capitals, 

and a host of local offices. The raft of locally-based 

winners reflects voters\' preferences for candidates they 
perceive as closer to their interests rather than more 

distant influences. 


4. (SBU) Unfortunately, local leaders are no guarantee of 
good leadership. Many of those elected are new to politics, 
and the abundance of local candidates -- an average of 9 
candidates for each regional presidency -- has ensured that 
few candidates can claim a strong mandate to govern. 
Independent regional presidents, for example, won with an 
average of only 31% of the vote, and several with far less 
than that. Moreover, while local movements may promote new 
faces, the absence of strong national parties translates into 
a lack of national-level consensus-building mechanisms for 
forging larger-scale policies. An additional danger is that 
competing caudillos may play only to their constituents, and 
even seek to undermine central government policies for 
short-term political gain. As one analyst put it, some of 
these new leaders are clearly more interested in creating 
than in resolving conflict. 
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Comment: Rebuilding Peru\'s Parties 


5. (SBU) Peru\'s established parties are weak and lack 
national reach. The winners in the November 
municipal/regional elections were locally known candidates 
who latched on to regional/local movements. To strengthen a 
key pillar of its democratic system, Peru needs to develop 
efficient, transparent national-level parties that can better 
channel public interests, respond to public demands, and 
resist the infiltration of narco-candidates. For the moment, 
while APRA continues to hold strong influence in the national 
political arena, populist regional leaders will be eager to 
exploit regional conflicts and government shortcomings, real 
and perceived, and to offer themselves as an alternative to 
the present administration -- just as Humala did in 2005. 


6. (SBU) USAID plans to develop an initiative to strengthen 
political parties and expand their reach. The program would 
fortify the capacity of parties to represent citizens better 

and to govern more effectively. End Comment. 


STRUBLE 
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RUEHBR/AMEMBASSY BRASILIA 7619 
RUEHBU/AMEMBASSY BUENOS AIRES 4871 
RUEHCV/AMEMBASSY CARACAS 2117 
RUEHCP/AMEMBASSY COPENHAGEN 0209 
RUEHGE/AMEMBASSY GEORGETOWN 0380 
RUEHHE/AMEMBASSY HELSINKI 0090 
RUEHPE/AMEMBASSY LIMA 2194 
RUEHLI/AMEMBASSY LISBON 0096 
RUEHMD/AMEMBASSY MADRID 3246 
RUEHME/AMEMBASSY MEXICO 2002 
RUEHMN/AMEMBASSY MONTEVIDEO 4312 
RUEHNY/AMEMBASSY OSLO 0118 
RUEHOT/AMEMBASSY OTTAWA 0459 
RUEHPO/AMEMBASSY PARAMARIBO 0080 
RUEHFR/AMEMBASSY PARIS 0116 
RUEHSA/AMEMBASSY PRETORIA 0093 
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RUEHQT/AMEMBASSY QUITO 4754 
RUEHSG/AMEMBASSY SANTIAGO 9344 
RUEHTC/AMEMBASSY THE HAGUE 0742 
RUEHKO/AMEMBASSY TOKYO 0275 
RUEHGL/AMCONSUL GUAYAQUIL 0844 
RUEHRI/AMCONSUL RIO DE JANEIRO 0943 
RUEHSO/AMCONSUL SAO PAULO 2117 
RUEHUB/USINT HAVANA 0054 

RUEHBS/USEU BRUSSELS 

RUEHC/DEPT OF LABOR WASHINGTON DC 
RHMFISS/HQ USSOUTHCOM MIAMI FL 
RUMIAAA/USCINCSO MIAMI FL 
RUEHLMC/MILLENNIUM CHALLENGE CORP 
RHEBAAA/DEPT OF ENERGY WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 
RHEHNSC/NSC WASHINGTON DC""CONFIDENTIAL SECTION 01 OF 02 LA PAZ 000021 


SIPDIS 
CORRECTED COPY--CORRECTING COMMENT TEXT 
SIPDIS 


E.O. 12958: DECL: 01/04/2017 

TAGS: ECON, PGOV, PREL, BL 

SUBJECT: CORRECTED COPY-AMBASSADOR\'S MEETING WITH 
VFM DORFLER ON NEW VISA SYSTEM 


LA PAZ 00000021 001.2 OF 002 


Classified By: Amb. Philip S. Goldberg for reasons 1.4 (b) 
and (d). 


SUMMARY 


1. (C) The Ambassador met separately with Vice Foreign 
Minister Maurico Dorfler and Vice President Garcia Linera 
(Septel) on January 3 to discuss the GOB\'s presidential 
decrees requiring all American citizens to obtain Bolivian 
visas. The Ambassador acknowledged that the GOB is within 
its right to determine its own migration control systems, 

but lamented the apparent political motives behind the move 
and highlighted the lack of prior notification. VFM Dorfler 
defensively argued that it was a matter of reciprocity. 

End summary. 


MEETING WITH VFM DORFLER 
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2. (C) On January 3 the Ambassador met with Vice Foreign 
Minister Guillermo Dorfler to discuss the GOB\'s January 1 
presidential decrees requiring all American citizens to 

obtain Bolivian visas. The Ambassador also raised the 
issuance of Bolivian consular cards to Bolivian citizens in 

the United States. VFM Dorfler started the meeting by saying 
that requiring visas was a matter of reciprocity and that the 
decree would be put on the books within seven days. The 
Ambassador highlighted the lack of notification and the 
confusion created by the surprise announcement, to which 
Dorfler replied \"we\'ll publish the rules.\" The Ambassador 
stated that Bolivia has every right to determine its visa 
requirements, but that Bolivian handling of the matter - - 
including raising outrageous charges of U.S. \"attempts to 
undermine\" the government - - was a political message, not 
about reciprocity. Dorfler defended the GOB decision by 
citing the example of VP Garcia Linera\'s denied boarding and 
the fact that the U.S. requires Bolivians to obtain visas. 

The VFM told the Ambassador that \"now you will know how 
Bolivians feel.\" The Ambassador replied that he had already 
gone over the vice president\'s incident with President 
Morales and that it was not justification for the 

GOB\'s actions. When pressed for details on how the visa 
scheme would be implemented, Dorfler hastily sent an 
assistant to bring him a piece of paper, looked at it, and 

then admitted that the procedures were \"still being 
developed.\" He offered a few details (two of which are not 
required by the U.S. application system) and agreed that MFA 
would meet with Embassy officials to discuss the details. 


3. (C) The Ambassador then moved on to the subject of the 
consular card that the GOB announced would be sold to 
Bolivian citizens in the United States. The Ambassador asked 
why the USG was not consulted about this issue. He also 
asked why Foreign Minister Choquehuanca was promising that 
the consular card would allow Bolivians to obtain American 
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services, such as access to medical services. The Ambassador 
pointed out that the USG takes great pains to respect 

Bolivian sovereignty and questioned the appearance of the GOB 
trying to issue documents to be used domestically in the U.S. 
VFM Dorfler responded that \"| suppose we should discuss 
whether the U.S. will accept the card.\" 


COMMENT 


4. (C) VFM Dorfler is a career diplomat who stuck to his 
talking points. We will work with the GOB to try to make the 
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new visa rules as palatable as possible. As with the 
hydrocarbons \"nationalization\", the GOB\'s rhetoric often 
outpaces its actions once reality sets in. With the visa 
system, the GOB has already received a deluge of criticism 
from the tourist industry, the media, and, in private, the 
U.S. Embassy. End Comment. 


GOLDBERG 
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SIPDIS 
SIPDIS 
ISN/ECC JASON MCCLELLEN 


E.O. 12958: N/A 

TAGS: KSTC, ETTC, PARM, PREL 

SUBJECT: LISBON POC FOR EXPORT CONTROL CONFERENCE IN 
BUCHAREST 


REF: SECSTATE 204162 


Emboff delivered reftel invitation and the Portuguese MFA, 
Defense Ministry, and Customs Agency are working together to 
select the best delegation for the conference. The Embassy 
Lisbon POC for follow-up communications is Dana Brown, (ph) 
011-351-21-770-2328, (fax) 011-351-21-726-6559, and (email) 
browndmlOstate.gov. 

O\'Neal 
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RUEAHLC/HOMELAND SECURITY CENTER WASHINGTON DC PRIORITY 

RUEKJCS/JOINT STAFF WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUCNFB/FBI WASHDC PRIORITY 

RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 
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SIPDIS 


SIPDIS 
SENSITIVE 


DS/IP/EUR 
EUR/WE FOR ALLEGRONE, CLEMENTS, AND CERVETTI 


E.O. 12958: N/A 

TAGS: PTER, ASEC, PGOV, SP 

SUBJECT: ETA ATTACK: POLICE FIND SECOND BOMB, RESCUERS FIND 
SECOND VICTIM 


REF: A. MADRID 17 
B. MADRID 6 
C. MADRID 1 
D. 2006 MADRID 3111 
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1.(SBU) SUMMARY: Basque police located a second vehicle 
containing explosive material in Vizcaya on January 4; they 
believe the vehicle had been abandoned by ETA. President 
Zapatero visited the airport bombing site and expressed his 
continued resolve to achieve an end to violence in Spain. 
Zapatero declined to comment on the status of the peace 
process, and his remarks met with skepticism and criticism 
from political opponents and the media. Later on January 4, 
rescue workers located the body of the second Ecuadorian 
victim in the rubble at Madrid Barajas airport, but were 
unable to reach him due to the size of the rubble pile. ETA 
has remained conspicuously silent. END SUMMARY. 


//BOMB AND ADDITIONAL MATERIALS IN BASQUE COUNTRY// 


2.(U) Inthe afternoon of January 4, the Basque Autonomous 
Police found an abandoned van which contained approximately 
220 pounds of ammonium nitrate explosive (Ammonal) in 
Atxondo, a rural town in Vizcaya. Detonators and detonator 
cord were not present, but the explosives were otherwise 
ready to be used. The vehicle also had stolen license plates 
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in the glove compartment. Basque police reported that the 
vehicle had been abandoned on December 23, near the site of a 
police raid on an ETA ammunition dump. Police speculated 
that ETA intended to use this vehicle at the Madrid airport 

but had abandoned it fearing that it had been compromised. 
Authorities speculated that they had then moved forward with 
the carjacking operation in southern France (ref. B and C). 
Separately, Basque police responded to a bomb threat against 
the Bilbao airport by a supposed ETA caller; police combed 
the area and determined that there was no explosive device. 


3. (U) On January 5, Basque officials announced that police 
had located an additional 20 kilos of Ammonal along with 
detonators in a small hole in the ground near where the 
vehicle was abandoned. Police were carefully searching the 
vicinity with bomb-sniffing dogs. 


//TWO ECUADORIAN FATALITIES// 


4. (U) A Spanish Air Force jet transported the family and 
remains of Carlos Palate to Ecuador on January 4. Secretary 
of State for Latin America Trinidad Jimenez accompanied the 
remains. In the late evening of January 4, firefighters 
located a vehicle containing the remains of Diego Armando 
Estacio, the second missing Ecuadorian citizen. Authorities 
said they would be unable to retrieve the body for a number 
of hours due to the amount of rubble on top of the vehicle. 
Spain has granted extraordinary naturalization to the two 
victims and their families, and the Royal Family has sent its 
condolences to the victims! families in Ecuador. 


//ZAPATERO FINALLY ACTS PRESIDENTIAL// 


5. (SBU) President Zapatero visited the airport bomb site at 
midday on January 4, where he toured the site and met with 
fire and rescue workers. He spoke briefly to the press but 
declined to comment on the status of the ETA peace process. 
Of ETA,s decision to break the ceasefire, Zapatero said, &l 
want to affirm once again that ETA, with this atrocious 
criminal attack, has chosen the worst possible path. Nothing 
will be gained, no one will be intimidated. Democracy will 
not be intimidated; none of the democratic institutions will 

be intimidated, much less the government.8 He said that in 
the aftermath of the attack, &the energy and determination 
which | have to achieve an end to violence, to reach peace, 
is even greater...Nothing and no one, not even what we 
suffered on the 30th, will impede the right of Spaniards to 
live our lives free from bombs and free from violence.8 


6.(SBU) The opposition Popular Party, which has paraded 
one politician after another through the bomb site since the 
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day after the bombing, criticized both the lateness of 
Zapatero\'s visit and the ambiguity of his remarks. Some 
pundits and reporters on the left have questioned Zapatero\'s 
leadership as well, saying that it is not enough to simply 

ask Spaniards to trust him. Senior government officials have 
indicated that Zapatero will not address Congress until 
security forces have gathered all the relevant information in 
the investigation. Media reported that the GOS is 
anticipating a possible ETA communique over the weekend 
calling an end to the cease-fire. Other media sources said 
Zapatero was stalling until Minister of Interior Rubalcaba 
could hammer out a new \"anti-terrorism pact\" acceptable to 
all political parties in Congress. 


//ETA BIDING ITS TIME// 


7.(SBU) Batasuna, the illegal political front for ETA, 

issued a January 4 communiqu that did not condemn the 
bombing but expressed &deepest regret8 for the death of 
Carlos Alonso Palate: &Batasuna deeply regrets the loss of a 
human life, and wants to express its commitment to the 
collective effort that must be undertaken by all so a 

situation as dramatic as this one does not take place in the 
future.8 There are also reports that Batasuna hard-liners 

are in control of the organization and are contemplating 
stepping up street violence and vandalism in the Basque 
Region now that the bomb attack has virtually eliminated 

their chances of participating in municipal elections in May. 
Media have questioned whether Batasuna has any real 
influence on ETA, while the rumor mill has spread speculation 
about an ETA schism. This attack is unique from previous ETA 
assaults in two ways: ETA did not announce an end to its 
ceasefire, and ETA has not yet accepted responsibility for 

the bombing. However, Spaniards fear that the motivation 
behind the ceasefire was the same as always: to buy time, 
rearm and regroup. 


Visit Embassy Madrid\'s Classified Website; 
http://www .state.sgov.gov/p/eur/madrid/ 
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Classified By: Dana M. Brown, Pol-Econ Officer, Embassy Lisbon 
Reasons 1.4 (b) and (d) 


1. (C) Emboff notified MFA Director for Security and 
Disarmament Joao Corte-Real about the U.S. interest in 
including Brazil in the Proliferation Security Initiative 

(PSI) community by engaging in a direct dialog through our 
Embassy in Brasilia. Portugal would welcome Brazil\'s 
inclusion, according to Corte-Real, and had been attempting 
to push Brazil in that direction for more than three years. 

He described Portugal\'s ongoing outreach efforts to Brazil 
and other Portuguese-speaking nations to include them on PSI 
and concluded that Brazilian officials had made it clear in 
2004 and 2005 that they were not interested in PSI at that 
time. 


2. (C) Corte-Real\'s Deputy Director, Pedro Sousa Abreu 
credited the perceived 2005 apathy to a military/diplomatic 
divide and disinterest by the Luis Ignagcio Lula da Silva 
Administration. Sousa Abreu mentioned that Portugal had 
offered briefings and familiarization programs and then 
invited several Brazilian observers during PSI exercise 
\"Ninfa\" in 2005. Although the observers had been interested 
in the program, the GOB did not want to continue discussions 
further. He suggested that a joint approach to the 

Brazilians similar to U.S., Portugal, Germany discussions 
with Brazil in 2004, had the greatest potential for success 
especially if the group included non-aligned nations or other 
southern hemisphere powers. 


3. (C) Comment: While Portugal supports PSI, both men were 
dubious that Brazil would be interested in more than just 
talk while Lula is in charge. End comment. 
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1. (U) Summary: The efforts to administer the New Forces 
(NF)-held north by the Ministry of Education are viewed by 

the FN and academics in the region with suspicion bordering 
on contempt. EconOfficers visited Bouake and Korhogo, and 
found that the ongoing public primary school teachers strike 
(reftel) is a secondary issue to the more central concern 

over which teachers to employ in the FN-held north. At the 
heart of the dispute is the question of how to integrate 

1,951 volunteer teachers who have worked in the FN-held north 
since 2002 into the government-administered educational 
system. In recognition of their service since 2002 and as a 
means of compromise, the Minister of Education promised to 
hire the volunteers as fully-employed faculty. However, he 
then proceeded to send approximately 4000 teachers from the 
government-controlled south, most with the minimal 
certification required, to instead replace the volunteer 
teachers who had been previously promised employment. The 
teachers sent from the south were accused of being Young 
Patriot spies by both the New Forces (FN) and their allies 
among the volunteer teachers in the FN-held north, and were 
forced to leave. The current situation has left a vacuum in 

a system already weakened by the ongoing primary school 
strike. Partially as a result, many parents who are willing 

to send their children to school are turning to a flourishing 
madrassa system, where payment is flexible and schools 
reinforce the Islamic culture which is much more present in 
the FN-held north than the government-controlled south. End 
Summary. 
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2. (U) Background: In mid-2006, Minister of National 
Education Michel Amani N,Guessan (FPI) had promised to hire 
1,951 volunteer teachers who had taught in schools in FN-held 
territory and were paid by funds raised by parents of 

students, as teachers were not receiving regular salaries due 
to the split of the nation in 2002. However, in an 

about-face, he then sent teachers from the 
government-controlled south exclusively; teachers who had 
lesser qualifications (a basic three month training course 
offered in Abidjan). Despite a Prime Minister-led Council of 
Government held on November 29, the issue was not resolved at 
the time of EconOff\'s visit in mid-December, and as of today 

is still at an impasse. 


3. (U) In EconOff meetings with the New Forces and Ecole 
Pour Tous (and educational group comprised of professors and 
teachers and primarily funded by USG Democracy and Human 
Rights Funds) in the FN-held north, the issue of employment 
for the 1,951 volunteer teachers was stressed even more than 
the volatile issue of the teachers being sent from the south. 
Both the FN psuedo-Ministry of Education and the Ecole Pour 
Tous viewed this move by the Minister of Education as further 
proof that the Gbagbo government is not keen on actual 
integration, but instead is using the unstable political 

times to further their own political agenda. According to 

both groups, \"the Ministry of Education does not wish to see 
schools function in the (FN-held) north.\" They also said 

that during the crisis, the Ministry of Education used its 
authority to continue the war against the FN through 
administrative means by refusing to pay those teachers who 
stayed. These groups said that while the Minister agreed to 
hire the volunteer teachers and presented himself as willing 

to acknowledge the de-facto system administered since 2002, 
they observed that in reality he wanted no such thing. 


4. (U) In Korhogo, the situation falls along slightly 

different lines. Madame Toure, Director of Education in 
Korhogo for the Ministry of Education, told EconOffs that the 
conflict with the volunteers does not affect Korhogo as much 

as it does Bouake, where the majority of the volunteer 

teachers live and work. In Korhogo, the main issue is the 

lack of available teachers. In primary schools there is a 

deficit of 618 teachers; in secondary schools, 184. 

Commenting on the issue of the volunteer teachers, she said 
that any qualified teacher should be welcome anywhere in the 
country. EconOff asked a teacher introduced by Madame Toure 
during a private meeting why the teachers sent from the 
government-controlled south instead did not come to Korhogo, 
where it was clear they were needed even more than in Bouake, 
and where the issue of the volunteer teachers was not so 
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present. He replied \"that makes sense, of course. But that 
isnVt the point anyone is trying to make." According to the 
source, the administration of the educational system is an 
extension of political will more than a social necessity, and 
demonstrates in reality whether the FN or the Gbagbo 
administration has the power to make decisions. 


5. (U) Fragility in the North: The educational system in 
the FN-held north is more fragile than it is in the 
government-controlled south, primarily due to lack of 
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resources among the population and in the educational system 
itself. While the FN have tried to create an infrastructure 

in the last four years, it was not until January 2006 that 

the first exams for secondary school students were held, and 
the higher failure rate indicates that the quality of 

available education for the average student has suffered. It 
was clear to EconOff that the schools are barely functioning 
with minimal supplies, higher student drop-out rates and 
fewer working teachers. The strike of the primary public 
school teachers taken together with the demoralizing blow to 
the 1,951 volunteer teachers and the educational system in 
the north at large has taken its toll. The lack of available 
banks makes being a salaried government employee in the 
FN-held north exceptionally difficult and even dangerous; 
without operating financial institutions, teachers must 

travel several hours south to Yamoussoukro to cash their 
salary checks (septel). One teacher affiliated with Ecole 

Pour Tous said, Wwe haven\'t had a budget in five years. We 
don\'t have a treasury. DDR must happen. He added after a 
moment, Vuniversities are closed. Primary schools are 
closed. If the volunteers quit, everything is lost" The 

Ecole Pour Tous largely sides with the NF and their judgment 
that sending the teachers from the south was at best an 
attempt to pawn off sub-standard teachers and at worst, an 
attempt to smuggle spies from the government-controlled south 
into the FN-held north. 


6. (U) Effects in the Fight against Poverty: As a result of 

the primary school strike and the ongoing volunteer teachers 
issue and the lack of educational opportunity, many parents 
cannot afford to continue their children\'s education. In an 
area where it can be difficult to persuade villagers to let 

their kids attend school instead of helping on the family 

farm, the fight against poverty becomes even more difficult 
when the schools the families reluctantly sent their children 

to are now closed for days on end. Since 2002, nearly 50 
public primary schools have closed completely. As one ONUCI 
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official succinctly stated \"When kids are in school, the 
situation is easier to stabilize.\" 


7. (C) Madrassas: In both Korhogo and Bouake, the draining 
effects of a badly-administered educational bureaucracy have 
encouraged many parents to send their children to private 
schools, mainly Muslim madrassas that have flourished since 
the 2002 split of the country. According to the Imam of one 

of the larger madrassas in Korhogo, prior to 2002 there were 
an estimated 17 madrassas. Now there are over 50 operating 
at primary school level. Even though these madrassas are not 
recognized by either the FN scholastic system or the Ministry 
of Education (note: some madrassas in the 
government-controlled south are accredited by the Ministry of 
Education), families are increasingly willing to send their 
children to madrassas over public schools. Some madrassas 
charge each family based on what they can pay depending on 
that family\'s income. Payment can be in the form of public 
service as well. For example, the caretaker of the mosque in 
one madrassa sends his three sons to the madrassa of that 
mosque without cash payment. Since labor is much more 
available than cash, many families prefer the flexibility 
afforded to them by a madrassa as opposed to a public school. 
The teachers in these madrassas are from the FN-held north 
themselves and the madrassas operate in a largely Islamic 
environment. Madrassa teachers are Ivorian and go on to 
receive further education elsewhere in Africa. EconOff had 
the opportunity to explore several madrassas and found the 
Islamic curriculum to be Sunni of the Al-Eh-Hadith school. 


8. (C) According to a variety of sources and the lifestyle 

of the population (for example, classrooms are mixed even 
past the age of seven, the hijab when worn does not cover the 
face), there seemed to be little presence of Wahaabi teaching 
and doctrine. According a teacher in Korhogo, students leave 
at the secondary school level to pursue Islamic studies 
elsewhere, such as Mali or Mauritania, and return to become 
part of the agrarian or merchant community. The biggest 
controversy surrounding the growth of the madrassas is the 
criticism that the schools do not teach life-skills. As 

such, few graduates from these primary schools go on to 
pursue mainstream professions, and increasingly come back 
either as madrassa teachers or merchants. When asked, imams 
in many mosques visited by EconOff claimed not to be financed 
by foreign governments and are run on independent donations. 
The apparent condition of mosques and schools seemed to 
corroborate this. While the mosques may have been built with 
foreign assistance at one time, by their appearance and 
condition it is obvious the Imams and communities do not have 
the money to maintain them as they would like. 
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9. (C) Comment: The unfortunate combination of the strike 
of primary public school teachers and the Minister of 
Education\'s move that infuriated the volunteer teachers and 
the NF has dealt a hard blow to an already weakened 
educational system. School attendance rates have suffered 
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and educational achievement has slid. The lack of banking 
institutions in the rebel-held north exacerbates the problem 
as it does all efforts to reintegrate the national 
administration. The rapid growth of private madrasas is due 
in large measure to the loss of confidence in the educational 
system and lack of resources many Muslim families in the 
north experience on a daily basis. This issue, which is a 
central concern in the FN-held north but escapes most press 
attention in the government-controlled south, simultaneously 
illustrates the difficulties in reuniting the country and 

presses the need to do exactly that. End Comment. 
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1. (U) Summary: Despite the GON,s moves to privatize and 
restructure the power sector, Nigerians continue to suffer 

from inadequate power. Industrial and domestic consumers 
decry the state of the power sector in the last five months. 

Most Nigerians involved in small-scale enterprises spend 

naira 30,000 (USD 231) per month on diesel generators to 
sustain their businesses, yet they also pay the PHCN monthly 
for services not rendered. The GON attributes the dismal 

state of power supply to unrest in the Niger Delta and damage 
by militant groups to gas pipelines that teed power 

generating plants. This excuse has not been generally 
accepted by consumers. The average citizen and many experts 
argue that problems in the sector are due to poor 

infrastructure development and GON mismanagement. Septel will 
outline GONVs plans to address these problems. End summary. 


2. (U) As part of a program to overhaul the power sector, the 
GON transformed the state-owned National Electric Power 
Authority (NEPA) - into the Power Holding Company of Nigeria 
(PHCN). PHCN was charged with privatizing 11 power 
distribution companies (discos), 6 generation companies 
(gencos) and 1 transmission company (transco) by the end of 
2006. The privatization program is far behind schedule as 

this deadline passes. Nor has a major program of government 
investment in power projects yet had an impact. 


3. (U) Power generation has failed to increase despite 

billions of dollars invested by the GON on building new power 
plants and refurbishing old ones. In its drive to deliver on 
electoral promises of providing 10,000 MW of electricity by 
2007, the present administration invested naira 1.3 trillion 

(USD 9.6bn) in the sector in the past seven years. Since 
December 2005, the PHCN\'s output has plummeted by almost 50%, 
from an already insufficient 4,000 megawatts (MW) to a meager 
2,000 MW. Effective demand is estimated at 10,000 MW. The 
production cuts resulted in massive load shedding to curtail 

a wave of aggressive protests from millions of urban 

customers nationwide. The GON attributed the decline to the 
disruption of gas production and pipeline facilities in the 

Niger Delta since December 2005. This, according to the GON, 
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had curtailed the volume of gas input to PHCN\'s thermal 
generating plants. The Egbin, Sapele, Delta IV and Afam 
thermal plants were affected. 


4. (U) The Manufacturers Association of Nigeria (MAN), in 
its recent survey on the impact of power outages on industry, 
found industrial estates around the country enjoyed an 
average of 7.5 hours of electricity per day in 2005. The 
report, which in other words, put total power outages to 
industries at 16.5 hours per day, reported that the Ikeja 
industrial estate in Lagos had the highest power supply at 
12.5 hours per day. Edo and Delta States suffered the 
greatest energy scarcity, receiving only 4 hours of power 
supply per day. The Bureau of Public Enterprises (BPE) 
estimated that Nigeria loses about naira 135bn (USD 1.03bn) 
annually to inefficiency in the power sector. 


5. (U) MAN member companies run on diesel generators to meet 
targets. Resort to generators increases production costs 
significantly. One manufacturer claimed he could double his 
profits if he could rely on the public power supply. 

Sensitive manufacturing processes are hard hit by inadequate 
power supply. Even with the use of back-up generators, there 

is a gap of several seconds before power is restored, harming 
sensitive equipment, according to business owners and 

aviation industry officials. 


6. (U) Power outages have taken a financial toll on business 
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and private life. Many small- and medium-scale business 
owners claim they spend naira 30,000 (USD 231) per month to 
power their operations. For many, the price of electricity 
accounts for most of their overhead costs, undermining the 
competitiveness of their products and services. While a 
small-scale hairdresser in Ketu, Lagos spends naira 15,000 
(USD 115) per month on diesel-powered generators, her 
customers have responded negatively to her attempts to raise 
charges to cover these costs. The owner of a printing press 
claimed to have been running his press exclusively on power 
from a diesel generator for several months. According to him, 
extra funds that could have been used to expand the business 
or maintain machinery were being used on fuel. 


7. (U) Domestic consumers suffer similar hardships. Many have 
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resorted to using small gasoline generators, which power 
appliances such as fans and televisions. Most middle and 
upper-middle class households have two generators. Many 
residents pine for the arrival of the cooler temperatures of 

the rainy season so they can reduce generator use and relieve 
pressure on household finances. 


8. (U) A visit to PHCN offices at Magodo and llupeju in Lagos 
revealed the companys offices also run on diesel-fueled 
generators. At the Magodo office, customers paid electricity 
bills and lodged complaints about inadequate power supply 
above the muffled sound of a 250 KVA F.G. Wilson diesel 
generator. In llupeju, a 35 KVA Perkins diesel generator was 
in use. At both locations, customers challenged PHCN 
personnel on the accuracy of their bills and questioned 
whether PHCN was overcharging them. 


9. (SBU) Poor infrastructure and gross mismanagement of 
revenue allocation by the GON and PHCN officials are the 
true, underlying reasons for the abysmal state of power 
supply in the country. However, according to many industry 
sources, if NEPA had properly done its homework the 
dislocation caused by the militants would have been a 
nuisance but not catastrophic. Over the years, however, NEPA 
and PHCN officials inflated contract costs to extract profit. 
Some contractors, in collaboration with NEPA/PHCN officials, 
were said to have imported used turbines and transformers at 
a cost that could have purchased brand new machinery. 


10. (SBU) Since 1999, President Obasanjo\'s administration has 
spent more funds on the PHCN than on any other government 
enterprise, yet improvements in power supply remains elusive. 
Many have attributed this to sabotage and conspiracy between 
government officials and importers of generators. Several 

target dates for the transfer of power generation and 

distribution to the private sector have come and gone without 
progress being made. This casts doubt on the GON\'s political 
will to reform the sector, which is believed to be a major 

source of patronage for the federal government. 
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1. (U) Global Affairs officer passed ref demarche January 3 

to officials from the Foreign Trade Law Division in the 

German Economic Ministry. Foreign Trade Law Division Office 
Director Ursina Krumpholz and her deputy Ernst Roeder-Messell 
expressed thanks for the information. Krumpholz said that 
Germany, as a member of the EU, would follow the Commission\'s 
lead in applying the UNSC sanctions. Nevertheless, 
Roeder-Messell continued, while waiting for the Commission to 
pass the appropriate regulations, the German Government has 
been prepared to implement the UNSC sanctions since their 
adoption. For instance, if an Iranian entity or person 

listed in the UNSC 1737 Annex tries to obtain any of the 
sanctioned commodities from German firms, the German Federal 
Economic and Export Licensing Agency (BAFA) would deny the 
export license. Conversely, the German Government has the 
competence to scan banking data and to freeze the assets of 
any of the entities or persons listed in the UNSC Annex. The 
German Government is looking, however, to the Commission to 
put forward regulations to provide a legal basis for freezing 
assets longer than 6 months, i.e., \"permanently\" or until the 
international sanctions are lifted. 


2. (C) Krumpholz said the UNSC 1737 Annex would be more 
helpful if it provided more information about the entities 

and persons, such as addresses and dates of birth. She said 
this kind of information would help the German Government 
apply financial sanctions. Roeder-Messell said though the 
German Government has no equivalent to the U.S. Executive 
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Order or Denied Persons List, it would comply with any lists 
of sanctioned persons or entities produced by the Commission. 


3. (C) Poloff held separate discussions with MFA counterparts 
Wolfgang Rudischhauser of the Nuclear Disarmament and 
Nonproliferation Division and Holger Mahnicke of the United 
Nations Policy Division and received further insight into 
Germany\'s implementation of the resolution. PolOff was 
informed that Germany, like other EU members, has already 
begun taking steps to implement UNSCR 1737 while awaiting the 
EU regulations. Mahnicke relayed that the European Union 
will begin developing EU-wide implementing regulations 
starting on Monday, January 8; however he avoided giving a 
timeline for how long the process will take. The 

implementing ministries (Foreign, Economic, Interior, and 
Finance including the Bundesbank) plan to meet Friday, 
January 5, to discuss sections of the Resolution calling for 
countries to make determinations on certain questions. 


4. (C) While German officials hope Iran will recognize the 
international community\'s seriousness, Rudischhauser 
commented that Iran has existed under some form of sanctions 
for decades. He expects the February 21 date to come and go, 
and that the United Nations Security Council will be forced 

to take further steps. Rudischhauser reiterated that Germany 
continues actively to seek a peaceful resolution to the 

situation through its activity with the EU3 3. Fortunately, 
Germany was able to begin swiftly implementing UNSCR 1737 
immediately upon passage as the German Government was 
actively involved in the negotiations, according to Mahnicke. 


6. (U) Post will report any further substantive German 
response septel. 
KOENIG 
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E.O. 12958: DECL: 01/05/2017 

TAGS: PGOV, PREL, KCRM, LE, SY 

SUBJECT: LEBANON: ZAHLE MP DISSATISFIED WITH AOUN AND 
HARIRIS, SEES ENDURING CHRISTIAN-SHIA COOPERATION 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1. (C) Zahle Member of Parliament Illy Skaff (allied with 

Michel Aoun) in early January shared with Ambassador Feltman 
and emboff his disatisfaction from Aoun amidst continued 
frustration with the Hariris. Yet, asked about Hizballah, 

Skaff stated that Christian fears of Sunni fundamentalism and 
changing demographics necessitate a long-term Christian-Shia 
alliance. Skaff\'s distance from other opposition leaders -- 

he skipped the last three meetings called by Aoun for his 
parliamentary bloc -- leaves him without insight into clear 

next steps. But he believes the time is right to approach 

Aoun to help find a neutral presidential candidate. Skaff 
described lingering Syrian ideological and economic influence 
in the Biqa\' despite deployment of the Lebanese Armed Forces 
to the border. End Summary. 


SEEKING A BREAK FROM AOUN, BUT 
UNWILLING TO RETURN TO THE HARIRIS 


2. (C) WI didn\'t leave the Sunnis; they left me,\" Zahle 
Deputy Illy Skaff told Ambassador Feltman and Emboff on 
January 4, explaining his reluctant alliance with Aoun as a 
result of his problems with the Hariris. The Hariri family\'s 
first mistake, Skaff told us, was Rafiq Hariri\'s refusal to 
take the land Skaff used as collateral as payment for a Bank 
Med loan Skaff could not repay. Instead, the Hariris allowed 
interest payments to pile up, putting Skaff in a difficult 

bind. 


3. (C) Skaff alleged that former Syrian Intelligence Chief 

in Lebanon Ghazi Kenaan (who, as Syrian Interior Minister, 
was found dead in his Damascus office in 2005) urged Rafiq 
not to let Skaff settle his debt to Bank Med. Kenaan\'s 
purpose was to use the debt to obtain control over a Zahle 
politician with a strong local following. Unpaid interest 
caused the debt to balloon from $6 million to $27 million 
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until Rustom Ghazzali replaced Kenaan, and Skaff was able 
through a lawsuit to lower the value of his debt to $10.5 
million. 


4. (C) The Hariri family\'s second mistake was Saad Hariri\'s 
determination to control the entire Zahle election list 

instead of building a real partnership with Skaff, where 

Skaff would have named candidates on the list rather than 
simply accept being one name on HaririVs list. Hariri 
underestimated Skaff\'s popular support: Skaff\'s alliance 
(backed by Michel Aoun) of six candidates swept the slate, 
beating the Hariri list candidates in the election. Ina 

third slight, Skaff alleged, occurred in July 2005 when Fouad 
Siniora was assembling his cabinet. Saad ordered Siniora to 
reject Aoun\'s proposal for four cabinet seats (one for Skaff, 
one for the Armenian Tashnaq party, and two for Aoun). The 
Hariri family just does not know how to deal respectfully 

with other Lebanese, Skaff commented. 


5. (C) These Hariri mistakes created the opposition alliance. 
Skaff had no choice but to join with Aoun. Today, March 14 
leaders continue to make the same mistakes, Skaff told us, 
hinting that he is unhappy with his current opposition 
partners but can\'t find a credible excuse to change camps. 
While March 14 politicians have no problem changing their 
positions overnight, opposition politicians have their images 
to protect, Skaff told us, and cannot just \"sell out Aoun.\" 
Now that he is committed, it will be hard to leave the 
opposition unless Aoun makes a drastic mistake. Skaff 
mentioned that Aoun is excitable and argumentative, and that 
he expects at some point Aoun will make a political mistake 
or Cause a personal dispute that will allow Skaff to break 
from him. But while he has not broken with Aoun, Skaff also 
has not asked his followers to attend the Hizballah-Aounist 
demonstrations. Skaff also remains in touch with a few 
\"deserving\" March 14 politicians. 


FEAR OF THE SUNNIS, 
COMFORT WITH THE SHIA 


6. (C) Although the current opposition alliance is a strange 
combination of divergent forces, Skaff stayed his belief that 
it has helped defuse Christian-Muslim tensions created by 
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Christian-Shia alliance makes sense, Skaff told us. Zahle 
constituents are neither pro-Hizballah nor pro-Aoun, however 
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the alliance has helped reassure Zahle Christians surrounded 
by Muslims and increasingly afraid of Sunni extremism. By 
dividing the Sunni and Shia, Zahle has lowered 
Christian-Muslim tensions. Changing relative demographics 
are forcing the Christians to seek a long-term alliance and a 
split in the Muslim population. 


7. (C) In terms that seemed to cross the line to outright 
racism, Skaff (like many of Lebanon\'s Christians, 

particularly those who find Aoun appealing) described his 
Zahle constituents\' view of the Sunnis: inscrutable, 
unreliable partners, too close to Saudi Wahabists. They 
appear western but at times suddenly become violent or belie 
their western appearance. Skaff cited the town of Anjar, in 
his district, as an example of growing Sunni fundamentalism 
and the erosion of Christian power. Skaff\'s father had 95 
percent of Anjar\'s votes, and even under Syrian pressure -- 
which of course was where the Syrians maintained their 
occupation headquarters -- Skaff retained about 50 percent, 
including many of the Sunnis. Today due to Hariri 
machinations and increasing Wahabi influence Skaff has just 3 
percent of votes. 


8. (C) What\'s more, Rafiq Hariri gave citizenship to 12,000 
Syrians, Palestinians, and Bedouins in Zahle, changing the 
demographics in favor of the Sunnis. Skaff described 
seemingly moderate Lebanese nationalists such as Siniora as 
\"moles\" waiting to grab power and eventually fall back on 
aggressive Sunni positions. Sunni extremists are hiding 
behind Hariri protection. Skaff saw in the Internal Security 
Force\'s arrest of several Sunni terror groups not a 

reflection of a moderate Sunni force cracking down on terror, 
but a real threat of Sunni terrorist groups in Lebanon. 


9. (C) In contrast, the Shia are \"readable,\" honest about 
their views, and \"have good hearts.\" Unlike Wahabist 
doctrine, there is no Shia ideology to wipe out other groups. 
Iranian influence on Hizballah is just one of many normal 
Lebanese manifestations of regional issues, and is not a 
cause for concern, as long as one day the United States and 
Iran reach an agreement. Unlike the Sunnis, the Shia never 
used their weapons against Lebanon during the civil war. 
While there are no Christian churches in Saudi Arabia, Iran 
has a proven history of tolerating its Christian enclaves. 
Zahle Christians see conservative Sunni villages in the Biga\' 
and more moderate Shia villages. 


NEXT STEP: FIND A CONSENSUS PRESIDENT 


10. (C) Skaff could not predict what the opposition\'s next 
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steps would be as he has not attended coordination meetings 
called by Aoun for three weeks. However he assessed that 
Hizballah\'s unwillingness to allow NasrallahWs image to 
deteriorate further will prompt action, possibly including 
resignations from public offices. Additional murders are 

also likely. Skaff asserted that so many people have diverse 
interests in Lebanon that people have no idea who is 
responsible for the assassinations; Skaff agrees a tribunal 

is needed and believes Aoun does as well. 


11. (C) There is growing consensus that the next president 
must be a neutral candidate able to restore a strong 

Christian presidency. Many Christians believe Lahoud will be 
the last president if the crisis is not resolved soon. A 

strong Christian role in the government is also important to 
speak out against extremism, \"without that anything could 
happen. For those reasons Aoun\'s advisors -- and maybe even 
Aoun himself -- may now be more ready to consider other 
Presidential candidates. Skaff characterized former Foreign 
Minister Fares Boueiz (son-in-law of former President Elias 
Hrawi, who died in July) as close to Aoun and acceptable to 
Hizballah, and Michel Sleiman as also acceptable to 

Hizballah. Jean Obeid is close with the Hariris but 

maintains channels with Syria. Riad Salameh and Michel Edde 
might also be acceptable, but Charles Rizk has allowed 
himself to become too closely identified with March 14. 


BIQA\' \"HOSTAGE\" TO SYRIA 


12. (C) While Skaff has not visited Syria since the 
occupation ended, he made several observations about 
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continued Syrian influence in the Biga\'. Syrians are present 
and Shia on the border sympathetic. Syrian Social 
Nationalist Party members in small pockets comprise about 3 
percent of the total Biga\' population and are ideologically 
loyal to greater Syria, rather than to the Syrian government. 
The Biga\' is an economic \"hostage\" to Syria as overland 
transport to other markets is the only cost effective means 
to get its barely competitive goods to market. Market forces 
drive continued smuggling despite Lebanese Armed Forces 
deployment to the border. The economy remains weak and 
political payouts declined when Hariri list candidates did 

not take Zahle. Muslim as well as Christian youth are 
emigrating when they can to find work. 

FELTMAN 
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E.O. 12958: DECL: 01/05/2017 

TAGS: PGOV, PREL, UNFICYP, EUN, MOPS, TU, CY 

SUBJECT: TALATYS SHOWDOWN WITH TURKISH ARMY OVER LEDRA 
STREET CROSSING 


REF: 05 NICOSIA 1883 
Classified By: CDA Jane B. Zimmerman, reasons 1.4 (b/d). 


1. (C) SUMMARY. \"TRNC President" Mehmet Ali Talat\'s public 
promise to remove the controversial pedestrian bridge at the 
Green Line on Ledra Street has put him on a collision course 
with the Turkish military. The bridge, which crosses over a 
Turkish army patrol track along the north edge of the Buffer 
Zone, precipitated a deadlock over a year ago in preparations 
to open an economically and symbolically important crossing 
point in the heart of Old Nicosia (reftel). Hoping to prove 
himself master of his own domain -- and wrongfoot 
Papadopoulos at the same time -- Talat announced December 28 
that he would take down the bridge immediately in order to 
signal his New Year commitment to making progress toward 
solving the Cyprus problem. A week later, however, Turkish 
military resistance has blocked plans to remove the 

structure, prompting Talat to travel to Turkey to try to 

break the deadlock in talks with the AKP government and the 
TGS. Talat has taken a significant political gamble in 

trying to force the issue over Turkish military objections; 

his credibility as the leader of his community may be at 

stake. According to \"PM\" Ferdi Soyer, Talat has threatened 
to resign if he cannot make good on his promise to remove the 
bridge. Soyer told Charge that if Talat is unsuccessful in 
Ankara, the ruling CTP may well call its supporters onto the 
streets for protests, which would reflect Turkish Cypriot 
resentment at the reach of the military and \"Deep State\" in 
Cyprus. END SUMMARY. 


MR. TALAT, TEAR DOWN THIS BRIDGE 
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2. (C) On December 28 \"President\" Talat announced he would 
remove the controversial pedestrian bridge the Turkish 

Cypriots installed on Ledra Street in 2005 (reftel). Talat\'s 
government" which had scored a propaganda coup by 
unilaterally opening a checkpoint at Astromeritis/Bostanci 
earlier that summer, had hoped to pull off a similar stunt on 
Ledra Street -- the north-south pedestrian/shopping avenue 
that forms the central artery of Old Nicosia, but has been 

cut in two since 1974. Most observers agree that an open 
Ledra Street would provide a real boost to NicosiaWs Turkish 
Cypriot merchants (while some Greek Cypriot shopkeepers are 
openly concerned about the prospect of low cost competitors, 
who stay open on Sunday). More importantly, any move toward 
reopening Ledra Street would signal a renewed commitment to 
reuniting the island and Europe\'s last divided capital. 


3. (C) Unlike other checkpoints already in operation, 

however, Ledra Street crosses through an east-west patrol 
track used by the Turkish army (at Ermou/Hermes Street) -- 
and Talat\'s decision to open a crossing there alarmed the 

local force commanders, who take their orders from Ankara and 
not from the \"TRNC.\" The pedestrian bridge, which would have 
carried civilian pedestrians over the heads of patrolling 

Turkish troops, was viewed by \"TRNC\" officials as a 
compromise solution that could have allowed the military to 
enjoy unfettered access to the area even after the checkpoint 
opened. 


4. (C) Although the Embassy (together with the UK and the 
French missions here) warned Talat at the time that putting 
up a bridge on the site was politically unwise, Talat 
nonetheless authorized its construction. This drew the 
predictable howls of protest from the Greek Cypriots who 
claimed (falsely, according to the UN) that the bridge 
intruded into the Buffer Zone and (correctly) that the 
building of a structure for military purposes along the Green 
Line was a violation of the spirit of the cease-fire 
agreement. 


MR. PAPADOPOULOS, TEAR DOWN THAT PLATFORM 


5. (C) In the year that followed, the Turkish Cypriots tried 

-- unsuccessfully -- to draw attention away from their 

decision to build the bridge and shift blame for the 

checkpoint deadlock on Papadopoulos. The Turkish Cypriots 
suggested they would take down the bridge in exchange for the 
removal of a wall and viewing platform (complete with 

dramatic pictures of \"victims of the occupation\") erected by 
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the Greek Cypriot National Guard on the southern end of the 
Buffer Zone at Ledra Street. The GOC replied, however, that 
no movement on the checkpoint was possible until the status 
quo ante was restored and the bridge removed. 


6. (C) UN sources tell us that although they occasionally 
raised the subject in their meetings with both sides, 
diplomacy on the matter has consisted mainly of nasty 
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sound-bites exchanged through the media over the past year. 
Informal discussions regarding the checkpoint between the two 
mayors of Nicosia and party leaders from both communities 
were similarly futile. 


ARMY TO TALAT: YA FEELINV LUCKY, PUNK? 


7. (C) Talat\'s December 28 announcement that he would take 
down the bridge caught most observers by surprise. Although 
the Embassy (as well as the UK, UN and others) have 
consistently prodded Talat to make a move on Ledra Street for 
over a year, his response has been generally tepid; Talat 
aides have repeatedly said that a simultaneous reciprocal 
gesture from the GOC would be needed before they could 
politically afford to back down from their decision to build 

\"the bridge of peace. Talat\'s personal secretary told us, 
however, that Talat\'s change of heart sprung from a series of 
factors including: 1) the new lull in Turkey-EU tensions, 2) 
increasing domestic political pressure for the pro-solution 
Talat to \"do something that might change the parameters of 
the Cyprus problem and give an economic boost to his voters, 
and 3) the new AKEL mayor in the south, who might be an 
easier interlocutor on municipal issues like Ledra because of 
her long ties to Talat\'s CTP and her support for the Annan 
Plan. 


8. (C) In a private meeting with the Charge, \"PM\" Ferdi Soyer 
told us that Talat thought he had reached consensus with the 
Turkish ambassador and army on the matter just before making 
his announcement. Subsequently, however, local Turkish force 
commander Kivrikoglu put his foot down, refused to agree to 
the dismantling of the bridge, and began \"working against 
Talat\" with the TGS in Ankara. Talat, feeling that his 

credibility as a leader and fully-competent interlocutor was 

at stake, made the announcement anyway. 


9. (C) In the subsequent week -- despite encouraging 
statements from the Embassy, UK High Commission, and UNFICYP 
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-- the Turkish Cypriots have not made any visible progress 
removing the bridge. \"TRNC\" leaders publicly blame the delay 
on \"agitation\" by local nationalist opposition forces, led by 
Serdar Denktash, who categorize the unilateral demolition of 
the bridge as a \"concession\" to Papadopoulos. The GOC, 
meanwhile, has alternated between dismissing Talat\'s bridge 
announcement as a \"ruse\" and claiming that, in any case, 
Talat is a puppet who lacks the authority to act without 
Turkish direction. President Papadopoulos stated that the 
removal of the bridge would not be enough for the GOC to 
agree to the opening of the checkpoint, and has dusted off a 
series of additional demands including the demilitarization 

of the Old City and the removal of flags and symbols in the 
area -- despite their presence at currently-existing crossing 
points. 


10. (C) Turkish Cypriot officials have criticized 
Papadopoulos\'s \"bullying provocation\" and promised us that 
the bridge \"would definitely come down soon.\" They insist 
that as the \"sovereign president of he TRNC\", this is Talat\'s 
call to make. Off the record, however, \"PM\" Soyer and 
Talat\'s private Secretary Asim Akansoy confess that it is not 
a done deal. According to them, Talat\'s January 4 visit to 
Istanbul was an \"emergency consultation\" with Turkish PM 
Erdogan and FM Gul. They reportedly offered their quiet 
support to the removal of the bridge as a way to stay \"on 
step ahead\" of Papadopoulos, but gave no hint of sticking 
their necks out for Talat with regard to TGS Chief Buyukanit 
or the military. Talat\'s January 5 meeting with Buyukanit 

is, they say, likely to be more difficult -- and constitutes 

a last-ditch attempt to win military approval to take down 

the bridge. 


COMMENT: TALAT\'S CREDIBILITY ON THE LINE 


11. (C) A fully-functional Ledra Street crossing seems 

unlikely any time soon, even if the bridge comes down. 
Although the bridge has distracted attention from this fact 

for over a year, the GOC remains ambivalent (to say the 

least) about the wisdom of opening a checkpoint that would be 
politically and economically very beneficial to the Turkish 
Cypriots. Papadopoulos\'s decision to attach additional 
conditions could easily be viewed as attempt to create 
fall-back pretexts to delay the checkpoint further. 


12. (C) The current Ledra Street situation is about more than 
just another checkpoint. What started as an apparently 
honest (if clumsy and uncoordinated) attempt by Talat to 
seize the initiative in the Cyprus problem has quickly 

lurched into a crisis. After seeking and receiving public 
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UNFICYP, Talat has yet to deliver. More ominously, Talat has 
challenged the army in the arena of security, where the 
Turkish Cypriots have traditionally held very little sway. 

If he cannot prevail upon them to accept his right to decide 
in this matter, his legitimacy as a leader, both in the eyes 

of the international community and here on the island, will 
be in tatters. Talat could conceivably make good on his (so 
far private) threat to resign if this episode proves that he 

is, indeed, merely a Turkish puppet. Even if the talk of 
resignation is just a bluff, however, a humiliating defeat 
would severely limit Talat\'s leeway to engage constructively 
in the Gambari process. END COMMENT. 

ZIMMERMAN 
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SUBJECT: MEETING AND DISCUSSION WITH UNDP ON DPRK:UNDP 
DECLINES TO PROVIDE AUDITS ON DPRK/JAPANESE PROPOSAL TO 
DEFER UNDP PROGRAM IN THE DPRK. 


REF: A. STATE 183533 B. USUN 2273 C.STATE 2744 


Classified By: Ambassador Jackie Wolcott Sanders 
per reasons 1.4 (b) and (d) 


1. This message contains an action request. See para. 19. 


2.(S) Summary. Per reftels A and B, as a follow-up to the 
demarche delivered to UNDP Administrator Kemal Dervis by 
Ambassador Wallace on December 19, Ambassador Wallace and 
USUN/MR Officers met with Mr. Dervis and a team of UNDP 
officials on December 22 to provide a preliminary response to 

the demarche. Ambassador Miller, USUN/ECOSOC, attended the 
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meeting as well. Mr. Dervis had stated his intention earlier 

to gather information on the UNDP program budget and UNDP 
internal audit policies. Mr. Dervis and his team claimed that 
the program budget approved by the Executive Board for the 
years 2001-2005 was $15 million and that the total number of 
UNDP staff was 2 International Professionals. Total 
expenditures for this allocated amount are $11.65 million, or 
$2.3 million per year. Of this amount, Mr. Dervis claimed 

that approximately $10 million went towards project 
implementation while the remaining sums funded the UNDP 
office. Mr. Dervis stated that internal audits are conducted 

on a cyclical basis, with the last audit of the office in 

DPRK occurring in 2004. Ambassador Wallace reiterated the 
U.S. position that access to these internal audits is 

essential to allaying U.S. concerns about the UNDP program in 
the DPRK. Mr. Dervis reiterated the UNDP policy not to 
disclose internal audits and promised to review UNDP policies 
to determine if UNDP could share the audit with a Member 
State. Notably, Mr. Dervis stated his intention to halt hard 
currency transactions in the DPRK beginning in March 2007 and 
to cease payment of salaries through the DPRK government and 
to expand the scope of internal audits to include all 

accounts administered by UNDP in the DPRK. He noted that the 
DPRK would almost certainly object to these actions. USUN 
will have discussions with Mr. Dervis during the first weeks 

of January to follow-up on the previous meetings and obtain 
additional responses to Ambassador Wallace\'s inquiries. 
Comment: The information provided by Dervis was in certain 
respects significantly different from information previously 
supplied by UNDP or others. End Comment. 


3.(S) In a follow-up letter sent to Mr. Dervis after the 

meeting, Ambassador Wallace confirmed his requests for the 
following information: internal and/or external audits of the 
UNDP country office in the DPRK from the years 1998, 2001 and 
2004; a line-by-line budget for the UNDP/DPRK Office of the 
Resident Representative; UNDP written rules, procedures 
and/or policies for waiving UN/UNDP restrictions on the use 
of hard currency transactions for in-country expenditures; 
confirmation that UNDP is taking action to preserve any and 
all documents and materials related in any way to the UNDP 
program in the DPRK from the last seven years. 


4.(S) On January 4, 2007, Mr. Dervis returned Ambassador 
Wallace\'s call and declined to provide UNDP internal audits 
on DPRK, asserting UNDP\'s managerial prerogatives. End 
Summary. 


5.(S) Attending the meeting for UNDP were Kemal Dervis, 
Administrator, Hafiz Pasha, Regional Director for the Asia 
and Pacific Office, Darshak Shah, Finance Officer, Bruce 
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Jenks, Assistant Administrator for UNDP and Director of the 
Bureau for Resources and Strategic Partnerships (BRSP), 
Jessie Rose Mabutas, Director for Audit and Performance 
Review (OAPR) and Douglas Keh, Special Adviser and Senior 
Management Team Facilitator. There was no one present from 
UNDP\'s legal support office or the Treasurer\'s Office. 
Comment: Notably, the Assistant Administrator and Director 
from the Bureau of Management who, as we understand, 
supervises Mr. Shah and the Treasurer, Ms. Julie-Anne Mejia 
as well as the legal support office was not present. Since 
September of last year this position has been occupied by Ms. 
Akiko Yuges, a Japanese national. End Comment. 


6.(S) Mr. Dervis began the meeting by explaining that UNDP as 
Resident Coordinator (RC), has convening authority, but no 
line authority; asserting that UNDP has no signature 

authority over funds of other offices and agencies. Mr. 

Dervis stated that the total approved budget for the years 
2001-2005, core and non-core, was $15 million of which, total 
expenditures were $11.65 million, or $2.3 million per year. 

Of this $11.65 million, Dervis claimed that approximately $10 
million was used for implementation of projects and 
approximately $1.35 went to the UNDP office. Comment: The 
numbers provided during this meeting conflict significantly 

with the numbers previously provided to USUN. USUN had been 
told previously that the budget for the years 2001-2005 was 
$19,009,056 and that the number of UNDP staff consisted of 4 
international staff, 15 national staff and 4 project 


managers. End Comment. Mr. Dervis further explained that of 
the approximately $10 million used for UNDP projects, some 
$6.2 million was implemented under National Execution 
arrangements on behalf of the DPRK. Ambassador Wallace asked 
if these payments were made directly to the DPRK Government. 
The Controller, Darshak Shah, replied that in the DPRK, UNDP 
is engaged in the \"full-service\" program, which means that 
UNDP makes all procurements on behalf of the Government. 
However, when queried by Ambassador Wallace, Mr. Dervis 
conceded that there could be cases where payments are made 
directly to DPRK entities. Even where payments in connection 
with projects are made directly to the DPRK, Mr. Dervis 
contended that such payments are subject to audit. 


7.(S) USUN asked Mr. Dervis if there was any other funds of 
other UN offices or agencies going through, managed or 
facilitated by the UNDP Resident Coordinator. Mr. Dervis 
stated that UNDP did not handle the funds of other UN 
entities, except in regard to UNFPA. However, even in regard 
to UNFPA, the Resident Coordinator reports directly to 
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8.(S) USUN was told that there are essentially two kinds of 
transactions occurring in the DPRK. The first is the 

electronic transfer of euros from a UNDP account outside of 

the DPRK into the DPRK and the second is the disbursement of 
hard currency in the form of cash or check within the DPRK. 
The Controller maintained that it is UNDP\'s prerogative to 
conduct hard currency transactions in euros within the DPRK. 
When asked by Ambassador Wallace how electronic transfers to 
the government and hard currency payments are monitored, the 
Controller contended that any transfer of funds for the 
implementation of projects are monitored by periodic internal 
audits, however the hard currency that is given to the 
government ministry to be distributed among staff for 

salaries is unmonitored. Ambassador Wallace reiterated U.S. 
concerns that hard currency funds should not be transferred 
directly from UN programs to the DPRK government. Mr. Dervis 
responded that this is why UNDP is ending hard currency 
transactions in euros, even though it could result in 

shutting down the UNDP office in the DPRK. In this respect, 

Mr. Dervis stated his intention to halt hard currency 
transactions in the DPRK beginning in March 2007. He added 
that UNDP will cease to pay salaries through the DPRK 
government; something that has already been done in China and 
Vietnam. 


9.(S) During the course of discussion, Mr. Dervis 
acknowledged that UN policy dictates that hard currency 
should not be used for local transactions. However, Mr. 

Dervis stated that these restrictions can be waived by the 
Administrator to allow the use of hard currency. Ambassador 
Wallace asked if there was an administrative process whereby 
this issue was determined. The Controller only stated that 

the Executive Board \"discussed the situation\" in each Country 
Office. Ambassador Wallace reiterated the importance of 
understanding the process for waiving restrictions governing 
hard currency transactions and requested that the written 
rules, procedures and policies governing such a waiver 
generally, as well as the documents reflecting the decision 

to waive in regard to the DPRK, be provided to USUN as soon 
as possible. 


10.(S) In response to Ambassador Wallace\'s inquiries 
regarding the counterfeiting of U.S. dollars, Mr. Shah and 

Mr. Dervis replied that UNDP officers and officials had no 
knowledge nor understanding of any counterfeiting of U.S. 
dollars in the DPRK and denied that UNDP had received any 
counterfeit U.S. dollars. They emphasized that they could not 
vouch for individual UNDP personnel in the DPRK who may in 
their personnel capacity possess dollars or counterfeit 
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dollars. 


11.(S) Regarding counterfeiting, UNDP stated that it shifted 
from dollars to euros in 2001 and closed its U.S. dollar 

account in the DPRK in 2002. However, UNDP informed USUN that 
dollars are still used to pay some UNDP employees 
(international contractors) through the ATLAS system, which 
enables UNDP to transfer dollars from UNDP dollar accounts 
outside of the DPRK to private accounts also outside of DPRK. 
UNDP stressed that these payments in U.S. dollars never occur 
in-country in the DPRK, as there are no dollars available. 

Mr. Dervis acknowledged that UNDP had no controls in place to 
ensure that these dollar payments outside the DPRK were not 
being made to agents of the DPRK. 


12.(S) Regarding audits, USUN was told the Malaysia UNDP 
regional office conducted the last internal audit of the DPRK 
country office in 2004 and that this was a financial and 
management audit. USUN was also informed that UNDP employed 
Ernst and Young to assist in the audit, which gave a rating 

of \"partially satisfactory\". In addition, there have been no 


external audits of the UNDP program or country office in the 
DPRK in 4 years. Mr. Dervis mentioned that he could have the 
scope of the internal audits expanded to include all UN 

program accounts administered by UNDP in the DPRK. However, 
Mr. Dervis maintained that these actions require approval of 

the DPRK government, which is unlikely. Mr. Dervis added that 
UNDP on the other hand, could switch its method of 
implementation entirely to direct implementation rather than 
national execution to avoid any cooperation with the DPRK 
government. Mr. Dervis maintained that if the DPRK government 
failed to accept either of these changes, then the UNDP 
program would cease. The representative from the Asia Office 
stated that the subject of halting hard currency payments for 

all local services has already been broached with the DPRK 
Government and other UN agencies. 


13.(S) Ambassador Wallace asked particularly given the 
\"partially satisfactory\" rating, for a copy of the last 

internal audit of the DPRK. The representative from the Asia 
office stated that the rating was not based on a violation of 
financial rules; it was due entirely to a human resource 
issue i.e. the lack of competitive recruitment of staff 
because all national staff in the DPRK are pre-selected 
and/or directly provided by the DPRK government. Ambassador 
Wallace indicated that such a circumstance was at least 
partially the cause of U.S. concerns with the program. In 
response to the request for access to the internal audits for 
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the DPRK, Mr. Dervis stated that he will ask other UN 
agencies if they object to UNDP sharing the internal audit 

with the understanding that it would be a one-time event. 
Comment: This is a policy decision for UNDP, although they 
would no doubt like support from such other UN agencies to 
resist. End Comment. Ambassador Wallace stated that USUN 
would need the last three audits in order to provide a 
comparison. Ambassador Wallace added that the U.S. is not 
sympathetic to UNDPYs claims that internal audits should not 
be shared, at least in this instance, due to the seriousness 

of the allegations at hand. Mr. Dervis promised to review the 
request for a copy of the audit and to provide a formal 
response to Ambassador Wallace in the first week of January. 


14.(S) Mr. Dervis indicated he has requested an audit at the 
beginning of 2007. Ambassador Wallace asked whether the scope 
of the audit would include all transactions in hard currency. 

Mr. Dervis agreed to make such a request. 


15.(S) Ambassador Wallace requested Mr. Dervis to take action 
to ensure that all documents related in any way to the UNDP 
program in the DPRK during the last seven years be preserved, 
in accordance with UNDPYs document retention policy. 


16.(S) Mr. Dervis agreed to meet with USUN during the first 
week of January to follow-up on the previous meetings and 
obtain additional responses to Ambassador Wallace\'s inquiries. 


17.(S) On January 4, 2007 Ambassador Wallace contacted Mr. 
Dervis by phone. Mr. Dervis stated he had consulted with 

other UN programs and that he had concluded UNDP would not 
share with the U.S. copies of internal audits(s) of the DPRK. 
Mr. Dervis said that such information was solely for the 
managerial prerogatives of UNDP. Mr. Dervis also stated that 
UNDP would attempt to provide other financial information to 
allay U.S. concerns. Ambassador Wallace indicated that the 
refusal to provide such audits appeared unsustainable given 
the seriousness of the matter. Ambassador Wallace stated that 
the UNDP/DPRK program was opaque at best and that: 

1. UNDP had been and was continuing, at least in the 
short term, with providing the DPRK regime with hard currency; 

2. UNDP had provided inconsistent information to USUN 
on the scope and nature of the DPRK program; 

3. There is a lack of transparency of UNDP programmatic 
activities in the DPRK, and; 

4. The U.S. was a member of the UNDP Executive Board 
and it was counter to any fiduciary principle, that a UNDP 
Executive Board member should be denied a review of any audit 
of UNDP. 

Accordingly, Ambassador Wallace requested Mr. Dervis to 
reconsider his refusal to provide the audit(s). Mr. Dervis 
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stated he would consider the request further. He promised to 
provide other financial documents by January 5, 2007. 


18.(S) Comment: USUN is of the view that considering the 
apparent duplicity, inconsistent statements and lack of 
transparency on the part of UNDP regarding the UNDP program 
in the DPRK, that our delegation to the UNDP Executive Board 
meeting January 23-26 be authorized to take whatever steps 

are necessary to bring our concerns about both the UNDP DPRK 
program and UNDP\'s lack of transparency and responsiveness to 
the attention of the Board. End Comment. 


19.(S) Action Request. Following Ambassador Wallace\'s meeting 
with Mr. Dervis on December 22, Ambassador Wallace was 


approached by Ambassador Kodera of the Japanese Mission who 
inquired about the U.S. Government position in regard to a 
Japanese proposal to defer (end in the interim) action on the 
DPRK country program for 2007-2009. Ambassador Kodera 
indicated that Japan sought to defer the program because of 
serious concern regarding administration of the program and 
possible violations of Security Council Resolution 1718. In 

view of the information developed as a result of the 

demarches to and meetings (reftel C) with UNDP over the last 
several months, USUN proposes, as a first step, to join the 
Japanese in seeking co-sponsors for deferral of the DPRK 
country program. Irrespective of our success in that 

endeavor, however, we believe that we should raise both the 
DPRK program and UNDP\'s lack of transparency with the Board 
under appropriate agenda items. 
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E.O. 12958: N/A 
TAGS: OPIC, USTR, KTDB, ECON, ETRD 
SUBJECT: COTE DVIVOIRE 2007 INVESTMENT CLIMATE STATEMENT 


1. Summary: Cote d,lvoire,s economy is projected to 
increase by 2 percent in 2007, slightly higher than 1.8 

percent in 2006. The main contributors of the growth are 
higher export earnings from oil and refined products, cocoa 
revenues and proceeds from the telecommunications sector. 
Despite these growth prospects, the environment for business 
and investment in Cote d,lvoire is still hampered by the 

lack of progress in the peace process. In November 2004, the 
World Bank declared Cl in non-accrual status, and halted its 
few remaining projects in country; until the arrears with the 
Bank are cleared, all World Bank and IMF projects will remain 
frozen, including vital support for the implementation of the 
Disarmament, Demobilization and Reinsertion (DDR) program 
associated with the peace process. The GOCI has also fallen 
behind in paying premiums to the police and military and 
recurring administrative expenses. However, thus far, thanks 
to a steady world price for its main export crop, cocoa, and 
earnings from oil exploration leases, the government has 
managed to pay basic salaries each month and basic operating 
expenses. To support business recovery, the GOCI has 
introduced new fiscal measures including the reduction of 
corporate income tax and tax exemptions for companies that 
left the country as a result of the crisis. The government 

has also made institutional changes in the public bidding 
process. Nonetheless, the steps towards an enabling business 
environment in Cote d,lvoire are interlinked with the peace 
process momentum, which encompasses DDR, the civil 
identification process and the return of the civil 

administration that are key to the holding of elections. 


2. OPENNESS TO FOREIGN INVESTMENT: Despite the ongoing 
political/economic crisis, the Ivoirian government actively 
encourages foreign investment through mergers, acquisitions, 
joint ventures, takeovers, or startups. There are no 

significant limits on foreign investment nor are there 

generally differences in treatment of foreign and national 
investors, either in terms of the level of foreign ownership 

or sector of investment. The government does not screen 
investments and has no overall economic and industrial 
strategy that discriminates against foreign-owned firms. The 
investment code was designed to boost private sector 
investment and increase national production. The code 
includes incentives, such as tax breaks, for larger 
investments and for investments outside of Abidjan and other 
urban industrial areas. There is also a Petroleum Investment 
Code and a Mining Investment Code, which were revised to 
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encourage foreign investment in these sectors by making 
investments in them eligible for exemption from income tax 
and other taxes, and exemption from the value added tax on 
equipment, materials and the first consignment of spare 
parts, except when there are equivalent products either made 
in Cote d\'Ivoire or available in country at similar cost. 


3. As part of the 2006 new tax schedule, the GOCI 
introduced, on August 26, 2006, fiscal measures to reduce 
company tax burden and stimulate economic activity. These 
measures include: The reduction of the corporate income tax 
from 35 to 27 percent, effective December 31, 2006, and the 
awarding of three-year corporate income tax exemption and 
free tax registration for the relocation of companies that 

left the country as a result of the crisis. Cote dVlvoire 

has an investment promotion center called CEPICI, (Centre des 
Promotion des Investissesments en Cote d,lvoire located at 
www.cepci.net), which provides investment information and 
assistance for entrepreneurs interested in starting a 

business or foreign enterprises interested in investing in 

Cote d\'Ivoire. CEPICI provides a \"one-stop-shop\" for 
investors, an outreach program to match opportunities with 
potential investors, and a public-private liaison program. 
CEPICI also maintains a file of projects seeking foreign 
investment. 


4. Foreign companies are free to invest and list on the 

regional stock exchange (BRVM), which is based in Abidjan and 

is dominated by lvoirian and French companies. With the 

inception of the regional exchange, the West African Economic 
and Monetary Union (WAEMU) members established the Regional 
Council for Savings and Investment, a regional securities 
regulatory body. In past privatizations, such as for 

management of the Port of Abidjan and for management of the 
electric and water companies, well-entrenched French 

companies won, which led to allegations of corruption on the 

part of losing investors. Bids are not always made public, 

the government sometimes simply chooses from among companies 
that have proactively contacted it about an investment 

opportunity rather than proceeding through a public bid 

process. 


ABIDJAN 00000014 002 OF 008 


5. The government does not use tax, labor, environment, or 
health and safety laws to impede or distort investment. 
Well-entrenched companies historically have formed 
relationships with GOCI officials, which frequently influence 
the awarding of tenders. There is no sector where American 
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investors have been formally refused the same treatment as 
other foreign investors. There are some limitations on 

foreign investment worth noting. As a means to monitor 
foreign exchange flows, for example, the external finance and 
credit office of the Finance Ministry must approve 
investments from outside the West African Franc (FCFA) zone. 
Despite regulations designed to control land speculation, in 
urban areas, foreigners own significant amounts of land in 
Cote d\'Ivoire. Free-hold tenure outside of urban areas, 
despite land reform, is difficult and most businesses opt for 
long-term leases. 


6. There are sizable U.S. investments in offshore gas and 
oil exploration and production, petroleum product 
distribution, cocoa and coffee processing and shipping, and 
banking. The petroleum sector will continue to grow in 2007. 
There is a need for oil-servicing companies, oil exploration 
equipment and for experienced ex-patriot engineers and rig 
managers. The oil and gas sector has particularly grown, 
supported by the development of new oil fields, a rising 
production and higher oil prices. Oil has become Cote 
d,lvoire,s leading export product ranking cocoa at the 
second place. Another area of commercial success is cellular 
phone service, which has seen the entry of a third mobile 
operator and a fourth is due to start operation soon; each 
company is largely financed by foreign capital. 


7. The cocoa sector still remains significant to the 

economy. It contributes up to 40 percent of export revenues 
and 20 percent of government fiscal revenues. Because of this 
sector\'s critical importance to the Ivoirian economy, the 
government has expressed concern that foreign companies not 
dominate it. Although the government has liberalized the 
market, it limits the amount of cocoa that large foreign 
exporters can purchase and process to approximately 23% of 
the total harvest. The Ivoirian government has also 

established several private and public control agencies to 
regulate the industry. After two years of disruptive strikes, 

in the fall of 2004, the Ivoirian President established a 

\"Blue Ribbon Commission\" to review the coffee and cocoa 
sectors and recommend accelerated reforms. The commission\'s 
report, which was provided in May 2005, has not yet been made 
public. The World Bank and IMF have focused on the cocoa 
sector as a key economic bellweather and will likely insist 

that the Ivoirian government commit to a package of specific 
reforms in this sector if these institutions restart programs 

in Cote d\'Ivoire. 


8. CONVERSION AND TRANSFER POLICIES: Cote dVlvoire is a 
member of the West African Economic and Monetary Union 
(WAEMU), which uses the Franc CFA (FCFA), a convertible 


Column 3 

currency. The French Central Bank continues to hold the 
international reserves of WAMEU member states and maintains a 
fixed rate of 655.956 CFA to the Euro. The WAEMU has unified 
foreign exchange regulations. Under these regulations, there 
are no restrictions for transfers within the community and 
designated commercial banks are able to approve routine 
foreign exchange transactions inside the community. The 
transfer abroad of the proceeds of liquidation of foreign 

direct investments no longer requires prior government 
approval. Despite the ability to freely transfer funds 

within the WAEMU zone, when Ivoirians and expatriate 
residents are traveling from Cote d\'Ivoire to another WAEMU 
country, they must declare the amount of currency being 
carried out of the country. When traveling from Cote d\'Ivoire 
to a destination other than another WAEMU country, Ivoirians 
and expatriate residents are prohibited from carrying an 
amount of currency greater than equivalent of two million CFA 
francs (approximately $4,000). Larger amounts of require the 
approval of the Ministry of Finance, and must be in travelers 
or bank checks. 


9. The Government must grant prior permission for 
investments coming into the WAEMU zone from outside and 
routinely does so. Once an investment is established and 
documented, the Government regularly approves remittances of 
dividends and/or repatriation of capital. The same holds true 
for requests for other sorts of transactions -- e.g., 

imports, licenses, and royalty fees. Multi-national firms in 
Cote d,lvoire have complained that temporary liquidity 
shortfalls sometimes occur in the banking system. These 
problems are particularly of concern during the main cocoa 
harvest when companies are trying to transfer large sums of 
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money in and out as cocoa is purchased and exported. 
Companies continue to complain that the Government is slow in 
approving currency conversions. 


10. EXPROPRIATION AND COMPENSATION: Cote d\'Ilvoire\'s public 
expropriation law includes compensation provisions similar to 
those in the United States. Historically, expropriation has 

not been an issue in Cote d\'Ivoire and the Embassy is not 
aware of any cases of government expropriation of private 
property. Private expropriation as a means to force 
settlement of contractual or investment disputes has 
continued to be a problem, particularly for American 
investors in recent years. Investors should be aware that 
local individuals or local companies using what appear to be 
spurious court decisions have challenged the ownership of 
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some foreign companies in recent years. On occasion the 
Government has blocked the bank accounts of U.S. and other 
foreign companies because of ownership and tax disputes. 
Corruption in the judicial system and security services has 
resulted in poor enforcement of private property rights, 
particularly when the expropriated entity is foreign held and 
the expropriator is Ivoirian or is a long-term French or 
Lebanese resident. 


11. DISPUTE SETTLEMENT: The judicial system is 
dysfunctional and in need of reform. Enforcement of contract 
rights is often time-consuming and expensive as court cases 
move slowly. Judges sometimes fail to base their decisions on 
the legal or contractual merits of the case and tend to rule 
against foreign investors in favor of entrenched interests. 

In addition, cases are often endlessly postponed and appealed 
again and again, moving from court to court, in some cases 
for decades. It is widely believed that magistrates are 
sometimes subject to political or financial influence. Some 
investors stipulate in contracts that disputes must be 

settled in the international commercial arbitration court in 
Paris or the Hague. However, even if stipulated in the 
contract, international or regional arbitration decisions are 
sometimes not honored by local courts. 


12. Given that the average time from filing to resolution of 
a contract dispute is eight years, in 1999, the Government 
established an arbitration tribunal for businesses to settle 
commercial disputes without going to court. The arbitration 
court is supposed to provide alternative modes of conflict 
resolution including arbitration, conciliation, mediation and 
expertise. In July 2004, the business community welcomed 
revision of the Board to include participation of local 
chambers of commerce. The business community was also pleased 
at the Board,s ability to more quickly enforce awards. 
However, use of the Board, in lieu of the court system has 
been limited: in the past six years, the Arbitration Board 

has heard only 55 cases (10 in 2006). In adition to its 

local arbitration board, Cote dVlvire is a member of the 
International Center for he Settlement of Investment 
Disputes. There is alo the Abidjan-based Joint Court of 
Justice and Abitration as an alternative means of solving 
conractual disputes. 

13. There is political consenus on the need to reform the 
judicial system. Hoever, in 2006, the Ivoirian government 
remained peoccupied with the ongoing political crisis and 
any other legislative initiatives, including judical 

reform, remained on the back burner. Reform eforts are 
likely to continue to languish until ater the next 

presidential elections, currently scheduled to take place by 
October 2007. Under the pending reform plans, the GOCI would 
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dismantle the Supreme Court, and divide its authority among 
several independent institution. The current Judicial 

Chamber of the Supreme Court would become the High Appeals 
Court (Cour de Cssation). It would handle civil, penal, 

social, nd labor cases when it deems that a lower court di 

not adequately apply the law. The current Adminstrative 
Chamber of the Supreme Court would become the Council of 
State (Conseil dVEtat), which would hear cases involving the 
State or public authorities or cases against the Government. 
The current Account Chamber of the Supreme Court will become 
a separate and independent Account Court (Cour de Comptes), 
examining the accounts of the State and of local government, 
and hearing financial cases. 


14. Further reform plans call for deciding more cases by 
three-judge panels, instead of by a single judge; publishing 
decisions more quickly; enhancing computerization in the 
court system; training judges in commercial law; and 
increasing the number of appeals courts to reduce the backlog 
of commercial cases. Cote d\'Ivoire has both commercial and 
bankruptcy laws that address liquidation of business 

liabilities. The Uniform Acts for the Organization and 
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Harmonization of Business Law (OHADA) is a collection of 
uniform laws on bankruptcy, debt collections, and the rules 
governing business transactions. The OHADA permits three 
different types of bankruptcy liquidation: an ordered 
suspension of payment to permit a negotiated settlement, an 
ordered suspension of payment to permit restructuring of the 
company, similar to Chapter 11, and the complete liquidation 
of assets, similar to Chapter 7. Creditors\' rights, 

irrespective of nationality, are protected equally by the 

Act. Monetary judgments devolving from a bankruptcy are 
usually paid out in local currency. 


15. PERFORMANCE REQUIREMENTS AND INCENTIVES: Cote dVlvoire 
does not maintain any regulations inconsistent with WTO 
Trade-Related Investment Measures (TRIMS). There are no 
general performance requirements applied to investments, nor 
does the Government or the investment authority generally 
place conditions on location, local content, equity 

ownership, import substitution, export requirements, host 
country employment, technology transfer, or local financing. 
Cellular telephone operating companies must meet technology 
and performance requirements to maintain their licenses. The 
Investment Code, the Petroleum Code, and the Mining Code 
define the incentives available to new investors in Cote 
dWlvoire (see section A.1. above). 
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16. RIGHT TO PRIVATE OWNERSHIP AND ESTABLISHMENT: Foreign 
investors generally have access to all forms of remunerative 
activity on terms equal to the terms enjoyed by Ivoirians. 

The government encourages foreign investment in the 
privatization of state-owned and parastatal firms, though in 
most cases the state reserves an equity stake in the new 
company. Under its previous IMF Poverty Reduction and Growth 
Facility, the government committed to privatizing 30 

parastatal enterprises by the end of 2003. While some 
privatizations occurred, the government has yet to sell the 
majority of its shares in a major local bank, a cotton 

company, and sugar company, and its remaining shares in the 
telecommunications company. Plans to complete these 
privatizations are likely to remain on hold until after the 

2006 elections. In January 2005, the Council of Ministers 
approved measures to liberalize the telecommunications 
sector, which had been postponed since February 2004. The 
legislation remains blocked in the National Assembly, 
however, and it is unlikely to be passed into law before the 
end of 2006. For the time being, the Ivoirian regulatory 
agency continues to function under the authority granted to 

it by the 1995 telecommunications code. The new rules will 
end France Telecom\'s fixed-line monopoly through its 
subsidiary, Cote dWlvoire Telecom. A new regulatory agency 
would also be created to manage the fully competitive market. 


17. Banks and insurance companies are subject to licensing 
requirements, but there are no restrictions aimed at limiting 
foreign ownership or the establishment of subsidiaries of 
foreign companies in this sector. There are no restrictions 

on foreign investment in computer services, or education and 
training services. However, there are restrictions on foreign 
investment in the health sector, law and accounting firms, 
and travel agencies. Investments in these sectors are subject 
to prior approval, require association with an Ivoirian 

partner (s), and appropriate licenses. Foreign companies 
operate successfully in all these service sectors. 


18. PROTECTION OF PROPERTY RIGHTS: The lvoirian Civil Code 
protects the acquisition and disposition of intellectual 

property rights. Legal protection for intellectual property 

may fall short of TRIPS standards due to uneven law 
enforcement and the lack of custom checks in porous borders, 
which do not allow law enforcement action on trade of 
counterfeit products in the textile, pharmaceutical and 

vehicle parts areas. Cote dVlvoire is a party to the Paris 
Convention, its 1958 revision, and the 1977 Bangui Agreement 
covering 16 Francophone African countries in the African 
Intellectual Property Organization (OAPI), which has been 
TRIPS compliant since 2002. Under OAPI, rights registered in 
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one member country are valid for other member states. Patents 
are valid for ten years, with the possibility of two 

five-year extensions. Trademarks are valid for ten years and 
are renewable indefinitely. Copyrights are valid for 50 

years. In 2001, Ivorian experts drafted a new law in an 

effort to bring Cote d,!Ivoire into conformity with TRIPS. 

The new law adds specific protection for computer programs, 
databases, and extension of author,s rights with regard to 
rented films and videos. However, the National Assembly has 
not yet approved this legislation and will not likely take 

action by the end of the year. 
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19. The governmenit\'s Office of Industrial Property is 
charged with ensuring the protection of patents, trademarks, 
industrial designs, and commercial names. The office faces 
many challenges, including insufficient resources political 

will and the distraction of the ongoing political crisis. As 

a result, enforcement of IPR is largely ineffective. Foreign 
companies, especially from East and South Asia, flood the 
Ivoirian market with all types of counterfeit goods. 
Government efforts to combat piracy are modest. The Ivoirian 
Office of AuthorYs Rights (BURIDA), put into effect a new 
sticker system in January 2004 to prevent counterfeiting and 
protect audio, video, literary and artistic property rights 

in music and computer programs. BURIDA\'s operations remain 
hampered by a long-running dispute between the management and 
the board over policy and leadership issues. To resolve the 
crisis at BURIDA, on March 15, 2006 the Minister of Culture 
took a ministerial bylaw to establish a temporary 
administration and a commission to study and propose a global 
reform of this organization. Despite these challenges, it 

does help to promote IPR enforcement with lawyers and 
magistrates. Outside of urban areas, private individuals or 
entities usually cannot obtain freehold tenure because the 
traditional property rights of villages and ethnic groups 
prevent the land from being sold. In urban areas where land 
is not held as a \"tenancy in common\" by a tribal or village 
head but is considered to be owned individually, it can still 

be difficult to obtain a free-hold deed to a property even 

years after a closing. For that reason, most individuals and 
business tend to sign long-term leases. Although the legal 
system recognizes the right to contract for leaseholds in 

both urban and rural areas, there is not a clear 

understanding by traditional tribal land-owners of property 
rights. This complicates the enforcement of property rights 

in rural areas. In addition, because free-hold tenure by 
individuals is not generally permitted in rural areas, 
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would-be borrowers often have difficulty using real estate as 
collateral for loans. Even in urban settings, in general, the 
mortgage market is not well developed. As part of the 
legislative reforms mandated by the Linas-Marcoussis Peace 
agreement, in July 2004 the National Assembly adopted 
amendments to the law on rural-land ownership. This new law 
provides very limited free-hold ownership for rural lands, 
which had been traditionally held as a tenancy in common by 
villages. Rights are only protected, however, if the owner 

can document proof of ownership through an assignment deed or 
purchase contract. 


20. TRANSPARENCY OF REGULATORY SYSTEM: The Government has 
taken some steps toward encouraging a more transparent and 
competitive economic environment. In addition, the IMF, World 
Bank, European Union, and other large donors have pushed the 
Government to take further steps towards reforms by placing 
conditions on future loans and grants. A centralized office 

of public bids in the Finance Ministry was designed to ensure 
compliance with international bidding practices by providing 

a neutral body to make bidding decisions in a transparent and 
objective fashion based on clear criteria. In 2005, the 

Ministry of Finance introduced institutional changes in the 

new public procurement code. They are: The decentralization 
of operational functions to make ministerial departments, 

local governments and other government structures accountable 
for the management of public resources, the creation of 
consultative public procurement commissions in charge of 
examining extraordinary decisions, the reinforcement of 

public procurement coordination through new regulations, 
training, procedural controls and more open and transparent 
communication with the interested public, the establishment 

of an appeals mechanism, and the reinforcement of auditing in 
the public procurement process. 


21. In addition to the office of public bids, there is also 

an Inspector Generals office and regulatory bodies for the 
liberalized electricity and telecommunications sectors. 
Customs and other officials can be obstructive for all 
businesses operating in Cote d,lvoire. Several years ago, 
under pressure from the Bretton Woods institutions, the GOCI 
dissolved the cocoa and coffee marketing board and replaced 
it with a supposedly more market-oriented system regulated by 
several private and public institutions with producer, 

industry, and government representation. The results of the 
sectors liberalization are decidedly mixed. The new agencies 
tasked with the control and regulation of the sector have 
worked neither efficiently nor transparently and have become 
the subject of controversy regarding their fiduciary 
mismanagement. In the Fall of 2004, the President bowed to 
pressure from the international community and the planters, 
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and created a steering committee to review the coffee and 
cocoa sectors and recommend reforms. The Committee submitted 
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its report to the President in 2005, but the results have not 
been made public. The World Bank and IMF will likely include 
reform of the cocoa sector as requirements for any future 
lending. 


22. The Finance Ministry has been known to change tax 
regimes overnight via ministerial decree, rather than working 
through the Council of Ministers and the National Assembly. 
The government sometimes levies large tax bills, which 
companies say have little basis in law or standard accounting 
practices. It then negotiates a lower bill with the company. 


23. EFFICIENT CAPITAL MARKETS AND PORTFOLIO INVESTMENT: 
Cote d,lvoire commercial banking sector is sound, despite 

the closure of 50 bank branches in the Northern, Center and 
Western zones. Due to the financial risk associated with 
long-term loans because of the ongoing political/economic 
crisis, banks have begun to limit funding to the private 

sector, particularly for small and medium size enterprises. 
Banks continue to offer short-term loans. Banks generally 
make lending and investment decisions on business criteria. 
Portfolio investment is emerging. Government and private bond 
issuances are available for purchase by individuals or 
companies. The Regional Council for Savings Investments and 
regulates the WAEMU securities exchanges market. Government 
policies generally encourage the free flow of capital. Aside 

from restrictions previously listed, there are no private 

sector or government efforts to restrict foreign investment, 
participation, or control of local industry. Credit for 

business expansion is difficult to obtain. The government 
relinquished its interest in smaller banks and retains only a 
small minority share in several large banks. At the end of 
2005, total assets of the 17 banks and two credit 

institutions were FCFA 2.0 trillion (about USD 4.0 billion), 

an increase of 1.7 percent from 2005 figures. Ivoirian 
accounting systems are well developed and approach 
international norms. A WAEMU-wide accounting system, under 
which all member countries follow the same accounting rules, 
is firmly in place. The FCFA exchange rate is pegged to the 
Euro at 655.957 FCFA to one Euro. As a consequence, the 
FCFA/USD rate fluctuates freely with the Euro/USD rate. 

There is no evidence of &cross shareholding8 and &stable 
shareholders8 to restrict foreign investment through mergers 
and acquisitions in Cote d,|voire. 
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24. POLITICAL VIOLENCE: Politically motivated 
demonstrations and strikes by workers, unions in the 
education, transport, banking and cocoa sectors have occurred 
and could continue to be potential sources of civil 

disturbance in 2007. None of these protests have been 
directed against American or foreign businesses. The after 
effects of the political violence in November 2004 are still 
being felt. Many of the more than 9,000 foreign nationals who 
fled have not returned, and many of the businesses that were 
destroyed by street mobs have not reopened. The Ivoirian 
government has not made good on its promise to compensate 
victims of the violence. Businesses that remain are 

installing additional security measures to protect their 

property and staff. 


25. CORRUPTION: Cote dVlvoire signed the UN Anti-corruption 
Convention on December 10, 2003 but has not yet ratified it. 
The country is not a signatory to the OECD Convention on 
Combating Bribery. There are domestic laws and regulations to 
combat corruption but they are neither generally nor 

effectively enforced. Penalties can range from incarceration 

to payment of civil fines. State employees can be convicted 

of either passive or active corruption or bribery in the 
performance of their duties. The law also punishes state 
employees who receive directly or indirectly benefit from 
private or parastatal companies related to contracts, markets 
or financial payment under their purview. Managers of 
companies who are complicit in the corrupting act are treated 
as accomplices. Racketeering by security and defense forces 
is often denounced in the media and constantly receives wide 
attention from the authorities and the population. In 2005, 
security forces and police officials launched media 
advertisements to stop corruption. The ads entitled \"that,s 
enough\" focused on citizens as the corrupters. There was a 
loud outcry from civil society and the ads were quickly 

pulled off the air. Sporadic unrest in the country has led to 

an increase in the number of police, military and gendarme 
checkpoints on the roads, and consequently an increase in the 
solicitation of bribes at these checkpoints. Transport 
companies have been particularly hard hit. Trucks moving 
cargo from the western agricultural belt to Abidjan and 
between Abidjan and the rebel-controlled Northern region 
range pay a total of $100 to $400 at the various checkpoints 
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they must pass through, depending on the cargo. There are 
several governmental entities in charge of fighting 
corruption: the General Secretariat in charge of good 
governance, which has been changed into the Secretary of 


Column 3 

State to the Prime Minister for Good Governance, since the 
cabinet reshuffle in September 2006 , the Board of State 
General Inspectors, and the Finance Ministry\'s Inspector 
General\'s Office. None have been effective in stamping out 
this growing problem. Neither Transparency International, nor 
any regional or local non-governmental \"watchdog\" 
organization operates in Cote d\'Ivoire. 


26. Many U.S. companies view corruption as an obstacle to 
investment in Cote d\'Ivoire. Corruption has the greatest 
impact on judicial proceedings, contract awards, customs, and 
tax issues. It is common for judges to base their decisions 
on financial influence. Corruption and the ongoing 
political/economic crisis have affected the Ivoirian 
governmentVs ability to attract foreign investment. 
Transparency International s 2006 &corruption perception 
index8 has ranked Cote d, Ivoire 153rd of 163 countries. 
Businesses have reported corruption at every level of the 
civil service. Stamps, copies, and an official act to 

register a birth, death, automobile, carry a supplemental 
\"commission.\" If the commission is refused, the application 
is not processed. The size of the commission varies with the 
cost of the service or investment. Some U.S. investors have 
raised specific concerns about the rule of law and the 
governmentVs ability to provide equal protection under the 
law. A poor record in enforcing the rule of law was one 
reason cited for the country\'s loss of eligibility for 

benefits under the African Growth and Opportunity Act (AGOA) 
at the end of 2004. 


27. BILATERAL INVESTMENT AGREEMENTS: There are no bilateral 
investment or taxation treaties between Cote d\'Ivoire and the 
U.S. 


28. OPIC AND OTHER INVESTMENT INSURANCE PROGRAMS: OPIC 
insures several U.S. investments in Cote d\'Ivoire although 

the overall exposure is relatively small. The African Project 

Development Facility (APDF) and the African Investment 

Program of the International Finance Corporation (IFC) may 

assist investors. Since 1999, OPIC has not issued any new 

investment insurance policies in Cote d\'Ivoire. Since 2003, 

OPIC has withdrawn ¡ts underwriting agreement for Cote 

d,lvoire. Cote d\'Ivoire is a member of the Multilateral 

Investment Guarantee Agency (MIGA). 


29. LABOR: The Constitution and the Labor Code grant all 
citizens, except members of the police and military, the 
right to form or join unions, and workers exercise these 
rights. Registration of a new union takes three months. 
Despite these protections, only a small percentage of the 
work force is actually organized, and most laborers work in 
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the informal sector (i.e. small farms, small roadside stands, 
and urban workshops). Anti-union discrimination is 

prohibited. There have not been reports of anti-union 
discrimination, and as a consequence there have been no known 
prosecutions or convictions under this law. Unions were free 
to join international bodies, and the General Workers Union 
of Cote dVlvoire (UGTCI) was affiliated with the 

International Confederation of Free Trade Unions. The 
Constitution additionally provides for collective bargaining, 
and the Labor Code grants all citizens, except members of the 
police and military services, the right to bargain 

collectively. Collective bargaining agreements were in effect 
in many major business enterprises and sectors of the civil 
service. In most cases in which wages were not established in 
direct negotiations between unions and employers, the 
Ministry of Employment and Civil Service established salaries 
by job categories. The Constitution and statutes provide for 
the right to strike, and the Government generally protects 

this right. However, the Labor Code requires a protracted 
series of negotiations and a six-day notification period 

before a strike may take place, making legal strikes 

difficult to organize. 


30. On February 19, 2004, the Minister of Employment and 
Labor and the Minister of Economy and Finance signed a decree 
aimed at promoting national employment. This decree favors 

the employment of Ivoirians in private enterprises. The 

decree states that any position to be filled must be 

advertised for two months. If after two months no qualified 
Ivoirian is found, the employer is allowed to recruit a 

foreigner, provided that he informs the Administration of his 

plan for recruiting an Ivoirian to fill the position in the 

next two years. The foreign employee must be given a labor 
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contract and must have a visa that costs the equivalent of a 
month\'s salary each year. Representatives of the West African 
Economic and Monetary Union harshly criticized the decree and 
claimed that it violated Article 91 of the West African 

Economic and Monetary Union Treaty, which permits the free 
movement of persons for employment within the union. In 
response to the criticism, the Minister released a statement 

to the press indicating that the decree was a guideline, not 

an obligation, and that it was not meant to discriminate 

against West Africans seeking employment in Cote d\'Ivoire. 


31. FOREIGN-TRADE ZONES/FREE PORTS: There are no free trade 
zones in Cote d,lvoire. In August 2004, the Ivoirian 
government adopted a plan to create free trade zones for 
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information technology and for biotechnology. This project is 
dormant. Another free trade zone project, which was planned 
for the port of San Pedro, also remains dormant. Bonded 
warehouses do exist, and bonded zones within factories are 
allowed. High port costs and maritime freight rates have 
inhibited the development of in-bond manufacturing or 
processing, and there are consequently no general foreign 
trade zones. 


32. FOREIGN DIRECT INVESTMENT STATISTICS: Foreign Direct 
Investment inflow by Sector, 2006 (USD) 


Sectors Investment Percentage 


Food 20,754,610 13.09% 
Mechanic, Iron 0 0.00% 

8 Steel Industry 1,112,183 0.70% 
Health 2,444,917 1.54% 
Tourism & Hotel 356,380 0.22% 
Communication 117,843 0.07% 
Agriculture 16,316 0.01% 
Telecommunication 94,889,023 59.85% 
Textile 18,147 0.01% 

Service 2,257,452 1.42% 
Training 302,405 0.19% 
Plastics 2,389,454 1.51% 
Chemical 1,383,685 0.87% 
Wood 33,013 0.02% 
Transport 8,450,418 5.33% 
Mining 3,718,024 2.34% 

Oil& Gas 19,722,242 12.44% 
Glass 206,061 0.13% 
Cosmetics 380,917 0.24% 
Total 158,553,090 100.00% 


Source: Ivoirian Investment Promotion Authority (CEPICI). 
Average exchange rate CFAF 500 per one USD. 

Foreign Direct Investment inflow by Country of Origin, 2006 
(USD) 

Countries Investment Percentage 

France 4,312,401 3.35% 

Netherlands 21,209,452 16.46% 

Great Britain 186,413 0.14% 

Lebanon* 1,211,232 0.94% 

China 196,391 0.15% 

India 522,521 0.41% 

U.S.A 2,230,814 1.73% 

Panama 4,017,078 3.12% 

British Islands 29,208 0.02% 
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Senegal 242,107 0.19% 

Togo 94,528,018 73.35% 

Central African Republic 73,326 0.06% 
Algeria 110,000 0.09% 

Total 128,868,961 100.00% 


Source: CEPICI. Table does not represent all the flow 
investments by origin. 

Average exchange rate CFAF 500 per one USD. 

*CEPCI does not include investment from resident Lebanese in 
FDI figures 

Hooks 
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Classified By: Charge d\'Affaires Judith B. Cefkin. Reasons 1.4 (b) and 
(a) 


1. (C) SUMMARY: Since returning to office in February 2006, 
RS Prime Minister Milorad Dodik has taken concrete steps to 
fulfill specific campaign promises, including his pledge to 
combat crimes that impair the local investment climate. As 
part of this effort, in April Dodik created the RS Special 
Prosecutor\'s Office, a unit dedicated to fighting organized 
and financial crime. Although a positive step in itself, the 
initiative was executed in a way that challenged the 

authority of State-level institutions over the RS justice 

sector. This, coupled with the RS Parliament\'s control over 
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its budget, brings into question the Special Prosecutor\'s 
ability to operate independent of political influence. END 
SUMMARY. 


2. (U) Following his confirmation in 2006, RS Prime Minister 
Milorad Dodik moved quickly to fulfill his campaign promise 

to reduce economic crime, including organized crime, as one 
element of his plan to improve the investment climate in the 
RS (REFTEL). In April, the RS Parliament passed a new \"Law 
on Curbing Organized and (Other) Severe Forms of Economic 
Crime.\" The law established a new RS Office of the Special 
Prosecutor, consisting of seven prosecutors and a small team 
of investigators exclusively devoted to handling these cases. 


3. (SBU) Two State-level institutions challenged the 

initiative: the State Prosecutor\'s Office, which is charged 

with exclusive jurisdiction over major economic crime cases; 
and the High Judicial and Prosecutorial Council (HJPC), which 
claimed sole authority to create new prosecutorial positions. 
These institutions accused the RS government of infringing 
on their legal powers. In a compromise solution reached in 
July, Dodik withdrew the direct appointments that had been 
made, and in return the HJPC formally authorized the new 
positions, thereby implicitly approving the creation of the 

office itself. The State Prosecutor and the RS Special 
Prosecutor reached an agreement to \"consult\" before the RS 
office took on a cases with inter-entity elements. 


4. (U) In October the HJPC appointed then Banja Luka District 
prosecutor Miodrag Bajic to head the new RS Special 
Prosecutor\'s Office. Shortly thereafter, Dodik warned 

publicly that he would ask the RS Parliament to revoke its 
mandate if the new office failed to show results. Dodik made 
this statement despite State law provisions conferring on the 
HJPC the sole authority to abolish or alter judicial 

structures and prosecutorial positions. Shortly after 

Dodik\'s statement, Bajic opened investigations into alleged 
improprieties connected with privatization process revisions 
for \"Kristal Bank\" and \"Banjalucka Bank\" (REFTEL). In 
November, the Special Prosecutor\'s Office ordered 20 people, 
including three policemen, arrested for running a cigarette 
smuggling operation. Other cases are currently under 
investigation. 


5. (C) COMMENT: The creation of the RS Special Prosecutor\'s 
Office, like Dodik\'s goal of reducing economic crime and 
improving the investment climate in the RS, is a positive 
development. However, the manner in which Dodik went about 
creating the office suggests motives beyond simply promoting 
of the rule of law. Dodik clearly sought to fulfill his 
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campaign promise, mindful that the RS electorate could hold 
him accountable for a lack of progress in fighting organized 
crime in the RS. However, by taking unilateral action in the 
justice sector, Dodik also directly challenged the authority 

of two State-level justice institutions. By agreeing to a 
compromise arrangement, the HJPC and State Prosecutor 
demonstrated they were unwilling, or unable, to repudiate 
that action. DodikYs warning to Special Prosecutor, while 
undoubtably meant to motivate the office to take action, was 
simultaneously a possibe attempt to exert political control 
over it. 

CEFKIN 
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Classified By: Dep Pol/Econ Couns Cari Enav for reasons 1.4 (b) and (d) 


Summary 


1. (U) Jose Luis Arnaut, Chairman of Parliament\'s Foreign 
Affairs Committee, led a multi-party delegation to East Timor 
in late November/early December to evaluate the state of play 
after a tumultuous year. In June 2006, Portugal sent its 
paramilitary police force - the Republican National Guard 
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(GNR) - to Dili in direct response to a Timorese government 
request to help stabilize the situation. In August 2006 the 
GNR became part of the UN Integrated Mission in Timor Leste 
(UMMIT). Arnaut underscored three distinct areas which the 
international community needed to address - 1) Social 
Integration: Over half the population was under the age of 

25, uneducated, and unemployed; 2) Political/Institutional 
Capacity Building: President Xanana Gusmao and former Prime 
Minister Mari Alkatiri had to present a united front and 
reconcile their political differences to build public 

institutions and trust; and 3) Security: Progress on the 
security front was slow and would probably require at least 
three years of international military and police presence. 

The delegation also stopped in Jakarta and Canberra to 
exchange views and coordinate next steps. 


Special Mission to East Timor 


2. (SBU) Per agreement between the Portuguese and Timorese 
Parliaments, Jose Luis Arnaut, Chairman of Parliament\'s 
Foreign Affairs Committee, led a group of parliamentarians to 
Dili in late November/early December to evaluate the 

situation there. A member of the opposition Social 

Democratic Party, Arnaut underscored the inclusive nature of 
the delegation which consisted of members from the ruling 
Socialist party, the Conservative Popular Party, the 

Communist Party and the Left Bloc. The group also visited 
Canberra and Jakarta. Arnaut told Pol/Econ DepCouns that he 
had submitted a confidential report to the Prime Minister, 
President and Parliament recommending next steps and offered 
to share his main concerns. He was reluctant, however, to 
share his concrete proposals until the government had had a 
chance to absorb and react to them. The Prime Minister is 
expected to outline Portugal,s future strategy for 

involvement in the region in January. 


Fighting for Sport 


3. (SBU) Arnaut saw East Timor,s social ills as the most 
challenging issue facing the newly-independent nation. Dili 
was most problematic, with over 20,000 displaced people, 
low-quality health and educational facilities and poor 
security. Half of the population was under the age of 25, 
uneducated and unemployed. There were no social or 
government institutions to provide services to these youths 
who were used to government handouts and unwilling to work. 
Though originally motivated by political rivalry, Arnaut 
asserted, these youths were now \"fighting for sport.\" The 
government needed to build schools, provide jobs, and offer 
hope for a brighter future, Arnaut said, adding that it would 
probably take at least a generation of concerted effort to 
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turn the situation around. 


United Front: 


4. (SBU) Portugal wholeheartedly supported the joint 
demarche\'s (reftel) message, encouraging President Xanana 
Gusmao and Prime Minister Mari Alkatiri to present a united 
front to the Timorese. Arnaut noted that Alkatiri had 

already begun to do so in his December 10 speech outlining 
his vision of East Timor\'s future. (Note: This speech was 
delivered even before our joint demarche in Dili was.) 
Nevertheless, Portugal continued to underscore to Gusmao and 
to Alkatiri the importance of making joint public appearances 
and statements, supporting the creation of public 

institutions and building trust. The fact that Alkatiri had 

been absolved of all charges on December 21 would also help 
pave the way for greater conciliation and cooperation. 


Election Issues Apparently Resolved but Differences Remain 


5. (SBU) MFA Director for Asian Affairs Albergaria told 
Pol/Econ DepCouns on Dec 22 that the contentious election 
issue had apparently been resolved, with Gusmao and Alkatiri 
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agreeing to hold the legislative vote before the presidential 

in advance of the May 2007 rainy season. Neither Arnaut nor 
Albergaria raised concerns regarding the international 
community role\'s in ensuring that the elections were free and 
fair since their immediate concern was resolving the thorny 
issues of election timing and order. Despite overcoming this 
hurdle, major differences remain between the two political 
rivals. Both Gusmao and Alkatiri share the common goal of 
employing the masses through public works though they differ 
on how to fund the effort. According to Arnaut, Gusmao wants 
to spend all the oil revenue now to build the country while 
Alkatiri supports a gradual spending approach over time. 
Religion was also a factor, with the country,s Catholic 

majority supporting the Catholic Gusmao while the Muslim 
Alkitiri enjoyed the support of the Fretilin party. 


Security Situation Fragile 


6. (C) Arnaut and Albergaria both commented that the UN had 
pulled its forces out too early in 2002 before the Timorese 

had had time to build strong national military and police 
institutions. Having returned first under a bilateral 

agreement with East Timor and then transitioning to UNMIT in 
2006, Portugal envisioned a minimum three year stay until 
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Dili would be able to manage on its own. Arnaut noted that 
cooperation and coordination with other foreign forces were 
proceeding smoothly and that Portugal,s 130 paramilitary 
police officers from the Republican National Guard (GNR) had 
just begun to train the East Timor Rapid Intervention Unit, 

an elite force of the Timorese National Police. He did not 
comment on the delegation,s recommendation regarding the 
adequacy of current foreign troop strength nor on Portuguse 
thinking on adjustments to its GNR deployment. 


Coordinating with Canberra and Jakarta 


7. (SBU) Arnaut,s delegation stopped in Canberra and 
Jakarta to underscore Portugal\'s desire to help bring 
stability to the region. Portugal was not interested in 
geopolitics, political rivalries or commercial ventures in 

East Timor, Arnaut declared. It only wanted to reinforce the 
joint message that Timorese politicians needed to work 
together for a bright future, to educate the people and put 
them to work. In Canberra, the delegation met with the 
Foreign Minister, the Speaker of Parliament and other Members 
in an effort to establish personal contacts, share opinions 
and exchange information. The delegation also met with 
senior members of the government in Jakarta. Although the 
Indonesians were thankful for the visit, Arnaut implied that 
they wanted to remain outside the conflict. 


Comment 


8. (C) East Timor holds a special place in the Portuguese 
national psyche, with the population strongly in favor of 

helping its former colony become a viable state. As an ally 

in the effort to bring regional stability, Portugal believes 

it can play a distinctively useful role in the political 

arena as a mediator. Portugal has the advantage of having 
reached out to both sides of the political spectrum, Arnaut 
asserted, whereas Australia and others have not cultivated 

ties with the Fretilin Party and Alkatiri. Arnaut expressed 

his view that Portugal,s top two non-military objectives 

were ensuring the adoption of the Portuguese language as part 
of its legacy and building a functional judicial system via 

the Community of Portuguese Speaking Nations (CPLP). As this 
trip was not an initiative sponsored by the Prime Minister, 

it is unclear how the delegation\'s findings and 
recommendations will be reflected in government policy, 
despite the multi-party nature of the group. 

O\'Neal 
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Summary and Overview: 


1. Proving the skeptics wrong, Portugal\'s Socialist 
government managed to reduce the budget deficit to 4.6% in 
2006 from an all time high of 6.0% in 2005 and increase GDP 
growth to 1.4% from 0.3%. Even the ever cautious Bank 
Governor noted that Portugal\'s economic recovery, though 
modest, was convincing. Parliament recently passed Portugal\'s 
2007 budget with its focus on science and technology (S&T), 
education and personnel resources, equitable social security 
distributions, and the EU Presidency. Whereas the 2006 budget 
strategy increased revenue via taxes, the 2007 budget aims to 
reduce the deficit to 3.7% via reduction of public 

expenditures and structural reforms. Socialists and 

opposition alike agree that the government must implement the 
more challenging reforms during the first half of 2007 as the 
entire administration\'s focus will have turned to Portugal,s 

EU Presidency in the latter half. 


Proving the Skeptics Wrong: 


2. Prime Minister Socrates was able to prove the skeptics 
wrong by reducing the budget deficit to 4.6% in 2006 from an 
all time high of 6.0% in 2005 and increase GDP growth to 1.4% 
from 0.3% during the same timeframe. Even the ever cautious 
Bank of Portugal Governor Vitor Constancio noted that 
Portugal\'s economic recovery, though modest, was convincing, 
adding that budget constraints had actually held GDP growth 
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back by 0.6%. Naturally, Portugal\'s recovery was linked to 

the EU\'s recovery. However, Constancio asserted that 90% of 
Portugal,s growth was due to a 9% increase in exports - 
fueled surprisingly by an increase in oil exports. In 2006, 
Portugal had an excess of gasoline due to the increasing 
domestic purchase of diesel cars.) Although Portugal hopes to 
increase the use of its underutilized refinery, Constancio 
believes future growth should be supported by increased 
domestic demand rather than exports. 


2007 Key Economic Indicators 

2006 2007 2008 2009 
Budget Deficit -4.6 -3.7 -2.7 -1.5 
GDP Growth 1.4 1.8 
Inflation 25 2.1 
Unemployment 76 75 
Export Growth 8.6 7.2 
Import Growth 28 3.7 


Source: Government of Portugal 2007 Budget Proposal 
Defending the 2007 Budget: 


3. In defense of the government\'s 2007 budget, PM Jose 
Socrates proclaimed that his administration had accomplished 
everything it set out to do in 2006 despite the nay-sayers. 

He commented that Not only are we eliminating the deficit, 
but we are also implementing structural reforms that will 
guarantee that the country will never suffer another budget 
crisis.... We have gone from a country with a total absence 
of reform to being one of the most reform minded countries in 
Europe." On November 30, 2006, Parliament,s Socialist 
majority passed the 2007 budget, approving only nine of the 
800 proposed alterations. As expected, the opposition voted 
against the budget although some Social Democrats have 
admitted that the Socialists are taking economic measures 
which they should have taken while in power. 


2007 Budget Overview 
(in billions of euros/Percentage of GDP) 


2005 2006 2007 
Total 70.417 (47.8%) 70.669 (46.3%) 72,538 (45.4%) 
Expend- 
iture 
Total 61.523 (45%) 63.541 (41.7%) 66.628 (41.7%) 
Receipts 
Balance -6 -4.6 -3.7 


Publ Debt 94,394 (64%) 102,948 (67.4%) 108,598 (68%) 
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Source: 2007 Government of Portugal Budget Proposal 


Reallocating Resources: 


4. Ranked by foreign investors as one of the least 

competitive countries in Europe, Portugal is hoping to 

increase productivity by strengthening S&T (the budget 
allocates a 64% increase in R&D funds), enhancing primary and 
secondary education, and bolstering worker qualifications. 
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The Minister of Primary and Secondary Education faces the 
particularly difficult task of bettering education with an 
ever-declining budget. Though consistently ranked as one of 
the most unpopular ministers in public surveys, everyone with 
whom DepCouns spoke had high praise for the Minister,s 
reforms, including her willingness to close schools with less 
than ten students and require teachers to double their hours 
from 15 to 30 hours a week. 


Preparing for the EU Presidency: 


5. Portugal places great importance on its upcoming role as 
EU President during the latter half of 2007. During this 

time, Portugal will focus on the challenges of enlargement, 
job growth and competitiveness, liberty, security, justice 

and immigration, and enhancing the EU\'s ability to respond to 
external challenges (e.g. UN peacekeeping, Africa, Russia, 
China and India). Despite this ambitious agenda, budget 
constraints have forced the government to allocate only 45 
million euros to the Ministry of Foreign Affairs (MFA) for EU 
Presidency-related activities. Although total government 
expenditure for the EU Presidency will be slightly greater 

than 51 million euros after incorporating all ministeral 
contributions, the MFA is relying heavily on corporate 
sponsorships to make up any shortfall. As a reference, the 
Finnish Presidency allocated 70 million euros for its recent 
Presidency and the Germans have allocated 140 million euros 
for the current term. 


Ministry Budget Allocation for EU Presidency 
(in thousands of euros) 


Foreign Affairs 45,000 
General State Charges 730 
Interior 50 
Finance & Public Adm. 100 
Defense 2,000 
Justice 1,820 
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Environment 57 
Agriculture 1,206 
Public Works 6 
Education 250 
Culture 323 
Total: 51,542 


Source: Government of Portugal 2007 Budget Proposal 
Reducing the Budget through Structural Reforms ... 


6. The government has promised not to raise taxes as it did 
in 2006 but instead aims to reduce the deficit to 3.7% in 
2007 via structural reforms and reduction of public 
expenditures. All agree that the government must tackle the 
most difficult challenges during the first half of 2007 

before the leadership is consumed by the EU Presidency. If 
not implemented by then, the government will not have the 
results necessary for a final push on its economic reform 
agenda and will not be able to trumpet them in the run-up to 
the 2009 national elections. 


... in Public Administration: 


7. One of the more pressing problems is a bloated civil 
service. The government plans to eliminate 75,000 civil 
service positions by 2009 through attrition, retirement and 
mobility - a savings equivalent to 2% of GDP. In 2006, it 
eliminated 5,900 positions. In 2007, the government plans to 
introduce a new civil service system, revise compensation, 
introduce merit-based promotion, and eliminate a minimum of 
12,000 positions - a savings of 13.42 billion euros in 
personnel expenditures. 


... in Social Justice, Social Security and Banking 


8. The government is also determined to reduce non-socially 
justifiable subsidies to wealthy and more equitably 

distribute welfare and social security benefits to the 

elderly and the poor. In 2006, it increased worker and 
employer contributions to the social security system. For 
2007, the government announced that it was closing banking 
loopholes and raising the sector\'s - one of the country,s 
most profitable - required contribution to the social 

security system by 180-230 million euros. Such actions have 
resulted in the nation\'s bankers and trade unionists calling 
Finance Minister Teixeira dos Santos arrogant. Despite these 
accusations, Finance Minister Teixeira dos Santos decided to 
proceed with the proposed reforms after having determined the 
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time for talk was over, according to Ministry sources. 
Ministry Expenditures: 


9. The government has also cut total Ministry expenditures 

by 5% - about 2.390 billion euros or 1.56% of GDP. The public 
will be most directly affected by budget changes in the areas 
of education, health and Social Security. 


Expenditure on Ministries 
(in billions of euros) 


Expend- % Change in % of % of 
itures Consolidated Central GDP 
Budget from Admin 
2006 Expenses 


Gen State 3.511 4.1 6.4 2.2 
Interior 1.682 4.6 3.1 1.1 
MFA (a) 373 6.3 0.7 0.2 
Finance and 17.212 3.2 31.5 0.3 
Public Adm (b) 

Defense (c) 2.046 2.5 3.7 1.3 
Justice (d) 1.290 10.9 2.4 0.8 
Environment .560 -8.4 1.0 0.4 
Economy (e) 705 -46.2 1.3 0.4 
Agriculture and 2.058 5.7 3.8 1.3 
Fishing 

Public Works, .954 -10.5 1.7 0.6 
Transportation and 

Communications 

Work and 7.184 5.9 13.2 4.5 
Social Solidarity 

Health 8.577 -0.4 15.7 5.4 
Education 5.842 -4.2 10.7 3.7 
Science & Tech 2.353 7.9 4.3 1.5 
and Higher Ed 

Culture 236 -7.0 0.4 1.0 


Source: Government of Portugal 2007 Budget 


a - The Ministry of Foreign Affairs would actually suffer a 

5% decrease if not for the additional EU Presidency funds. 

b - Much of this expenditure is due to previously accrued 
debt. 

c - Much of this expenditure is due to prior equipment 
purchases. 

d - Increase in expenditure due to new accounting measures. 
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e - Huge decrease in expenditure due to elimination of fees 
and services related to de-bureaucratization program. 


10. Problems Remain: 


Despite having rounded the corner, Portugal still faces a 
number of hurdles. Eurostat figures reflect a drop of 
Portugal\'s per capita GDP from 80% of the EU-25 average in 
2001 to 71% in 2006, causing the country to drop three 
notches to 18th place in purchasing power parity, behind 
Greece, the Czech Republic and Slovenia. Such statistics 
raise doubts as to whether Portugal\'s GDP growth will ever 
converge with the EU\'s average. High taxes remain 
problematic. While the government has stated that it will not 
reduce taxes until 2009 to allow for reforms to take effect, 
some Social Democratic opponents have accused the government 
of delaying the decrease as an election ploy and want to see 
a tax reduction now to stimulate the economy. 


11. Comment: Press reports indicate that despite a rocky 
start in July 2005, Finance Minister Fernando Teixeira dos 
Santos has won the respect of European Commissioner for the 
Economy and Monetary Affairs Joaquin Almunia for his hard 
work and determination to reduce Portugal\'s budget deficit 
below 3% by 2008. While acknowledging the country\'s strong 
progress on reforms, Almunia has warned that Portugal will be 
subject in 2007 to zero tolerance - i.e. no further reform 
delays. Teixeira dos Santos also enjoys the continued support 
of the Portuguese public - a reflection of the public\'s broad 
support for Socrates,s economic agenda. The Portuguese 
understand that there is no quick fix for their current 

dilemma. In fact, Portugal has been held up by the EU as an 
example of what not to do when joining the Eurozone. 
However, most Portuguese appear determined to stick by the 
reforms until they bear fruit rather than ceding further 

ground to new EU member states. 

O\'Neal 
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SIPDIS 
SIPDIS 


STATE FOR NEA/FO - GRAY; NEA/MAG - HOPKINS, HARRIS 
NSC FOR ABRAMS 


E.O. 12958: DECL: 01/04/2027 

TAGS: PTER, ASEC, PGOV, PREL, CASC, TS 

SUBJECT: FOREIGN MINISTER TELLS AMBASSADOR SALAFISTS WERE 
TARGETING US, UK INTERESTS 


REF: A. TUNIS 31 
B. TUNIS 30 
C. TUNIS 16 
D. 06 TUNIS 2980 
E. 06 TUNIS 2973 


Classified By: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (b) AND (d) 


1. (S) SUMMARY: On January 5, Foreign Minister Abdelwaheb 
Abdallah briefed Ambassador on the recent security situation 
in Tunisia (reftels). Abdallah said the group of very well 

trained \"Salafists\" involved in recent incidents with GOT 
security officials were targeting US and UK (and possibly 
French) interests, including specifically embassies and 
diplomatic residences in Tunisia. The GOT itself was also a 
target according to the Foreign Minister. Abdallah said the 
GOT has \"the situation under control" and had been following 
the group since April 2006. Post has convened an EAC and 
Ambassador has briefed the UK and French Ambassadors. END 
SUMMARY. 


2. (S) On January 5, Tunisian Foreign Minister Abdelwaheb 
Abdallah requested a one-on-one meeting with Ambassador to 
brief him on the security situation in Tunisia. Abdallah 

began by stressing that the GOT has the security situation 
\"under control. He then explained that the primary 

objective of the group involved in two recent shoot-outs 
(reftels), whose twenty-five members were killed or 
apprehended on January 3, was to bring jihad to US and 
British interests in the Middle East. Specifically, Abdallah 

said, based on documents found in their possession, the group 
appeared to be targeting the US and UK embassies in Tunis as 
well as US and UK diplomatic residences. He added that the 
French may have been targets as well. Abdallah said seized 
documents included Google website images of US and British 
facilities in Tunisia, adding that a secondary target was the 
GOT and its institutions. Ambassador asked if the tourist 
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industry was also a specific target, but Abdallah simply 
repeated that the US and UK interests were the primary 
target. 


3. (S) Abdallah stressed that the situation was \"under 
control,\" but there is still some uncertainty. \"Frankly, | 

don\'t think there is a threat now,\" said Abdallah. He told 
Ambassador that the GOT had taken additional steps to 
reinforce security at the Embassy and US diplomatic 
residences. When Ambassador explained that post would have 
to issue a warden notice to the American community, Abdallah 
said he did not think that was necessary at this time. There 

is still a lot of information we don\'t have, said Abdallah, 

and he promised the Ambassador that the Minister of Interior 
would provide more information directly to the Embassy in the 
coming days, specifically by January 8 or 9. 


4. (S) Abdallah stressed repeatedly that the individuals 
involved were well-trained extremists. He said the GOT had 
been \"very vigilant\" and had followed the group\'s activities 
since April 2006. Abdallah said that the twenty-five 
individuals, who were mostly Tunisians, were Salafists who 
had trained in Afghanistan. The group had entered Tunisia 
from the Algerian border and was \"very dangerous.\" Abdallah 
characterized the individuals as extremists who believed 
their actions would lead them to paradise. Abdallah said 
twelve were killed in the January 3 incident. Ambassador 
asked what information the GOT had on the group\'s related 
support network in Tunisia. Abdallah responded that the 
investigation was ongoing, but hinted that the group would 
have had some sort of support. 


5. (S) Abdallah told Ambassador that when he learned of 
Ambassador\'s meeting with Secretary of State Chtioui, he 
asked President Ben Ali if he could brief Ambassador on the 
situation. (NOTE: The Ambassador had requested a meeting 
with Foreign Ministry Secretary of State for the Americas and 
Asia Saida Chtioui to obtain further information on recent 
events. Once Ambassador arrived at the MFA, he was informed 
Minister Abdallah wanted a one-on-one meeting instead. END 
NOTE.) Abdallah said that he was informing Ambassador at the 
request of Ben Ali and had not yet informed other ambassadors. 


6. (S) Ambassador expressed his appreciation for the 
information and stressed the importance of continued 
cooperation. Ambassador asked Abdallah to continue to share 


all information available. 


7. (S) Post convened an EAC at 14:30 local time (8:30 EST) 
and will report the outcome septel. Ambassador has shared 
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this information with British Ambassador Alan Goulty at 15:30 
local time (9:30 EST) and with French Ambassador Serge 
Degallaix at 1700 local (11:00 EST). 

GODEC 
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E.O. 12958: DECL: 01/04/2017 

TAGS: PTER, ASEC, CASC, PGOV, TS 

SUBJECT: AMBASSADOR BRIEFS UK/FRENCH AMBASSADORS ON THREAT 
INFORMATION FROM FM 


REF: A. TUNIS 31 
B. TUNIS 30 
C. TUNIS 16 
D. 06 TUNIS 2980 
E. 06 TUNIS 2973 


Classified By: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (b) AND (d) 


1. (S) On January 5, Ambassador briefed British Ambassador 
Alan Goulty on the information Foreign Minister Abdallah had 
shared regarding the threat to US and UK interests in Tunisia 
(septel). Goulty said that his mission had been seeking 
further details on the recent security incidents from GOT 
counterparts, but to date had been \"fobbed off.\" Goulty was 
disturbed that the GOT had followed the group since early 
2006 and had not shared the information with intelligence 
counterparts. When Ambassador said that he planned to follow 
up at his January 9 meeting with the Minister of Interior, 
Goulty lamented that he had been waiting since October 2005 
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for a meeting with the Minister. Goulty added that he was 
concerned about the validity of the information, which he 
alluded may have been obtained by torturing captured members 
of the group. 


2. (S) Later on January 5, Ambassador briefed French 
Ambassador Serge Degallaix on the same topic. Degallaix said 


that he had spoken to Minister of State and Special Advisor 

to the President Abdelaziz Ben Dhia on January 4 and MFA 
officials on January 5 regarding the security incidents. 
However, Degallaix seemed surprised at the more detailed 
threat information the Ambassador had received from the 
Foreign Minister. Degallaix told Ambassador that he was 
awaiting further details, which GOT officials had promised to 
share in the near future. He stressed his concern for 

greater GOT cooperation and information sharing on this issue 
and security matters in general. 


3. (S) UK Ambassador Goulty said that on the morning of 
January 5, the embassy had shared its draft consular warning 
with MFA counterparts, who reassured them that there \"was no 
threat.\" Goulty said the language, which was largely 

factual, noting the recent GOT exchanges with armed elements, 
had been forwarded to London for release to British citizens. 
GODEC 
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Classified By: POLITICAL MINISTER-COUNSELOR CHARLES V. BARCLAY, 
REASONS: 1.5(B) 


1. (C) Summary: During a January 4 visit to the embassy to 
renew his visa, former President Ernesto Zedillo cheerfully 
shared his views on Mexico\'s post-electoral crisis, Felipe 
Calderon\'s debut as President, and the future of his own 
Institutional Revolutionary Party (PRI). He seemed unworried 
about Mexico\'s stability in the wake of the prolonged 
post-electoral crisis, bullish about Calderon\'s presidency, 
and cautiously optimistic that the PRI would ultimately 
remake itself and survive its current travails. Judging from 
his cheerful, relaxed demeanor, he appeared to be greatly 
enjoying life outside the presidential spotlight. End 
summary. 


AMLO Caused Himself Great Political Damage 


2. (C) A cheerful, reflective Ernesto Zedillo told MCPA and 
Deputy MCPA that he had been far less concerned about 
Mexico\'s post-electoral crisis than most Mexico-watchers. He 
said he never had doubted the integrity of the vote totals 
reported by the Federal Electoral Institute (IFE) and 

confirmed by the Federal Electoral Tribunal (TRIFE), and 
throughout had had confidence that once the TRIFE rendered 
its final judgment, the post-electoral protests would wane. 

He said that while he was not surprised that losing PRD 
candidate Andres Manuel Lopez Obrador (AMLO) had protested 
the unfavorable results, he was surprised by the radicalness 
(and duration) of his tactics. He believes that ultimately, 

the protests had done AMLO and his party untold political 
damage: while AMLO may have succeeded in firing the ardor of 
the 15-20 percent of voters who supported him unreservedly, 

he had lost many of the center and center-left voters that 

nearly had given him victory. He lamented the blind support 
accorded AMLO by most members of the PRD, noting that while 
the party had some capable, responsible members, it 
undoubtedly had suffered considerable damage by its radical 
turn. When asked about AMLO\'s political future, Zedillo said 
he doubted AMLO had a future in institutional politics, but 

that he would certainly do his best to be a thorn in 

Calderon\'s side throughout his sexenio, mobilizing popular 
opposition whenever Calderon sought to implement much-needed 
reforms. 


Bullish on Calderon 


3. (C) Zedillo was optimistic about the prospects for 
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Calderon\'s presidency. He characterized Calderon as highly 
intelligent, serious and politically experienced. He 

recalled that during his own administration, he had worked 
closely with Calderon, then a PAN leader. He jokingly noted 
that while Calderon occasionally had been \"a pain in the 
neck,\" that was the purpose of an opposition leader and that 
Calderon had proven himself politically savvy. 


The PRI Is Not Finished...Yet 


4. (C) Zedillo believed that his own Institutional 
Revolutionary Party was not inevitably destined to fade away, 
that as Mexico\'s only centrist party, it filled a necessary 

void in the Mexican political spectrum. He said the party 
needed a complete makeover -- much along the lines of the 
British Labor Party prior to Tony Blair's leadership -- 
although he seemed unable to name a Blair-like leader in the 
PRI capable of transforming the party. He concurred that the 
party had not yet learned the lesson of its electoral 

defeats. He argued that to transform itself, the party had 

to rid itself of party \"dinosaurs,\" a difficult task since 

many of the dinosaurs were still in their political prime. 


Life After Los Pinos 


5. (C) Zedillo expressed his satisfaction with his life 

after Los Pinos, noting that in addition to his academic 

duties at Yale, he sat on several corporate boards, worked 
with a number of non-profit organizations, and was helping to 
author a high-level UN-sponsored study on global poverty. He 
recalled that during his presidency he had promised to 
completely leave the world of politics at the end of his 

term, and he was proud of having kept that promise, something 
which he believed all former presidents should do. Indeed, 

he confessed that he maintained little contact with the world 

of Mexican politics -- following it only superficially by 

internet -- and did not even know many current PRI governors. 
He and his wife live in Hamden, CT. 


Visit Mexico City\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/mexicocity 
GARZA 
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STATE FOR EB/ESC/TFS, NEA/IR, PM/ISD, EUR/UBI, EUR/PGI, 
TREASURY FOR EPSTEIN 


E.O. 12958: DECL: 01/05/2017 
TAGS: EFIN, KTFN, PREL, PTER, ETTC, IR, UK 
SUBJECT: UK CONSIDERING BANK SADERAT OPTIONS 


LONDON 00000052 001.3 OF 002 


Classified By: Economic Minister-Counselor Mark A. Tokola for reasons 1 
.4 (b) and (d) 


1. (S/NF) Summary: An HMG intra-agency group met with U.S. 
Treasury officials to review new \"evidence\" of illicit 

activities by Bank Saderat Iran and its London-based 
subsidiary, Bank Saderat PLC. HMG officials requested 
further information indicating the London subsidiary is 
controlled by the Iranian headquarters and not managed as a 
normal commercial bank. The UK once again indicated that 
they are serious about this issue and remain interested in 
any further information we can provide to help them link the 
London subsidiary with any UK designated terrorist entities. 
End Summary. 


2. (S/NF) On December 21, U.S. Treasury officials met with 
an intra-agency group from the UK to discuss illicit 

activities of Bank Saderat Iran and its London-based 
subsidiary, Bank Saderat PLC. The Treasury officials detailed 
the USG\'s evidentiary basis for revoking Bank Saderat\'s 
U-turn exemption and the reasoning for implementing this 
financial measure as opposed to other options, such as E.O. 
13224 terrorist designation. The Treasury officials detailed 
information demonstrating that the bank as a whole, including 
its London subsidiary, acts as a single entity controlled by 

the Government of Iran (GOI), and that the London subsidiary 
allows the GOI to mobilize its European-based dollar 
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holdings. The Treasury officials outlined the use of Bank 
SaderatYs London subsidiary as a conduit for funds from the 
Central Bank of Iran to the account of a Hizballah-controlled 
organization at Bank Saderat -Beirut. 


3. (S/NF) Hizballah is not a designated terrorist entity by 

the UN, EU, or UK, although its military wing, the Islamic 
Jihad Organization (IJO) or External Security Organization 
(ESO) is designated by the UK. Additional information 
provided to the UK suggests that Hamas, Palestinian Islamic 
Jihad (PlJ) and the Popular Front for the Liberation of 
Palestinian also hold accounts with Bank Saderat in Lebanon, 
as well as a commercial entity controlled by Hizballah\'s IJO. 


4. (U) In September 2006, based on the BSI\'s ties to 
terrorist financing, U.S. Treasury took action to cut Bank 
Saderat off from the U.S. financial system by revoking its 
ability to participate in U-turn transactions. A U-turn is a 
USD transaction involving an Iranian entity that is cleared 
through a U.S. bank by a third-country bank. Generally 
speaking, the transaction must originate and terminate with 
the third-country bank to qualify as a U-turn. 


5. (S/NF) U.S. Treasury officials had previously met with 
HMG officials to discuss UK action against BSI\'s London 
subsidiary either in the form of a terrorist designation or a 
regulatory action that could suspend the Bank\'s license to 
operate in the UK. In response to HMG questions, U.S. 
Treasury Officials said that they had not yet designated BSI 
as a terrorist entity but were working on formalizing an E.O. 
13224 terrorist designation which could be done in concert 
with UK action. 


6. (S/NF) HMG officials requested further information about 
the links between Bank Saderat\'s London subsidiary and its 
Iranian parent. Specifically, they requested help developing 
the \"single entity\" concept, the idea that the London 
subsidiary is controlled by the Iranian headquarters and not 
managed as a normal commercial bank. HMG officials are 
particularly interested in the main purpose of the 
subsidiary\'s London operations, whether the subsidiary 
operates separately or only in line with Bank Saderat Iran, 
and whether the subsidiary is profitable. 


7. (S/NF) HMG officials are clearly serious about this 

issue and remain interested in any further information we can 
provide to help them link the London subsidiary with any UK 
designated terrorist entities. In the absence of a clear 

link, HMG officials may pursue regulatory action if they can 
show that the UK subsidiary operates as part of a \"single 
entity" with Bank Saderat Iran, and that their combined 
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activity is outside of normal banking activities. HM 

Treasury\'s Patrick Guthrie said HMG will review the 

additional information provided by U.S. Treasury over the 
coming weeks and reconvene as an intra-agency group in early 
January to discuss possible conclusions and next steps. 
According to Guthrie, it was too early to tell if the new 
\"evidence\" would result in HMG action either through 
anti-terrorism legislation or through regulatory measures. 


LONDON 00000052 002.3 OF 002 


8. (SBU) UK officials were led by Head of the Financial 

Crime Team at HM Treasury Paul Rankin, Financial Crime Sector 
Leader for the UK Financial Services Authority Philip 

Robinson, HM Treasury Legal Adviser Stephen Parker, Head of 
Iran Team at FCO Ben Fender, Patrick Guthrie from HM 
Treasury, and Louise Proudlove from the Cabinet Office. 


9. (SBU) Matt Epstein and Kate Bauer from U.S. Treasury 
cleared this cable. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
Johnson 
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1. (S/NF) SUMMARY AND INTRODUCTION: Embassy Tunis is very 
pleased to welcome your visit on January 10-12, 2007. The 
Tunisian security services\ December 23 and January 3 
operations against a reported group of armed Salafists form 
the immediate backdrop to your visit. Although much about 
the group and the security operations to take it down remains 
unclear, you can expect your interlocutors to point to these 
recent events as evidence of the danger posed by Islamic 
extremists, with their wariness of U.S. efforts to promote 
greater political openness likely strengthened. As you know, 
Tunisia\'s progress on the Freedom Agenda priorities of 
freedom of expression and association has been limited over 
the past year. However, Post believes there is room for 
greater political, economic and social cooperation in 2007 -- 
including through MEPI programs -- notwithstanding the recent 
Salafist threat. Success will require the Tunisian 

government to change the way it thinks about these programs 
-- and the goals they seek to advance. Unless the GOT comes 
to see that it is in its own interest to advance more quickly 

on political and economic reforms, they will continue to 

reform, or not, at their own pace. We would urge you to be 
specific about areas in which the United States can assist 
Tunisia in meeting its goals in these fields. END SUMMARY 
AND INTRODUCTION. 


2. (C) The Human Rights Situation: The GOT celebrated Human 
Rights Day in December 2006 with speeches extolling Tunisia\'s 
respect for human rights, and with new initiatives focused on 
economic and social development. Meanwhile, harassment of 
human rights activists, defenders, opposition party 

activists, independent journalists, and families of an-Nahdha 
prisoners continues as strong, or stronger, than ever. One 
specific example is the case of Samia Abbou, wife of activist 
Mohamed Abbou, who was prevented from visiting her husband in 
prison on December 7. As you are aware, another prominent 
human rights case we dealt with this year involved the legal 
constraints placed upon the Tunisian Human Rights League 
(LTDH). In addition to the blocking of two meetings planned 
between EmbOffs and representatives of the Bizerte chapter of 
the LTDH, the GOT also transmitted a diplomatic note to all 
diplomatic missions advising of 2002 court ruling, which it 

said prevented the organization from engaging in activities 
other than preparing for its national congress. Given the 
amount of high-level discussion that has already taken place 

on this issue, and the unconstructive dynamic that has 

ensued, we do not recommend that you allow your interactions 
to get bogged down in questions of legal interpretations 
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about this case, which is the direction in which our Tunisian 
interlocutors have generally taken such discussions in the 
past. Rather, we would recommend that you reserve this point 
for use toward the end of your meetings, making clear that 

our concern is for the broader principle of freedom of 
association, and is not limited to just one organization. 


3. (C) Hostile Posture Vis-a-Vis Civil Society Interactions 

with Embassies: Additionally, the GOT continues to actively 
discourage civil society representatives from interacting 

with foreign governments and NGOs. Ina series of speeches 
over the past year, Minister of State Ben Dhia, along with 

other GOT leaders, characterized Tunisians who seek to 
cooperate with foreign entities \"traitors.\" This message was 
echoed in editorials simultaneously published in three 
separate Arabic language dailies September 19 that denounced 
\"so-called civil society activists\" who deal with \"superpower 
Embassies\" as traitors. More recently, the MFA has reminded 
diplomatic missions of the limits the GOT places on foreign 
funding for civil society groups. 


4. (C) Visits: Foreign Minister Abdelwaheb Abdallah will be 
traveling to Washington the week of February 12 to meet with 
the Secretary and other high-level USG officials. Your visit 
represents a key opportunity to highlight the Secretary\'s 

focus on Freedom Agenda initiatives, such as Defending the 
Defenders and the Global Internet Freedom Task Force (GIFT), 
which are likely to be raised during the Foreign Minister\'s 
meetings. Embassy has demarched MFA officials about these 
initiatives, but it would be helpful for you to underscore 

their importance as part of our broader vision. 


MEPI 


5. (SBU) MEPI has had few successes in Tunisia. While 
regional programs that include Tunisians, e.g. MEET US, 
Student Leaders, etc. are generally not problematic, 

activities focused on, or based in, Tunisia are frustratingly 

so. A particularly difficult aspect of the GOT approach is 

its apparent unwillingness or inability to distinguish 

between assistance in \"politically sensitive\" areas, such as 
civil society and party activities, and seemingly 

non-sensitive areas, such as the Arab Women\'s Legal Network 
or a small grant to a branch of the Junior Chamber 
International to train women on business practices. The GOT 
has used delays and other bureaucratic tactics, as well as 
occasional intimidation of existing or potential Tunisian 

MEPI partners to undermine our efforts. The two notable 
exceptions have been University Linkages and the Commercial 


Column 3 

Law Development Program (CLDP). In the case of the former, 
the GOT both welcomes the assistance and feels it maintains 
adequate control over it; in the case of the CLDP, it has 

taken years to lay the groundwork to develop a positive 
working relationship with key judicial partners. 


6. (SBU) Even as our MEPI programs are confronted by 
bureaucratic roadblocks, GOT officials repeatedly tell us 

that they want to work with MEPI. Your visit represents an 
opportunity to challenge this inconsistency. First, we would 
recommend that you point out how other governments in the 
region have embraced, or at least accepted, MEPI. Second, 
you could offer some specific examples of programs from which 
Tunisia would benefit. 


7. (C/NF) We offer the following suggested themes/points for 
use with GOT officials during your visit. In terms of tone, 

we recommend maintaining a helpful posture, and that you be 
as specific as possible about areas in which the United 

States can assist Tunisia in meeting its goals and the 

potential benefits to Tunisia in terms of public recognition 

of its efforts. Likewise, it would be helpful if you could 

elicit specific concerns that your GOT interlocutors have 

with MEPI, so that we can have a useful dialogue about how to 
address them to our mutual satisfaction. 


The Current Situation: 


-- Impressed with the progress Tunisia has made to date, 
particularly on social and economic front. Would like to see 
more progress, however, in the area of political openness. 


-- Preview visit to Washington of Foreign Minister Abdallah, 
noting the Secretary\'s commitment to advancing the 
President\'s Freedom Agenda, including through initiatives 
such as Defending the Defenders and GIFT. 


What is in it for the GOT? 


-- Greater political space means that those who have views 
different from those espoused by the ruling party have the 
freedom to express those views in a non-violent, 
non-confrontational way. In the absence of genuine freedom 
of expression, such individuals may feel that radical Islam 
represents the only alternative way to express their 
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opposition. 


-- Moreover, Tunisia would enjoy far more credibility 
domestically and internationally were it to allow greater 
political openness. 


-- A stable, secure, prosperous, and politically open Tunisia 
is the greatest legacy President Ben Ali could hope to impart 
to the Tunisian people. 


-- We are prepared to do our part to help, both on the 
political and economic fronts. 


MEPI: 


-- MEPI has now funded over 400 projects worth more than 
$400m across the Arab World. We have developed a range of 
activities adapted to the needs of countries in the region, 
usually based on requests from groups in the region 
themselves. Over four years, governments across the region 
have seen that MEPI is not threatening or imposing an outside 
agenda, but is in fact responsive to the changing 
circumstances. Most governments have welcomed an increase in 
MEPI programs. This is the case in Algeria, where | just 

came from, and where we have greatly increased our MEPI 
program over the past year. 


-- Unfortunately, Tunisia and Tunisians have not benefited 

from MEPI in the same way. We would hope that the GOT would 
also welcome an increase in MEPI activities here. For 

example, there are a number of economic programs dealing with 
international trade issues, such as dispute resolution and 
transparency, that could help Tunisia become more competitive 
in the global economy. We have technical assistance programs 
to help increase the quality and competitiveness of the 

media. Likewise, we can share with Tunisian NGOs the 
experience of how American civil society has developed to 

play a responsible role in supporting both society and the 
political process. 
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CDC PLEASE PASS FOR PAUL ARGUIN 
STATE FOR WHA/CAR (RBUDDEN), OES/IHA (DWILUSZ) 
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E.O. 12958: DECL: 01/04/2017 
TAGS: SOCI, TBIO, CASC, PGOV, AID, CDC, JM, XL 
SUBJECT: JAMAICA: MALARIA UPDATE 


REF: A. 06 KINGSTON 2341 
B. 06 KINGSTON 2384 


Classified By: DCM James T. Heg for reasons 1.5 (b and d) 


1. (U) Malaria infections (refs A and B) continue to be 

detected with the latest number of confirmed cases standing 

at 192 as of January 3. The Ministry of Health (MOH) 
continues to fog and distribute mosquito netting to at-risk 
communities. In addition, the MOH has been assisted by USAID 
which contributed USD 200,000 to the MOH for the purchase of 
sprayers, foggers, and other equipment. Four Cuban medical 
doctors have arrived in Jamaica to help with the outbreak. 

The MOH reported that the number of confirmed cases has 
fallen to an average of 2 per day (compared to 5-6 per day 
prior to Christmas). American Citizen Services (ACS) has had 
no reports of any sickened American; however, they continue 
to field routine inquiries about travel to Jamaica. 

Currently, 99 Americans have received the anti-malarial 
Chloroquine at Post (this number includes direct hires and 
eligible family members). 


2. (C) Poloff met with Dr. Ernest Pate, Representative, Pan 
American Health Organization on January 4 to discuss the 
ongoing malaria outbreak. Dr. Pate confirmed media reports 
that the number of cases testing positive has been 
decreasing. He stated that when the outbreak first started, 
12 percent of individuals exhibiting symptoms of malaria 
tested positive. As of January 3, that number had fallen to 

4 percent. Additionally, the average number of new cases had 
fallen from 5-6 per day to about 2 per day. Dr. Pate 

reported that all cases of malaria have an epidemiological 
link to the specific geographical areas reported in refs A 

and B. The media has reported several cases outside of 
Kingston; however, medical teams have linked their initial 
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exposure to the impacted areas. Dr. Pate also reported that 
surveillance has been heightened all over the island and all 
suspected cases are tested. So far, no individuals have been 
infected outside the Kingston area although some individuals 
resides outside Kingston. 


3 (C) Dr. Pate believes the Government of Jamaica (GOJ) 
should be commended on their response to this crisis 
(although, he also noted that they did not immediately report 
the first case - ref B). He reported that the MOH has done 
over 6,000 family interviews (interviewing all relatives and 
contacts of confirmed cases) and will soon start 
house-to-house interviewing. He also stated that the GOJ, 
despite initial hesitation, \"ramped up\" their response very 
quickly. Currently, the GOJ is fogging a 2 mile radius 
extending outwards from each source point of infection. The 
only constraint on the MOH is resources; however, Dr. Pate 
noted that the infusion of USD 200,000 from USAID has helped 
the MOH\'s program tremendously. (NOTE: According to Dr. 
Pate, the MOH was the only Ministry in the GOJ to have their 
budget cut last year. Dr. Pate hopes that the GOJ will 
re-think their funding priorities in the future. ENDNOTE). 


4. (C) Dr. Pate told Poloff that he has spoken candidly with 

the MOH. In particular, he reported to the MOH that \"no 

nation that has previously eradicated malaria has ever been 
able to eradicate it a second time once it gets a firm 

foothold.\" Dr. Pate believes that this fact has mobilized 

the MOH into quick, aggressive, and relentless action. Dr. 
Pate stated that if the cases keep falling off for the next 

7-10 days, things \"look good.\" Both a Cuban assessment team 
and the Caribbean Regional Epidemiological Center (CAREC) 
have undertaken independent analyses of the GOu\'s response to 
the outbreak, and both groups agreed that the GOJVs response 
has been good. At this time, Dr. Pate is pushing the MOH to 
release more technical data to public health officials 
internationally. While he supports the MOH\'s decision to 

issue regular press statements and release all data to public 
health officials, Dr. Pate believes that Jamaica could 
dramatically improve their world image by adopting a totally 
transparent approach to this outbreak. This necessarily 
includes the release of all test results, locations of cases, 

and other data. For example, the media recently reported a 
\"mini-outbreak\" of malaria in one of the remand centers 
(prisons); however, the technical data shows that the 

infected inmates were previously in the same region as all 
other cases. 


5. (C) COMMENT: Dr. Pate is generally optimistic about the 
likelihood that this malaria outbreak will be contained 
shortly. He told Poloff that he expects malaria to be 
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fully-contained long before the Cricket World Cup comes to 
Jamaica in March. As reported in ref B, the initial case is 
believed to be a Jamaican who traveled to Haiti to exchange 
\"ganja for guns.\" That patient claimed to have traveled back 
and forth no less than 9 times. Travel of this type is often 
undertaken via a small boat with an outboard motor leaving 
the dock areas of the harbor. One positive consequence of the 
malaria outbreak is that the Ministry of National Security 

has subsequently tightened security in this area in an effort 

to reduce the number of boats making the trip between Jamaica 
and Haiti. 

JOHNSON 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, SOCI, VE 
SUBJECT: PRISON RIOT IN LARA STATE LEAVES 16 DEAD 


REF: CARACAS 25 


1. (U) Atleast sixteen prisoners were killed in a riot in 

the early hours of January 2 at the notoriously violent 
Uribana prison in Lara state. Rival gangs within the prison 
engaged in brutal violence that left three major gang leaders 
among the dead, and over a dozen more inmates injured. In 
some cases, bodies were reportedly mutilated to the point 
where they could not be recoQized. Prison authorities were 
forced to call in the National Guard; the military commander 
for the region, Jose Enrique Maldonado Dupuy, said the 
situation was under control and the next steps would include 
the reorganization of the entire prison and the transfer of 
implicated inmates to other prisons. Maldonado called those 
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responsible extremely violent and merciless.\" 


2. (U) Heeding the words of Maldonado, over 40 prisoners 
deemed to be involved in the rioting were promptly 
transferred to four different prisons. A half dozen of these 
prisoners, transferred to Guanare (Portuguesa state) did not 
even last 24 hours in their new homes before losing their 
lives to presumably retribution-related murders. National 
press also reported five other prison riots broke out around 
the country on January 3, with unconfirmed rumors of 
additional deaths at a prison in Zulia state. 


3. (U) Prison violence is not uncommon in Venezuela and the 
Uribana prison is particularly notorious. Sixty prisoners 

were killed in this facility in 2006. The National Assembly 
declared in 2004 that the national penal system was ina 

state of emergency, a situation that has not improved. In 
2005, over 400 prisoners were killed nationwide, with another 
700 injured. The NGO Venezuelan Observatory of Prisons 
(OVP) reported 378 prisoner deaths in 2006 through November. 
Inmate-on-inmate violence is disturbingly high in Venezuela, 
although rioting of this magnitude is rare. A January 1994 

riot at Sabaneta prison in Maracaibo saw over 100 inmates 
killed. Inmates complaining about subpar prison conditions 
frequently engage in non-violent hunger strikes. 


4. (U) Ironically, the Uribana jail is considered the most 
modern in the country with the most technologically-advanced 
security mechanisms. Humberto Prado, OVP\'s coordinator, 
lamented that even with the millions of dollars invested in 
Uribana, it has evolved into the most violent of the nation\'s 
prisons. Prado called on authorities to establish a coherent 
and effective penal program. Prado also pointed out that the 
Interamerican Commission on Human Rights has urged the 
Venezuelan government to take better control of its prisons 
and work to diminish prison violence. 2007 has not started 
well on that front. 


5. (U) In a major national announcement on January 3, 
President Chavez anointed former CNE director Jorge Rodriguez 
as his next Vice President and current National Deputy Pedro 
Carreno to succeed Jesse Chacon as Minister of Interior and 
Justice (reftel). With regard to the dismissal of Chacon, 
Chavez did not offer specific reasons for his decision, but 
acknowledged that a general feeling of citizen insecurity and 
prison violence plagues the country. He cited the Uribana 
prison riot and mentioned that while there is a solution in 

the works for the \"penal drama,\" he admits it has proceeded 
at a slow pace. 

WHITAKER 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, PINR, PE 

SUBJECT: GARCIA GEARS UP TO TAKE ON POWERFUL, LEFT-WING 
TEACHERS UNION 


Sensitive but Unclassified. Please handle accordingly. 


1. (U) Summary: The GOP is taking on Peru\'s powerful 
left-wing teachers union, SUTEP, in an effort to advance much 
needed education reform. In round one of the confrontation, 
GOP Minister of Education Jose Chang scheduled a competency 
test for teachers on December 20. The test was stolen and 
published on SUTEP\'s website. Chang re-scheduled the test 
for January 8. SUTEP has imposed conditions for the exam, 
among them the idea that the results be kept secret. This 
conflict will test the GOPYs commitment to education reform, 
its willingness to confront vested interests that oppose 

needed reforms and its ability to manage social tension. End 
Summary 


2. (U) The Garcia Administration is heading toward a 
show-down with the Unified Syndicate of Educational Workers 
of Peru (SUTEP) over a state mandated basic skills exam for 
school teachers. SUTEP is a powerful organization of public 
school teachers (claiming 300,000 members) with radical 
leadership rooted in the Maoist wing of the Peruvian 
Communist Party, Patria Roja (Red Fatherland). SUTEP has 
consistently opposed education reform under the claim of 
protecting the livelihoods of its members and regularly 

incites strikes and demonstrations. The organization 
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officially holds anti-capitalist and anti-U.S. positions. 


3. (U) Minister of Education Jose Chang was forced to 
postpone the exam, initially scheduled for December 20, 
because SUTEP had secured a copy and posted it on its 
website. Media allegations about whether SUTEP stole the 
exam itself or was given a copy were flying around fast and 
furious for nearly a week. Chang rescheduled the exam, with 
President GarciaWs support for January 8, 2006. 


4. (U) Since 1978, representatives of the Patria Roja have 
maintained control over SUTEP\'s leadership. In May 2003, the 
GOP declared a national state of emergency in response to a 
SUTEP-led teachers! strike. Despite their effectiveness at 
getting benefits for the teachers, SUTEP strikes are a 
double-edged sword, often causing great public discomfort and 
popular anger. In addition, there is widespread public 
dissatisfaction with the quality of public education in Peru, 
which has led many to question the effectiveness of its 
leadership and the undemocratic nature of its indirect 

election system that consistently produces a Patria 
Roja-dominated leadership. (Note: According to a 2004 
Ministry of Education Evaluation, less than 13 percent of 6th 
grade students mastered communication skills and less than 8 
percent mastered math skills from the national curriculum. 

The study showed no change in achievement from 1998 testing. 
End Note.) The majority of teachers do not share political 
allegiance to Patria Roja. Nevertheless, SUTEP negotiates 
teachers\' salaries and benefits and controls a large 
pension/benefits fund sustained by contributions from 
teachers\' salaries. This gives the radical leadership 
enormous leverage over the organization. 


5. (SBU) Comment: President Garcia and Minister Chang are 
making a serious push for educational reform with this 
mandatory teacher testing and drawing a line in the sand with 
SUTEP. They also appear to be moving carefully, backing 
SUTEP into the position of refusing teacher testing and 
possibly threatening a nationwide strike, both of which would 
likely be unpopular. President Garcia told CODEL Reid that 
the GOP would stand firm. If successful, this could become a 
beachhead for a key institutional reform. SUTEP has several 
cards to play, however. An all out confrontation could test 
the GOP\'s political will in this vital area and signal the 

extent of its commitment to stay the course of reform in the 
face of obstinacy. End Comment. 
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E.O. 12958: N/A 

TAGS: ECON, PGOV, EFIN, VE 

SUBJECT: CHANGE IS IN THE AIR IN ECONOMIC MINISTRIES AS 
CABEZAS IS NAMED FINANCE MINISTER 


REF: CARACAS 3565 


1. (SBU) SUMMARY: Rodrigo Cabezas, Chairman of the National 
Assembly\'s Finance Committee, will be Venezuela\'s next 
Finance Minister, replacing current Finance Minister Nelson 
Merentes. The change is part of a larger re-shuffling of 

positions by Chavez and will likely be followed by more 
announcements in advance of his inauguration on January 10. 
Cabezas, a member of Chavez\'s political party (MVR), has been 
a staunch supporter of the concept of \"Socialism for the XXI 
Century,\" whatever that means. END SUMMARY. 


2. (SBU) On January 4, Rodrigo Cabezas held a press 
conference to announce that he had been called by President 
Chavez the night before and asked to assume the position of 
Minister of Finance. Cabezas has been an active member of 
the AN and very vocal as the President of the Finance 
Committee. He was a leading advocate of transferring 
\"excess\" Central Bank (BCV) reserves to the National 
Development Fund (FONDEN) and for plans to remove 3 zeroes 
from the Venezuelan currency. (Note: Chavez recently 
announced that an additional USD 7 billion will be 

transferred from BCV reserves to FONDEN. End Note.) 
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3. (SBU) Cabezas has also been critical of the BCV\'s 

inability to contain inflation, which was 17 percent in 2006, 
though his proposal to lower the value-added tax was widely 
derided as ineffective and likely to actually contribute to 
inflation. Cabezas has said that he intends to work more 
closely with the BCV than his predecessor, which may be read 
as future plans to eliminate the BCV\'s (already tenuous) 
constitutional autonomy and to further subordinate monetary 
policy to fiscal policy. Cabezas has announced that deputy 
Rafael Isea, currently a member of the Finance Committee and 
a former military officer who participated in the 1992 coup, 

will become a Vice Minister of Finance. Additional changes 

at the ministry and the institutions (such as state-owned 
banks) it controls are likely. 


4. (SBU) During EconCouns\'s last meeting with Cabezas in July 
2006 (reftel), he was straightforward in his defense of BRV 
economic policies, which even he couched as more political 
than economic. He has been receptive to Embassy meeting 
requests in the past and rarely speaks out about 
U.S.-Venezuelan relations. Cabezas did, however, quickly and 
loudly denounce the U.S. Ambassador in 2005 after a visit to 
Zulia during which the Ambassador signed a series of 
agreements with the state government. 


5. (SBU) It has concurrently been reported that Jorge 
Giordani will continue in his role as Minister of Planning 

and Development and Rafael Ramirez will remain in charge of 
the Ministry of Energy and Petroleum and President of PDVSA. 
In addition, El Nacional reported that the Minister of Light 
Industry and Commerce (MILCO) will be replaced, possibly by 
former CADIVI President Mary Robles. Meanwhile, Minister 
Merentes has announced that he will fill a position on the 
BCV\'s board of directors, reportedly replacing Giordani as 
the executive branch\'s representative on the board, and has 
said that he looks forward to returning to teaching math at 

the Venezuelan Central University. If the rumors of his 
side-dealings in bond sales are to be believed, it should be 

a very comfortable retirement. 


6. (SBU) COMMENT: The move of Cabezas and Isea from the AN to 
the Finance Ministry is consistent with Chavez\'s increasing 

use of parliamentarians, such as former speaker Nicolas 
Maduro, to fill cabinet positions. Despite claims that he 

was already planning to retire from the National Assembly, 
Cabezas has clearly been gunning for the job for some time. 

In recent months he has often preempted Merentes by 
announcing growth figures and gotten ahead of the government 
on issues such as inflation. Cabezas faces a difficult 

juggling act as excess liquidity caused by government 

policies and heavy spending push inflation higher, while 
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tools to fight inflation are limited by political 
considerations. END COMMENT. 


7. (SBU) BIO NOTE: Cabezas is 50 years old and has been a 
member of the National Assembly (AN) since 2000. Before 

that, he served as a deputy in the Venezuelan Congress since 
1990. He represents his home state of Zulia and before being 
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named Finance Minister, rumors had it that he was interested 
in the governorship of Zulia, currently held by former 

opposition Presidential candidate Manuel Rosales. Cabezas 
graduated from the University of Zulia and was a professor 
there of Economics. He has been active in obtaining 

financing for his university, including creating the 

Institute of Economic and Social Investigation and a 
postgraduate program in Humanities and Education. Not only a 
public servant, Cabezas also owns a company in Zulia that is 
rumored to have uncanny success in winning PDVSA contracts, 
though no formal accusations of corruption have ever been 
made. END NOTE. 
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1.(C) On January 4, U.S. citizen Ronald Withrow, his Iraqi 

driver and Iraqi bodyguard, departed Basrah for Baghdad in a 
POV. The three, employees of JPI Worldwide, were stopped at an 
Iraqi Police checkpoint in Amarah and taken to a local police 
station \"because their paperwork was not in order.\" The Amarah 
police offered to escort Withrow to Basrah Air Station (BAS) on 

the evening of January 4, but were informed he spent the night 

in Amarah instead. 

2.(SBU) The following morning, the Amarah police escorted the 
trio to Basrah, where they arranged to transfer them to Basrah 
police, who agreed to escort them to BAS. However, when they 
arrived at the Basrah city limits, the Basrah police were not 

there. Instead they were met by a crowd of people. Shortly 
thereafter, approximately seven vehicles carrying 14-armed males 
arrived and abducted Withrow and his Iraqi colleagues. 

3.(S) Basrah Chief of Police Brigadier General Hamadi informed 
MND (SE) and us that this abduction was conducted by members of 
JAM and the recently disbanded serious crimes unit. (See 

reftel.) According to Hamadi, the group was led by Ahmed Abd Ali 
al-Battat the son of the (self-proclaimed) mayor of the Al 

Hartha Kadem al-Battat district of Basrah. Kadem had been 
apprehended by British forces about three weeks ago, and Hamadi 
suggested that Anmed may be seeking an exchange. British 
military informed us that Hamadi has been advocating for Kadem\'s 
release since his arrest. 

4.(C) Basrah Governor Al WaVeli privately condemned the action 
and told us he also suspects Ahmed was behind the kidnapping. He 
told the MND (SE) \"you should have taken (Kadem and Ahmed) out 
when you had the chance.\" 

5.(S) In the meantime, British forces are planning an operation 

in the Hartha district early morning January 6. Based on today\'s 
events, they have increased the number of troops from 800 to 
1250, and they hope that some of the individuals they are 

targeting will provide leads on Withrow. 

6.(S) Comment: Today\'s events underscore our concerns about the 
security leaders in Basrah expressed in reftel. We have every 
reason to believe that WinthrowYs abduction was prearranged by 
JAM factions, based on information leaked by Basrah police. It 

is possible that Hamadi had prior knowledge of the abduction; 
either way, it is clear that he was powerless to prevent it. End 
comment. 
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TAGS: ECON, ECPS, EFIN, ELAB, MX, PGOV, PREL 

SUBJECT: MEXICO ECONOMIC NOTES, DECEMBER 28, 2006 - JANUARY 
5, 2007 


REF: A. MEXICO 7110 
B. MEXICO 6973 


Sensitive but unclassified. 


Summary 


1. (SBU) The Embassy held its second meeting with new Under 
Secretary for Communications Rafael del Villar who again 


SIPDIS 

asked to exchange views with USG officials on key telecom 
issues (Refs A and B) National Action Party (PAN) Secretary 
General Jose Espinosa called for a third television network. 
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The Mexican Ambassador in Venezuela called attention to A 
Mexico-Venezuela trade agreement under negotiation. Cane 
workers and government officials restarted negotiations on a 
long-stalled sugar law. A Chinese offical said he expected 
increased Chinese investment in Mexico, and the local press 
picked up a Department of Energy report critical of the 
Mexican oil sector. End Summary. 


Communications Under Secretary Seeks Dialog with U.S. 


2. (SBU) On January 5, Emboffs met for a second time with 
new U/S for Communications Rafael del Villar and his staff 

for what del Villar would like to become regularly scheduled 
informal gatherings to exchange ideas. Del Villar also 

invited officials from the Canadian Embassy to the January 5 
meeting. Del Villar said his interest was in exchanging 

ideas that could help extend telecom services to rural, poor 
communities in Mexico that were cut off from development. He 
also noted the goal of attracting investment to Mexico to 
create high value jobs and improving competitiveness in North 
America. Specifically, del Villar and his staff asked for 
information on U.S. and Canadian experiences in policies and 
regulation regarding broadband and wireless access, access to 
the internet, Voice over Internet Protocol (VOIP), television 
digitalization, telecom convergence, electronic signatures, 

and administration of radioelectronic spectrum for current 

and future services. They also asked how the U.S. and 
Canadian governments were organized to regulate 
telecommunications and establish policies, including the 

split between federal, state and municipal responsibilites 

for extending telecom services to their people. Regarding 
calling party pays (CPP), del Villar said his Ministry was 

aware that the new system for charging for cell phone calls 

to Mexico had hit U.S. customers hard, was worried about U.S. 
perceptions, and wanted to hear U.S. views on CPP 
implementation in Mexico. Emboffs agreed to provide 
information on these topics, and to look into coordinating 
digital video conferences to link Secretariat of 
Communications and Transportation (SCT) officials with 
relevant USG experts. 


PAN Supports Greater Competition in Broadcasting 


3. (U) PAN Secretary General Jose Espina told the press that 
further competition in the broadcast sector was an important 
step for Mexican modernization; and, the PAN would support 
approval of additional broadcast networks to bring 
competition to the industry, though he stopped short of 
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saying the PAN would propose new legislation. 


Mexico Seeking New Trade Agreement with Venezuela 


MEXICO 00000059 002 OF 002 


4. (U) Mexican Ambassador to Venezuela Nicolas Escalante 
announced that Mexico and Venezuela have been negotiating a 
trade agreement following Venezuela\'s decision to quit the 

G-3 (Mexico, Venezuela, and Colombia). The new agreement 
will be developed under the guidelines of the Latin American 
Integration Association (ALADI). Mexico-Venezuela trade had 
increased substantially during the previous decade when the 
G-3 arrangement was in place. 


Cane Union Optimistic on Sugar Law Deal to Spur Production 


5. (U) Carlos Blackaller, leader of Mexico\'s Nation Cane 
Workers Union (UNC) announced that talks have begun with 
incoming Agriculture Secretary Alberto Cardenas over 
interpretation of Mexico\'s 2005 Sugar Cane Law. Workers and 
the government agreed to push the process forward to spur 
production. They believe Mexico could place 400 thousand 
additional tons of cane sugar in the U.S. market. The law, 
passed in 2005 has not been brought into force under an 
agreement between the executive and legislative branches. 
Parts of the text had been declared unconstitutional by 
Mexico\'s Supreme Court. 


Chinese Trade Representative on Mexico 


6. (U) An Dali, Chinese Counsel for International Trade 
Promotion told the press that Chinese investors in Mexico 
were most interested in the logistics, automotive and auto 
parts, and general manufacturing sectors. As the United 
States continued its de-industrialization, Canada will be 
replaced by China as the United States\' leading supplier with 
Mexico in second position, he added. 


Press Raises an Eyebrow at DOE Report 


7. (U) Left-leaning daily \"La Jornada\" noted publication of 

a new Department of Energy Energy Information Agency Report 
on Mexico with the front page headline \"Mexico, open to 
permitting energy investment: US.\" Nonetheless, the story 
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has seemed to go no further, and we have heard comments only 
from industry insiders. 


Visit Mexico City\'s Classified Web Site at 
http://www. state.sgov.gov/p/wha/mexicocity 
GARZA 
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E.O. 12958: N/A 
TAGS: SNAR, KCRM, ASEC, PREL, PE 
SUBJECT: NAS MONTHLY REPORT, DECEMBER 2006 


REF: LIMA 4766 


1. (U) The key developments in November 2006: 


** CORAH ended the year with a total of 10,137 hectares of 
coca leaf eradicated. 


** The GOP\'s 2007 Eradication Plan is still awaiting a final 
signature. 
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** CORAH completes many financial and management improvements 
this year. 


** Regional eradication-alternative development seminar in 
Lima hailed as success. 


** ICT is developing a marketing plan to achieve 
sustainability. 


** Third police Wpre-academy opens with 179 students. 
** Narco-terrorist ambush kills 8, including 5 police. 


** Nine UH-2 pilots graduated at Pucallpa--one more step 
toward nationalization of CN efforts. 


** NAS-funded ports programs seized 2.1 metric tons of 
cocaine HCL in 2006, which is more than double the amount 
seized last year. 


END SUMMARY 


2. (U) CORAH ended the year with a total of 10,136.58 

hectares of coca eradicated, mainly in the San Martin 
Department. Using the Cocaine Production Averted (CPA) 
formula, CORAH operations avoided the production of 34 metric 
tons of cocaine HCI. CORAH also eliminated 36,195 square 
meters of seedbeds that would have become an additional 2,413 
hectares of new coca plots. The 2007 Eradication Plan has 
been submitted to the Minister of Interior and is awaiting 

her signature. 


3. (U) From November 28 through December 15, CORAH worked 
with a limited workforce since only 60 police personnel 

returned to the field after their election-security 

assignments. This meant that CORAH did not stay in the field 
overnight, making operations less efficient and thereby more 
costly. CORAH is standing down for the holidays and is 

planning to restart operations on January 8 depending on the 
weather (it is the rainy season). 


4. (U) During the year, NAS did financial and management 
audits of CORAH with the goal of identifying areas for 
improvement and cost savings. Below are some of the results 
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of this administrative review: 

-- The Administrative Procedure Manuals were completely 
revised. 

-- A computerized, integrated, administration system has 
been installed and tested. 

-- The 2007 Eradication Plan will include much needed 
training for all personnel. 

-- NAS is providing management training material and 
guidance to managers. 

-- CORAHVs 2007 audit plan has been approved. 


5. (U) An eradication-alternative development seminar was 
held in Lima on December 5-6. Joint NAS-USAID delegations 
came from Colombia, Bolivia, and Ecuador (a delegation from 
Afghanistan had to cancel at the last minute) as well as 
representatives of INL/LP, USAID-Washington, and ONDCP. The 
discussions focused on the positive results that come about 
when alternative development programs and eradication 
operations are coordinated. Results included each country 
team identifying some next steps to implement, a commitment 
to pursue an integrated communications campaign, and a 
determination to share expertise through visits from country 

to country. Many participants commented on the usefulness of 
the seminar. 


6. (U) The Institute for Tropical Crops (ICT) was in the 

field in mid-December collecting final coca-plant data for 

the year to include in the CPA Formula in order to make the 
2006 estimate as precise as possible. ICT, CADA, and CORAH 
also tested their different methodologies for measuring plant 
density per hectare. The results will be ready soon. In 
addition, ICT is analyzing whether their budget for 2007 
should be modified to allocate more funding for developing 
and implementing a marketing plan. It is important to start 
implementation in 2007 if ICT is to become sustainable within 
five years. 


7. (U) Heavy rain and serious flooding in the Huallaga and 
the VRAE slowed interdiction operations in December. The 
third of three police pre-academies opened in Ayacucho this 
month with 179 students. 
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8. (U) According to data from DIRANDRO, the totals for 
interdiction operations in 2006 are: 

-- 713 cocaine-base laboratories destroyed; 

-- 11 cocaine HCI laboratories destroyed; 

-- 5.1 tons of cocaine base seized; 

-- 14.6 tons of cocaine HCI seized; 

-- 203.5 tons of precursor chemicals destroyed; 

-- 490 tons of coca leaf destroyed. 


9. (SBU) On December 16, eight people were ambushed and 
killed by a group of about 20 suspected narco-terrorists 

using automatic weapons. Five police officers and two 
inspectors from the national parastatal that regulates the 

legal coca market (ENACO) were killed when their vehicle was 
ambushed; a civilian bystander was also killed. The attack 
took place in the jungle region in the Ene and Apurimac River 
Valley (VRAE). Two days later after a jungle pursuit, a 

military patrol captured eight suspects with weapons 

allegedly used in the attack; other fugitives remain at 

large. The ambush was similar to the December 2005 Sendero 
Luminoso (SL) attack killing five police in the VRAE. Police 
speculate that the perpetrators of the recent attack were SL 
remnants acting on behalf of narcotraffickers (see reftel). 

Four UH-2s were used to transport reinforcements to the scene 
and medevac the victims. 


10. (U) On December 7, nine Peruvian pilots graduated from 
the first UH-2 helicopter qualification course taught, in 

part, by Peruvian Air Police instructor pilots (IPs). The 
training was done at the NAS base at Pucallpa. The commander 
of the PNP Air Police, General Daniel De La Flor and NAS 
Deputy Director Garace Reynard presided over the ceremony. 
In CY 2007, additional Peruvian IPs will soon be trained at 
Pucallpa so that the PNP will be able to train its own 

pilots. New pilots will continue to receive initial 

rotary-wing training in the U.S., but they will be trained on 

the new UH-2s in Pucallpa. NAS is moving toward 
nationalization without lowering the standards in pilot 
qualification and safety. 


11. (U) When eradication operations halted on December 15, 
the UH-2s were moved to Pucallpa for intensive maintenance. 
The contractor used the holiday hiatus to prepare the 
helicopters for operations in 2007. Also, night-vision 

goggle (NVG) training was completed by flight crews during 
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this period. 


12. (SBU) The NAS-funded ports programs seized 2.1 metric 
tons of cocaine HCL in 2006, which is more than double the 
amount seized last year. This month seizures netted 399 kg 
of cocaine HCL. The Customs and Airport Police at Jorge 
Chavez International Airport (Lima) seized 122 kg from 
travelers and cargo shipments. 


13. (SBU) On December 7 with information from the 
NAS/DEA-sponsored Manifest Review Unit (MRU), the Peruvian 
Customs seized of 52.54 kg in a maritime container scheduled 
to leave the Port of Callao in the ship \"Parana\". In 

addition, the MRU sent an international alert that led to the 
seizure of 190 kg of cocaine in a maritime container on Dec 

20 in Freeport, Bahamas. 


14. (SBU) On December 23, NAS Ports personnel were told about 
34.7 kg of cocaine HCI that had spilled from a garbage 
dumpster when it was accidentally struck by a truck moving 
cargo at Pier 2, Port of Callao. Apparently, the cocaine was 
pre-staged for loading on one of the two ships docked at the 
pier. NAS Ports Program is urging Peruvian Customs to 
restart the spot checks of cargo and containers at pier side 
prior to loading on ships in addition to the on-going 

container scanner operations. The spot checks are designed 
to prevent the last-minute insertion of drugs into 
cargo/containers and to prevent traffickers from passing 
cocaine to crew members just prior to a ship\'s departure. 
STRUBLE 
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TAGS: OTRA, TPHY, VC, XL 

SUBJECT: COUNTRY CLEARANCE GRANTED TO MCCRAY FOR TRAVEL TO 
ST. VINCENT 


REF: USDOC 37 


1. Embassy Bridgetown welcomes and grants clearance to Robert 
McCray, NOAA, to travel to St. Vincent and the Grenadines 

from January 14-20, 2007, for the purpose of conducting a 

5-day hazard analysis and critical control point training 

workshop and on-site plant evaluation for the Fisheries 

Division, Ministry of Agriculture and Forestry in St. Vincent. 


2. Per reftel, Embassy understands assistance is not 
requested. Mr. McCray will stay at the Cobblestone Inn, 
784/456-1937. 


3. Embassy Bridgetown requests that an outbrief be provided 

to the Political/Economic Section relating to activities 

while in the region within 10 working days of completion of 

travel. Please provide the outbrief by telephone, 

246/436-4950 x4282 or 246/227-4282, or by fax at 246/227-4174. 


4. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required, length of stay is 
determined by immigration official upon arrival, if 
necessary. All visitors must have a return or ongoing 
ticket. There is a departure tax of 30 xcd (Eastern 
Caribbean dollars) or 12 U.S. dollars. 


5. The exchange rate in St. Vincent and the Grenadines is 
2.70 xcd (Eastern Caribbean dollars) for one U.S. dollar. 
U.S. currency, travelerYs checks, and credit cards are 
routinely and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 

well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
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visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
OURISMAN 
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E.O. 12958: DECL: 01/06/2017 

TAGS: PGOV, PREL, PINR, GJ, XL 

SUBJECT: GRENADA TRYING TO READ ST. LUCIA TEA LEAVES 


REF: A. BRIDGETOWN 2202 
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B. BRIDGETOWN 2180 


Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4(b) and (d). 


1. (C) SUMMARY: Grenadians are reading the tea leaves of the 
St. Lucia election, hoping to find clues to their own future. 
Speculation is rampant that Prime Minister Keith Mitchell 

will call elections following Cricket World Cup in an attempt 

to ride the expected popular high following successful games. 
Although elections have not actually been called, both 

political parties are campaigning. The problem for Grenada 

in trying to read the surprise opposition victory in St. 

Lucia as a harbinger for things to come is that, unlike in 

St. Lucia, there does not appear to be a comparable respected 
elder statesman to turn to. 


2. (SBU) The end-of-year debate on the budget bill the 
government of Grenada presented to parliament on December 15 
was less a discussion of the specific proposals and more a 
staking out of positions for the expected election. The 

opposition walked out of the budget debate on December 20 
when the Speaker of Parliament chided opposition member Peter 
David for bringing up unrelated issues when the latter 

referred to an alleged video of PM Mitchell taking money from 

a corrupt businessman. A vigil against corruption was held 

on the Careenage (a popular gathering spot on St. George\'s 
waterfront) the same evening which appears to be the primary 
issue the opposition will run on. END SUMMARY. 


3. (U) Grenada\'s Prime Minister Keith Mitchell congratulated 
Sir John Compton immediately following the opposition United 
Workers Party\'s (UWP) December 11 electoral victory in St. 
Lucia, hailing Sir John as a \"leader with experience and 
vision" Mitchell said Compton was one of those who provided 
help to him when he assumed office in 1995. Compton, 
Mitchell added, will play a \"crucial leadership role in the 
Organisation of Eastern Caribbean States (OECS).\" PM 
Mitchell pledged to continue the close working relationship 
Grenada and St. Lucia have enjoyed. 


HARBINGER OF CHANGE IN GRENADA? 


4. (C) Official congratulations aside, many in Grenada are 
wondering whether Compton\'s victory foreshadows the outcome 
of the next Grenada election, expected sometime after Cricket 
World Cup, possibly as early as fall 2007 (though not 

required until, at the latest, January 2009). Initial press 

reporting about St. Lucia\'s election was mostly factual, 

followed by more nuanced reactions, including barely 

controlled elation among opposition politicians who see the 
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UWP victory in St. Lucia as a clear indication that regional 
political trends are going their way. For their part, the 
Grenada\'s opposition National Democratic Congress (NDC) 
hammers away at themes similar to those used in the St. Lucia 
campaign, e.g., corruption, arrogance of the ruling party 

(the New National Party, or NNP) which has \"lost touch with 
the people.\" The NDC relies on reporting from the U.S. and 
elsewhere, and continues to call on the government to 
investigate these allegations, rather than seeking out and 
providing convincing evidence on their own. If even half of 
what the critics claim is true, there is some very serious 
official corrupt activity taking place in Grenada. The NDC 
approach is to throw out accusations and taunt the NNP to 
prove them wrong. This is good political theatre, and fun to 
watch. Itis not, however, very edifying. 


5. (C) Grenada has very free, but rather lazy, media, that 
devote relatively few resources to serious investigative 
reporting, relying instead on editorials heavy with innuendo 

and call-in radio and television shows, as well as reports 
(unchecked) from elsewhere, including the U.S., Europe, Latin 
America, and the Caribbean. The two main television news 
shows, running 30 minutes each evening, are generally pretty 
good at reporting what is happening, but do not delve very 

far beneath the surface. This combination of political 

attacks and innuendo leaves the public with an increasingly 
uneasy feeling about their government. The NDC, which has 
yet to offer any clear explanation of what an NDC government 
would offer, obviously believes that such an approach will 

work in their favor. A number of Embassy contacts agree that 
it will. They also agree that the public is confused. One 
reflected the mood best when he said, \"People want change; 
they don\'t know why, but they want something different. When 
it happens, they may be unhappy, because what they get may 
not be what they thought they were promised.\" Should the NDC 
win the next elections--and many here are convinced they have 
a good shot at doing so--it may be as much change for 
change\'s sake as support for a, thus far, nebulous NDC agenda. 


FOCUS ON CORRUPTION ALLEGATIONS 


6. (C) On December 20, during the budget debate, the 
opposition staged a walkout after the Speaker of Parliament 
chided NDC member Peter David for straying from the issue at 
hand when he brought up an ongoing case in which the Prime 
Minister is alleged to have taken US$500,000 from a German 
businessman and was apparently caught on video. David called 
on the Attorney General to officially request the USG to 

assist in getting a copy of the video from the state court in 
Massachusetts that has it (NOTE: Mitchell maintains he 
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received US$15,000 to cover travel expenses, not US$500,000. 
The Commission of Inquiry set up in June 2005 by the Governor 
General to investigate the allegations adjourned after 

hearing several witnesses\' testimony without finding Mitchell 
guilty of any wrongdoing. Offshore Alert--the Miami-based 
newsletter that originally broke the story--periodically 

publishes articles reiterating the charges and most recently 
claims the inquiry is on hold as the leader of the 

opposition, Tillman Thomas, sued shortly after the inquiry 
began for an opposition lawyer to participate in questioning 
witnesses. The article states that the court action must be 
completed before the Commission may resume its work. Post 
cannot confirm the accuracy of these statements. As recently 
as December 16, PM Mitchell felt forced to defend his 

actions, issuing a long statement again denying the charges. 
As long as the case remains unresolved, the NDC has the 
perfect club with which to bludgeon the NNP. END NOTE.) 


7. (C) The government on November 29 introduced two very 
serious anti-corruption bills: the Integrity in Public Life 

Bill and The Prevention of Corruption Bill, which would 
require all public officials to report all income and 

establish an Integrity Commission to oversee the reports and 
review government practices in order to provide public 
accountability of all government officials. Both bills 

received one reading, of the required three, but have been 
put aside as Parliament tries to pass the 2007 budget bill. 
The opposition has not tipped its hand about whether it will 
support the bills, presumably either because they do not want 
the NNP government to get credit for passing the legislation 
or because they are concerned that the requirements will be 
too tough on them, should they take over in the next election. 


COMMENT 


8. (C) Grenada does not have an elder statesman waiting in 
the wings to swoop the electorate off its feet as Compton did 
in St. Lucia. There are rumors that, should the NDC win the 
next election, its current leader might be pushed aside by 
others in the party who do not believe Tillman Thomas is 
ideologically pure enough (though in conversations with 
Charge, Thomas still espouses the revolutionary party line). 
The political roots of many in the NDC, including Thomas, go 
back to the now-defunct political parties which staged the 
revolution of 1979 deposing then-Prime Minister Eric Gairy in 
a bloodless coup. Thomas spent time in prison during the 
revolutionary period, having fallen afoul of its leaders. 
Grenada\'s revolution ultimately collapsed amid bloody 
infighting, triggering the U.S.-Caribbean military 

intervention of October 25, 1983. Even if the NDC wins the 
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next election with Thomas as its leader, an internal power 
struggle may ensue over who will ultimately be Grenada\'s next 
Prime Minister. 

OURISMAN 
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E.O. 12958: DECL: 01/05/2017 
TAGS: PREL, PTER, MARR, PHUM, CO 
SUBJECT: SCENESETTER FOR VISIT OF GENERAL PACE, CJCS 


Classified By: Political Counselor John S. Creamer 
Reason: 1.4 (b,d) 


1. (C) Post welcomes the January 18-20 visit of General Peter 
Pace, Chairman of the Joint Chiefs of Staff, to Colombia. 

With U.S. assistance, Colombia is fighting a war on four 
fronts -- FARC, ELN, paramilitaries, and drug traffickers -- 
with a mix of political, military, and police measures. A 
multi-phased offensive by the security forces has re-taken 

key territory from the FARC, but the terrorist group remains 
active. Three U.S. citizens have been held hostage by the 
FARC for nearly four years; their safe recovery continues to 
be a top priority. The GOC suspended outreach to the FARC on 
a humanitarian exchange of hostages for imprisoned terrorists 
after a FARC attack in Bogota in October. The paramilitary 
peace process has led to the demobilization of over 30,000 
terrorists and to revelations of paramilitary influence in 
Colombia\'s Congress. Colombia\'s human rights record, 
although imperfect, is improving. President Uribe was 
reelected in May with 62 percent of the vote; we expect close 
bilateral relations to continue. The Colombian economy 
continues to improve. End Summary. 
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2. (SBU) USG security assistance is designed to combat the 
interrelated threats of drug trafficking and terrorism, and 
includes training, material aid, and guidance to security 
forces and other institutions. President Uribe considers 
U.S. assistance to be critical to the GOC\'s Democratic 
Security" policy - aimed at establishing a state presence 
throughout national territory - and views the United States 
as Colombia\'s most important ally. 


-- Plan Patriota: The military\'s multi-phased campaign to 
re-take areas dominated by the FARC is in its third year. 

The first phase, which focused on securing Cundinamarca 
Department surrounding Bogota, pushed the FARC back from the 
capital and resulted in the deaths of at least five mid-level 

FARC commanders. The second, more complex phase, is two 
years old and is focused on the FARC\'s traditional stronghold 

in southern Colombia. The operation has disrupted the FARC\'s 
hold on the region, but sustainment of troops in this 

isolated region is difficult. Infectious diseases - 

especially leishmaniasis, a parasitic skin infection - and 
landmines are the leading causes of military casualties. 


-- The May presidential elections were the least violent in 
recent history, and crime and violence have fallen sharply in 
recent years. Despite the broad improvements in security, 
however, the FARC continues to launch attacks on 
infrastructure and isolated or smaller police and military 
targets throughout the country, while avoiding direct 

conflict with larger units. In October, the FARC exploded 
car bombs at several military installations, and a FARC siege 
of a rural police station left 17 police dead. 


-- Center for Coordinated Integral Action: With U.S. support, 
the GOC formed in 2005 an interagency center to facilitate 
delivery of social services in seven areas that have 

traditionally lacked state presence and been controlled by 
illegal armed groups. The Center focuses on providing 
immediate social services, including documentation and 
medical care, and longer-term economic development projects. 
More than 40,000 individuals have been enrolled in state 
health care. Judges, investigators, and public defenders 

have been placed in all 16 municipalities of the Plan 

Patriota area. A public library was opened in early 2006 in 

San Vicente del Caguan, which had long been dominated by the 
FARC. 
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-- Plan Colombia II: The GOC has provided Washington with a 
draft proposal of Plan Colombia Il. Most of the program 

areas outlined continue the same goals the U.S. has supported 
since Plan Colombia\'s inception in 2000. The programs and 
projected costs of this next phase of the Plan are under 
discussion by a U.S. interagency working group. 


3. (C) With president Uribe\'s reelection, we expect Colombia 
to play a more active diplomatic role in the region. The GOC 
is working to promote economic integration and security 
cooperation in the Caribbean, Central America, and the Andes. 
Still, its top priority remains its relationship with its 

neighbors. Colombia wants to avoid polarization in the 

Andes, and is committed to dialogue rather than 

confrontation. The GOC is concerned about Venezuela\'s arms 
build-up and has begun to divert needed resources away from 
counter-drug and counter-terror priorities. Uribe remains 

wary of Chavez\'s intentions in the region, but prefers to 
manage the Chavez problem rather than confront it directly. 


4. (C) Colombia and Ecuador continue to grapple with the 
FARC\'s presence in Ecuador, as well as the estimated 250,000 
Colombians residing there. In late January, the Colombian 
military entered Ecuadorian territory while pursuing the 

FARC. The Government of Ecuador demanded an apology, which 
the GOC provided, despite frustration with the lack of 
Ecuadorian cooperation against the FARC. The apology eased 
tensions, but GOC border incursions continue to generate 
friction. Ecuador\'s international efforts to end aerial 

eradication along the two countries\' shared border led the 

GOC to suspend spraying in January 2006, but it was resumed 
at year-end despite Ecuadorian diplomatic protests. 


5. (SBU) President Uribe is the first Colombian president to 
be re-elected to a second, consecutive term in over 100 
years. He was re-elected on May 28 with 62 percent of the 
vote. A coalition of pro-Uribe parties won a collective 
majority in the House and Senate on March 12; however, his 
congressional coalition is fragile, and Uribe faces 
challenges in securing support for tax and fiscal reform 
proposals. Recent revelations of ties between Colombian 
congressmen and paramilitaries affect all parties, but will 
likely make it harder for Uribe to count on a solid 
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legislative majority. 


6. (U) Security gains have helped boost the Colombian 
economy. In 2005, Colombia\'s gross domestic product (GDP) 
grew 5.2 and inflation was 4.9 percent, the lowest rate in 50 
years. The first quarter of 2006 also started off strong 

with 5.2 percent growth. Unemployment has fallen from 18 
percent in 2002 to a little more than 11 percent in May 2006. 
Most of the major rating agencies upgraded Colombia to 
investment grade in late 2005 and early 2006. 


7. (SBU) The U.S. and Colombia signed a bilateral Free Trade 
Agreement on November 22, 2006. The agreement will provide 
stronger IP protection and give increased market access to 

key U.S. industrial and agricultural exports. For Colombia, 

the agreement creates a more attractive investment climate, 
locks in ATPDEA benefits, boosts its sugar quota, and 
addresses some of its concerns regarding U.S. sanitary and 
phyto-sanitary regulations. The FTA must now be ratified by 
the U.S. and Colombian Congresses. 


8. (SBU) Interdiction operations in 2005 met or exceeded 
2004\'s record seizures. GOC security forces destroyed 134 
cocaine HCI processing laboratories in 2005 and seized record 
amounts of processed cocaine (223 metric tons) and coca base. 
As of August 1, 2006, the GOC had destroyed 92 HCI labs and 
seized over 85 metric tons of processed cocaine and coca base. 


9. (SBU) The GOC claims it manually eradicated 40,000 
hectares of coca in 2006. Manual eradication is a high-cost, 
high-risk program that combines illicit crop eradication with 
job creation, and avoids the health and environmental 
controversies surrounding aerial eradication. President 
Uribe is a proponent of manual eradication. He launched an 
ambitious program in January to manually eradicate coca in La 
Macarena National Park. The U.S. supported this effort, but 
FARC attacks killed 12 policemen and civilian eradicators in 
February and March, and another 6 eradicators on August 1. 
The GOC has set a goal of 50,000 hectares for 2007. 
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10. (U) Beyond counternarcotics and counter-terrorism 
assistance, the U.S. also funds programs to promote good 
governance, economic development, and humanitarian 
assistance. Democratic Governance programs aim to improve 
the transparency of the justice system, assist the peace 
process, promote respect for human rights, support democratic 
processes and foster efficiency and accountability. The U.S. 
also funds to promote legal alternative development through 
increased competitiveness, improved local government 
infrastructure and management, and a more favorable 
environment for investment and trade. We support to nearly 
2.5 million Colombians displaced by internal violence, and 

also help children who have been forced to serve as child 
combatants. 


11. (SBU) The Uribe Administration continues to make 
progress on human rights cases involving military abuse or 
collaboration with paramilitaries. We continually emphasize 
the importance of creating a legal system that delivers 
credible, timely results. On June 10, Uribe announced a 
proposal to ensure civilians investigate and review all 
criminal cases against military defendants to ensure 
transparency in human rights cases. Human rights training is 
mandatory for all members of the military and police. Less 
than two percent of human rights violations are attributable 
to government security forces, according to GOC statistics. 
Homicides fell by 16 percent - to the lowest level in 18 

years - kidnappings by 62 percent, and forced displacements 
by 27 percent in 2005. The GOC has a difficult but active 
dialogue with human rights groups, the United Nations, and 
foreign governments. 


12. (SBU) President Uribe is a strong supporter of the 
U.S.-Colombia extradition relationship. Since taking office, 
he has approved more than 390 extraditions to the United 
States. President Uribe has approved but suspended the 
extradition of four AUC leaders to ensure their continued 
cooperation in the AUC demobilization process. 
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13. (SBU) The GOC began negotiations with the United 
Self-Defense Forces of Colombia (AUC) in 2002. The AUC 
demobilization process began in November 2003 and ended in 
August 2006. A total of 31,638 paramilitaries demobilized. 

In addition, over 12,000 individual members of the FARC, ELN 
and AUC have deserted and entered the government\'s 
reinsertion program since 2002 -- over 50 percent of these 
deserters were members of the FARC. 


14. (SBU) The reinsertion program has limited funding and 
some logistical problems, but is slowly improving. Colombia 
has requested U.S. aid for the demobilization and reinsertion 
process. In FYO6, Congress approved up to USD 20 million in 
demobilization assistance, subject to certification. The USG 
has demarched numerous allies, with some success, to 
financially support these processes. 


15. (SBU) In July 2005, President Uribe signed the Law of 
Justice and Peace, which governs demobilization for 
ex-paramilitaries who have committed human rights abuses. 
The Law offers demobilized terrorists who have committed 
human rights abuses a five- to eight-year alternate sentence, 
followed by a two-and-a-half to four-year parole period, but 
only if they fully demobilize, turn over all illicit assets, 

release all hostages and child soldiers, make a complete 
confession of their crimes, and make reparations (actual or 
symbolic) to victims. Individuals or groups organized for 

the sole purpose of drug trafficking or illicit enrichment 

are not eligible for reduced sentences; only crimes committed 
during membership in the illegal armed group are covered. 
Rigorous implementation of the law is key to ensuring peace 
and justice in Colombia. 


16. (SBU) On November 17, Uribe strongly supported recent 
Supreme Court actions against Colombian Congressmen allegedly 
associated with paramilitary crimes, and said the State had 

to proceed with \"more severity\" when public figures were 
accused of violating the law. He emphasized Colombia needed 

to be free of guerrilla and paramilitary influence, and said 
democratic institutions must govern. 


17. (SBU) The Mission to Support the Peace Process in 
Colombia (MAPP/OAS) has identified 22 groups of former 
demobilized paramilitaries who are involved in criminal 
activities. It estimated there were a total of 3,000 

criminal group members, among them common criminals, 
narcotraffickers, paramilitaries who never demobilized, and 
former demobilized paramilitaries. The percentage of the 
former demobilized paramilitaries participating was still 

small, but former mid-level commanders were instrumental in 
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forming some groups. 


18. (SBU) The National Liberation Army (ELN) began 
preliminary discussions with the GOC in Cuba in December 2005 
aimed at laying the groundwork for peace talks. The parties 
intend to begin substantive talks in December. 


19. (SBU) The three U.S. contractors captured by the FARC in 
February 2003 are the longest held U.S. hostages in the 
world. Their safe release continues to be a top priority. 

The Colombians are providing full assistance. Uribe has 
assured us that the U.S. hostages will be included in any 
humanitarian exchange, but in October he suspended GOC 
outreach for such talks after the FARC exploded a bomb ata 
military facility in Bogota. Uribe stressed the GOC would be 
willing to resume efforts to discuss this issue with the 

FARC, but only if the group ceased terrorist actions. 
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1. (S) SUMMARY: PM Maliki is increasingly willing to allow 
targeted military action against elements of Moqtada 

al-Sadr\'s Jaish al-Mahdi militia and other Sadr organizations 
involved in illegal activities, even in his Sadr City 

stronghold. Evidence for this shift can be seen in the 
increased number of JAM-linked security detainees being held 
by coaltion forces since this past summer. This change seems 
to reflect the failure of Maliki\'s efforts to bring radical 

Shia cleric and JAM leader Moqtada al-Sadr into the political 
mainstream, as well as his increasing understanding and sense 
of responsibility for security in the country. END SUMMARY 


2. (S) Throughout the summer of 2006, Maliki argued that 
Coalition operations against JAM would undermine his efforts 
to bring Moqtada al-Sadr into the political process. His 

patient efforts to tame Sadr have borne few results. Indeed, 
with the suspension of their participation in the government 
following the Bush-Maliki meeting in Amman and their demand 
that the government renounce the UN Security Council 
Resolution extending MNF-I\s mandate, Sadrist politicians 
seem to be distancing themselves from the political process. 
The Prime Minister told the Ambassador a few weeks ago that 
he had exhausted efforts to get Moqtada to reign in the JAM 
and distance himself from their violent actions. 


3. (S) PM Maliki is increasingly willing to authorize 

military action against members of JAM and other Sadr 
organizations that have demonstrable links to illegal 
activities. He has pre-approved a list of High Value Targets 
in Sadr City and approved operations against those linked to 
EFP and IDF attacks, as well as those who might have 
information on the kidnapped American soldier. Examples 
include: 


-- Maliki approved a December 31 raid in Sadr City conducted 
by Iraqi Security Forces with Coalition advisors that 

resulted in the detention of a high ranking individual linked 

to a \"killing cell.\" The cell was linked to extra-judicial 

killings and was also thought to have information about the 
kidnapped U.S. soldier. 


-- Maliki authorized the December 25 raid by Iraqi and 

British forces on the headquarters of the JAM-infested Basrah 
Police Serious Crime Unit (ref A). The unit had been linked 
to torture and death squad activities. 
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-- Maliki approved Operation Black Hole, targeting a JAM 

brigade commander in charge of several Sadr City-based death 
squads. The JAM commander has also been linked to Improvised 
Explosive Attacks against Coalition forces and Indirect Fire 
(rocket and mortars) attacks against Sunni neighborhoods. 


These are important steps, especially when compared with 
Maliki\'s attitude as recently as late October -- when he 
complained loudly about Coalition efforts in Sadr City to 
locate the kidnapped U.S. soldier and had checkpoints in the 
area removed. 


4. (S) This increased operational tempo against JAM is 
reflected in detention statistics. The number of JAM-linked 
detainees being held by coalition forces has risen from 
approximately 100 in the spring of 2006 to a current number 
of 539. Iraqi Shias now account for almost 10 percent of the 
security detainee population, up from five percent eight or 
nine months ago. According to the detainees operations task 
force led by Major General Gardner, Prime Minister Maliki\'s 
office has rarely (three or four times) tried to intervene to 
have a Shia detainee released. 


5. (S) In addition to military operations, Maliki has 
recently taken steps to reduce the corrosive influence of 
militia infiltration in government ministries, forming and 
tasking a ministerial committee with security ministry 
reform. Maliki is also examining options for dealing with 
the Ministry of Health\'s militia-controlled Facility 
Protection Service. 


6. (S) Other factors may play into Maliki\'s shift, including 
increasingly close senior-level operational coordination 
between MNF-I and Iraqi leaders and evidence that the U.S. is 
taking seriously Maliki\'s desire for a speedy transfer of 
security responsibility -- both of which give him more 
\"ownership\" of the issue. It is worth noting that Iraqi 
Security Forces -- particularly Iraqi Special Operations 
Forces (ISOF) -- have been in the lead during recent Sadr 
City operations. Increasing evidence of Shia militia links 
to outside forces -- such as the recent detention of Iranian 
intelligence officials at a SCIRI/Badr compound -- may be 
also shaping Maliki\'s thinking on the need to more 
aggressively tackle unlawful militia activity. 
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SUBJECT: AMBASSADORYS JANUARY 5 MEETING WITH IRAQI PM 
ADVISOR AL-ASKARI 


Classified By: Ambassador Khalilzad, reasons 1.4 (b) and 
(d). 


1. (S) Summary: In a January 5 meeting, Iraqi PM Maliki 
advisor (and Council of Representatives (CoR) member) Sami 
al-Askari, who is point on the team writing the speech, 
previewed PM Maliki\'s speech about the new Baghdad security 
plan, in which the PM would say he would need more coalition 
force (CF) assistance. The Ambassador urged that the new 
overall Baghdad commander have a good military reputation and 
competence, be broadly acceptable and able to work with the 
coalition. He pointed out that one candidate - Ground Force 
Commander General Ali -- already has an established 
headquarters in Baghdad and this would save time. With plans 
for a moderate front stalled, the Ambassador suggested 
al-Askari consider whether like-minded GOI leaders might form 
a de facto \"virtual front" which would explicitly exclude no 
party but would be unfettered by the need for consensus by 

all parties. Al-Askari agreed the idea might work. 

Al-Askari raised the need for the USG and GOI to work 
together on the militia problem; the Ambassador told him that 
he and the PM had agreed to form a joint working group and 
asked al-Askari to encourage the PM to provide names for GOI 
members. End Summary. 


2. (S) The Ambassador emphasized the importance of PM 
Maliki\'s upcoming January 6 speech, which would prepare the 
Iraqi public for the new Baghdad security plan and set the 
stage for President Bush\'s speech. Al-Askari said the PM 
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would say what he had previously told the Ambassador: he 
would need more coalition force (CF) assistance and that the 
details would be worked out between CF and Iraqi military 
commanders. In addition, the PM would stress that Iraqi 

forces will go after all those who break the law; that there 

will be no sanctuary; that political interference with lraqi 
commanders would not be allowed; and Iraqi commanders would 
not have sectarian ties and would not make military decisions 
based on sectarian considerations. 


3. (S) According to al-Askari the PM would also talk about 
the lraqi army as an institution, contrasting it with 

Saddam\'s army. He would raise Saddam\'s execution, calling 
for reconciliation and for people to join in lraq\'s political 
processes now that Saddam is gone. 


4. (S) The Ambassador raised the issue of who would be the 
Iraqi commander in Baghdad for the new plan. The commander 
should have a good military reputation and competence, be 
broadly acceptable, and be able to work with CF. The U.S. 
has no particular candidate, but General Ali, the commander 
of ground forces, one candidate for the job, already has an 
established headquarters in Baghdad. For this reason, CF 
believes Ali would be preferable. The Ambassador pointed out 
that General Abbuod, another candidate, had little experience 
as commander of large land-unit forces and had only recently 
been promoted to general. 


5. (S) The Ambassador noted that plans for a moderate 
political front are stalled, but the GOI needs cooperation 
among like-minded leaders. The Ambassador suggested that 
al-Askari think about a core group of forces that could move 
important matters forward within the GOI. The GOI needs 
efficiency in decision-making, and cannot afford the delays 
inherent in gaining consensus from all parties. The 
Ambassador asked al-Askari to consider whether like-minded 
political leaders could form a de facto \"virtual coalition\" 
which would explicitly exclude no party. 


6. (S) Al-Askari said the moderate front idea would not work 
because it would exclude \"some people\" and require breaking 
down the main Shiite and Sunni coalitions. Perceptions are 
important, al-Askari stressed, and \"excluding people makes 
them unhappy.\" However, the virtual coalition concept among 
some larger parties might work, as long as it remains 
undeclared. Al-Askari suggested that CoR bloc leaders would 
be the best members for such a group, which would focus on 
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supporting GOI initiatives in the CoR. 


7. (S) The Ambassador agreed that the CoR is the GOl\'s main 
political bottle neck. He asked al-Askari to think carefully 

about how to structure and operationalize such an 
arrangement. The Ambassador noted that failure to agree on 
structure and operation was one reason the moderate front 


bogged down. 


8. (S) Al-Askari raised the issue of militias, saying the 

USG and GOI need to work together on the problem. The 
Ambassador noted he and the PM had agreed on January 4 that 
the USG and GOI form a joint working group on militias, 
including two members from each government. The working 
group would be given a short time, perhaps two weeks, to 
formulate a workable program. The USG would be willing to 
invest people and resources into the program. The Ambassador 
asked al-Askari to think about the matter and to advise the 

PM to suggest two names from the GOI for the working group as 
soon as possible. 
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1. (S) Summary: At a dinner December 20, in honor of 
Secretary of Defense Gates, Iraqi political leaders 


SIPDIS 

underscored the fundamental importance of the new plan for 
Baghdad Security as well as steps to forge a new moderate 
political front to allow the government to marginalize and 
attack extremists. it was critical that the new strategy for 
Baghdad produce tangible results to restore hope for the 

Iraqi people and reduce the influence of extremists 
emboldened by the mixed results of earlier plans. The 

leaders also emphasized their belief that Iraqi forces should 
begin to assume the lead in the fight against militias and 
terrorists, with Coalition Forces providing critical support. 
Kurdistan Regional Government President Masoud Barzani saw 
little hope for reconstruction in much of the country without 
security, while Deputy PM Barham Salih saw hope for economic 
resurgence after the expected passage of a Hydrocarbons law. 
National Security Advisor Mowaffak al-Rubaie and others 
expressed confidence that we will ultimately succeed in lraq, 
but stressed the importance of patience, as it will take time 

for solving Iraq\'s many problems. Iraqi President Jalal 
Talabani said we could win together with strong coordination 
and a comprehensive plan. End Summary. 


2. (S) lraqi guests at the December 20 dinner hosted by the 
Ambassador in honor of Defense Secretary Gates included 
President of Iraq Jalal Talabani, KRG President Barzani, Vice 
President Adel Abdul Mahdi, Vice President Tarik al-Hashimi, 
Deputy Prime Minister BarhamSalih, and Dr. Hajim Hassani, 
former speaker of the Iraqi national assembly. U.S. guests 
included Secretary Gates, Under Secretary of Defense for 
Policy Eric Edelman, Chairman of the Joint Chiefs of Staff 
General Peter Pace. Commanding General George Casey, Special 
Assistant to the SecDef Robert Rangel, and Political 
Counselor Margaret Scobey. 


3. (S) In a discussion before the dinner, KRG President 
Barazani welcomed the Defense Secretary on his first trip to 
Iraq as Secretary. He noted that the CF continued to play a 
critical role in Iraq, as there were still many problems with 
regard to security and stability. That said, Barzani noted 
there were some bright spots. The political parties were 
close to concluding agreement on a draft Hydrocarbons law 
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that would ensure an equitable distribution of oil profits 

and increase investment in oil production and exploration. A 
Norwegian firm was now working on a new field in Zakho and 
would be able to move ahead with the project when the law is 
finally passed. 


4. (S) CG Casey asked Barzani if he was satisfied with 
progress in Iraq. Barzani expressed concern about hesitation 
by the Iraqi government and emphasized the need for firm 
determination against terrorists and violators of the law. As 
long as there was hesitation, there would be no results. 

Barzani reflected that the former Kurdish opposition in Iraq 
under Saddam used to be alone, with few weapons and no food, 
but did not hesitate to fight. \"Now we have much more, plus 
the Americans, but we are hesitating -- | don\'t understand.\" 
Without security in Iraq, in Barzani\'s view, the idea of 
reconstruction could be \"little more than talk.\" Huge 

amounts of money had been spent on reconstruction, but much 
of it had been wasted primarily as a result of the violence. 

The exception he saw was in Kurdistan, where violence was 
much less of a problem. 


5. (S) Barzani later stated at dinner that Iraq\'s insecurity 
stemmed from two sources: terrorism, which had international 
roots; and sectarian violence, which he emphasized did not 
constitute a civil war. Barzani underscored the need to work 
harder to enlarge the political base in support of the Iraqi 
government. He hoped the planned moderate front would produce 
a government that gets along with itself, not one with 
\"landmines\" as existed now. He noted that there had been 
some momentum on the political front in recent weeks, but it 
should be quicker. He agreed with CG Casey\'s assessment that 
that IraqVs politicians were not as fast as the soldiers 

wanted. At the same time, Barzani stated, the Government 
needed to enforce the law equally on everyone and not allow 
certain groups to carry out violence with impunity. The CG 

noted that the Prime Minister had also begun saying this, and 

the recent CF seizure of three important Jash al Mahdi (JAM) 
leaders was an important step forward. Barzani stated there 
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was no option but to win in Iraq. He expressed appreciation 
to the U.S. for helping build a free, new Iraq. 


6. (S) NSA Rubaie stated that the SecDef had arrived in 
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Baghdad at an important juncture -- the GOI and Coalition 
were moving forward with an enhanced plan for Baghdad 
security which he believed would produce results. The plan 
merged ideas from the PM\'s office, MNF-I, and the Iraqi 
Ministries of Defense and Interior. He noted the centrality 

of MNF-I leadership in implementing the plan, but underscored 
the importance of letting Iraqi Security Forces (ISF) take a 
lead. The Secretary asked if the ISF were ready to stand 
alone. Rubaie replied that it was critical that the ISF have 

the chance to prove they could act. Three years ago Iraq had 
nothing in terms of security -- now it had a standing army, 
functioning ministries, and an intelligence service. 

Moreover, the Iraqi paradigm had shifted to a new democratic 
order. In Rubaie\'s view, it was time to transfer leadership 
over Iraqi security to Iraqis, with CF providing support. 

That said, he acknowledged, there was still progress needed 
in terms of equipment, tactics, and intelligence. Iraqi 

leaders also needed to forge a true national compact that 
would lead to political solutions. From the U.S., Rubaie 
urged \"strategic patience,\" as it would take time to solve 
Iraq's many problems. 


7. (S) Defense Secretary Gates said he, too, welcomed the new 
Baghdad Security Plan as well as the idea of Iraqi leadership 

on security. The core U.S. objective remained how best to 
support Iraqi leaders, including in developing and applying 
equally the Rule of Law. With regard to patience, the SecDef 
reminded NSA Rubaie that the U.S. had remained a predominant 
power in the Gulf -- and intended to remain engaged in the 
region -- for along time. Just as the U.S. maintained a 
consistent policy toward the former USSR, there was a 

bipartisan commitment in Washington to winning the GWOT. Our 
engagement in this war remained firmly within our national 
interests, and those who support or carry out terror were 
mistaken if they thought they could outlast us. The 

Ambassador added that the level violence in Baghdad, 

especially the sectarian violence, should not be allowed to 

impact the democratic political process. Bending to the will 

of terrorists and those who break the law would embolden 

those who do not support the new Iraq and would have a 
negative impact on the region more broadly. 


8. (S) Rubaie underscored the importance of a central command 
for Baghdad and agreed with the SecDef and CG Casey that 
there should be a timeline for each step of the plan, with 

the goal of having a palpable reduction in violence by March 

or April. The Ambassador stressed the need to find the 
appropriate balance between Iraqi and CF leadership in 
implementing the plan. He noted that allowing Iraqis to 

assume a degree of leadership of the plan would be 

politically significant for the Maliki government. Rubai 
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acknowledged a political dimension, but added that the GOI 
believed the longer the Iraqi Security Forces remained under 
Coalition Forces, the more likely it was that the ISF would 
become dependent on the CF. The ISF would not immediately 
meet U.S. standards, but Rubaie believed nonetheless that 
they could respond effectively if given adequate 

intelligence. He emphasized that Iraqis can react 
effectively; they can take on more responsibility; and they 
have the resources to do this. President Talabani agreed, 
but added this would still not diminish the fact that lraq 
would need CF support for a long time. He emphasized the 
importance of cooperation and coordination. 


9. (S) Iraqi Vice President Adel Abdul Mahdi asserted that 
any successful plan for security in Baghdad must have two 
components -- fighting the militias and terrorists; and 

better coordination between ISF and CF. In addition, there 
must be a plan to hold sectors that have been cleared. Mahdi 
also expressed concern about infiltration by Sadrists and 
others, who would know our plans. Beyond papers and 
roadmaps, he said, we also need decision and action, 
including on the economic and political fronts. He noted the 
importance of creating a new moderate center of gravity to 
help the government, which he said was not currently using 


BAGHDAD 00000037 003 OF 003 


its resources in a manner to achieve victory. Iraq must 
fight terror, but that was not all that needed to be done for 
stability and security. Defense Secretary Gates asked if 
provincial elections would contribute to stability. Mahdi 
said they could be difficult, particularly in Sunni areas and 
parts of the South. 


10. (S) Vice President al-Hashimi expressed concern that 

there had already been two Baghdad Security Plans, and now we 
were preparing for a third. He expressed reservations with 

the way in which these plans were implemented, which he 
characterized as \"last minute and careless.\" He also asserted 
that, even when we increase the number of troops, we don\'t 
have enough actual combat troops. He estimated the ratio of 
combat to logistics troops at 8 to one. CG Casey replied 
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that although there were many troops not in the field, they 
were still combatants and critical to the military effort. 
Hashimi stated \"what we need is boots on the ground, and 
soldiers at checkpoints.\" He asked rhetorically if there had 
truly been thorough analysis of the number, type, and quality 
of troops needed. Hashimi also expressed reservations about 
the quality of MOI and MOD forces, including where their 
loyalties lie. He assessed that many in the lower ranks were 
aiding the militias and -- particularly in the MOI -- many 

were actually militia members. Hashimi also noted the low 
number of militia members captured, when related to the high 
number of terrorists in detention. Even when captured, he 
asserted, militia members were not treated as equal to the 
terrorists. 


11. (S) At the same time, Hashimi believed we needed to look 
for other means to combat extremism in Sadr City beyond 
security measures. He stressed the importance of job 
training programs. 


12. (S) Deputy PM Barham Salih emphasized that economic 
development was a key towards stability and security. He 
lamented that 2006 had not been a good year for budget 
execution, although there had been more success in the 
provinces. He planned to push for a greater pace in spending 
in 2007, particularly in Baghdad. There was still much room 
for progress in capacity development and reconstruction. 
Corruption also remained a major problem. Within the new 
budget there was 10 billion USD for capital investment, 7.3 
billion USD for security, and 600 million USD for DDR, 
pensions, and reconstruction. Salih believed 2007 would be 
marked by economic progress, particularly if new investment 
flows in following passage of the Hydrocarbons Law. 


13. (S) Defense Secretary Gates asked Salih if there had been 
any movement on the PM\'s plans for a cabinet shuffle. Salih 
reported no decisions, although Maliki had asked some 
political blocs to look again at their ministers and propose 
changes. 


14. (S) President Talabani reiterated his belief that unity 
of the moderate forces was the only alternative to allow the 
government to marginalize and attack terrorists and the JAM. 
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He believed the parties would complete their discussions for 
forming the new front by the end of the year. He hoped the 
moderate front would be able to correct the mistakes of the 
current government. He also hoped it would help invigorate 
the Council of Representatives. We could win together in 

Iraq with strong coordination and a comprehensive plan. He 
asked Defense Secretary Gates to send his highest regards to 
President Bush, whom Iraqis will never forget for his 
commitment to liberate their county. Defense Secretary Gates 
said it was also important to recognize Iraqis who have made 
sacrifices, including those who have died for their country. 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASON 1.4 (D) 


1.(C) Summary. President Chavez has announced that his 
intention to form a single \"revolutionary\" party early in 

2007 is firm, although he has not yet specified exactly when 
or how he plans to form the United Socialist Party of 
Venezuela (PSUV). Chavez and other leaders of the ruling 
Fifth Republic Movement (MVR) are suggesting that the party 
will be built upon Chavez\' nation-wide election campaign 
structure and will inject more ideology and party discipline 
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up and down the ranks of Chavez\' supporters. As a first step 
toward this process, ChavezY MVR party dissolved on December 
18, and numerous small pro-Chavez parties have already 
followed its example. He will likely call a party congress 
during the first three months of 2007. The three biggest 
non-MVR pro-government parties have not yet fully committed 
to joining the PSUV, but the Chavez government is reminding 
them that they are dispensable. Chavez is likely to use the 
PSUV as a vehicle for concentrating even more power in his 
hands and for quashing intra-government dissent. End 
Summary. 


2. (U) President Hugo Chavez reiterated December 15 that he 
will combine -- and replace -- his Fifth Republic Movement 
party (MVR) and numerous other pro-Chavez parties to form a 
new single socialist party early in 2007. Chavez made the 
announcement during a televised speech at a ceremony 
recognizing his national campaign team and local campaign 
leaders. Reflecting on his December 3 electoral victory, 
Chavez told his supporters that \"| have seen some out there 
saying that their party secured so many votes. Don\'t fall 

for lies, those votes are for Chavez" Chavez added that 
pro-government parties are \"free\" to remain independent, but 
those that do will not be considered part of the government. 
His subsequent statement have reconfirmed his commitment to 
creating a single pro-government party this year. 


3. (U) Chavez has provided few details about the new single 
pro-government party. Even the name of the party is to be 
determined. The pro-government daily \"Vea\" currently refers 
to the proposed party as the United Socialist Party of 
Venezuela (Partido Socialista Unido de Venezuela, PSUV), but 
BRV officials have also referred to it as the Single 

Socialist Party and the Unitary Socialist Party. Chavez 
promised his supporters that the party would be built from 

the bases up, and not be the \"sum of the same faces.\" He has 
asked that the leaders of his nation-wide electoral machine 
remain in place in their \"battalions\" and \"squadrons\" to 
assist with building the new party. 


4. (U) Communications Minister and National MVR Coordinator 
Willian Lara announced the dissolution of the MVR Party on 
December 18. Lara said that all the goods and properties 
pertaining to MVR would be transferred to the new Socialist 
Party of Venezuela, once the single \"revolutionary\" party is 
legally constituted. Chavez is expected to call for a party 
congress sometime in the first three months of 2007 to launch 
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the new party. He told his MVR supporters on December 15 
that he wanted the new party to focus not just on elections, 
but also on the \"battle of ideas" and the \"socialist project." 


5. (C) Chavez has not specified exactly when or how he plans 
to form the United Socialist Party of Venezuela (PSUV). He 
told the host of the pro-government \"Contragolpe\" talk show 
January 3 that political parties need to be the \"vehicle for 

the construction of socialism, and not the obstacles that 

they are today.\" Chavez also continues to repeat the need 
for greater \"internal democracy," There is growing 
speculation that Chavez will call for some form of 

Vratification of the bases!" to try to give the PSUV 

leadership popular legitimacy. Nevertheless, we expect 
Chavez will hand-pick the principal leaders of the PSUV (in 
the same manner that he dominated the MVR) and that any party 
elections would rubber stamp his selections. 


6. (U) In an \"EI Universal" interview published December 17, 
MVR Director General Francisco Ameliach noted that the MVR 
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was a successful nation-wide \"electoral organization," but 
suggested Chavez wants the new PSUV to be more. 
Specifically, Ameliach said the new PSUV should provide 
greater \"ideological formation and impose more party 
discipline and internal controls. Ameliach, who headed 
Chavez\' re-election campaign, said he retains the 
registration of some five million Chavez supporters that can 
be used to \"impart ideology\" and for \"social work.\" 


7. (SBU) In the wake of the dissolution of the MVR, a number 

of minor parties that supported Chavez during the December 3 
election on their own party ticket announced their imminent 
dissolution and intention to join a United Socialist Party of 
Venezuela. Lina Ron, the firebrand President of the Popular 
Venezuelan Unity party (UPV), published a December 19 op-ed 
endorsing the creation of a single \"revolutionary\" party, 

noting \"Who am | to put conditions on the second liberator of 
my country?\" The same day, she called a press conference and 
announced the dissolution of UPV and her readiness to form a 
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\"socialist, Bolivarian, nationalist, patriotic, 
anti-imperialist, and humanist\" party. 


8. (SBU) Other minor pro-Chavez parties, such as the 

Electoral Movement of the People (MEP) and the Revolutionary 
Middle Class Party, quickly announced their intention to 

follow suit. By the end of 2006, at least 11 of the 23 

parties that supported Chavez and his MVR during the December 
3 presidential election pledged to dissolve and join Chavez\' 
proposed single \"revolutionary\" party. None of these parties 
passed the two percent electoral threshold in the 

presidential election for automatic placement on subsequent 
ballots and would have had to collect signatures to retain 

their status as viable political parties. 


9. (SBU) Patria Para Todos (PPT), PODEMOS, and the Communist 
Party (CPV), the most popular pro-Chavez parties outside of 

the MVR, have all deferred decisions on whether to join a 

single \"revolutionary\" party, citing the need to consult with 

their party bases. PPT separated from the Radical Cause 
(Causa R) party in 1997, and PODEMOS separated from the 
Movement Toward Socialism (MAS) party in 2003. Both Causa R 
and MAS are opposition parties that supported the 2006 
presidential candidacy of Manuel Rosales. All three 
pro-government parties managed to poll more than the two 
percent threshold for maintaining political party status. 
PODEMOS and PPT are reportedly planning party conferences to 
discuss the idea later in January. The Communist Party 

indicates it will convoke an special party conference in 

early March to debate the same. MVR DG Ameliach told \"El 
Universal\" that he had already spoken to leaders in all three 
parties and that all agree on the need to \"form a single 

force.\" He added that their differences are confined to how 

to implement such an idea. 


10. (C) While stressing that all pro-Chavez parties are 

\"free\" to accept or turn down Chavez\' \"invitation\" to join a 
new United Socialist Party of Venezuela, government pressure 
on the hold-outs is starting to build. MVR National Assembly 
deputy Carlos Escarra recently warned that pro-Chavez parties 
better get on board soon, or they will miss the train.\" UPV 
President Lina Ron urged other pro-Chavez parties \"to hurry 
up because the door may shut on you.\" The pro-government 
daily \"Vea\" has run numerous editorials in support of the 
formation of the PSUV. A post-election \"Vea\" editorial 
stressed that MVR won 70 percent of the Chavez vote, compared 
to just six percent for PODEMOS, four percent for PPT, and 
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two percent for the PCV. A January 4 \"Vea\" editorial urges 
leaders in those parties to show \"political maturity\" and put 

themselves above \"personal positions, sterile doctrines, and 
small ambitions.\" 


11. (C) After winning the December 3 presidential election by 
a wide margin, Chavez is in a solid position to impose what 
is essentially an MVR hostile take-over of the smaller 
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pro-government parties. We expect almost all such parties 

will eventually opt to join a United Socialist Party of 

Venezuela (PSUV) in the hope of retaining some prospect of 
influence -- and spoils -- within the BRV. The alternative 

is to occupy what would be political purgatory between the 
government and opposition. Ironically, Chavez may succeed in 
eradicating the Communist Party of Venezuela (PCV), something 
Venezuelan military dictators never succeeded in doing. At 

the same time, Chavez appears predisposed to adopt models of 
party discipline and ideology that may well make former PCV 
members feel quite at home in the soon-to-formed PSUV. 


12. (C) While Chavez is not only taking on a political 

project that he may not really need, it is also one that may 
prove difficult to implement. The Venezuelan president has 
far more experience as an institution-destroyer as a means to 
enhance his control of power than he does as an 
institution-builder. Politically, he has relied principally 

on his charismatic, populist appeal and the tools and 
resources of government, not the MVR party. Consequently, 
the MVR party, while a solid electoral machine, is widely 
perceived to lack both the structure and infrastructure that 
characterize fully functioning parties, including smaller 
pro-Chavez parties like the PPT and PCV. It may prove to be 
an operational challenge to graft the MVR\'s election 
apparatus with the existing and well-established 

infrastructure of other pro-Chavez parties. The extent 
Chavez is seriously interested in constituting a political 

entity that could function in any meaningful way without him 
also remains an open question. 
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SUBJECT: NEWLY ELECTED SPEAKER OF THE HOUSE NANCY PELOSI; US-LATIN 
AMERICAN TIES; MIDDLE EAST; US-ARGENTINE BILATERAL RELATIONSHIP; 
DEATH OF HUSSEIN; IRANIAN PRESIDENT AHMADINEJAD AND THE HOLOCAUST; 
01/05/07; BUENOS AIRES 


1. SUMMARY STATEMENT 


Today\'s key international stories include Democrats taking control 
of both the US House of Representatives and Senate for the first 
time in a dozen years; Rep. Nancy Pelosi\'s selection as the first 
woman House leader in US history; Pelosi\'s statements about 
revisiting ties between the US and Latin America; the US-Argentine 
bilateral relationship; and the ever-present tension in the Middle 
East. 


Daily-of-record \"La Nacion\" carries one op-ed story on Saddam 
Hussein\'s execution and another on Iranian President Anmadinejad\'s 
statements about the Holocaust. 


2. OPINION PIECES 


- The most powerful woman in the United States asks to revisit 
US-Latin American ties\" 


Mariano Zucchi, columnist of leading \"Clarin,\" writes (01/05) \"Nancy 
Pelosi became the first woman House leader in US history... Today, 
she is considered the most powerful woman in the country because 
apart from being the spokesperson and leader of the representatives 
who will contend with the Bush administration, she is second in the 
presidential succession line after VP Dick Cheney. 


Column 3 

\"During an (e-mail) interview with VClarin,Y she reiterated that 
resuming talks with Iran and Syria is necessary to stabilizing the 
Middle East, something that is rejected by US President Bush. She 
also asserted that Republicans overlooked ties with Latin America 

and voiced her support for free trade agreements with South American 
countries. 


\"Asked what Democrats can do to reverse the deep anti-US feeling in 
the world raised by the war in Iraq, Pelosi answered VThe war in 

Iraq, the unilateral approach to it and some operational aspects, 
particularly the abuse of prisoners in Abu Ghraib, have damaged the 
US image in the world. In order to repair this damage, we need to 
commit ourselves to a multilateral approach and international 
institutions. 


Y... Regarding the changes that Democrats could bring into 
US-Latin American relations now that they are in control of Capitol 
Hill, Pelosi said \'We need to strengthen our ties with our Latin 
American neighbors. Efforts should also be focused on a strong 
bilateral commitment to economic development, democratic 
institutions, health care and education" 


- "A leader" 


Paula Lugones, international columnist of leading \"Clarin,\" writes 
(01/05) \"Neither Condoleezza Rice nor Hillary Clinton is today the 
most powerful woman in US politics but Nancy Pelosi. She is not only 
second in the presidential succession line (after VP Dick Cheney) 
but also the \'face\' of the opposition that will put George W. Bush 
between the devil and the deep blue see during the last two years of 
his presidency. 


\"She is also the one to instruct legislators to vote critical 

measures such as sending or withdrawing US troops to and from Iraq, 
or solving the situation of undocumented immigrants. Above all, she 
will be in charge of bargaining with and setting limits on a 

president that usually makes decisions (some of them wrong, as we 
all know) alone or supported by a small group of friends.\" 


- \"Hoods and gallows\" 


Daily-of-record \"La Nacion\" carries an op-ed piece by contributor 
Mex Urtizberea, who writes (01/05) \"... The picture of a hooded 
group hanging a man (even a despicable dictator) in the name of 
the civilized world, with full consent of the international 

community and presented as lawful action, has prompted no 
reflection in me but a deep feeling of shame for them. 


Y... The method and the concept are shameful, as well as the hoods 
and the applause. 
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\"Both dictators just like the hanged man as well as the 
self-proclaimed owners of democracy (who end up using barbarism to 
fight barbarism) are shameful. 


\"... If justice remains the action of hanging a man, then let us not 
fall under delusion- the world has made no progress at all.\" 


- \"The return of fascism\" 


Daily-of-record \"La Nacion\" carries an op-ed story by Bernardo 
Kliksberg, honorary professor at the National University of Buenos 
Aires, who says(01/05) \"David Duke, the most well-known racist in 
the US, formerly a major teacher of the Ku Klux Klan, is back, as 
well as Roberto Faurisson, European racist leader, Wolfgang 
Frhlich, Austrian neo-Nazi leader, George Kadar, and Georges 
Thiel... lranian President Mahmoud Ahmadinejad rescued them from 
forgetfulness when he and other well-known fascists and neo-Nazis 
organized a seminar last December to show the world that the 
Holocaust was a myth. 


Y"... According to the most prominent historians of the Holocaust, 

this could not have been possible without the silence of a big part 

of the world. In those countries where people rejected genocide such 

as Denmark and Bulgaria, a large number of Jewish lives were saved. 

It would be immoral if the (Ahmadinejad\'s) call to wipe out memories 

of the Holocaust and destroy Israel is supported once more by the 
silence of many. The time has come to make the voice of free men and 
women heard to bring back the memory while showing that new forms of 
racism and genocide will no longer escape unpunished\" 


- \"Argentina\'s domestic priority in foreign policy\" 


Jorge Elias, political columnist of daily-of-record \"La Nacion,\" 
comments (01/05) \"... In 2003, Bush wanted to know whether Argentine 
President Nestor Kirchner was a leftist. Kirchner said \'I am a 

Peronist.\' 


\"In a little more than three years, Bush understood that (Kirchner\'s 
mention of) his Peronist affiliation had not been an overstatement 
of his ideology but a sign of pragmatism... 


\"The Latin American left wing did not represent a problem for Bush. 
Populism was in fact a problem and by correlation, the impaired 
image of the US. In Bush\'s eyes, Kirchner was a pragmatic who 
definitely had on his desk (information on) the Central Bank 
reserves, the country\'s trade balance, its energy stock and the 
government revenues... 
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\"In Bolivia (where he, Chavez and Lula supported Evo Morales), 
Kirchner proved through his participation in the crises of the Mesa 
administration that he was to be reliable. 


Y... On the brink of mid-term elections, Bush started the last two 

years of office without a Republican majority on Capitol Hill. As 

soon as his new Ambassador to Argentina, Earl Anthony Wayne, landed 
in Buenos Aires, he deployed a hectic agenda of meetings with 
ministers and government officals in order to recover ground.\" 


3. EDITORIALS 
- \"Tension in the Middle East\" 


Daily-of-record \"La Nacion\" editorializes (01/05) \"The situation in 

the Middle East continues raising great concern. On the one hand, 
Saddam Hussein\'s execution does not seem to have changed the fragile 
situation in Iraq, which is still merged into an extremely violent 

sectarian war between Shiites and Sunnites. And, on the other hand, 

in Lebanon, a crowd made up by Lebanese and Palestinian Shiites 
under the command of Hezbollah\'s leader, Sheik Hassan Nasrallah, 
seem to have successfully besieged PM Fouad Siniora\'s administration 
and demanded Siniora\'s resignation. Shiites are roughly only 

one-third of the Lebanese people and they are supported by Iran and 
Syria, which are, in turn, backed by Hezbollah. 


\"However, Fouad Siniora, with the outright support of Saudi Arabia, 
the US and most of the people of his country, is not willing to 

resign or compromise. He wants the dispute to be solved ona 
negotiating table without any sort of foreign pressure. 


Y... Furthermore, the complicated situation in Palestinian 
territories ... Amid deprivation, armed clashes between supporters 
of Fatah and Hamas have taken place... Now, this confrontation is 
seemingly over and Palestinians are heading for elections with no 
certain date. 


\"Meanwhile, Iran is arming Hamas and Egypt with Israel\'s consensus, 
and delivers weapons to Fatah... Israeli PM Ehud Olmert, who has 
recently met with Abbas, has attempted to spur a peace process 
already stalled for months... 


\"This situation reveals that the Middle East confrontation is today 
the most difficult and dangerous conflict to be solved by the 
international community. Far from finding a road to peace, events 


made clear that some related points of potential violence should be 
simultaneously tackled. 
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\"The weakened stance of the US resulting from its intervention in 

Iraq calls for firm action by the international community heading in 
every aspect towards peace while including the UN, where Korean Ban 
Ki-Moon has taken office as Secretary General." 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED FOR U/S 
DOBRIANSKY + 31 


REF: SECSTATE 974 


1. Embassy Kuwait welcomes and hereby grants country 
clearance for U/S Dobriansky and a thirty-one member 

U.S. delegation,including TDY support, to visit Kuwait 

from Thursday, January 4, 2007, to Friday, January 12, 
2007, to participate in and support the Conference 

of Women Leaders in Science, Technology and Engineering, 
to be held in Kuwait. 


2. This clearance is not/not valid for entry into Iraq; you 
must apply for Iraq clearance through Embassy Baghdad. 


3. Visit Officer for the Conference: 
Christopher Green 
Phone: 965-259-1373 
Mobile: 965-902-5940 
Fax: 965-259-1051 
Unclassified Email: GreenCR@state.gov 


Visit Officer for U/S Dobriansky 
Mark Rosenshield 


Column 3 
Phone: 965-259-1690 
Mobile: 965-937-0334 
Fax: 965 259-1051 
Unclassified Email: RosenshieldMS@state.gov 


Visit Officer for A/S McMurray 

Steve Conlon 

Phone: 965-259-1249 

Mobile: 965-942-3897 

Fax: 965-259-1051 

Unclassified Email: ConlonSM@state.gov 


4. Per Reftel, accommodation and transportation assistance 
as requested have been arranged: 


JW Marriott Kuwait City 
Al Shuhada Street 
Phone: 965-245-5550 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of 
a valid passport. There is a processing fee of three (3) 
Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on 
the purpose of their visit. Passengers arriving on other 
than commercial flights should anticipate extra delays, 
because 
immigration services are not available on the miltary side 
of the airfield and passports have to be carried to a 
different 
location at the airport for processing. Airport visas are 
valid for 90 days after arrival; anyone staying beyond this 
period must obtain an extension, which should be requested 2 
weeks prior to visa expiration. Anyone departing Kuwait who 
has overstayed the visa will be charged a fine of KD 10.00 
(USD 35.00) per day at the airport. All travelers planning 
to visit Iraq should make sure that they obtain the required 
exit/entry stamps for each transit through Kuwait, and be 
aware that they will need to obtain a new Kuwaiti visa upon 
return, even after a day trip to Baghdad. Failure to do so 
can result in heavy fines. If possible, travelers should try 
to obtain a multiple entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of 
alcohol, pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
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books) is strictly prohibited by Kuwaiti law. Kuwait is 

still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel North of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
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the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. 
installations in Kuwait and recommend that all Americans 
in Kuwait remain alert to their surroundings and review 
their personal security practices. 


e. Health Advisory for Kuwait: Visitors in November 
through March can expect cold winds and at times heavy 
rains. Light winter clothing is suitable for Kuwait during 
these months. At this time allergies and colds are more 
common. Persons traveling to the area are advised to have 
over-the-counter medications, such as Tylenol, Ibuprofen, 
cold and cough medications with them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
accomodation services (cashing a personal check drawn ona 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the 
attention of the RSO, and include the level of their 
clearance. The cable should include the visitor\'s Social 
Security Number, and the name of the agency granting the 
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clearance. Cables should include the ASEC tag to ensure 
distribution to the RSO office and the Marine Security 
guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 
Government personnel and contractors must remember that it 
is their responsibility to observe good computer and 
information security practices. Information processed on 
computers in hotel business centers, through email 
correspondence or document creation, is highly exploitable. 
Public computers located in hotel business centers, internet 
cafes, airport lounges, etc. should never be used to process, 
store or disseminate sensitive information. Compromise of 
sensitive government or military information can result in 
serious damage to national security. Compromises of 
sensitive personal data can result in significant personal 
and financial hardship. Random checks are conducted by 
Embassy personnel on public PC\'s. Breaches in COMPUSEC will 
result in the violator receiving security infractions and/or 
security violations. Inter-agency security standards 
prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience 
electronics are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed 
to their visit. Direct charge costs include, but are not 
limited to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attibutable to the visit. If 
fiscal data on visitor\'s travel authorization is to be used 
for this purpose, this information must be spelled out in 
the travel orders and sufficient funding must be provided to 
meet these expenses. In addition, for TDYers over thirty 
(30) days, there will be a charge for ICASS support services. 
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If your sponsoring agency is not signed up for ICASS services 
at post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 

generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 
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prived any services to a TDYer staying in excess of 30 days 
without having recieved this documentation prior to day 31 
of the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 
LeBaron 
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SENSITIVE 
SIPDIS 


STATE FOR NEA/MAG 

E.O. 12958: N/A 

TAGS: PTER, ASEC, KPAO, AEMR, KCRM, AG 

SUBJECT: ALGERIA 2006 COUNTRY REPORT ON TERRORISM 
REF: STATE 175925 


(SBU) Embassy Algiers\' submission in cable format for the 
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2006 Country Terrorism Report follows: 


Begin Text 


Algeria continued to provide positive counterterrorism 
cooperation and is a very strong partner in the global war on 
terror. Algeria has battled terrorism for over a decade and 

its government has not supported terrorism financially, 
diplomatically, or politically, nor has it provided sanctuary 

to any terrorist groups. For the majority of the year, the 
security situation in Algeria remained relatively unchanged, 
marked by stability in the major urban areas and low-level 
terrorist activities throughout the countryside. The last 
quarter of 2006, however, witnessed four attacks in the 

wilaya of Algiers, the first ones since 2004. One attack 
targeted employees of a U.S. company. Until this recent 
attack, terrorism in Algeria was generally not aimed at 

foreign entities; the Salafist Group for Preaching and Combat 
(GSPC) preferred to target Algerian interests. Following 

the al-Qaida September announcement of the GSPC\'s official 
status as an al-Qaida affiliate in North Africa, however, the 
GSPC has made more threats against what it calls \"crusading\" 
westerners, particularly American and French citizens. 


Two events helped fuel terrorism concerns in Algeria: the 
al-Qaida\'s September 11 recognition of the GSPC and the 
conclusion of the amnesty period for Algeria\'s National 
Reconciliation project. There is evidence of the GSPC\'s use 
of al-Qaida style attacks that generate high media attention. 

On October 19, an improvised explosive device (IED) exploded 
outside a military barracks in the Algiers suburb of 

el-Harrach, wounding six, and October 30 two bombs killed two 
persons approximately 20 kilometers from downtown Algiers. 
On December 10, a shuttle bus carrying expatriate workers of 
an American oil services company was ambushed in an Algiers 
suburb thought to be secure due to its proximity to 

residences of senior government officials and a major western 
hotel. This attack, marked by a road-side IED, resulted in 

two foreigners dead and several wounded, including an 
American worker. The terrorists escaped. The October 
bombings and the December 10 attack against a relatively soft 
American target generated significant global media attention 
and gave the GSPC greater visibility than nearly all other of 

its attacks carried out against Algerian government targets. 
Given the success of this attack in those terms, the GSPC may 
attempt further attacks. 


Even before its affiliation with al-Qaida, the GSPC was an 
organization whose regional ties were evolving. GSPC support 
cells have been discovered and dismantled in Spain, Italy, 
Morocco and Mali, and the GSPC is suspected of maintaining 
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training camps in the Pan-Sahel region. The GSPC\'s regional 
scope, however, was largely the result of successful Algerian 
security service and military operations against it on 

Algerian soil that have compelled the GSPC to operate outside 
Algerian territory. The Algerian services killed 

approximately 260 terrorists and arrested an additional 450 

in 2006, compared to the combined killed and arrested figure 
of about 400 for 2005. The success of the Algerian services, 
combined with the public\'s continued lack of support for 
terror, have led the GSPC to seek new methods of financing 
its attacks. Algerian media sources reported the use of 
extortion in concert with 16 instances of fake roadblocks and 
55 kidnappings inside Algeria. The kidnappings, sometimes in 
coordination with fake roadblocks, often targeted wealthy 
Algerians. Not all of these methods were attributed solely 

to the GSPC, however. There is also a growing crime problem 
in Algeria. GSPC terrorists such as Mokhtar Belmokhtar have 
also taken an active role in regional smuggling in order to 
finance GSPC terrorism. 


National reconciliation, a major policy initiative of 

Algerian President Abdelaziz Bouteflika whose final stages of 
implementation took place in 2006, sought to bring closure to 
the near civil war between Algeria\'s secular government and 
Islamic terrorists in the 1990\'s. A cornerstone of this 

initiative was the six-month amnesty program in place from 
March to September for repentant imprisoned or active 
terrorists who had not committed public bombings, massacres, 
or rapes. As of September 2006, over 2,300 convicted 
terrorists were released and more than 350 terrorists 
surrendered to authorities in order to benefit from the 
amnesty; statistics on the recidivism of these individuals 

were not available. Despite announcing a September deadline 
for amnesty, the government has quietly extended the amnesty 
grace period indefinitely. In addition, some members of the 
banned political party Islamic Salvation Front (FIS) have 
returned to the country from self-imposed exile as part of 

the amnesty. 


Symbolically, national reconciliation was an important step 

to try to heal Algerians\' wounds from a decade of civil 

strife. The amnesty, however, paradoxically appeared to have 
hardened the resolve of the remaining terrorists. Indeed, 
there were reports of terrorists killing cohorts who 
surrendered to the authorities. During the scheduled amnesty 
period, March through September, there were 199 security 
Officials and civilians killed, compared to 107 during the 

rest of the year. Perhaps as a show of defiance and renewed 
determination, the GSPC was responsible for the death of 78 
security officials and civilians in October and November, 
immediately after the scheduled amnesty period ended. The 
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GSPC, thanks in part to high unemployment among Algerian 
youth, has been partially successful in replenishing its 
numbers after the arrests, surrenders and deaths of over 1000 
terrorists. Those remaining appear to be more hardline and 
resistant to the Algerian government\'s amnesty offer. 


Overall, the government has greatly improved security from 

the situation of the late 1990s. The Algerian security 

services and military remain capable of handling the 

prolonged battle against internal terrorist threats and 

continue to be a formidable ally in the global war on terror. 
However, the GSPC\'s link to al-Qaida, continued 
socio-economic problems and a renewed GSPC determination to 
abort further national reconciliation could cause new 

challenges in 2007. 


End Text 
FORD 
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SIPDIS - SENSITIVE 


E.O. 12958: N/A 
TAGS: MARR, MOPS, PGOV, PREL, IZ 
SUBJECT: IRAQ: CONSULTATIONS ON AND ROLLOUT OF POLICY 


1. (SBU) Beginning Friday, January 5, President Bush and 
the Secretary will be consulting members of Congress on 

the USGVs Iraq policy; the White House will consult select 
international partners prior to an announcement. However, 

no posts will be asked to pre-brief the policy; guidance 

will be sent to posts only after the President\'s 

announcement is made. This announcement will be made in a 
few days. 


2. MINIMIZE CONSIDERED. 
RICE 
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E.O. 12958: N/A 

TAGS: TBIO, IZ, JO 

SUBJECT: Lab Standards for Iraq to Emerge from Biological Risk 
Workshop 


REF: Amman 2916 


1. (SBU) Summary: A dozen Iraqi scientists attended a Department of 
Energy-sponsored workshop in Amman December 18-20 on reducing safety 
and security risks at biological labs. The workshop was put on by 

staff from Sandia National Laboratories (SNL). The workshop 

introduced current best practices and technology for running safe 

and secure labs. It also helped to establish a network among top 

Iraqi biologists. Next, two senior Iraqi biologists, working 

closely with the Iraqi Biosafety Committee and SNL, will begin to 

draft national biosafety/biosecurity guidelines for Iraq. End 

Summary. 


2. (U) The December 18-20 biological risks workshop was a direct 
outcome of the July 2006 workshop in Jordan for Iraqi scientists on 
animal health surveillance and molecular diagnosis. During that 
workshop, participants recognized and commented on their need for 
further training in safe and secure lab procedures. Sandia also 

held a regional biosafety workshop in Amman in February 2006. 


3. (U) Sandia staffers Dr. Donato Aceto and Paula Austin 

facilitated the December 2006 workshop, and gave presentations on 
international biological threats, risk assessment, threat reduction, 
elements of biosecurity and biosafety, and global practices. Iraqi 
participants made a series of presentations on their individual 
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institutions, practices, plans and needs. 


4. (SBU) Comment: The December workshop lent much-needed support to 
the embattled scientific leaders of Iraq, as well as raising their 
ability to reduce risks from biological agents. End Comment. 


5. (U) This message has been cleared by Dr. Donato Aceto. 
HALE 
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E.O. 12958: N/A 

TAGS: OREP, AMGT, ASEC, AFIN, KU 

SUBJECT: KUWAIT GRANTS COUNTRY CLEARANCE FOR CODEL BROWNBACK 
(JANUARY 6-13, 2007) 

REF: STATE 001227 


1. Embassy Kuwait welcomes and grants country clearance for CODEL 
Brownback to travel to post o/a 7 and 10 Jan, 2007. 


2. This clearance is not/not valid for entry into Iraq; you must 
apply for Iraq clearance through Embassy Baghdad. 


3. Visit Officer: An Embassy visit officer and a driver/expeditor 
will meet and assist you at the airport. 


Embassy point of contact is: 


Carri Mowry, ISU Coordinator 
Office- (965) 259-1419 
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Cell- (965)973-9854 

Fax- (965) 259-1190 

Unclass e-mail: MowryCA@state.gov 


SIPDIS 


4. Lodging: N/A 
5. Following is post\'s standard guidance for visitors to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry visas to 
American citizens on arrival, upon presentation of a valid passport. 
There is a processing fee of three (3) Kuwaiti Dinar (KD 3.000, or 
USD 12.00) for each visa issued. The fee may be paid either in KD or 
USD. Post strongly advises travelers to carry some documentation on 
the purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side of the 
airfield and passports have to be carried to a different location at 

the airport for processing. Airport visas are valid for 90 days 

after arrival; anyone staying beyond this period must obtain an 
extension, which should be requested 2 weeks prior to visa 
expiration. Anyone departing Kuwait who has overstayed the visa 
will be charged a fine of KD 10.000 (US 35.00) per day at the 

airport. All travelers planning to visit Iraq should make sure that 

they obtain the required exit/entry stamps for each transit through 
Kuwait, and be aware that they will need to obtain a new Kuwaiti 

visa upon return, even after a daytrip to Baghdad. Failure to do so 
can result in heavy fines. If possible, travelers should try to 

obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, pork 
products, personal firearms, and any suggestive/pornographic 
materials (videotapes, magazines or books) is strictly prohibited by 
Kuwaiti law. Kuwait is still clearing mines and munitions. Visitors 
must remain on major paved roads when traveling in Kuwait. Travel 
north of Jahra toward the Iraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through Wednesday, 
and office hours are from 8:00 a.m. to 4:30 p.m. The time difference 

with the East Coast of the United States is EST plus eight hours. 

The embassy switchboard number is (965) 259-1001, and the IVG number 
is 4950000. The after-hours number which rings at Marine Guard Post 
One is (965) 538-2098. The mission duty officer can be reached 

through the embassy switchboard, Post One or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, Dulles, VA 
20189-6200. 
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d. Threat Assessment: Kuwait is a high-threat post and the military 
threatcon is currently Charlie. We have increased security 
precautions at official U.S. installations in Kuwait and recommend 
that all Americans in Kuwait remain alert to their surroundings and 
review their personal security practices. 


e. Health Advisory for Kuwait: April through October is the hot 
season in Kuwait. Temperatures reach 120-140 degrees F in summer. 
Caution should be taken to prevent dehydration and heat exhaustion 
by 1) drinking plenty of fluids and 

2) staying indoors, especially during peak temperature hours of noon 
to 3:00 p.m. (1200-1500). Low humidity coupled with high 
temperatures creates excessive moisture loss from evaporation. It 
is necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors from November to March can expect cold winds 
and, at times, heavy rains. Light winter clothing is suitable for 
Kuwait during these months. At this time, allergies and colds are 
more common, and visitors to the area are advised to bring 
over-the-counter medications, such as Tylenol, Ibuprofen and cough 


medicine, with them for self-treatment. 


f. Money: Credit cards are widely accepted at hotels, restaurants 

and other establishments throughout Kuwait and ATM machines are also 
readily available. For travelers on official orders, the Commercial 

Bank of Kuwait can provide accommodation services (cashing a 
personal check drawn on a U.S. bank into local currency) up to a 
maximum of USD 300.00 per day from noon to 2:00 p.m., Saturday 
through Wednesday. At the current rate of exchange, one Kuwaiti 

Dinar (KD) is equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into secure areas 
of the mission must slug cables to the attention of the RSO, and 
include the level of their clearance. The cable should include the 
visitor\'s Social Security Number, and the name of the agency 

granting the clearance. Cables should include the ASEC tag to 

ensure distribution to the RSO office and the Marine Security guard 

at Post One. 


h. Computer and Electronics Usage: Sensitive military information 
has been discovered recently on business center computers at local 
hotels in Kuwait City. All U.S. Government personnel and 
contractors must remember that it is their responsibility to observe 
good computer and information security practices. Information 
processed on computers in hotel business centers, through email 
correspondence or document creation, is highly exploitable. Public 
computers located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or disseminate 
sensitive information. Compromise of sensitive government or 
military information can result in serious damage to national 
security. Compromises of sensitive personal data can result in 
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significant personal and financial hardship. Random checks are 

conducted by Embassy personnel on public PC\'s. Breaches on COMPUSEC 
will result in the violator receiving security infractions and/or 

security violations. Interagency security standards prohibit the 

introduction or use of non-USG owned computer hardware and software 

at all USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all secure areas 

of the mission. 


i. Photography: Tourist photography is encouraged in Kuwait. 
However, it is strictly forbidden to photograph public buildings, 
economic infrastructure, or military and other security-related 
facilities and personnel. Confiscation of film and camera and even 
arrest may result from doing so. A good rule of thumb: If there is 
any doubt as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length of stay, must 
bring or forward fiscal data to pay for direct costs of the visit. 

Each agency, organization or visiting delegation will be charged for 
the actual costs attributed to their visit. Direct charge costs 

include, but are not limited to: American and LES staff overtime 
(e.g., expeditor, accommodation exchange, representational event 
support), field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all other 

costs that are directly attributable to the visit. If fiscal data 

on atraveler\'s authorization is to be used for this purpose, this 
information must be spelled out in the travel orders and sufficient 
funding provided to meet these expenses. In addition, for TDYers 
over thirty (80) days, there will be a charge for ICASS support 
services. If your sponsoring agency is not signed up for ICASS 
services at post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. The 
agency should provide post with written communication, generated by 
the traveler\'s headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provide the agency ICASS billing code for the 
TDY support to be provided, and authorize the traveler to sign the 
ICASS invoice generated by the TDY module. When travel is urgent, 
TDYers should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not provide 

any services to a TDYer staying in excess of 30 days without having 
received this documentation prior to day 31 of the TDY. 


k. Visit Kuwait\'s Classified Website at 
http://www.state.sgov.gov/p/nea/kuwait/ 


6. This cable was last updated on October 30, 2006. 


LeBaron 
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E.O. 12958: DECL: 01/06/2017 
TAGS: PGOV, PHUM, PREL, MOPS, PINS, PNAT IZ 
SUBJECT: MOI BOLANI SLOW TO DEVELOP REFORM PLAN 


REF: A. BAGHDAD 04718 
B. BAGHDAD 04270 
C. BAGHDAD 04292 


Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (S//REL GBR AUS) SUMMARY. PM Maliki is frustrated by the 
lack of progress by Minister of Interior (MOI) Jawad 

al-Bolani and National Security Advisor Muwafak al-Rubaie to 
develop a plan for comprehensive MOI reform as was ordered by 
Maliki at the October 22 meeting of the Ministerial Committee 
for National Security. Without this plan, Bolani has been 

unable to take significant actions to remove those members of 
MON's Shia-dominated leadership with links to corruption, 

illegal activities, and sectarianism. Nor have sufficient 

steps been taken to plan for and implement the recent 

decision to place Facility Protection Service personnel under 

the MOI. Progress has been hindered by Bolani\'s travel 
schedule and personal security situation, as well as the 

recent execution of Saddam Hussein and the Eid al Adha 
holiday. Despite the lack of progress on a comprehensive 
reform plan, Bolani still receives good marks for making at 

least some positive change, particularly in the area of human 
rights. END SUMMARY. 


REFORM PLAN DELAYED 
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2. (S//REL GBR AUS) Minister of Interior Jawad al-Bolani and 
National Security Advisor Muwafak al-Rubaie have not 
developed on a comprehensive MOI reform plan as ordered by 
Prime Minister Maliki at the October 22 Ministerial Committee 
for National Security (CNS). Maliki extended the initial 
deadline of November 15, in order to give Rubaie the time he 
needed to focus on Ministry of Defense reform. Six weeks 
after the extension, however, little progress has been made 
on efforts to reduce corruption and eliminate sectarian 
influence. 


3. (S//REL GBR AUS) When Prime Minister Maliki expressed 
frustration at the slow pace of MOI reform at the December 24 
MCNS session, Rubaie and Bolani admitted that little had been 
so far accomplished by the ministerial committee charged with 
developing the reform plan. They claimed however, that the 
committee would meet again to take up this subject within a 
week. Due to Saddam\'s execution, however, this did not 
occur. With Rubaie and other officials out of Baghdad for 

Eid al Adha, progress towards MOI reform was further delayed. 


BOLANI UNABLE TO TAKE NEEDED REFORMS 


4. (S//REL GBR AUS) Without an approved plan, Bolani appears 
unable to take the decisive action necessary to transform the 
Ministry of Interior into a reliable security organization. 

No significant action has yet been taken to remove those in 

the Shia-dominated leadership linked to corruption, illegal 
activities, and sectarianism. Despite months of U.S. 

pressure, Bolani has failed to enforce arrest warrants 

against the fifty-seven police officers (including a major 

general) suspected of human rights violations at the Site 4 
detention facility despite months of U.S. pressure (REF A). 


5. (S//REL GBR AUS) The need for MOI reform became both 
harder and more necessary by the GOl\'s decision in September 
to place most Facility Protection Service (FPS) forces -- 

except the Oil Protective Force and Electrical Facilities 

Protection Service - under the authority of the MOI. Thus 

far, implementation of this decision has been proceeding 
extremely slowly, especially in the areas of pay, training 

and logistics. While Deputy Minister of Interior for Support 
Forces Major General Admed Al-Kafajy has developed a program 
to retrain FPS personnel, no retraining has actually taken 

place. Furthermore, the MOI has yet to assume responsibility 

for paying FPS personnel. At the December 24th MCNS meeting, 
Prime Minister Maliki expressed frustration with the speed of 
MONVs integration program and stated that he would 
reemphasize to each minister that their FPS units now report 

to the MOI. Finance Minister Jabr asked for a copy of this 
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order so that he can begin transitioning appropriate 
budgetary resources to the MOI (Ref. A). 


BOLANIVS TRAVEL AND PERSONAL SECURITY HINDER REFORM 


6. (S//REL GBR AUS) Bolani has been out of the country for 
much of December and we are unaware of any meetings on this 
topic being held by Ministry of Interior staff. Most 

planning discussions have been between Rubaie and senior 
Multinational Forces - Iraq leaders, with little Ministry of 

Interior participation. 


7. (S/REL GHR AUS) Bolani\'s ability to take decisive action 

on police reform is further constrained by his personal 

security situation. Bolani now lives outside the 

International Zone and has survived at least one 

assassination attempt. Coalition forces are working to 

obtain housing within the IZ. The threat of assassination 

and abduction is a real concern for senior MOI leaders: on 
December 26, Ministry of Interior Director General for Ports 

of Entry Major General Imad Muhsen Jaafar was assassinated in 
Baghdad\'s Adhamiyah district. 


BOLANIVS POSITIVE CHANGES 


8. (S//REL GBR AUS) Despite Bolani\'s failure to make 
significant changes in the senior Interior Ministry 

leadership, some MOI officers credit him with making positive 
changes and improving the ministry\'s respect for human rights 
(REF B). He has reassigned several officers to positions of 
reduced authority. Recently, Bolani fired Major General 
Mohsen Abdulhasan Lazim, Director General of the Directorate 
of Border Enforcement - although we can not yet confirm the 
cause for Lazim\'s firing. At meetings, Bolani has reassured 
senior U.S. Embassy and elected officials that he is working 
incrementally, citing a proverb that \"good health comes 
slowly\" (REF A). 
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STATE FOR NEA/ARP, EB/CBA (DWINSTEAD) 
STATE PASS USTR FOR JBUNTIN 
COMMERCE FOR ITA COBERG 


E.O. 12958: N/A 

TAGS: PREL, ECON, ETRD, BEXP, MU 

SUBJECT: FTA AWARENESS CONFERENCE HIGHLIGHTS OMANVS BFIF 
PROGRAM 


REF: A. 06 MUSCAT 1203 
B. WINSTEAD-GRIMM EMAIL OF 9/25/06 


1. On December 6, 2006, the Embassy, in coordination with the 
Ministry of Commerce and Industry, Omani Center for 
Investment Promotion and Export Development (OCIPED), and the 
Oman Chamber of Commerce and Industry (OCCI), sponsored a 
successful 12006 Oman-U.S. Free Trade Agreement (FTA) 
Awareness Conference" The one-day event, which drew 
approximately 300 attendees from the public and private 

sector, provided Oman\'s business community with the 
opportunity to learn more about the expected benefits of the 

FTA in promoting economic growth, creating employment, 
benefiting consumers, and fostering transparency. 


2. Commerce and Industry Minister Magbool bin Ali Sultan, 
OCCI Chairman Salem al-Ghattami, the Ambassador, and 
Assistant USTR for Europe and the Middle East Shaun Donnelly 
offered their perspectives on how the FTA could spur greater 
trade and investment through new opportunities made possible 
by revised regulations under the FTA. Representatives from 
GE, Pfizer, Parsons, Lucent, Microsoft, and Booz Allen 
Hamilton, among others, also discussed how the FTA could 
encourage increased sales and investment opportunities by 
reducing tariffs, promoting competition, securing 

intellectual property, and ensuring a predictable, legal 
framework for trade and investment. 


3. The event, which was well-received by conference 
participants, garnered significant media attention. The 

Omani government intends to build upon the conference through 
additional FTA promotional efforts, including both domestic 

and U.S. FTA promotional roadshows. 


4. The Embassy appreciated Business Facilitation Incentive 
Fund (BFIF) assistance in staging this conference. The 
Embassy deposited $6,000 of BFIF monies into an escrow 
account held by OCIPED prior to September 30, 2006. These 
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funds were used by the planning committee, of which the 
Embassy was a member, to defray conference-related expenses. 
Per ref A, the Embassy also used $1,469.20 in BFIF assistance 
during FY 2006 toward defraying the cost of sending its 
Economic/Commercial officer to a June 2006 FSI Commercial 
Tradecraft Training program, bringing Embassy Muscat\'s total 
BFIF expenditure for FY 2006 to $7,469.20. 


5. The Embassy looks forward to continuing BFIF assistance in 
supporting its commercial service efforts. 
GRAPPO 
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E.O. 12958: DECL: 01/07/2017 

TAGS: PGOV, PINS, KDEM, IZ 

SUBJECT: KURDISTAN PRESIDENT BARZANI DISCUSSES PESHMERGA, 
REGIONAL ADMINISTRATION AND MEDIA FREEDOM 


(U) Classified by RRT Coordinator James Yellin, reasons 1.4 
(b) and (d). 


1. This message is from the Iraqi Kurdistan Regional 
Reconstruction Team (RRT). 


2. (C) Summary: Kurdistan Regional Government (KRG) 
President Massoud Barzani told Kurdistan Regional Coordinator 
on December 29 that peshmerga security forces, currently 
controlled respectively by the KDP and PUK, would be a 
unified apolitical force under central KRG authority by March 
or April 2007. He added that a new structure is being put in 
place that will &restrict the independent authority8 of the 
political parties. The Regional Coordinator emphasized the 
importance of free media and called on Barzani to publicly 
show his support for media freedom. Barzani agreed and 
encouraged the Regional Coordinator to bring any media 
freedom issues to his attention. Barzani\'s timeline for 
integration of the peshmerga may be overly optimistic and 
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effective restrictions on the KDP and PUK are unlikely. 
Although Barzani expressed his support for media freedom, 
junior KRG and party officials continue to intimidate 
journalists. End Summary. 


Integrating the Peshmerga 


3. (C) Regional Coordinator and RRT Officers met with KRG 
President Barzani on December 29 at his palace in Salah 
ad-Din. In addition to raising political issues reported 

septel, Regional Coordinator asked Barzani when peshmerga 
forces, currently under separate control by the KDP and PUK 
in their respective territorial strongholds, would be unified 
under central KRG administration in Erbil, answerable to 
President Barzani. 


4. (C) Barzani responded that he is working on this issue 

directly, and that the political decision to unify the 

peshmerga forces had been made, and there is an agreement on 
the structure of the new unified force. Several &technical 
issues8 remain to be worked out, but he expects to announce 

a finalized agreement by the end of March or April 2007. 

(Note: The KRG is also working with GOI authorities to 
transform the peshmerga into a force in accordance with 

Irag\'s Constitution. End Note.). 


Integrating KRG Provinces 


5. (C) Remarking on the broader political integration and 
administrative centralization taking place in the KRG, 

Barzani said that the role of the political parties in the 

unified KRG administration is changing. He added that a new 
structure is being put in place that will &restrict the 
independent authority8 of the parties. 


6. (C) Note: Before 2006, the KRG was administered by the 
PUK in Sulaimaniyah governate and parts of Erbil governates, 
and by the KDP in Erbil and Dohuk governates. The two 
parties agreed to merge many administrative functions into a 
centralized KRG authority in January 2006. End Note. 


Pressing for Media Freedom 


7. (C) Regional Coordinator stressed the importance of media 
freedom and called on Barzani to show public support for it. 
Barzani agreed and encouraged the Regional Coordinator to 
bring any problems to his attention. 
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8. (C) Comment: The timeline Barzani outlined for 
integration of the Peshmerga forces may be optimistic; the 
March/April date is a delay from the December 2006 date 
previously envisioned. The ¿technical issues8 he cites may 
reflect a reluctance of the KDP and PUK to give up control of 
their security forces. More KRG ministries may be unified, 
but effective restrictions on the KDP and PUK are unlikely. 
The KDP and PUK still retain their own ministries of 
Peshmerga, Interior, Justice, and Finance, and continue to 
operate separate police forces, courts and prisons. 
Likewise, most KRG media outlets are funded and run by the 
political parties. There are a few independent newspapers 
and radio stations, but their journalists are subject to 
extrajudicial intimidation by junior or mid-level party 

officials. The result is that criticism of the highest level 
government and party officials remains off-limits to the 
media. Public support for media freedom from senior KRG 
officials would keep freelance intimidation from junior 
officials in check. End Comment. 
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NSC FOR AHARRIMAN 

OSD FOR KIMMITT 

CENTCOM FOR CFC-A, CG CJTF-76, POLAD, CSTC-A 


E.O. 12958: DECL: 01/02/2017 

TAGS: KAWC, MARR, MOPS, PREL, PGOV, PHUM, AF 

SUBJECT: DETAINEE LEGAL FRAMEWORK: GOA REPRESENTATIVES 
CONVENE TO DISCUSS TEST CASES, REVIEW BOARD 
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REF: A. KABUL 05615 
B. KABUL 03149 


Classified By: Acting Deputy Chief of Mission Sara A. Rosenberry for re 
asons 1.4(b) and (d) 


1. (S) Summary: Deputy National Security Adviser Engineer 
Ibrahim Speenzada convened GOA representatives from the 
Ministries of Defense, Interior, Justice, and the National 
Directorate of Security on January 2 to discuss the legal 

basis for detention and prosecution of any detainees 
transferred from Guantanamo Bay (GTMO) or Bagram Theater 
Internment Facility (BTIF) to GOA custody and the 
establishment of a review board to assess detainees when they 
are transferred to Pol-e-Charki Block 4 (PeC B4). 
Representatives have been given test cases and executive 
summaries in English and have been requested to provide a 
collective written GOA response within two weeks of receiving 
Dari translations, which will be completed o/a January 15. We 
have asked that the response address both the composition of 
a review board and whether or not there is a legal basis for 
detaining/prosecuting the test case detainees. End Summary. 


2. (S) As promised on December 26, 2006 (reftel A), Deputy 
National Security Adviser Engineer Ibrahim Speenzada promptly 
convened the following GOA representatives on January 2 to 
discuss the legal basis for detention and prosecution of any 
detainees transferred from Guantanamo Bay (GTMO) or Bagram 
Theater Internment Facility (BTIF) to GOA custody and the 
establishment of a review board to assess detainees when they 
are transferred to Pol-e-Charki Block 4 (PeC B4): Office of 

the National Security Council (ONSC) Deputy Minister Adviser 
Mohammad Ibrahim and aides Lutfullah Mashal and Akbar 
Quaraishi; Ministry of Interior (MOI) Deputy Minister for 

Security Affairs Abdul Hadi Khaliq; Ministry of Defense (MOD) 
General Counsel Mohammad Amin Nabi, Judge Advocate General 
(Brigadier) General Shir Mohammad Zazai, Chief Judge of the 
Military Court of Appeal Brigadier General Abdul Majeed, and 
Legal Service Director MA Quym; MOJ General Head of the 
Legislative Institute Said Yousuf Halim; and National 

Directorate of Security (NDS) Legal Adviser S. Zaher. CFC-A 
Staff Judge Advocate, CFC-A Deputy SJA, and CFC-A Rule of Law 
Officer attended as did acting Polmilcouns, Embassy Rule of 
Law Coordinator, and Polmiloff. Attorney General Sabit was to 
have cochaired the meeting with Engineer Ibrahim, but 
President Karzai instead summoned him to another meeting. 


3. (S) Note: The CFC-A and Embassy officers (except Acting 
Polmilcouns) had, however, previously met with AG Sabit on 
December 31 to discuss plans for the January 2 meeting and, 
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specifically, to garner his views regarding a review board. 

Sabit had suggested representatives from the Attorney General 
(AG)\'s office, MOI, MOD, and NDS sit full-time on the review 
board. In response to our suggestion that MOI, NDS, and 
Ministry of Justice (MOJ) officials now serving on teams 
reviewing cases at BTIF be designated to serve on the board, 
he appeared to respond positively. (Comment: We are not 
certain at this time of Sabit\'s position on MOJ 

participation. End Note. 


4. (S) At the January 2 meeting, Polmiloff reviewed the 
Afghan August 2005 diplomatic note (reftel B) outlining the 
US responsibility to refurbish PeC B4 and the Afghan 
responsibility to detain, investigate and/or prosecute 
transferred detainees. She noted that the PEC B4 renovation 
and training of the new MOD guard force will be completed on 
schedule, making it possible to start transfers o/a February 
26 should a legal framework and review board mechanism be 
identified and offered US advisory assistance on these issues. 


5. (S) Polmiloff observed that while President Karzai has 
assured the USG that existing Afghan law will cover 
transfers, discussion to date has been theoretical rather 
than based on examining specific cases and that sanitized 
test cases are therefore being provided. She also outlined 
that while a board to review incoming detainees had been 
discussed when the now-defunct Presidential Directive was 
drafted, the board\'s specific composition was not yet agreed 
upon and issues of jurisdiction and length of pretrial 


detention had not yet been discussed. Without attributing 

the idea to him, she relayed Dr. Sabit\'s suggestion that the 
Supreme Court issue an order for blanket approval of Kabul as 
venue for all transferred cases. 


6. (S) All GOA principals except the MOJ representative then 
asked questions for an hour, with polmiloff and SJA 
responding. During discussion over detainees\' status, the SJA 
clarified that all detainees under discussion are considered 
enemy combatants taken during an internal conflict, not POWs. 
Officials provided verbal assurances about the sufficiency of 
law--particularly NDS law--to cover detainee cases and their 
plans to gather more information in Afghanistan about 
detainees after transfer. They noted the difficulties of 
collecting new evidence years after the alleged crime and 
implications of the Article 7 Exclusionary Rule in the Afghan 
Criminal Procedure Code, which invalidates evidence collected 
without respect to legal requirements. Discussion on time in 
detention addressed whether time in US detention would count 
against time served, and the SJA advised time in US detention 
is considered administrative detention and therefore would 
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not. Discussion also addressed the point at which Afghan 
pretrial detention begins (when the transfer to PeC B4 
occurs, per SJA), the Afghan 30-day limit on pretrial 
detention, and limits on detention during all phases of 

trial. The flow of discussion precluded our answering whether 
the USG will transfer evidence along with the detainee; we 
will follow up with assurances that the USG will do so. 


7. (S) Way Ahead: Officials now have been given six test 
cases in English sanitized by Detainee Assessment 
Branch/BITF: Two each High Level Enemy Combatants, 
High-Threat Low Level Enemy Combatants, and Low-Threat Low 
Level Enemy Combatants. (Note: We believe that some cases 
pose difficult issues regarding sufficiency of evidence and 
grounds for indefinite detention. End Note). A Dari 

translation for one case, executive summaries in English of 

all cases, and the English text of the August 2005 Afghan 
diplomatic note in reftel B have been provided. Translation 

of test cases and their executive summaries will be completed 
o/a 15 January by embassy, CFC-A, and BTIF translators and 
will be quality-checked by an ONSC staffer before 

distribution to GOA attendees. 


8. (S) We have requested a GOA response within two weeks of 
the representatives\' receipt of all documentation in Dari and 
have asked that this response confirm whether or not there is 

a legal basis for detaining/prosecuting the test case 

detainees as well as address the composition of a review 
board. Affirmative responses to both questions will 
demonstrate that GOA possesses the basic and necessary legal 
and administrative resources to facilitate detainee transfer. 

In the event of affirmative responses, we will request that 

GOA draft and promulgate a statement of internal procedures 
that clearly explains how GOA will process and dispose of 
detainee cases. 


NEWELL 
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E.O. 12958: DECL: 01/07/2017 

TAGS: PREL, PGOV, PHUM, KDEM, BG 

SUBJECT: AMBASSADOR AND BRITISH HIGH COMMISSION MET WITH 
SHEIKH HASINA REGARDING MILITARY COUP 


Classified By: Ambassador Patricia A. Butenis; reason 1.4(d) 


1. (C) The Ambassador and British High Commissioner Anwar 
Chowdhury met with Awami League President Sheikh Hasina on 
January 6. They apprised her of approaches made to them by 
prominent Awami League (AL) members, supposedly backed by a 
faction within the Bangladesh Nationalist Party (BNP), 
advocating political scenarios which include forcing Hasina 

and arch-rival Khaleda Zia into exile abroad and possible 
military intervention. The Ambassador and British High 
Commissioner stressed they did not support or encourage these 
proposals and had consistently opposed any unconstitutional 
role for the military but felt obligated to bring these 

reports to Hasina\'s attention. They suggested that bold 

action by the two leaders to break the impasse would put an 

end to such speculation. The Ambassador and British High 
Commissioner will meet with BNP Chairperson Khaleda Zia 
January 7 for the same purpose. 


2. (C) Hasina largely dismissed the reports and even joked 
that exile in the United States would allow her to see her 
granddaughter. She expressed little concern over her 
personal security. Hasina was not troubled by military 
involvement, either directly or under a state of emergency. 

If the military can intervene and \"make things okay, that 
would be good, she said. The Ambassador queried Hasina why 
she thought the military would be willing to return power to 
the very politicians who created the need for military 
intervention in the first place. Hasina said she did 

envision marshal law; opining that no officer is strong 
enough to lead a coup. Moreover, she was confident the 
people would not allow the military to retain power longer 
then necessary to resolve the political crisis. \"There would 
be violence, bloodshed, the country could collapse,\" if the 
military refused to step down. 


3. (C) Hasina argued that the current political impasse 
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was the direct result of an orchestrated BNP plan, 
implemented with the collusion of the Chief Advisor, to 
create conditions to force the AL and its partners in the 
\"Grand AllianceW to boycott the election. \"The BNP does not 
want us to participate because we will win,\" she declared 
with confidence. She complained that President/Chief 
Advisor, Dr. lajuddin Ahmed does not listen to his advisors 
or the international community, but simply follows BNP 
instructions. The President, she said, just wants to hold 
elections and hand over power to Zia, leaving the Awami 
League and its alliance partners with no alternative but to 
boycott a \"rigged\" election. 


4. (C) Asked how she would respond if Zia reached out to 
her to find a solution, Hasina said she would reject any such 
overtures from Zia. The two envoys described a possible 
scenario suggested by some in the BNP under which elections 
would be held with the understanding that new elections would 
be called within 12 months. Hasina dismissed the proposal 
out-of-hand, saying she would sooner support a solution 
involving the military than one that returned the BNP to 

power. Emphasizing the need to take a hard line now, Hasina 
said her supporters already blame her for initially accepting 
lajuddin\'s decision to appoint himself the Chief Advisor. 

Many argue that continuing the street violence that forced 
former Chief Justice Hasan to refuse appointment as the Chief 
Advisor, would have been better than allowing the lajuddin to 
engineer a biased election. She denied that cancellation of 
former president and Jatiya party leader Ershad\'s nominations 
caused her to boycott the election. 


5. (C) The Ambassador raised the possibility of UN 
mediation, noting Hasina had once sought UN assistance. 
(Note: Hasina wrote to the UN Secretary General in December 
asking for UN monitoring of the election. End note.) Hasina 
expressed some interest in a UN mediated election, but it was 
clear she envisioned an election effectively run by the UN 

and not just UN mediation of the political issues separating 
the two major political alliances. 


6. (C) On reconstitution of the Caretaker Government and 
the Election Commission, Hasina insisted lajuddin must 
relinquish his position as Chief Advisor; the original ten 
advisors, however, would be acceptable. Hasina also insisted 
the Election Commission must be reconstituted: Aziz and 
Zachariah (both currently \"on leave\") must resign. 
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7. (C) Comment: Rumors have been rampant for months about 
a possible military solution -- ranging from simple military 
support for the Caretaker Government or a military role under 
a constitutional state of emergency to extra-constitutional 
proposals for a military-backed national unity government or 
an outright coup. The Embassy has consistently stressed both 
publicly and privately that we would oppose any 
unconstitutional move by the military and that even a state 

of emergency should be avoided if at all possible. Embassy 
contacts within the military continue to insist that a coup 

is not in the cards and the actions of the military will 

remain within constitutional bounds. End comment. 
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E.O. 12958: DECL: 01/02/2017 

TAGS: PGOV, PINR, KDEM, IZ 

SUBJECT: PRT TIKRIT: DOES THE CENTRAL GOVERNMENT\'S REACH 
EXTEND TO SALAH AD DIN? 


REF: A. BAGHDAD 4666 
B. BAGHDAD 4613 
C. BAGHDAD 4331 


Classified By: Stephanie Miley, PRT Team Leader, for reasons 1.5 (b) an 
d (d) 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C) SUMMARY. The distance between the central GOI and the 
Salah ad Din (SaD) Provincial Government appears to be 
widening. Local politicians have little to no communication 

with the national level political parties, leaving many to 

become independents or to carry party membership as flags of 
convenience. SaD residents see no tangible efforts toward 
reforming de-Ba\'athification or implementing reconciliation, 
especially in the wake of the murder of 15 former military 
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officers who were traveling to Baghdad to discuss PM al 
Maliki\'s announcement of the re-introduction of former regime 
military officers into the Iraqi Army (IA). Provincial 
security continues to deteriorate, and the provincial Iraqi 
Security Forces see no GOI effort to support them, leaving 
the province feeling as if it has taken a backseat to 
attempts to re-claim the capital. If the GOI does not 
attempt to bridge the gap and expand its influence in the 
province, it risks further weakening its legitimacy and 
isolating itself from the true needs of its provincial 
constituents. END SUMMARY. 


3. (C) Like galaxies in a universe accelerating away from 
each other, the distance between the central GOI and the 
Salah ad Din (SaD) Provincial Government appears to be 
widening. And like shipping flags of convenience, many 
leading politicians and provincial council members in Salah 
ad Din are members in name only of their declared political 
parties with national affiliations. Generally referring to 
themselves as independents, they rarely mention their 
political affiliations, and only if it seems beneficial. 

Local branches of political parties do not meet and claim to 
have little to no communication with their national-level 
offices. According to SaD Iraqi Islamic Party (IIP) 
representative Ibrahim Karnik, IIP, the national party which 
enjoys the broadest support in the province, is dormant and 
will remain so until just before the elections. He and other 
IIP representatives have expressed frustration that the 
party\'s national office does not consult them on issues or 
inform them of major policy developments. Deputy Governor 
General Abdullah Ajabarah al Jabouri, a nominal member of the 
Iraqi National Unity Party, says that few politicians in the 
region have any real allegiance to the parties with which 
they are affiliated. 


4. (C) Days after PM al Maliki\'s December 16 reconciliation 
speech, where he announced the re-introduction of former 
regime military officers into the Iraqi Army, 15 former 

military officers from SaD were murdered while traveling to 
Baghdad to discuss the PM\'s announcement (reftel A). The 
PM\'s reconciliation speech was received in the province with 
a heavy dose of skepticism (reftel B), and the ensuing 
murders solidified SaD residents\' view that al Maliki is 
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either incapable or not committed to bringing about 
meaningful reconciliation or addressing the two key issues 
for the majority of residents in the province: rectifying 

the wholesale dismissal of the former Iraqi Army corps and 
reforming the de-Ba\athification process. SaD leaders 
believe that the al Maliki Administration\'s commitment to 
reconciliation is not inclusive, as no one from the province, 

or from the BaVath Party, was invited to participate in the 
conference. (Note: Baath party members living outside of Iraq 
were informally invited to the conference as long as they did 
not attend under the name of the BaVath party. BaVath Party 
representatives refused this condition and were subsequently 
not formally invited. End Note). 


5. (C) Recently, several politicians and religious sheikhs 

have complained more fervently than usually about the GOI\'s 
sectarian nature and called for a strong, secular leader to 
take control. All mentioned former Iraqi PM Ayad Allawi by 
name, contrasting his ability with al Maliki\'s to run 

effectively the central government. 
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ISF without Support in the Province 


6. (C) As provincial security continues to deteriorate (ref 

C), SaD residents blame lack of GOI support for the Iraqi 

Army (IA) and Iraqi Police (IP) in the province. Many cities 
throughout the province, including Samarra and Bayji, do not 
believe they have an adequate number of police officers, and 
the IA is unable to maintain security on several of the 
province\'s major roadways, such as the highway between Tikrit 
and al Tuz (en route to Kirkuk). The IP lack sufficient fuel 

to patrol areas and to respond to incidents, and the IA has 
inadequate supplies and equipment. 


7. (C) With the announcement of the al Maliki 
Administration\'s renewed efforts to secure Baghdad in early 
2007, many SaD residents have questioned when, if ever, the 
GOI will act on the poor security situation in Salah ad Din. 
While the security situation is better here than in other 

areas, SaD residents are ) naturally ) focused on issues 
close to home. 
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8. (C) The consequence of flag of convenience, political 
affiliation may be that the al Maliki government,s good 
intentions toward reconciliation are falling short, as they 
resonate no further than Baghdad, leaving out large numbers 
of the intended audience, which further hampers the GOI,s 
efforts. The GOI does not appear to have a PR campaign in 
Salah ad Din, and that is causing it to lose ground in the 
minds of the province\'s residents. If it does not attempt to 
bridge the gap and expand its influence in the provinces, it 
risks further damaging its legitimacy and isolating itself 

from the true needs of its provincial constituents. Much 

like U.S. domestic public service campaigns on buying war 
bonds, conserving energy, or preventing litter, targeted 
messaging can have an impact in shaping public attitudes and 
response. An aggressive information awareness campaign in 
the province about the progress the GOI is making in 
developing democratic institutions and improving the lives of 
average Iraqis could be an effective means of reasserting 
the GOIN's role in the province. END COMMENT. 


9. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET Reporting Blog: 
http://www. intelink.sgov.gov/wiki/Tikrit. 
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Column 3 
SUBJECT: AWAMI LEAGUE LED NATIONWIDE BLOCKADE OBSERVED WITH 
MINOR SKIRMISHES 


REF: A. DHAKA 0017 
B. DHAKA 0013 
Classified By: Deputy Chief of Mission Geeta Pasi; Reason 1.4(d) 


1. (U) Summary: As of 1800 local, the first day of a planned 
three-day Awami League led nationwide blockade forced shops 
and businesses in Dhaka to close and stopped intra-city 
traffic, but triggered only sporadic clashes with police, 

limited injuries and no deaths. Chittagong port was 
operational although the transportation blockade hindered 
operations. Throughout the country, the police and the Rapid 
Action Battalion (RAB) were out in force. The army was 
deployed but played only a limited, supporting role. No 

major injuries were reported but a few buses and private cars 
were set ablaze during the early morning hours in Dhaka. 
Almost all of the activity occurred in downtown Dhaka, 
approximately 11 km. from the diplomatic enclave where the 
U.S. official and residential facilities are located. End 
Summary. 


2. (U) The Awami League (AL) and its alliance partners called 
a three-day nationwide blockade for January 7-9 to press 
their demands for postponement of the January 22 
parliamentary elections, a new election schedule and related 
procedural demands, and the resignation of President Dr. 
lajuddin Anmed as Chief Advisor. The initial two-day 
blockade was extended by a day to protest an indefinite order 
by the Dhaka Metropolitan police banning processions and 
rallies on the city\'s streets. Media report that the AL-led 
grand alliance will lay siege to the President\'s residential 

and office compound at Bangabhaban on January 9 and announce 
additional protest programs on January 10 ata rally at 

nearby Paltan Maidan in downtown Dhaka. Alliance partner 
Liberal Democratic Party (LDP) has announced an agitation 
program from January 10 through election day on January 22, 
which other alliance partners will likely support. 


3. (U) In Dhaka, police fired tear gas and rubber bullets to 
disperse AL supporters at several key intersections. At 

Shyamoli Ring Road to the west of Dhaka, stone throwing 
demonstrators pushed back police in a three hour clash before 
Army troops helped restore police lines. At Russell Square 

(near the home of Awami League President Sheikh Hasina) 
police clashed with marchers and assaulted AL leader and 

former Home Minister Mohammed Nasim. After the army took up 
defensive positions, the police cleared the area of 
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demonstrators. LDP Secretary General Major Mannan told poloff 
that he led 500 supporters on a \"peaceful march" in Moghbazar 
but clashed with 100 police using clubs and 80 BNP 

supporters. He said his supporters prevented him from being 
seriously injured. As of 1800 local, media had reported 

other minor skirmishes at junctions throughout the city with 
scattered arrests and injuries but no fatalities or major 

acts of violence. 


4. (U) In Chittagong, the army, the paramilitary Bangladesh 
Rifles (BDR), the RAB, and police were out in force. As of 
1600 local, sources reported no clashes between AL-led 
alliance activists and security forces. Sources in Khulna, 
Rajshahi, and Sylhet reported the AL-led alliance blockade 
was peacefully observed. 


5. (U) According to the media, on January 5 police began 
arresting potential demonstrators and by the morning of 
January 7 police reportedly had arrested 1,300 people. Awami 
League officials claimed police targeted AL rank and file and 
indiscriminately arrested innocent bystanders. The AL passed 
to the Embassy a list of 3,000 AL activists they claimed were 
arrested. 


6. (C) Comment: Given the high-stakes political posturing of 
both major political alliances, today\'s actions have been 
restrained and nowhere near the levels experienced at the end 
of October, which resulted in 15 dead and hundreds injured. 
Embassy continues to press the Caretaker Government and 
political parties to avoid violence and provocation during 

these demonstrations. End comment. 
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SUBJECT: FURTHER REACTION TO SADDAMYS EXECUTION 


REF: AMMAN 11 
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Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (SBU) SUMMARY: Demonstrations against the execution of 
Saddam Hussein took place in several cities after Friday 
prayers, January 5. Editorials continued to criticize the 
execution, the Iraqi government, and the USG, but also fired 

a number of salvos in Iran\'s direction. END SUMMARY. 


2. (SBU) Media reported that thousands of protesters marched 
in Amman in a demonstration organized by opposition political 
parties, including the BaVth Party and Islamists. The Public 
Security Directorate estimated 4000 participated. 
Demonstrators chanted, \"Long live Saddam\" and \"Death to 
America and Iran,\" and burned an effigy of President Bush. 
Participants in the demonstration included some members of 
parliament, as well as delegations from several Jordanian 
tribes and Palestinian refugee camps. Another demonstration 
in Irbid was described in media reports as the largest there 

in 15 years; PSD estimated 700 took part. A demonstration in 
Ramtha drew 200, according to PSD. 


3. (SBU) Media coverage on January 7 cited Iraqi Prime 
Minister Maliki\'s threats to sever ties with countries that 
criticized the method and timing of Saddam,s execution. 
Meanwhile, some editorials spoke of a \"deep shift" in the 
public view of Iran. Al Arab al Yawm, an independent 
pro-Palestinian daily often critical of USG and GoJ foreign 
policy, published an opinion piece by Fahd Khitan claiming 
that Iran\'s prestige was declining on the Jordanian street. 

Iran enjoyed \"great popularity\" after Israel\'s conflict with 
Hezbollah this past summer, he says, but a steady drumbeat of 
reports of \"Iranian sectarian intervention in Iraq,\" Shiite 

death squads, and now the execution of Saddam Hussein was 
starting to \"raise voices against Iranian policy" in Iraq. 


4. (SBU) Ayman Safadi, the chief editor of Al-Ghad, a 
centrist, independent Arabic daily, wrote, \"Iran succeeded in 
presenting itself as the protector of Islam, the foundation 
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of the resistance against Israel and other anti-Arab and 

Muslim western countries. It has employed the just Arab 
causes for an unjust purpose aimed at improving its image and 
increasing its power in the world of the Arabs.\" 


5. (C) Jordanian authorities continue to keep close watch on 
all demonstrations, and we do not believe demonstrations pose 
an increased threat to the Embassy\'s security. 


Visit Amman\'s Classified Web Site at 
http://www. state.sgov.gov/p/nea/amman/ 
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SUBJECT: FURTHER REACTION TO SADDAMYS EXECUTION 
REF: AMMAN 11 


Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (SBU) SUMMARY: Demonstrations against the execution of 
Saddam Hussein took place in several cities after Friday 
prayers, January 5. Editorials continued to criticize the 
execution, the Iraqi government, and the USG, but also fired 

a number of salvos in Iran\'s direction. END SUMMARY. 
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2. (SBU) Media reported that thousands of protesters marched 
in Amman in a demonstration organized by opposition political 
parties, including the BaVth Party and Islamists. The Public 
Security Directorate estimated 4000 participated. 
Demonstrators chanted, \"Long live Saddam and \"Death to 
America and Iran" and burned an effigy of President Bush. 
Participants in the demonstration included some members of 
parliament, as well as delegations from several Jordanian 
tribes and Palestinian refugee camps. Another demonstration 
in Irbid was described in media reports as the largest there 

in 15 years; PSD estimated 700 took part. A demonstration in 
Ramtha drew 200, according to PSD. 


3. (SBU) Media coverage on January 7 cited Iraqi Prime 
Minister Maliki\'s threats to sever ties with countries that 
criticized the method and timing of Saddam,s execution. 
Meanwhile, some editorials spoke of a \"deep shift\" in the 
public view of Iran. Al Arab al Yawm, an independent 
pro-Palestinian daily often critical of USG and God foreign 
policy, published an opinion piece by Fahd Khitan claiming 
that Iran\'s prestige was declining on the Jordanian street. 

Iran enjoyed \"great popularity\" after Israel\'s conflict with 
Hezbollah this past summer, he says, but a steady drumbeat of 
reports of \"Iranian sectarian intervention in Iraq,\" Shiite 

death squads, and now the execution of Saddam Hussein was 
starting to \"raise voices against Iranian policy\" in Iraq. 


4. (SBU) Ayman Safadi, the chief editor of Al-Ghad, a 

centrist, independent Arabic daily, wrote, \"Iran succeeded in 
presenting itself as the protector of Islam, the foundation 

of the resistance against Israel and other anti-Arab and 

Muslim western countries. It has employed the just Arab 
causes for an unjust purpose aimed at improving its image and 
increasing its power in the world of the Arabs.\" 


5. (C) Jordanian authorities continue to keep close watch on 
all demonstrations, and we do not believe demonstrations pose 
an increased threat to the Embassy\'s security. 


Visit Amman\'s Classified Web Site at 
http://www state.sgov.gov/p/nea/amman/ 
HALE 
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E.O. 12958: DECL: 01/06/2017 

TAGS: PREL, PGOV, IZ 

SUBJECT: IRAQ\'S SUNNI VP DISCUSSES BAGHDAD SECURITY PLAN, 
MODERATE FRONT, SADDAM AND IRAN 


REF: A. A) BAGHDAD 0008 
B. B) 2006 BAGHDAD 4652 
C. C) 2006 BAGHDAD 4763 


Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (S) Summary: In a January 4 meeting with lraq\'s Sunni Vice 
President Tariq al-Hashemi (Iraqi Islamic Party ) IIP), the 
Ambassador briefed him on the new Baghdad security plan and 
solicited the VP\'s support. Al-Hashemi welcomed a new plan 
to curb Baghdad violence, requested Shia and Sunni balance 
within the Iraqi Security Forces (ISF) manning checkpoints, 

and agreed that an increased number of MNF-I troops are 
needed in order for the plan to succeed. Discussing a 

possible cabinet change, the VP said that Prime Minister 

Maliki has not approached him about changing any of Tawafuq\'s 
(Sunni Coalition) Ministers or their Deputy Prime Minister. 
Al-Hashemi stressed that before Tawafuq agrees to change its 
Ministers, the Minister of Defense, Abdul Qadir Mohammed 
al-Mufriji, (Sunni ) Independent ) Tawafuq) must be 

replaced with another Tawafug candidate. The VP criticized 
the way the GOI executed Saddam and expressed concern that 
because of their actions the reconciliation project is now 
\"dead.\" On the moderate front, al-Hashemi said that during 
his recent trip to Sulaymaniyah with President Talabani he 

had agreed to change IIP\'s conditions (reftel) to a program 

for the coalition to address. However, the VP warned, the PM 
has been unable to convince Dawa to support the coalition. 

The Ambassador and VP discussed how to address the issue of 
GOI officials with close ties to foreign countries, such as 
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Iran, with the VP recommending that the GOI \"start from 
scratch\" and hold new elections. End Summary. 


2. (S) The Ambassador outlined the chief components of the 
new Baghdad Security Plan and called on the VP to support the 
PM and this plan. First, Coalition Forces (CF) and Iraqi 
Security Forces (ISF) will pursue anyone who breaks the law. 
There will be no sanctuary anywhere in greater Baghdad, the 
Ambassador emphasized. Second, Baghdad will be divided into 
nine districts overseen by two deputy commanders reporting 
directly to a military commander with full authority 

operating independently of political pressures. Finally, the 
security plan will be accompanied by economic and services 
plan. In order to secure Baghdad, the Ambassador said, the 
Iraqi Army (IA) will bring three extra brigades to Baghdad, 

two from northern Iraq and one from the South, working 
alongside an extra US brigade. The coalition will support by 
bringing more forces into Iraq and committing additional 

forces to be brought in if needed. The details will be 

worked out in the coming days. 


3. (S) The VP responded that National Security Advisor 
Muwafug Rubai\'e had already presented the plan to him. \"I 
gave him four pages of comments,\" the VP said, and also \"sent 
a copy to General Casey.\" He reiterated previous concerns 
about Shia-Sunni balance within the ISF, especially at 
checkpoints. The Deputy Commander in Karkh should be from 
the Ministry of Defense, al-Hashemi stated, and the Deputy 
Commander in Rasafa should be from Ministry of Interior. The 
VP agreed that more forces, both Coalition and Iraqi, would 

be needed to solve Baghdad\'s security crisis. 


4. (C) The Ambassador asked about the proposed cabinet 
change, noting that the PM said Tawafuq wants to change three 
ministries but has not provided any substitutions. The VP 
scoffed, saying that the PM wants those changes, not Tawafuq. 
The PM will not tell us who he wants changed, al-Hashemi 
complained, and is choosing to form a committee to review the 
issue. One of the changes the PM wants to make, he 
continued, is to move Tawafuq\'s Minister of State for Foreign 
Affairs, RafiVa al-Issawi, to Minister of Health (MoH). The 
Ambassador noted that this is a great opportunity for 

Tawafug, since that ministry has been \"destroyed\" by its 
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current Sadrist Minister and al-Issawi will be a hero\" for 

fixing it. The VP commented that there are \"too many guns 
and killers\" at the MoH and that key people need to be 
removed or else al-Issawi \"will be killed\" by the Jaysh 
al-Mahdi (JAM) and Moqtada al-Sadr supporters working there. 


5. (C) The VP noted that before Tawafuq agrees to any 
ministerial changes, Minister of Defense Abdul Qadir 
al-Mufriji must be replaced. Tawafuq has sent a clear 
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message to al-Mufirji, al-Hashemi said, that he should 

resign. \"We were forced by the Shia coalitionW to place an 
independent Sunni in this position, the VP lamented. 
However, al-Hashemi said, the PM is the boss, the 
Commander-in-Chief, and he is not independent. The Minister 
of Defense makes sectarian issues worse by \"simply 
implementing the PM\'s ideas,\" al-Hashemi stressed. His 
replacement, therefore, should come from Tawafug. The 
Ambassador noted that the PM has not decided the extent of 
his cabinet change and that the Minister of Defense might not 
be replaced. Besides, the Ambassador noted, our military 
colleagues say al-Mufriji has a good reputation as an honest 
and non-sectarian minister. 


6. (S) Turning to Saddam\'s execution, the VP stated that 
nobody had consulted with President Talabani, although he 
noted that he had sent Rubaie a letter prior to the 

execution. Al-Hashemi commented that Talabani believed his 
signature was not required because of a legal statute which 
states high tribunal sentences cannot be changed. The 
Ambassador noted he had been told the same thing, and that he 
had recommended that the PM press the Chief Justice for a 
written opinion concurring with this assessment. Al-Hashemi 
said he had also suggested that a judge put in writing his 
opinion that a Presidential decree was unnecessary. 


7. (S) The Ambassador then asked the VP whether the PM or his 
advisors had approached him before the execution. The VP 
said that he had not been consulted, although prior to the 
execution he sent a letter to both the PM and Rubai\'e sharing 
concerns raised by Salah ad Din (SaD) officials during a 
December 28 meeting (Ref A). The letter, the VP continued, 
requested three days notice to address security issues in 

SaD, Saddam\'s home province, and recommended that the GOI 
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release Saddam\'s remains to the SaD Governor for burial. 
According to the VP, RubaiVe responded that it would not be 
possible to provide three days notice since the PM is keeping 
all details a secret until the last minute.\" Rubai\'e 

further stated, al-Hashemi said, that he would try to give 
notice at least one hour before the event. 


8. (S) In addition to the legal issues and returning Saddam\'s 
remains to SaD, the VP said he also spoke to the PM about 
rushing through the execution during Eid. According to 
al-Hashemi, the PM responded that it was \"your Eid, not 
mine,\" and noted that the religious leaders had confirmed 
that if Saddam was executed before sunrise it would not occur 
during Eid. (Note: Saddam was executed approximately one 
hour before sunrise on December 30, the day which Sunni 
Muslims began celebrating Eid al-Adha. End Note). The VP 
noted that Saddam was executed \"as a Sunni, not as a 
dictator,\" and called the execution \"the revenge of the Dawa 
party.\" He further commented that reconciliation was dead\" 
because of how the execution occurred. 


9. (S) The Ambassador agreed that many people are upset with 
how the execution occurred. When asked why the USG had 
released Saddam Hussein when the GOI had not resolved some of 
these issues, the Ambassador responded that Iraq had legal 
custody of Saddam, although at GOI\'s request we had physical 
custody. \"We voiced our concerns,\" the Ambassador said, but 

in the end the PM made the final decision. Based on Saddam\'s 
execution, the VP suggested that MNF-I encourage the PM to 
postpone the remaining two executions until reconciliation 

has concluded. 


10. (C) The Ambassador noted that efforts to form a moderate 
front have stalled and asked the VP where IIP stands on their 
list of demands which must be met before joining the 
coalition. The VP replied that while visiting Sulaymaniyah 

with President Talabani, IIP agreed to change their 

conditions (Ref B) to an agenda the moderate front would 
address. In fact, al-Hashemi said, IIP had issued an amended 
statement to this effect and had passed it to Rowsch Shaways 
(former Iraqi Vice President and Deputy Prime Minister ) 

Kurd ) KDP) and current Vice President Adil Abdul Mehdi 
(SCIRI). They took the amended statement to the PM, 
al-Hashemi said. The problem, the VP continued, is that the 
PM has been unable to convince Dawa to join the coalition. 
According to the VP, the PM has said that as a political 

party leader he cannot join the coalition, but as the PM he 
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could form a group with the Presidency Council (the President 
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and two VPs) and the Council of Representatives (CoR) 

speaker, Mahmoud Mashadani. The Ambassador responded that it 
would be better if the coalition formed around political bloc 

leaders. There could be constitutional concerns if a new 

alliance between official positions forms, the Ambassador 
cautioned. The VP said that once Abdul Mehdi returns to 

Baghdad he is willing to discuss the issue again. 


11. (S) On the Iranian detainees, the Ambassador commented 
that President Talabani called these people his \"guests,\" but 
he did not even know who they are, the Ambassador said. The 
VP responded that Iran\'s activities within Iraq and their 
connections to GOI officials have not been a secret. \"l have 
been warning about Iran\'s influence for some time,\" he said. 
The VP offered his appreciation for General Caldwell\'s 
presentation (Ref C), but noted the General only shared 
\"things | already knew.\" The Ambassador asked the VP what 
should be done with GOI leaders who are working with Quds 
Force operatives. The VP replied that the GOI needs \"to 

start from scratch,\" with new elections and needs to 
strengthen a weak central government. While affirming his 
commitment to democracy and rule of law, the VP noted that 
there are \"problems\" with some of the political partners. 

The VP further commented that Iran\'s reach extends beyond 
SCIRI, Badr and the Sadrists. He explained his belief that 
CoR Speaker Mahmoud Mashadani (Tawafuq) is also influenced by 
the Iranians and noted that several Sunni insurgent and 
resistance groups have received Iranian support. 


12. (S) Al-Hashemi asked the Ambassador about the GON's 
actions once MNF-I released the detainees. The Ambassador 
commented that while he shares concerns about Iranian 
influence, the GOI took some positive steps during this 
incident. First, he said, once MNF-I released the detainees, 
the GOI ordered them to leave Iraq and escorted them to the 
Iranian border. Second, the MFA issued a statement 
announcing their departure and stated publicly that \"their 
activities had been inconsistent with their diplomatic 

status.\" Third, the GOI has requested an updated list of 
Iranian diplomats in Iraq so that in the future it will be 

easier to verify diplomatic status. Finally, the GOI is 

sending a delegation to Iran, most likely led by Deputy Prime 
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Minister Barham Salih, to discuss the incident and its 
implications. The Ambassador asked why the VP and IIP have 
not made a bigger deal about the issue. The VP responded 
that IIP is more concerned about reconciliation and that he 
fears making a big deal about the Iranians and their ties 

with other GOI leaders will hinder the reconciliation effort. 
KHALILZAD 
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E.O. 12958: DECL: 01/06/2017 

TAGS: ECON, EFIN, IZ 

SUBJECT: COR FINANCE COMMITTEE CHAIR BEGINS 2007 BUDGET 
REVIEW 


REF: A. BAGHDAD 31 
B. BAGHDAD 26 
C. 2006 BAGHDAD 4746 


Classified By: Acting Economic Minister-Counselor Edward Kloth for reas 
ons 1.4(b) and (d). 


1. (C) Summary: In a January 3 meeting the Finance 
Committee Chair at the Council of Representatives Ayad Al 
Samarai (Sunni - Iraqi Islamic Party) asked Treasury Attache 
and Econoff for post\'s analysis of the 2007 budget. Al 

Samarai also described his reactions to the budget and budget 
law: too little support for the private sector, need for more 
mechanisms to hold ministries accountable, and too many new 
powers to the Minister of Finance. Al Samarai felt that 

greater emphasis should be given to development in the 
provinces, both in GOI and USG efforts. Some of his ideas 
may link well to USG proposals like the Brinkley initiative. 
While the Finance and Economic Committees have the lead on 
the budget review process, Al Samarai said that every 
committee will be responsible for reviewing related budget 
allocations. He expects the review process to take as long as 
four weeks. End summary. 
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2. (C) Al Samarai mentioned that he had met with Treasury 
officials during his visit to the U.S. in December 2006, and 
reaffirmed his request for technical assistance for the 
Finance Committee. The Treasury Attache summarized USG 
analysis of the draft budget, noting that Iraq will not be 

able to sustain a deficit year after year, although it can be 
financed in 2007 from carry-over funds from previous years 
(ref B). Al Samarai\'s first concern with the budget is that 
there is not enough support for the private sector. 
\"Unemployment is a huge problem, and the private sector faces 
many obstacles due to security and infrastructural problems," 
Al Samarai said. 


3. (C) His ideas on how the government could support the 
private sector ranged from providing soft loans, buying 
generators in places without steady electricity, raising 
tariffs and creating protected business centers. He thinks 
that the government plans on supporting State Owned 
Enterprises; this is okay, he said, but he also wants 
attention focused on the private sector. 


4. (C) Al Samarai said that none of the ministries has made 
a financial report to the CoR, and that in the future the CoR 
needs to constructively supervise ministries. We are not 
just trying to put obstacles,\" he said, Wwe may have 

political differences but the issues of finance and economics 
are separate. Al Samarai thinks that there is a role for 

the Committees to play in shaping the priorities of the 
spending ministries, and ensuring that they execute their 
budgets. 


5. (C) In meetings with Ministry of Finance (MoF) officials, 

Al Samarai went over each article of the budget law that 
accompanies the budget. He is concerned that the Minister of 
Finance is trying to take authority from the CoR and from the 
other ministers. The budget law gives the Minister of Finance 
authority to sign loans and to reallocate money from 
under-spending ministries (ref B). Al Samarai thought that 
this request needed strong supporting justifications to be 
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acceptable. Even if the new approach is justified, Al 
Samarai would prefer that authority be given to a group of 
ministers or similar committee rather than to just one 
person. (Note: Deputy Prime Ministers Barham Salih initially 
proposed giving these authorities to a committee. End note.) 


6. (C) As mentioned by the Minister of Finance and other 
members of the CoR, Al Samarai also thinks that the 
provincial budgets should be increased (ref A and C). He 
does not hold the provincial governments solely responsible 
for the low budget execution rates of 2006. Instead he noted 
that the central government should provide clear guidelines 
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and training sessions on budget execution. Someone in the 
central government needs to be responsible for helping them 
understand the rules,\" Al Samarai said, \"| don\'t care who 
does it, but someone must be responsible. The Treasury 
Attache agreed with Al Samarai\'s suggestion of the need for 
training, and also noted the importance of having the right 
structure for collecting data on budget execution rates. 


7. (C) Al Samarai said that USG assistance has been too 
focused on the central government, at the expense of helping 
the provinces. He thinks that many of Baghdad\'s problems are 
due to the lack of services and jobs in the provinces. In 
response to a question about sending more US personnel to the 
provinces, Al Samarai said that security restrictions made it 
difficult for people new to Iraq on a one-year contract to 
effectively work with local communities. Instead, he 
suggested, the US should hire qualified Iraqi expatriates in 
economic, engineering, and planning positions in the 
provinces. 


8. (C) \"First the government was over two months late\" in 
presenting the budget to the CoR, Al Samarai said, \"and then 
they sent it to us during the Eid.\" As a result, the CoR 


Column 3 

members have yet to begin the review process in earnest, 
although there have been informal meetings (ref A). Al 
Samarai will ask each CoR committee to submit comments on the 
financial aspects of allocations within its purview. He has 
met individually with the Deputy Minister of Finance, and 
with the Director General of Budgets at the Ministry of 
Finance (MoF); both have been closely involved with the 
budget formulation. More meetings are planned now that the 
Eid holiday is over. Al Samarai expects the CoR review 
process to take up to four weeks. 


9. (C) Ayad Al Samarai is taking the budget review process 
seriously and recognizes the leverage it gives the CoR over 
the Ministries. This process is the first point of control 

that the CoR has had over the ministries since the formation 
of the government in spring 2006. Al Samarai, a senior 
member of the Sunni Iraqi Islamic Party, did not seem to have 
strong sectarian views about the budget review, and many 
ShiVa members share his emphasis on the provinces. He is 
also clearly trying to think of new ideas to address lraq\'s 
economic problems. Some of these ideas could fit well with 
aspects of USG programs such as micro-loans and the Brinkley 
Group Initiative. Post will follow up to further explore 

these ideas. End comment. 
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SIPDIS 
SIPDIS 
USDA FOR FAS/FAA/DEVER, USDA/ARS/LOMBARD 


E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: COYNE-NEW ZEALAND COUNTRY CLEARANCE 


Column 3 
REF USDA FAS 682156 


1. Embassy grants country clearance to Clarice Coyne, 
Horticulturist, USDA/ARS/PWA/Pullman/WA, to visit Christchurch, New 


Zealand from February 3-March 2, 2007 to collaborate with New 
Zealand 
Institute for Corp and Food Research on a joint project. 


2. Embassy understands that country clearance is the only assistance 
required. 


3. Point of contact at the American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington@usda.gov 


4. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to travelerYs checks only upto US100.00. 
Personal checks will not be accepted. 


5. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


6. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to traveler's checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


7. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
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administered immediately and without warnings. 


8. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 

meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 


services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
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scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 
Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however, 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

McCormick 
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SIPDIS 
SIPDIS 
USDA FOR FAS/FAA/DEVER, USDA/FS/SANDRA FARBER 


E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: Thistle- NEW ZEALAND COUNTRY CLEARANCE 
REF USDA FAS 682158 
1. Embassy grants country clearance to Harold Thistle, Jr. Program 


Manager, US Forest Service, to visit Auckland, New Zealand from 
January 12-February 25, 2007 to attend workshops on forest 
protection, spray drift and application modeling, aerial application 


etc. 
2. Embassy understands that country clearance is the only assistance 
required. 


3. Point of contact at the American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington@usda.gov 


4. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to travelerYs checks only upto US100.00. 
Personal checks will not be accepted. 
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5. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


6. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to travelerYs checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


7. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


8. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 

meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
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incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 
services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 
Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however, 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
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sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

McCormick 
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SIPDIS 

SIPDIS 

E.O. 12958: DECL: 01/08/2017 

TAGS: PREL, MARR, PHUM, PINR, ASEC, CASC, FJ 

SUBJECT: FIJI UPDATE 1/8/07: INTERIM GOVERNMENT MINISTERS; 
CHAUDHRY TO FINANCE; INTERNATIONAL INFLUENCES; APPARENT 
MURDER IN RFMF CUSTODY 


REF: SUVA 15 (AND PREVIOUS) 


Column 3 
Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (C) Eight ministers in Commodore Bainimarama\'s interim 
government were sworn in on Jan. 8. Several have connections 
to Ratu Epeli Ganilau\'s National Alliance Party (NAP) that 
failed miserably in last May\'s elections; but on the whole 

the group seems reasonably well qualified. Fiji Labor Party 
(FLP) leader Mahendra Chaudhry phoned to inform us he will 
accept the Finance, Public Enterprise, and Sugar portfolios 
tomorrow. We ensured he was aware of USG views. He already 
was. And we urged him to convince Bainimarama to protect 
human rights. Papua New Guinea reportedly intends to stress 
\"rule of law\" in regional deliberations on how to deal with 

Fiji's coup. Serious RFMF abuses of civilians have 

continued, including one apparent beating to death last 
weekend. The Army has taken over \"security\" at FijiWs only 
gold mine, puzzling the Australian owners who shut the mine 
down a month ago. End summary. 


Eight Ministers named for interim government 

2. (C) President lloilo swore in eight persons as interim 
ministers on Jan. 8. Several more are expected within the 
next few days. Bainimarama has stated publicly that nobody 
in the interim administration will be permitted to run in the 
next general election. The list includes: 


-- Ratu Epeli Nailatikau, Interim Minister for Foreign 

Affairs. Ratu Epeli was to repeat as Fiji\'s High 

Commissioner to London under the Qarase Government. He was 
Speaker of Parliament from 2001-2006 and previously was 
Deputy Secretary of Foreign Affairs and a roving ambassador 

in the late 1990s. Ratu Epeli, Commander of the RFMF in 

1987, was overseas when Rabuka engineered the first of his 
1987 coups. Thereafter, Ratu Epeli became High Commissioner 
to London the first time. Ratu Epeli is married to Adi 

Koila, a daughter of Fiji father figure Ratu Mara. It is 

common knowledge that Adi Koila has been an advocate of 
Bainimarama\'s \"clean up.\" KoilaWs younger brother LtCol. 
Tevita Mara is Commander, 3FIR, in the RFMF and reputedly has 
been intimately involved in abusive tactics against 

human-rights activists. After the swearing in, Ratu Epeli 

told the press the priority now is to normalize diplomatic 

relations with allies, including Australia and New Zealand. 

If traditional allies continue with a \"hard stance,\" Ratu 

Epeli said Fiji would be forced to strengthen ties with Asian 
countries, particularly China. He said foreign sanctions 

would not deter the interim government from \"moving the 
country forward.\" 
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-- Poseci Bune, Interim Minister for Public Service and 

Public Service Reform. Bune, reportedly an illegitimate son 

of Ratu Mara, has long been active in Fiji Labor Party 

politics. He was a Minister in the Chaudhry Government in 
1999, and was Minister for the Environment in Qarase\'s 
multi-party government of 2006. In earlier years he was a 

civil servant, including as CEO of the Public Service 
Commission. Bune was deputy leader of the FLP going into the 
May 2006 elections; but he and Chaudhry had a falling out 

that led to the FLP sanctioning Bune late last year. 


-- Aiyaz Sayed-Khaiyum, Interim Attorney General and Minister 
for Justice. Khaiyum, a Muslim, is a young Suva lawyer who 
was General Counsel of the Colonial Group of Companies, 
President of the Fiji Young Lawyers Association, and a board 
member of Transparency International Fiji. His brother Riaz 
is a TV journalist in New Zealand. Khaiyum has had an 
excellent reputation. While a student at the University of 
Hong Kong in 2001, he wrote an open letter decrying 
corruption within the Fiji Muslim League. After the swearing 
in, Khaiyum said his portfolio includes \"anti-corruption and 
electoral reform.\" He said there is no specific time frame 
for elections. 


-- Jone Senilagakali, Interim Minister for Health. 
Senilagakali was Bainimarama\'s interim PM for the month 
following the Dec. 5 coup. See previous reporting for bio 
data. 
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-- Netani Sukanaivalu, Interim Minister for Education. 
Sukanaivalu was an unsuccessful National Alliance Party (NAP) 
candidate in the May 2006 elections, garnering only 788 out 

of 12812 votes cast in the Tamavua/Laucala Fijian Communal 
seat. (The winner from Qarase\'s SDL received 10,880 votes). 
Sukanaivalu is a former Fiji Navy officer, who was once head 

of the Fiji Institute of Technology, and now reportedly is a 
businessman in the Suva area. 


-- Manu Korovulavula, Interim Minister for Transport and 

Works. Korovulavula was another unsuccessful NAP candidate 

in the 2006 elections, running in a Suva open seat. He was 

head of the Road Transport Authority and a minister in 

Rabuka\'s SVT Government in the 1990s. He was also a Senator. 


-- Taito Waradi, Interim Minister for Commerce and Industry. 
Waradi is the long-time President of the Fiji Chamber of 
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Commerce. He came out immediately after the coup in support 
of Bainimarama\'s \"clean up.\" After his swearing in, Waradi 
said his main task is to create investor confidence and 

rebuild the economy. 


-- Laufitu Malani, Interim Minister for Women and Social 
Welfare. Malani was a Senator following the 2006 elections 
and in that role publicly raised concerns about sale of 
freehold land to overseas investors. She comes from a 
chiefly family in Ra Province. 


-- Viliame Naupoto, Director for Immigration, not a 
ministerial position. Naupoto is a Navy Commander at the 
RFMFVs strategic headquarters and a close associate of 
Bainimarama. 


Chaudhry to accept Finance Ministry 

3. (C) Mahendra Chaudhry, former PM deposed by the 2000 coup 
and still head of the FLP, phoned today to let the Ambassador 
know he intends to accept Bainimarama\'s offer of the Finance, 
Public Enterprises, and Sugar Reform portfolios. He put it 

in terms of having to move Fiji forward and get back to 
democracy ASAP. When the Ambassador noted how disastrous the 
past coups had been for Fiji and for Chaudhry personally on 

two occasions, Chaudhry suggested this coup is different 
because the Qarase Government was so awful. \"Fiji could not 
have survived another five years.\" The Ambassador reiterated 
the USG view of coups, including this one, and reminded 
Chaudhry of the visa ban announcement. The Ambassador also 
urged Chaudhry to exert any influence he has on the Commodore 
to end abuses by the RFMF against the public. He said he 
intends to do so. 


PIF, MSG, Commonwealth interest 

4. (C) Chaudhry mentioned in his phone call that he hopes a 
visit by a Pacific Island Forum (PIF) eminent persons group 
(EPG) next week and a possible Commonwealth visit soon can 
help to normalize relationships with the world. We spoke 

with PNG High Commissioner Eafeare today about the PIF/EPG in 
the context of a Melanesian Spearhead Group (MSG) meeting to 
take place in Honiara later this week to consider the Fiji 
situation. Some NGOs in Fiji have expressed concern to us 

that the MSG may offer support to Bainimarama\'s interim 
government, including in PIF meetings, at the urging of Fiji 

MFA CEO Mataitoga. Eafeare said he will chair the Honiara 
meeting, and it is his government\'s intention to keep the MSG 
on the side of \"rule of law and democracy\" in dealing with 

Fiji, including in the PIF context. 
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Murder in RFMF custody? Other abuses 

5. (U) RFMF spokesman Leweni has admitted to the media that 
soldiers took a rural villager from Tailevu Province (north 

of Suva) into custody early Jan. 5. A few hours later, REMF 
soldiers delivered the villager\'s badly abused body to Queen 
Elizabeth Barracks (QEB) hospital, and the body was then 
transported to SuvaYs CWM hospital, where the villager was 
officially pronounced dead. However, Leweni insists the 
villager\'s injuries had been sustained before he was 

detained. Other villagers deny that. The apparent murder 
seems to have caught the public attention in a way somewhat 
lesser abuses of human rights advocates have not. Opposition 
Leader Beddoes and others have called for an open, 
publicly-revealed investigation into what took place. Note: 
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we hear that the RFMF recently warned Beddoes to \"stop 
talking\" but that he does not intend to comply. Former 
Minister Ken Zinck, one of the first to suffer intimidation 

at QEB after the coup, reportedly was beaten by soldiers in 
Nadi last weekend after he was overheard in a bar criticizing 
Bainimarama\'s swearing in as PM. A Fijian soldier in the 
British Army and his friend were beaten by soldiers at QEB on 
the weekend after a taxi driver reported at a military check 
point that the passengers had been chuckling about the Army 
patrols. Spokesman Leweni responded that the men were 
\"behaving in an unruly manner and were highly drunk.\" 


Other criminal issues 

6. (U) The Commander of the Fiji Navy, Francis Kean, in the 
company of a lawyer, presented himself to the police late 

last week to respond to evidence that he beat a man to death 
at the wedding reception for Bainimarama\'s daughter on Dec. 
30. The police say they have now forwarded the file on the 
case to the Director of Public Prosecutions (DPP) for 
consideration. The DPP office told the media on Jan. 8 that 
they have not received the file. RFMF spokesman Leweni told 
the media the RFMF has not interfered in the investigation. 

He warned the media that \"irresponsible reportingW on such 
matters will be seen as \"intent to create instabilityA" When 
Australian conman Peter Foster failed to appear at a Suva 
court today as scheduled, the judge issued a bench warrant 
for Foster\'s re-arrest. Per reftels, the military took 

Foster from police custody in mid-December. He appears to 
have cut a deal with Bainimarama: to provide evidence of 
Qarase Government corruption in exchange for a chance to have 
charges quashed. 
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Vatakuola gold mine and the RFMF 

7. (U) Army troops \"took over security" at the Vatakuola gold 
mine during the weekend. RFMF spokesman Leweni said the 
reasons were to safeguard explosives and to ensure evidence 
is secured. Bainimarama told the media a couple weeks ago 
that an inquiry would take place into the announcement by 
Emperor Gold Mines (EGM) Ltd, the Vatukuola mine\'s Australian 
owner, that it was closing down operations in Fiji. That 
announcement took place on the day of Bainimarama\'s coup, 
Dec. 5. EGM\'s expat manager at Vatakuola expressed 
puzzlement at the Army\'s move to secure the mine and 
suggested (rightly) that it will send a very poor signal to 
potential foreign investors. 


Comment 

8. (C) In general, Bainimarama\'s interim government ministers 
announced so far appear reasonably well-qualified to take up 
portfolios. The group seems united in wanting to \"put the 

past behind and find a way forward for the good of Fiji.\" 

None seem to see any serious issue in colluding with an 
unconstitutional military takeover. It is clear that Ratu 

Epeli Ganilau, married to a Mara daughter, a former Commander 
of the RFMF, and leader of the NAP that could not win a seat 
in 2006 elections, is among the \"shadowy figures\" who were 
advising Bainimarama before the coup. It appears nearly the 
entire Mara family has played roles, which seems odd, since 

it was Bainimarama who reportedly pushed Ratu Mara to step 
down from the Presidency during the coup confusion in May 
2000. 


9. (C) It is increasingly obvious that Chaudhry, leader of 

the FLP that lost the 2006 elections by a relatively small 
margin, has been another of the \"shadowy figures." Chaudhry 
is a puzzle. If Bainimarama\'s instruction holds that all 
ministers in the interim government will be forbidden from 
running in the next election, then Chaudhry seemingly is 

giving up elective politics. For someone with politics in 

his blood, that must be a shock. One wonders if Chaudhry has 
wrangled an exception from the general rule for himself. On 
the other hand, it is hard to see how Chaudhry could 

calculate that the FLP\'s collusion with Bainimarama can lead 
to a win in the next elections in any case. The FLP\'s base 

is the ethnic-Indian community, which has shown some support 
for the coup; however, to win an election the FLP must win 
significant votes from the ethnic-Fijian community that 
reportedly is very unhappy with the coup. Another possible 
explanation for Chaudhry\'s decision is that he calculates the 
interim administration will be in place for quite a few years. 
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10. (C) RFMF abuses of civilians seem to be increasing in 
variety and severity, a real worry. An early test of the 
interim government will be whether it has the will and the 
ability to influence Bainimarama and his RFMF cohort to 
eliminate those abuses. Other tests, of course, will be 
whether this unelected group can move Fiji back rapidly to 
democracy and toward economic health. 

DINGER 
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SIPDIS 
SIPDIS 
USDA FOR FAS/FAA/DEVER, USDA/AMS/DP 


E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: SCHNEEBERGER-NEW ZEALAND COUNTRY CLEARANCE 
REF USDA FAS 6682168 


1. Embassy grants country clearance to Steven Schneeberger, 
International Dairy Market News Reporter, Dairy Programs, 
Agriculture 

Marketing Service to visit New Zealand from February 26-March 02, 
2007 to meet dairy industry contacts to meet with various dairy 
industry contacts that Diary Market News speaks with on a bi-weekly 


basis. 
2. Embassy would appreciate copy of meeting agenda and would 
potentially be interested in participating in meetings, where 


appropriate. 


3.Embassy understands that country clearance is the only assistance 
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required. 


4. Point of contact at the American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington@usda.gov 


5. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to travelerYs checks only upto US100.00. 
Personal checks will not be accepted. 


6. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


7. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to travelerYs checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


8. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


9. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 


Column 3 

meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 


New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 
services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 
Australia. The most abused drug in New Zealand is 
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locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however, 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

McCormick 
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SIPDIS 

SIPDIS 

USDA FOR FAS/FAA/DEVER, USDA/FS/SANDRA FARBER 


E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: KRETSCHMANN-NEW ZEALAND COUNTRY CLEARANCE 
REF USDA FAS 682171 


1. Embassy grants country clearance to David Kretschmann, Research 
General 
Engineer, US Forest Service, to visit Christchurch, New Zealand from 


January 26-February 02, 2007 to attend Compromised Wood Workshop. 
2. Embassy understands that country clearance is the only assistance 
required. 


3. Point of contact at the American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington@usda.gov 


4. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to travelerYs checks only upto US100.00. 
Personal checks will not be accepted. 


5. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


6. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 


Column 3 
limited to travelerYs checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


7. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


8. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 

meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 
services normally provide adequate protection to the 
Embassy and Consulate. 
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d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 
Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however, 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 
Department\'s Consular Information sheet for New Zealand 
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and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

McCormick 
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SUBJECT: Turkmenistan\'s Presidential Candidates Raise Hopes With 
Promises of Substantive Reform 


SUMMARY 


1. (U) All channels of Turkmenistan State television were tuned to 
the first campaign meeting of two presidential hopefuls on the night 
of January 3, 2007, at a townhall-style gathering held at the Mekan 
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Palace in Ashgabat. The Ashgabat-based candidates, Deputy Minister 
of the Oil and Gas Industry and Mineral Resources Ishanguly Nuryev 
and Acting President Gurbanguly Berdimuhammedov, sat on a dais 
before over 1,000 Ashgabat City \"voters\" assembled to hear the 
candidates\' platforms and ask follow-up questions. While both 
candidates made positive statements in support of reform 
(Berdimuhammedov also repeatedly emphasized stability), 
Berdimuhammedov\'s presentation suggested a substantive break from 
the past. His proposed reforms signaled a retreat from some 
Niyazov-era policies that have damaged the education and health care 
systems, denied private access to the Internet and discouraged 

private enterprise, while maintaining support for the social 

contract through continued provision of free utilities, and cheap 

fuel, flour, and transport. While Berdimuhammedov\'s intentions 
appear enlightened, post remains skeptical given similar unfulfilled 
promises -- many of which were cruelly contradicted -- by President 
Niyazov and by Berdimuhammedov himself while he was serving as 
Niyazov\'s deputy. End Summary. 


Nuryev\'s Speech Positive But Unsurprising 


2. (U) The deputy hakim (mayor) of Ashgabat, Ogulhan Ilgeldyeva 
(also Chairman of the Ashgabat City Election Committee), opened the 
January 3 meeting, ceding the podium first to Nuryev and then to 
Berdimukhammedov. Each candidate took the microphone only after 
being introduced by an advocate, who reviewed the candidate\'s 
biography, career path and character, and appealed directly for 
votes. The audience consisted of Ashgabat city residents: the 
elderly, members of the Central Election Committee, employees of 
various city enterprises, journalists and students. A billboard 

outside the hall displayed the pictures and biographical information 
on each of the six presidential candidates. 


3. (U) Nuryev\'s advocate claimed that he was the best candidate 
because he was a self-made man who had worked his way up from common 
laborer to state representative, winning numerous prestigious state 
awards and a high degree of respect along the way. Nuryev then took 
the floor, promising a gradual transition to a market economy, 
continued provision of subsidized social services, and improved 

living standards. He emphasized expanding the agricultural sector 
through market-oriented reform and continuing \"progress\" in the 
education sector consistent with former President Niyazov\'s 

policies. In response to questions from the audience, Nuryev 
promised further growth of the oil and gas sector and an increase in 
salaries and pensions. He said that the Ruhnama would continue to 
be taught in schools. 


Berdimukhammedov Leads With Promise of Stability 
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4. (U) Guldjemal Ezizova, who introduced herself as a colleague of 
Berdimuhammedov, introduced the interim president and urged that he 
be elected because he was a companion of the late president; was an 
honest, responsible person, faithful to his motherland; and had 
contributed greatly to the development of independent, neutral 
Turkmenistan. Berdimuhammedov then stated that he did not want to 
use his temporary incumbency to the disadvantage of the other 
candidates and therefore would donate his share of TV and radio time 
to the other candidates. He also expressed pleasure that the Halk 
Maslahaty (People\'s Council) had chosen five other candidates, 
ensuring an open and competitive race, but added that, if there had 
had more time to prepare, even more qualified candidates might have 
been proposed. 


5. (U) Asserting that his plan was based on and would continue the 
policies of Niyazov, Berdimuhammedov maintained that he would: 


-- Adhere to all international treaties, contracts and extant 
intergovernmental relationships; 
-- Seek to expand the energy sector; 
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-- Continue reform of the agricultural sector and adhere to 

realistic production targets; 

-- End the distortion of agricultural production statistics; 

-- Create jobs by building new factories and supporting 
establishment of small and medium enterprises; 

-- Maintain current low prices for fuel, flour and other staples and 
subsidies for communal services, including public transportation; 

-- Keep taxes low (Note: The tax on private enterprises is two 
percent, while livestock, agricultural production and land are 
tax-exempt. End Note.); 

-- Further develop Turkmenistan\'s transportation and communication 
systems; 

-- Continue to provide loans at favorable rates; 

-- Support private ownership of land for home construction and 
farming; and 

-- Double all pensions, student stipends, salaries, and other social 
assistance payments in January 2008 (a promise that Niyazov made 
during the October, 2006 meeting of Parliament.) 


Education and Health: A True Promise of Reform? 


6. (U) Responding to a question about his plans for the education 
sector, Berdymuhammedov promised construction of new schools and 
universities. Expanding this theme, he summarized Niyazov\'s 
educational policy and said that, although those policies had made 
sense at the time, \"that stage has passed\"; Turkmenistan needed 
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educated people. To that end, subjects that had been removed from 
school and university curricula would be brought back in order to 
bring Turkmenistan\'s education to international standards -- and 
make it possible for local degrees to be recognized internationally. 
(Comment: Such a statement would have been interpreted as 
criticism under Niyazov, as, until now, the host government has not 
tolerated any suggestion that there is room for improvement in the 
education sector. End Comment.) 


7. (U) Berdimuhammedov pledged to extend mandatory secondary 
schooling from the current 9 years to 10 years, and to extend 
university study to 5 years of theory (up from 2 years of theory and 

2 years of practical experience). Extracurricular courses such as 
physical education would be reintroduced. Like Nuryev, 
Berdimuhammedov emphasized Niyazov\'s goal of promoting foreign 
language study, but went further, stating his support for sending 
Turkmenistan\'s gifted youth to higher educational institutions 
abroad, including in the United States, United Kingdom, France, 
Germany, Japan and China. He urged the training of lawyers, 
economists, bank specialists, computer programmers, engineers and 
other specialists in \"highly developed\" countries around the world. 
He also expressed a belief that every citizen of Turkmenistan should 
have access to Internet and new technologies. 


8. (U) In the health sector, Berdimuhammedov promised construction 
of hospitals and sanatoriums; he also promised to equip these 
facilities fully. New pharmaceutical factories would be built in 
Turkmenistan, those medicines that cannot be produced locally would 
be imported. The state would dedicate greater resources to 
preventive medicine and would reform the curricula of the medical 
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SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, EFIN, EINV, ETRD, EMIN, EPET, ENRG, BEXP, KTDB, SENV, 

PGOV, SF 

SUBJECT: SOUTH AFRICA ECONOMIC NEWS WEEKLY NEWSLETTER JANUARY 05, 
2007 ISSUE 
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1. 1. (U) Summary. This is Volume 7, issue 01 of U.S. Embassy 
Pretoria\'s South Africa Economic News weekly newsletter. 


Topics of this week\'s newsletter are: 

- New Trading Year Opens with JSE Record High 
- SA Ties Up Missile Deal with Brazil 

- Oprah Opens School for Poor Pupils 

- Portfolio Investment in SA at Record Level 

- Mining BEE Deals Slow Down 

End Summary. 

New Trading Year Opens with JSE Record High 


2. (U) The Johannesburg Securities Exchange (JSE) continued its 
bullish trend, with the all-shares index closing at a record high of 
25,156.71 on the first trading day of 2007. The JSE is well above 

the 24,000 level of just one month ago. Experts cite firming 
commodity prices on the back of a weaker dollar, as well as investor 
confidence in emerging markets, as the reasons for the recent upward 
jump in the share index. However, the all share index ended 2.21% 
lower on Wednesday as profit-takers took money off the table. 
(Business Day Jan. 3, 2007) 


SA Ties Up Missile Deal with Brazil 

3. (U) A government-to-government agreement between SA and Brazil 
has been signed for a joint venture between Armscor, Denel and the 
Brazilian Air Force for the development of missiles. Brazil will 
commit $52 million to the project, which will be led by Denel in 
collaboration with its Brazilian counterparts. Denel will develop 

its A-Darter short-range air-to-air missile from a prototype to an 
operational system. According to a Denel spokesperson, the 
agreement intensifies missile co-operation with the Brazilians, who 
opted for Denel as its partner because of Denel\'s proven capability 
in the missile field. Denel hopes that other projects would flow 

from the missile agreement. (Business Day, Jan. 3, 2007) 

Oprah Opens School for Poor Pupils 
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4. (U) Oprah Winfrey opened the Oprah Winfrey Leadership Academy for 
Girls near Meyerton, south of Johannesburg, on January 2. Winfrey\'s 
school is the culmination of a pledge she made to Nelson Mandela six 
years ago. Winfrey has spent more than $40 million on the project, 
which this year will house 152 girls from families whose income is 

less than R5, 000 ($720) a month. The star said that she wanted to 
provide each girl with an environment where they were \"consistently 
inspired\" and could overcome the legacy of their disadvantaged 
births. Winfrey has been involved in every detail of the school, 

from choosing the color of the bricks to making sure that the 
dormitory light switches can be reached from the girls\' beds. 

Winfrey brought Joan Countryman, who ran the Lincoln Rhode Island 
College in the U.S., out of retirement to run the school for a year. 

All the other teachers are South African and the school will follow 

a curriculum closely aligned to the South African curriculum. 
(Business Day, Jan. 3, 2007) 


Portfolio Investment in SA at Record Level 


5. (U) Foreign investment in South African stocks was at record 
levels for a second year in a row. According to the JSE, foreign 
ownership rose 47% totaling R73.7 billion ($10.5 billion) in 2006. 

In total, foreigners purchased R480.8 billion ($68.7 billion) and 

sold R407.1 billion ($58.2 billion) of South African shares. Heavy 
government spending in preparation of the 2010 World Cup will likely 
spur further foreign interest in South Africa. The U.S. is the 

largest portfolio investor in South Africa, accounting for $34.5 

billion or 42% of the portfolio investment as of December 2005. The 
U.S. is the second largest foreign direct investor in South Africa 
after the United Kingdom. As of December 2005, the value of U.S. 
FDI in South Africa is $5.1 billion, accounting for nearly 7% of 

total FDI. (Business Day, Jan. 4, 2007, SARB Quarterly Bulletin) 


Mining BEE Deals Slow Down 

6. (U) The pace of black economic empowerment (BEE) deals in the 
mining sector slowed in 2006, with a value of less than R10 billion 

($1.4 billion) compared with about R20 billion ($2.8 billion) in 

2005, when the biggest companies concluded empowerment transactions. 
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According to research group Empowerdex\'s mid-year progress report 
on BEE among JSE-listed companies, the resources sector has 
concluded a total of R51.5 billion ($7.4 billion) of empowerment 
ownership deals to date, and only about one-third of resources 
companies have not concluded any empowerment deals at all. A few of 
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the major companies are believed to have more empowerment deals in 
the pipeline, which are likely to be announced this year. These 

include Anglo Coal, BHP Billiton\'s Ingwe Coal, Samancor Manganese 
and Anglo Platinum. Mining companies committed themselves in the 
2002 mining charter to bring in 15% black equity by 2009 and 26% by 
2014. Compliance with the charter was incorporated in the Mineral 
and Petroleum Resources Development Act, introduced in 2004, which 
revised the way in which mining rights were granted. The necessity 

of complying with legislation gave companies a strong incentive to 
seek black partners and most of the activity took place in 2004 and 
2005. (Business ay, Jan. 4, 2007) 


BOST 
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SUBJECT: NEW ECONOMIC COUNCIL APPOINTED BY PRESIDENT 


REF: 2006 COLOMBO 2063 
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1. (U) SUMMARY: On December 26, 2006, President Mahinda Rajapaksa 
chaired the inaugural meeting of Sri LankaYs new Economic Council. 
The President appointed this council, comprised of the nation\'s top 
economic experts to advise the Government of Sri Lanka (GSL) on 
economic affairs, and to engage the experts on plan implementation. 
Ifthe Council is allowed to guide the President (who also wears the 
hats of Minister of Finance and Minister of Plan Implementation) 
toward a more realistic set of goals, its contributions to Sri 

Lanka\'s national well-being could be immense. There is a risk, 
however, that the President\'s pie-in-the-sky vision for development, 
as articulated in his budget speech, could become a strait-jacket 
that will impede clear thinking on development issues. End 
Summary. 


2. (U) In his address to the Council, the President said that the 
policies and strategies adopted in the last 50 years have failed to 
achieve its development targets. The President therefore created 
the council to assist the GSL\'s plan to implement short, medium and 
long-term plans to boost the 10-year development plan envisaged in 
Budget 2007 (reftel). 


3. (SBU) The members of the new Council hailed the initiative as a 
practical and pragmatic approach to create a country-specific 
economic policy. With the goal of limiting political influence on 

the Council, the President appointed its members primarily from 
academia, although some officials from line ministries are also 
members. Local business leaders not in the Council support its 
non-partisan nature but question whether it will ultimately be able 
to influence practical policy implementation. 


4. (U) The Economic Council will be chaired by the President, and 
will meet twice every month. The next meeting will be held during 
the second week of January 2007. 


5. (U) The Council includes Central Bank Governor Ajith Nivaard 
Cabraal, Director General of National Planning B. Abeygunawardane, 
President of Policy Studies Prof. Buddhadasa Hewavitarana, Director 
General of National Planning B. Abeygunawardane, as well as 
directors from the Institute of Policy Studies, World View 

Institute, National Council for Economic Development, Highways 
Ministry, and distinguished professors and lawyers. 


6. (SBU) COMMENT: The Council's mandate to implement an overly 
ambitious set of plans (as envisaged in an unrealistic 2007 budget), 
does not bode well for the Council\'s future success. Some Council 
members will diligently work to create logical plans for Sri Lanka\'s 
economic development. We hope they will receive the authority to 
advise on realistic development strategies. However, there is a 
significant risk that they will feel constrained to implement the 
President\'s vision articulated in his budget speech. 


Column 3 
BLAKE 


91708 

PP RUEHAG RUEHBC RUEHDE RUEHKUK RUEHROV 

DE RUEHLB #0032/01 0080644 

ZNY CCCCC ZZH 

P 080644Z JAN 07 

FM AMEMBASSY BEIRUT 

TO RUEHC/SECSTATE WASHDC PRIORITY 7074 

INFO RUEHEE/ARAB LEAGUE COLLECTIVE PRIORITY 
RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 
RUEHNO/USMISSION USNATO PRIORITY 0710","C ONFIDENTIAL SECTION 01 OF 02 BEIRI 


SIPDIS 
SIPDIS 
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STATE FOR NEA/ELA, NEA/FO:ATACHCO 


E.O. 12958: DECL: 01/05/2017 

TAGS: PGOV, PREL, PTER, LE 

SUBJECT: LEBANON: MARCH 8-AOUN FORCES SUSPICIOUS OF ARAB 
DIPLOMACY 


Classified By: Jeffrey D. Feltman, Ambassador. Reason: 1.4 (d) 


1. (SBU) Polchief called on Lebanese Ambassador to the Arab 
League Abdel Rahman Solh at his home in Ras Beirut January 4. 
Well into his 70\'s, Solh had a number of diplomatic postings 
when active in the Lebanese diplomatic service and also 

served as Assistant Secretary-General of the League before 
assuming his present post, by contrast a sinecure. A 
semi-retired man of leisure (he admitted that he had not 

spoken \"a word of English in 30 years\"), Solh nevertheless 
claimed that he accompanies Arab League Secretary-General Amr 
Moussa on all his meetings when he comes to Beirut -- 

including the round of visits in December 2005 during the 

events surrounding the assassination of Gebran Tueni and the 
recent initiative in December 2006 to attempt to resolve 
Lebanon\'s political crisis. 


MOUSSA -- WAITING FOR ENCOURAGEMENT 


2. (C) Moussa might return to Beirut if there is some 
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improvement in the political impasse or some other \"green 
light\" Solh said, adding that he talks to Moussa on the phone 
several times a week. Still, Moussa would not return to 
Beirut under the previous conditions of December -- a 
dialogue of the deaf between the government and opposition. 
The League can only accomplish so much, he said, and blamed 
Lebanese elements and Syrian interference for the failure of 
its initiatives. Walid Jumblatt and other figures opposing 
good relations with Syria had scuttled Moussa\'s efforts in 
December 2005, and Nabih Berri had done the same a year 
later. Berri\'s (secret, but leaked) December 27 proposal was 
nothing more than a ploy to ruin Moussa\'s shuttle diplomacy, 
Solh averred. Though declaring himself neutral, Berri is a 
\"prisoner\" of Hizballah and Hizballah\'s Syrian allies, 

neither of which find it possible to trust an \"Arab\" 

initiative. Damascus was displeased with Moussa\'s 
late-December proposal for a reconciliation between the 
parties in Lebanon, and instructed Berri to make his 
counterproposal to scuttle it. 


SAUDI INVOLVEMENT SO FAR UNHELPFUL 


3. (C) When Moussa first arrived in late 2006 to negotiate, 
Solh told him that the conflict on the Lebanese scene is at 
bottom about the Special Tribunal for Lebanon. Nevertheless, 
the conflict here could be solved through a Saudi-Syrian 
reconciliation. Solh told Polchief that King Abdullah had 
become \"very tense\" when Moussa suggested this step when 
visiting Riyadh during his December peregrinations. 
Unfortunately, other Saudi initiatives had thus far been 
similarly unhelpful. Solh recounted that Saudi Ambassador to 
Beirut Abdulaziz Khoja had worked with Saudi Foreign Minister 
Prince Saud al-Faisal on a proposal to the opposition to hold 
early presidential elections to replace Lahoud in return for 
dissolving the Siniora cabinet (a constitutional consequence 

of the election of a new president). However the Saudis 
realized that such a package, if tidy, would not be 

sufficiently attractive to the opposition, and that with 

Hizballah ally Nabih Berri holding the keys to the Chamber of 
Deputies there was no way to force Lahoud out. 


REPLACING LAHOUD MAKES WAVES 


4. (C) Nevertheless, replacing Lahoud looms large in the 
League\'s thinking, despite Moussa\'s December public statement 
that he should serve out his term (which ends in November 
2007). The intention of Moussa\'s statement had been to head 
off a violent reaction from Lahoud, who branded his early 
replacement \"Chirac\'s wish\" -- a reference to the perceived 
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interest of the French President to pick Lahoud\'s successor 
in the seven-year Lebanese presidency before ChiracYs own 
retirement in May 2007. In exploring candidates, Solh keeps 
close contact with Maronite figures and other Christians, and 
took a call from Aoun ally Ghassan Mukhaiber (a Greek 
Orthodox) on his mobile phone during Polchief\'s visit. Solh 
believes that many of Aoun\'s followers and MP\'s are becoming 
increasingly aware that Aoun will not attain the presidency 
and making their own backup plans. A rumor weeks ago that 
the Patriarch might endorse moderate Aounist MP Farid 
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al-Khazen for the top job shook Aoun to the core, Solh 
related, and maintaining his party\'s hierarchy and discipline 
is now Aoun\'s job number one. 

FELTMAN 
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Classified By: CDA Nancy McEldowney for reasons 1.4(b) and (d). 


1. (C) Summary: EU negotiator Ali Babacan told the Ambassador 
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December 22 that Turkey\'s relations with the EU have entered 
a new, uncertain era, with progress depending more on 
political considerations than technical progress in meeting 
the EU acquis. Without clear targets and timelines to open 
and close chapters, Babacan fears it will be harder to 
motivate Turkish bureaucrats and parliamentarians, not to 
mention public opinion, to undertake reforms. Turkish 
leaders will have to justify reforms by saying they are good 
for Turkey rather than by arguing that the EU requires a 
particular reform. On Cyprus, Babacan had difficulty seeing 
what incentive the Greek Cypriots had in the near future to 
reach a settlement. End Summary. 


2. (C) Babacan thanked the Ambassador for U.S. efforts on 
Turkey,s EU accession bid. He took a measured but fairly 
negative view of the EU actions. He said the EU Council\'s 
decision was a bad outcome, since the Commission\'s decision 
was merely a compromise designed to placate one or two 
countries. Babacan described his efforts to reach out to 
member countries in recent months. He said he has visited 
twenty countries, meeting not only with government officials, 
but with press, parliaments, opposition leaders, and NGOs. He 
found many of his interlocutors supportive, particularly in 

the UK, Italy, Spain and many of the new member states. EU 
negotiators from the new member states told him that in 

their accession efforts they spent 80% of their time on 
domestic matters, 10% working with Brussels and 10% with 
member states. Babacan has come to realize that in Turkey\'s 
case he will need to spend far more of his time with member 
states because of the controversy surrounding Turkey\'s 
accession. 


3. (C) Babacan is convinced the remainder of Turkey\'s EU 
accession process will be far more political than technical. 
Despite the fact that the screening process went well, 
chapter openings will no longer be decided based on technical 
criteria. A perfect example was the Education Chapter: the 
Commission was ready to open it in June but for political 
reasons France has blocked the opening since that time. 
Likewise, at the recent COREPER meeting, the Presidency 
suggested that four chapters could be opened and letters 
could be written about three more laying out benchmarks 
required prior to opening. Instead, the outcome was to open 
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a single chapter. Babacan claimed that if the process were 
based only on technical criteria, Turkey could reach an 
understanding (if not final agreement with all \"homework\" 
completed) within two to three years. Instead it will take 
far longer, with each chapter opening politicized. 


4. (C) Babacan noted Turkish leaders\' restraint in reacting 
to this situation, resisting an emotional response that would 
have burned bridges. The domestic reality, however, is that 
Turkish leaders are faced with a new domestic situation in 
which it will be far more difficult to motivate the 
bureaucracy, parliament and public opinion to take action on 
EU reforms. Babacan said the argument that Turkey needs to 
take a particular step because the EU requires it will no 
longer be compelling. Instead, Turkey will have to justify 
reforms on the grounds that they are good for Turkey. 
Without clear targets or deadlines, it will be far harder to 
motivate Turks. 


5. (C) Babacan pointed out that within a few years, Turkey 
will have a larger population than any other EU country, and 
will be the fifth or sixth largest economy in the EU. Given 
its size, Babacan believes that Turkey\'s accession is more 
comparable to Britain\'s or Spain\'s than to smaller new 
members. The EU will need to decide if it wants to be a 
bigger, more inclusive entity with Turkey, or a more 
exclusive and smaller club. As he has before, Babacan 
stressed that this decision has global implications, with 
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countries throughout the Muslim world watching to see how the 
EU treats Muslim Turkey. He said even Australian officials 
have told him they support Turkey\'s EU accession process 
because of its implications for Indonesian relations with the 
West. 


6. (C) In his outreach to member states, Babacan said he 
concentrates on explaining the Turkish perspective on Cyprus 
which he found to be poorly understood. Turkey had signed on 
to the Additional Protocol in 2004 with the understanding 

that the economic isolation of the Turkish Cypriots would be 
lifted. Although EU countries say there was no 

conditionality, the EU countries made public statements about 
the commitments to Turkey. For this reason, the recent 
decision to sanction Turkey over the Additional Protocol 


Column 3 
issue was unfair. 


7. (C) Saying he was spending 50% of his time on Cyprus, 
Babacan said the more he looked at the issue, the more he 
realized the Greek Cypriots don\'t want a solution in the near 
future. With a solution, the Greek Cypriots would have to 

share EU and state funding with the north. Babacan wondered 
what incentive there could be to motivate the Greek Cypriots 

to work towards a solution. If the Greek Cypriots want a 

bonus at each stage of the negotiation, it won\'t work and 
Turkey cannot accept it. Babacan held out some hope that 
the new UN SecGen would engage positively on Cyprus. He said 
he and Prime Minister Erdogan had met SG Ban on their recent 
trip to New York and found him surprisingly knowledgeable 
about -- and interested in -- the Cyprus issue. 


8. (C) The Ambassador said the Greek Cypriots will find 
themselves pressed by other EU countries. Turkey should 
cultivate allies in the EU and move forward on political and 
economic reforms, thereby demonstrating both that Turkey is 
committed to EU accession and that Turkey wants to become a 
country applying European norms and standards. In this way, 
the Cyprus issue will become less important. The Ambassador 
recognized that pressing ahead will be politically difficult 

for Turkey, particularly in an election year, but hoped 

Turkish leaders would do so any way. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 01/04/2017 

TAGS: PGOV, KDEM, PREL, CN 

SUBJECT: COMORAN UNION PRESIDENT SAMBI AND ANJOUANVS BACAR 
AT IMPASSE 


REF: 06 ANTAN 1441 AND PREVIOUS 
Classified By: Ambassador James D. McGee for Reasons 1.4 (b/d). 


1.(C) SUMMARY: In separate conversations with Union of the 
Comoros President Sambi and Anjouan Island \"President\" Bacar, 
Ambassador and DCM encouraged dialogue to resolve the ongoing 
dispute over security responsibility (reftel). A calmly 

intransigent Bacar insisted he had a right to have armed 

forces and claimed Sambi failed to communicate with him. 
President Sambi assured us he wants to avoid military 
confrontation, but said \"| cannot be a President without 

power." over the entire country. Sambi averred that 

separatist sentiment in Anjouan had all but died in the ten 

years since 1997, and again stated that the unpopular Bacar 
would surely lose a fair election for island president in 

April. The African Union (AU) has already denied Sambi\'s 
request for mediation. END SUMMARY. 


Sambi Wants Development, Not Conflict 


2. (C) An animated Union President Ahmed Abdallah Sambi told 
the DCM via telephone January 4 that the impasse with Island 
president Bacar was entirely about weapons and power. Sambi 
claimed sole constitutional authority over the armed forces 

of the Union of the Comoros, and reiterated that island 
governments require only \"internal security equipment." 

Noting that neither Grand Comore nor Moheli island security 
forces had military hardware, President Sambi said Bacar must 
accept that Anjouan forces disarm and allow the National 
Development Army (AND) Union forces to deploy to the port and 
airports to take responsibility for border surveillance. 

Repeating his campaign promises to focus on economic 
development, Sambi lamented several times, \"| cannot be a 
president without power." 


3. (C) Referring to his recent visit to Anjouan (reftel), 

President Sambi said he was much more popular than Bacar in 
Anjouan. He said Bacar exercised control by force and 
represented a tiny minority of separatists. Sambi, who 

easily won the primary and national votes in Anjouan in 2006, 
implied that Bacar could not win reelection fairly. A native 

of Anjouan who owns several businesses there, Sambi said the 
Anjouanese population of 2007 is very different from those 
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who supported secession in 1997. His democratic election in 
May 2006, he claimed, was a mandate from all Comorans who 
share his desire to prioritize development and poverty 
reduction. Sambi said he wanted to avoid confrontation with 
Bacar, and thus had requested international assistance. The 
AU, having invested substantially in peacekeeping during the 
April/May 2006 elections, was reluctant to return to Comoros 
as of late 2006. Sambi\'s latest requests to the AU had not 
yet received a reply. 


Bacar, \"I want my own army" 


4. (C) In a separate telephone conversation with the 
Ambassador January 3, Island W President" (read: governor) 
Mohamed Bacar insisted he had the right to his own army and 
refused to give up his weapons. He made a vague reference to 
wanting meetings restarted (which he had walked out of in 
mid-December) and attempted to scapegoat Sambi as an 
extremist by attributing comments about \"jinad\" to the Union 
President. Bacar further claimed that his confiscation of 

Union military hardware was because he had not been informed 
about the delivery. In short, Bacar\'s message was \"I want my 
own army, and everything will be fine if | can keep the 

weapons | already have.\" 


5.(C) COMMENT: Without some international assistance, the 
Sambi/Bacar impasse will continue as the April island 
elections approach. The former appears unlikely to disarm 
Anjouan by force; the latter will not voluntarily disarm 

because, among other things, he would not be able to rig his 
own reelection. The Ambassador offered to \"observe\" new 
talks if President Sambi thought USG involvement would be 
useful. Given the precedent of AnjouanYs 1997 secession and 
the fact that other island police forces do not possess 

military hardware, Post supports Sambi\'s argument that Bacar 
must disarm and defer to the Union Army under Sambi\'s 
command. The question is how. END COMMENT. 

McGEE 
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LONDON AND PARIS FOR AFRICA WATCHERS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PTER, ASEC, MOPS, SO, ET, KE 

SUBJECT: SOMALIA: JANUARY 5 MEETING OF THE INTERNATIONAL 
CONTACT GROUP 


REF: A. NAIROBI 91 
` B. 06 NAIROBI 5405 


1. (SBU) SUMMARY: The recent meeting of the International 
Contact Group (ICG) on Somalia centered on supporting Somalia 
at this crucial moment, in particular with respect to 

consolidating stability through an inclusive political 

process, security, and humanitarian and development 
assistance. The delegates urged reconciliation and immediate 
international support for the Transitional Federal 

Institutions (TFls). The ICG agreed that effective TFls 

based on broad-based dialogue are the key to a stable, 

secure, and democratic Somalia, and to that end called for 

the urgent deployment of a stabilization force in Somalia 

based on UNSC resolution 1725 and called on donor partners to 
provide immediate capacity-building assistance. END SUMMARY. 


2. (SBU) The ICG met January 5 in Nairobi, co-chaired by 
Assistant Secretary Jendayi Frazer and Kenyan Minister for 
Foreign Affairs Raphael Tuju. Norway, Sweden, the European 
Union, Italy, Tanzania, the United Kingdom, the African 

Union, IGAD, the United Nations, and the League of Arab 
states attended the meeting. Reftel includes the text of the 
communiqu of the ICG meeting. Tanzania agreed to host the 
next meeting of the ICG in Dar es Salaam in one month with 
the precise date to be determined. 


WA WINDOW OF OPPORTUNITY\" 


3. (SBU) In their opening messages, Assistant Secretary 


Column 3 

Frazer and Foreign Minister Tuju highlighted the need for the 
current meeting to identify ways to assist Somalia. A/S 

Frazer outlined three ways in which the ICG could help 
Somalia move forward: support the government in initiating a 
truly inclusive process for reconciliation, identify concrete 
assistance mechanisms, and encourage the immediate deployment 
of a stabilization force. FM Tuju welcomed Uganda\'s decision 
to deploy troops to Somalia on behalf of IGAD and the AU, and 
called for specific commitments of financial assistance to 

help build the capacity of the TFls. Responding to A/S 
Frazer\'s well-received announcement of USD 40 million in new 
assistance to Somalia, Tuju likewise pledged Kenya\'s 
continued assistance. 


4. (SBU) In making an introductory remark to the ICG, 
Somalia President Abdullahi Yusuf continued the theme of the 
current situation in Somalia as an opportunity, telling the 

ICG that his government would employ an inclusive approach to 
create a \"new Somalia\" based on broad-based governance, 
collective security and stability. Yusuf highlighted as a 

new beginning the TFls\' recent success in removing the 
Council of Islamic Courts (CIC) and taking control of the 
country. The President stated that the ICG\'s assistance in 
deploying troops as provided for in UNSC 1725, supporting 
government institutions, and providing humanitarian aid would 
enable the TFls to meet their goals. 


DIALOGUE AND RECONCILIATION 


5. (SBU) Among the ICG delegates, there was general 
agreement with A/S Frazer\'s statement that the TFls need to 
pursue a genuine reconciliation process which promotes 
inclusive dialogue between all elements of Somali society. 
However, reconciliation, it was agreed, needs to begin first 
and foremost within the TFls. The UNPOS delegate stressed 
the need for the international community to encourage key 
actors, namely the President and the Prime Minister, to 
resume dialogue and work together to maintain the legitimacy 
and credibility of the TFls. Sweden suggested that convening 
parliament in Mogadishu is one way to bring the various 
factions within the TFls together to promote dialogue. 


6. (SBU) Delegates also stressed the importance of the 
resumption of dialogue and reconciliation between the TFls 
and other representative groups which are not currently 
represented in the TFls among civil society, the business 
community, women\'s groups, and religious leaders. The 
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delegate for the Arab League emphasized the need to also 
include former elements of the CIC, arguing that to exclude 
them would have negative consequences for the achievement of 
peace and stability in Somalia. 


ASSISTANCE 


7. (SBU) ICG delegates concluded that support for the TFIsV 
operational capacity is essential to peace and security in 
Somalia. Responding to the co-chairs\' and Yusuf\'s appeal for 
financial support, several ICG members called for a donors\' 
conference. Members! ability to help the TFls show immediate 
improvements on the ground would give a boost to Somali 
confidence in the TFls. A/S Frazer asserted that it may be 
early for a donors\' conference, but that should not preclude 
coordination of assistance. The Swedish delegation countered 
that a clear commitment to reconciliation from the TFI 
leadership would make mobilizing donor support an easier 
task. The UN delegation explained that the TFls could show 
their strength by honoring a social contract - providing 
necessary services. A/S Frazer asked the UN to circulate its 
joint needs assessment to help inform donors\' deliberations. 
The U.K. delegation reminded the meeting of the urgent needs 
of \"genuine\" refugees. 


8. (SBU) At the meeting\'s conclusion, Tuju called on members 
to follow the U.S. lead and make concrete pledges. The Arab 
League committed one million dollars, further to their 
announcement that a shipment of medicine was already en route 
Mogadishu. The UK delegation stated that its government 

would be making resources available immediately. Assistant 
Secretary Frazer emphasized the urgent need, encouraging more 
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pledges. While the UNDP will monitor commitments, she 
continued, the issue of a formal donor mechanism should be on 
the agenda for the next ICG meeting. 


SECURITY 

9. (SBU) Security, however, is a prerequisite for the 

creation of a secure and stable environment in which the TFls 
can capitalize on this assistance, the delegates agreed. The 
delegates also concurred with A/S Frazer that the need for a 
stabilization force is urgent. The meeting called for 

further discussion of early deployment of peace keeping 
forces, comprised primarily of African states. Despite 
suggestions from some delegates that resolution 1725 requires 
reformulation to reflect the current situation in Somalia, 
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most delegates agreed that the mandate of 1725 is still 
applicable and should merely be adapted to take account of 
the new realities on the ground. Sweden proposed that 
Mogadishu should be the first priority for any stabilizing 
force, to allow the TFls to operate effectively from the 
capital. The AU delegate stated that an AU meeting was 
planned in Addis Ababa for the week of January 8, 2007 to 
develop an exit strategy for Ethiopian forces and the early 
deployment of a stabilizing force. FM Tuju announced his 
plans for a mission to five African countries to seek 
additional troop contributions. 


10. (SBU) In a bilateral meeting with President Yusuf on the 
margins of the ICG meeting, A/S Frazer emphasized that the 
key right now is the political process. Appreciating Yusuf\'s 
commitment to inclusivity, she noted the United StatesY hope 
that Prime Minister Gedi reaches out broadly in making 
appointments in the spirit of reconciliation. Yusuf stated 

that he has advised PM Gedi to be \"tolerant,\" adding that 
Gedi would initiate dialogue with all groups - politicians, 
religious leaders, and civil society members, but not 
terrorists. If warlords behave appropriately, they are 
welcome too, Yusuf said, noting that PM Gedi had invited all 
warlords to Mogadishu. Left with no other choice at this 
time, they have all accepted, he commented. Yusuf appealed 
to A/S Frazer for continued U.S. support, thanking her for 
the U.S. role thus far. 


11. (SBU) Following the conclusion of the ICG meeting, 
members of the ICG, including Kenya, Norway, Sweden, the 
European Commission, and the U.S., met privately with the 
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Speaker of the Transitional Federal Parliament Shariff Hassan 
Sheikh Adan. FM Tuju provided Shariff Hassan with a copy of 
the ICG communiqu and summarized the decisions of the 
meeting. Despite the urging of the ICG members that Shariff 
Hassan and a large group of Somali MPs currently in Nairobi 
return to Somalia and take part in the political process, 

Shariff Hassan categorically refused to return to Baidoa or 
Mogadishu while Ethiopian forces remain inside Somalia. 
While Shariff Hassan noted his willingness to engage with 
President Yusuf and PM Gedi from Nairobi, he argued that his 
return to Somalia at this time would require him to adopt the 
views of Yusuf and Gedi. Shariff Hassan called for the 
immediate implementation of UNSC resolution 1725, including 
deployment of a regional stabilization force to replace 
Ethiopian forces in Somalia, as the basis for stabilizing 
Somalia. FM Tuju chastised Shariff Hassan for imposing these 
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preconditions and therefore \"wasting\" the time of the 
international community. 


12. (SBU) A/S Frazer noted Shariff Hassan\'s principled stand 
against the Ethiopian intervention, but emphasized that 

recent events cannot be undone. What is most important now 
is that Shariff Hassan return to the political process, reach 

out broadly to key elements of Somali society, and get the 

TFls back onto the transitional process for the remaining 

three years of its mandate. A/S Frazer said that it seems 

more productive for Shariff Hassan to return to Baidoa and be 
a leader, rather than allow Ethiopia to prevent him from 
participating in the he political process. A/S Frazer note 

that Ethiopia hopes to withdraw its forces within the next 
couple of weeks, but expressed her concern that the speaker\'s 
absence even for a couple of weeks could permanently exclude 
him from the process. (NOTE: President Yusuf told Ambassador 
Ranneberger on December 29 that the Transitional Federal 
parliament may move to impeach the Speaker on the grounds 
that the speaker has been outside of Somalia for over one 
month and his negative rhetoric against the TFls. END NOTE.) 
Shariff Hassan responded that the parliament could only 
function in an \"environment of peace, not under foreign 
masters\" and that he did not see a role for himself until 

1725 was implemented and Ethiopia had withdrawn. 


13. (U) Assistant Secretary Frazer has cleared this message. 
RANNEBERGER 
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Gusenbauer Wants Movement from OeVP 


1. SPOe boss Alfred Gusenbauer is taking a tough stance towards his 
party\'s potential future coalition partner OeVP: Speaking on 
Thursday, he stressed the Conservatives would have to \"budge\" on the 
Eurofighter purchase and university tuition fees, and \"think of 
something other than simply saying no\" to SPOe proposals. 
Simultaneously, the SPOe chairperson signaled he is ready to 
compromise on some issues, Austrian media report. 

According to Austrian political analyst Peter Filzmaier, the Social 
Democrats\' victory in the October 1 general election gave party 
leader Alfred Gusenbauer the opportunity to \"implement anything he 
wants\" within the SPOe. He \"has a free hand, both with regard to the 
outcome of the negotiations and the choice of his cabinet team,\" the 
expert told semi-official daily Wiener Zeitung. The first six months 

in office will determine Gusenbauer\'s \"acceptance as Chancellor and 
define his image,\" Filzmaier added. 

Meanwhile, mass-circulation tabloid Oesterreich speculates that 
Finance Minister Karl-Heinz Grasser could resign today and take up 
investment banking in London, although - according to the daily -- 
Chancellor Wolfgang Schuessel in a meeting today will try to 
persuade Grasser to stay on as Vice-Chancellor or as Finance 
Minister for another year. 

ORF online news writes about a tug-of-war between the OeVP and the 
SPOe over key ministries, including the finance portfolios, with 

both parties insisting they have a claim to these posts. 


EU Wants to Revive Mideast Quartet 


2. If it wants to help resolve the Middle East conflict, the 

European Union must speak with one voice, EU Council President 
Angela Merkel has declared. The Middle East also topped the agenda 
during her meeting in the US with President Bush. Meanwhile, 
following a new surge of violence in the region, rival Palestinian 
factions Hamas and Fatah said they want to defuse the conflict and 
re-launch their dialogue. 

Centrist daily Die Presse analyzes German Chancellor Angela Merkel\'s 
current visit to the United States. While Merkel, as EU Council 
President is pushing for a new initiative in the Middle East peace 
process, and wants to \"revive the comatose Miseast Quartet,\" 
\"positive signals from the US on the issue have yet to materialize.\" 
Even \"Bush buddy\" Tony Blair failed to get the US more deeply 
committed as mediators between Israel and the Palestinians, the 
Presse says and adds that now it is up to Merkel to \"pester Bush 


Column 3 

with a plan for a new Mideast peace concept. The German Chancellor, 
it seems, \"won\'t be deterred from her Middle East enthusiasm,\" the 
daily concludes, pointing to Merkel\'s upcoming trips in February to 
Egypt, Saudi Arabia, the United Arab Emirates and Kuwait. 


Iraq Video Authentic 


3. Video footage showing Austrian national Bert Nussbaumer and four 
of his American colleagues, kidnapped in Iraq in November, is 
authentic, the Austrian Foreign Ministry confirms, following 

analysis of the material. Observers say the fact that a tape has 
materialized could indicate that negotiations for the hostages\' 

release are under way, and that demands for ransom payments have 
been made. 

All Austrian media continue to report on the emergence of the video 
tape, seven weeks after Bert Nussbaumer and his four US colleagues 
were abducted near Basra in southern Iraq. ORF radio early morning 
news Morgenjournal says the kidnapping was \"not an isolated case. 
Most kidnappers want money, and there are companies that specialize 
in negotiating with them.\" The Nussbaumer case was \"just one of 
many,\" according to a German expert, who points out there are 
“numerous criminal groups in Iraq which have turned kidnappings into 
a form of business." The tape suggests that ransom negotiations with 
the kidnappers are underway. Ransom demands are usually addressed 
to the hostages\' employers, the expert continues. Mass-circulation 
tabloid Oesterreich meanwhile speculates an alleged ransom demand 
may amount to $10 million. 


Bush on Saddam Hussein Execution 


4. US President George Bush has criticized the circumstances of 

former Iraqi dictator Saddam Hussein\'s execution. Speaking at a 

press conference in Washington yesterday, he said he \"wished the 
process had been more dignified.\" However, Saddam Hussein had been 
brought to justice - a justice he had denied to thousands of his 

victims, the US President added. 

According to ORF online news, the US President discussed Saddam 
Hussein\'s execution with Iraqi Premier Nuri Al-Maliki. Bush had also 
said he would welcome an Iraqi investigation into the circumstances 
surrounding the hanging and its unauthorized filming, ORF online 
quotes White House spokesperson Tony Snow. According to ORF radio, 
investigators have now identified two guards who illicitly filmed 

the execution. 

In liberal daily Der Standard, foreign editor Gudrun Harrer comments 

on the potential consequences for Iraq and the US of the Saddam 
Hussein execution: \"The execution in Baghdad last Saturday not only 
ended Saddam Hussein\'s life, but may also have broken the Shiite-led 
Iraqi government\'s neck. At a minimum, it has been severely injured. 
Postponing the next two executions (...) will not suffice as crisis 
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management; nor will the arrest of two guards - particularly since, 
according to a statement by a state prosecutor present at Saddam 
Hussein\'s hanging, it wasn\'t the guards but high-ranking officials 
who filmed the undignified scenes. Premier Nuri al-Maliki has a lot 
to do to make up for the loss of image he has suffered at home and 
abroad. His initiative for \"national reconciliation\" between the 
Sunnis and the Shiites - shaky business at the best of times - will 
be much harder to implement now. The circle of those embracing 
reconciliation has shrunk even further. Getting the Sunnis away from 
their perceived role as victims of the Shiites - a role further 
reinforced by Saturday\'s events - will require more than a softening 
of the radical de-Baathification laws. The Maliki government will 
pay in hard political currency for the damage done in the Sunni 
world. The United States has made a tremendous effort in the past 
few months to persuade the Sunni Gulf States to become more engaged 
in Iraq and to give more support to the country\'s Shiite-dominated 
government. What little hope there was for that will now have to be 
buried altogether. Most detrimental, however, will be the loss of 
confidence on the part of the US, where doubts are likely to 
increase whether Maliki is the right partner for them.\" 


Pelosi Calls for New Iraq Strategy 


5. The new speaker of the House of Representatives, Nancy Pelosi, 
has called for America to begin redeploying its troops from Iraq. 
Speaking at the inaugural session of the new Congress, now 
controlled by the Democrats for the first time in twelve years, 

Pelosi also stressed President Bush must come up with a new strategy 
in Iraq. Several Austrian media comment on the Democratic 
congressional majority, and describe as a \"milestone\" the fact that 
the House of Representatives is led by a female Speaker for the 

first time in history. 

ORF radio early morning news Morgenjournal quotes Pelosi as saying 
it is \"the responsibility of the President to articulate a new plan 

for Iraq that makes it clear to the Iraqis that they must defend 

their own streets. A plan that promotes stability in the region, and 

a plan that allows us to responsibly redeploy our troops.\" Liberal 

daily Der Standard describes Pelosi\'s assumption of office as 
\"marking a turning point in US domestic policy.\" 

Meanwhile, President Bush has said he is working on reshaping his 
strategy for lraq. He will be \"ready to outline a strategy sometime 
next week that will help the Iraqis achieve the objective of a 

country that can govern, sustain and defend itself,\" ORF radio 
quotes. Senior administration officials have suggested the President 
might make a number of appointments as part of his strategy for 

Iraq. These include a new top ground commander there and the 
appointment of current US Ambassador to Baghdad Zalmay Khalilzad as 
new Ambassador to the United Nations. 

McCaw 
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Classified By: Charge d\'Affaires David S. Sedney. Reasons 1.4 (b/d). 


Summary 


1. (C) China urges the United States to prevent Chen 
Shui-bian from conducting public or media events 
during his upcoming transit stops in San Francisco and 
Los Angeles, Assistant Foreign Minister He Yafei told 
the Charge January 8. Expressing China\'s strong 
dissatisfaction over and continued opposition to the 
transits, AFM He said Foreign Minister Li Zhaoxing 
called Secretary Rice from Botswana January 7 to 
discuss the issue. Chen and his allies are embarking 
on a high-risk plan to push for de jure independence 
through the \"second republic\" approach. China 
requests that the United States use its influence to 
restrain Chen and also to publicly state its support 

for the one-China policy, preferably before a January 
17 Democratic Progressive Party meeting focusing on 
constitutional reform. AFM He also asked that the 
United States prevent Frank Hsieh from attending the 
upcoming National Prayer Breakfast in Washington. The 
Charge told AFM He our understanding is that Chen\'s 
stopovers will be private and unofficial and are 
consistent with our longstanding transit practices. 

He reiterated the United States\' adherence to our one- 
China policy and urged China to engage with Taiwan to 
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work toward a peaceful resolution of cross-Straits 
issues. As for the National Prayer Breakfast, because 
itis not an official event, the United States 
Government does not control invitations, the Charge 
said. End Summary. 


AFM He: Stop the Transits, or At Least Keep Them Quiet 


2. (C) AFM He called the Charge into the MFA January 
8 to express China\'s dissatisfaction over and 
opposition to Chen transiting San Francisco and Los 
Angeles en route to Nicaragua. FM Li, traveling in 
Botswana, called the Secretary to discuss the matter 
January 7, he said. AFM He said China urges the 
United States to prevent Chen from using the stopovers 
to engage in \"separatist activity,\" particularly 

barring him from meeting with Government 
representatives, local officials or Members of 
Congress. AFM He stressed that it is very important 

to China that the United States not allow Chen to make 
public statements or appearances or grant media 
interviews. The Charge responded that our 
understanding is that the stopovers are private and 
unofficial and will be consistent with the purpose of 

our longstanding transit policy. While there will be 

no meetings between Chen and administration officials, 
we do not control the activities of Members of 
Congress or local officials. Ray Burghardt, AIT/W 
Chair, will meet with Chen, the Charge said. 


Chen\'s \"Separatist Intentions\" 


3. (C) AFM He maintained that the United States 
should keep in mind the larger picture in dealing with 
the transit issue. According to Chen\'s words and 
behavior and the MFA\'s \"information,\" AFM He asserted 
that Chen has clear, immediate plans to push for 
constitutional reform and to step up efforts to gain 

de jure independence for Taiwan. Chen has a timetable 
and is proceeding in a step-by-step manner to 
implement his plans. Toward this end, Chen will use 
the \"second republic\" approach, mirroring his strategy 
of ceasing the functions of the National Unification 
Council last February. Chen has three specific goals 
for the transit stops, AFM He claimed: a) to create 

the impression at home and internationally that the 
United States supports his activities, b) to \"trumpet 
separatist remarks\" and his independence agenda to a 
wider audience and c) to create tensions across the 
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Strait, provoke the Mainland and undermine United 
States-China relations. 


4. (C) AFM He said the stopovers, taken with what 
China views as other deliberate steps, indicate a 
clear sign of Chen\'s separatist intentions. AFM He 
cited the dispatch of DPP representative Yao Jia-wen, 
\"a hard core separatist,\" to attend the memorial 


BEIJING 00000152 002 OF 002 


ceremony for President Ford last week as an example. 
During the visit, Yao made public remarks favoring 
separatism, AFM He alleged. In addition, the DPP will 
convene a Party meeting January 17 to discuss 
constitutional reform proposals containing Taiwan 
independence elements. Finally, Chen intends to send 
former Kaohsiung mayor and DPP member Frank Hsieh to 
Washington to attend the National Prayer Breakfast as 

a special envoy. 


China Hopes United States Looks at \"Big Picture\" 


5. (C) China and the United States have important 
common strategic interests, AFM He continued, 
including maintaining peace and stability across the 
Taiwan Strait and countering separatist activities. 
AFM He said China appreciates previous statements by 
President Bush and the Administration reiterating our 
one-China policy and takes note of steps the United 
States has taken, \"publicly and privately,\" to 

restrain Chen. China is prepared to build on positive 
momentum in bilateral ties and further expand the 
United States-China relationship, AFM He asserted, 
adding that Chen should never be permitted to 
undermine our cooperation. But, AFM He claimed that 
the transit stops, especially the inclusion of an 
overnight stay, send the wrong signal. While AFM He 
said he is aware the Taiwan issue is not an easy one 
for the United States, he stressed that China hopes 
the United States will \"look at the big picture\" and 
not allow the transit stops or Hsieh\'s attendance at 
the Prayer Breakfast, both of which risk increasing 
tensions across the Strait. 


No Change in One-China Policy 


6. (C) The Charge responded that as President Bush 
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has said, our one-China polity remains unchanged. Our 
commitment to the one-China policy, based on the three 
Joint Communiques and the Taiwan Relations Act, is 
very firm, the Charge said, assuring AFM He that the 
United States always takes a big picture perspective 
when considering Taiwan issues. In connection with 
this, while the United States does not support Taiwan 
independence, we continue to urge people on both sides 
of the Strait to engage in dialogue to move toward a 
peaceful resolution that is acceptable to both sides. 

The United States opposes unilateral steps from either 
side that change the status quo. The Charge repeated 
the message he has conveyed in meetings on the transit 
issue during the past week (reftels), that is, that 

the United States will continue to act responsibly in 
dealing with the Taiwan issue. The transit stops are 

not meant as an indication of United States support 

for Chen\'s alleged political plans and in no way alter 
our aim of furthering peace and stability across the 
strait, the Charge emphasized. 


7. (C) Turning to the National Prayer Breakfast 

issue, the Charge told AFM He that the event is not an 
official gathering, and as such, the United States 
Government does not control invitations. As for Yao\'s 
remarks, the Charge reminded AFM He that the United 
States does not place limitations on the freedom of 
speech of visitors and has no responsibility for or 
control over what Yao may have said. In addition, the 
United States did not treat Yao as a government 
official during his visit, which he conducted in a 

private capacity. 

SEDNEY 
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1. Significant new scandals marked the new calendar year in Israel. 
Police detained some thirty individuals on allegations of 

involvement in influence-peddling and bribery within and around the 
Israel Tax Authority (ITA). Unlike other recent scandals that have 
focused on sexual harassment cases, campaign finance irregularities 
or individual allegations of malfeasance, the ITA case promises to 

be the mother of all recent scandals in Israeli political life. 

Police investigators do not admit to possession of evidence linking 
PM Olmert directly to the current allegations against ITA personnel, 
although his office director is under house arrest. Media reports 
insist, however, that Olmert may face police questioning along with 
Finance Minister Hirchson, whose testimony is also sought in 
connection with a separate investigation of embezzlement from a 
labor union he headed. Olmert and Hirchson are scrambling to 
control the damage, and both have urged outgoing Ministry of Finance 
(MOF) Director General Yossi Bachar to take charge of the ITA on an 
interim basis. 


2. When the first arrests were made on the morning of January 2nd, 
the Israeli police went public with an investigation of the Israel 

Tax Authority that had been in progress for two years. The ITA 

itself was established by government decision in September 2004, and 
falls under the authority of the Minister of Finance. Initial press 

reports indicate that police have detained or placed under house 
arrest at least thirty persons, including ITA personnel and members 

of the business community. The ITA\'s present director, Jackie 

Matza, was detained on suspicion of taking bribes; his predecessor, 
Eitan Rob, was detained and released under house arrest in 
connection with decisions taken while serving as ITA director; 
businessman Kobi Ben-Gur was detained and is under investigation for 
exerting influence over Rob regarding ITA appointments; Shula Zaken, 
manager of PM Olmert\'s bureau, was placed under house arrest under 
suspicion of using her influence to secure appointments of tax 
authority officials, specifically Jackie Matza as director; Yoram 

Karashi, a Jerusalem City Councilman and brother of Shula Zaken, is 
suspected of using his connections to senior officials to influence 
appointments. In addition to those already detained or under house 
arrest, police investigators are quoted as saying the numbers of 

those facing questioning will run into the hundreds and that the 
investigation could extend to the Civil Service Commission which 
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oversees all public sector appointments. 


3. While hourly media updates seek to \"advance the story\" in 
classic investigative style, the plain facts of the case are hard to 
come by. Police personnel have made it clear that the suspects 
themselves are not afforded access to all the evidence against them 
and that more is being concealed than revealed. One media account 
of the initial remand hearing of Yoram Karashi reported that 
presiding Judge Mordechai Peled was of the opinion that the evidence 
submitted indicated that the ITA had been under the criminal 
influence of both Karashi and Kobi Ben-Gur. According to the same 
account, police investigators opined that Karashi and Ben-Gur had 
traded tax breaks for promotion within the ITA and that they knew 
very well to whom they owed their promotions. 


4. The news of Shula Zaken\'s house arrest sent the Prime Minister\'s 
bureau into what the media called \"crisis mode.\" Shula Zaken has 
been Ehud Olmert\'s right-hand office administrator since the start 

of his career in the Knesset in 1973. Even if released from house 
arrest, she may not be permitted to return to her post as head of 

the Prime Minister\'s bureau. The Movement for Quality Government 
(MQG) has asked the Attorney General and the Civil Service 
Commissioner to suspend Zaken, along with that of the ITA directors 
and officials who are at the center of the current investigation. 

The MQG argued that a clause in the civil service law gives the 
commissioner the discretionary right to take such action after 
consultation with the attorney general. For Olmert, however, the 
damage has already been done. Zaken is indelibly associated in the 
public mind with him, and her image on TV screens will repeatedly 
evoke their association. Olmert\'s predicament was amply conveyed by 
Israel Television when it reported that he had phoned Shula Zaken 
after her release into house arrest, thus demonstrating that he 

placed loyalty to a friend -- a character trait on which Israelis 

place a high value -- over the propriety required of him by his 
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office. 
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5. For PM Olmert, the immediate fall-out of the ITA investigation 

is two-fold. At the local level, his own bureau is handicapped due 

to Zaken\'s house arrest. At the national level, Treasury sources 

have expressed concern that since the ITA affair exploded into the 
public arena, the authority\'s employees have stopped working and are 
in a state of shock. The Treasury sources say this could affect 

state revenues, though our Ministry of Finance contacts are not yet 
sounding alarms. Finance Minister Avraham Hirchson, who bears 
ministerial responsibility for the conduct of the ITA and its 

detained director, Jackie Matza, appears unable to finda 

replacement for the man who was appointed by none other than Ehud 
Olmert, during his term at the Treasury in 2005. Olmert and 

Hirchson have both reached out to outgoing, and well-respected, MOF 
Director-General Yossi Bachar to fill in at ITA, but Bachar has not 

yet committed to do so. 


6. Olmert and Hirchson have legal problems of their own. According 
to media reports, the Attorney General will decide, in the coming 
days, whether to launch a criminal investigation into Olmert\'s role 
in the sale of Bank Leumi, while the State Comptroller is to decide 
whether to recommend a criminal probe into political appointments 
Olmert is alleged to have made while serving as Minister of Industry 
and Trade. Hirchson\'s problems are even more immediate. Press 
reports say the National Fraud Squad is seeking to question him on 
suspicion of robbery, fraud and money laundering while serving as 
head of the National Workers Union. Even the aggressive Israeli 
press corps has stopped short of speculating just when the Finance 
Minister will be investigated in regard to the ITA imbroglio, but 

there is no doubt that such an investigation is anticipated. 


7. As pundits, commentators and professional prophets of doom 
express profound amazement over the landslide of corruption cases 
and the depth of Israeli malaise, the warning voice of Accountant 
General Yaron Zelekha reverberated once again this week. Earlier 
this month, he launched an attack on corrupt practices in government 
circles that so angered Finance Minister Hirchson that he restricted 
Zelekha\'s authority to grant credit to local authorities in the 

crisis over funding the municipalities. Zelekha\'s broadside came 
amid much tension over changes he was making in the work of the 
Accountant General\'s office and which he claims triggered enmity and 
even threats against his person. \"We made changes that startled 
prehistoric beasts sucking the nation\'s blood,\" Zelekha declared, 
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winning the opprobrium of many in the Treasury, but garnering praise 
from another maverick public servant in the person of State 
Comptroller Micha Lindenstrauss, who is currently engaged in 
scrutiny of several corruption allegations against the senior 

political echelon (reftel). 


8. On January 2, Zelekha appeared before the Knesset Committee on 
State Control and his statement hinted that he knew of the 
investigation into the tax authority long before it reached public 

notice. Certain officials within public service were trying to oust 

him, he claimed, so that they could steal the public\'s tax money: 

\"It is my moral and legal duty to divulge their identities to the 
authorities, and that is what | did. We passed on all information to 

the relevant authorities immediately.\" 


9. Five days of media attention into the ITA imbroglio brought the 
usual slurry of in-depth dredging of the reservoirs of gossip and 
hearsay surrounding the investigation and its likely political 

fall-out. One of the more thought-provoking, albeit provocative 
columns by Nadav Eyal in MaVariv cast readers\' minds back to a 
forgotten institution: The once-powerful Likud Central Committee 
held sway over Israeli politics for most of the period between 1977 
when then-Prime Minister Begin of Likud wrested power from Labor\'s 
near 30-year monopoly, until 2005 when Ariel Sharon finally broke 
with Likud to establish the Kadima Party. The Likud Central 
Committee has become a byword for corruption and the ties between 
business interests and government. Nadav Eyal noted that all three 
central suspects in the ITA investigation are present or past 
members of the Likud Central Committee, which, in its heyday, 
claimed to be able to resolve just about any problem it chose, 
whether it involved VAT, income tax, government tenders or local 
authority business. Eyal wrote that this explains why Likud is now 
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silent on the ITA affair and why most of Kadima -- who are former 
Likud members -- are likewise keeping quiet. 


10. In Kadima, however, there is one notable exception. Two 
opinion polls published as the initial shock waves of the Israel Tax 
Authority [ITA] investigation were still battering public opinion, 
brought unwelcome tidings to PM Olmert\'s already troubled bureau. 
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While a Dachaf poll censured PM OlmertVs performance in office, 
faulting him for lack of integrity, an Israel Radio survey of public 
opinion placed Foreign Minister Livni as the Kadima voters\' favorite 
should the party leadership slot become available. Foreign Minister 
Tzipi Livni made it known December 29, in an extensive interview 
with HaVaretz that she has her sights set on the premiership. This 
week she scheduled an unusual meeting for a Foreign Minister -- with 
local authority heads -- one indication that she is preparing for a 
possible campaign in the future. Another candidate is quietly 
preparing to contest the leadership of the Labor Party. Israel 
Television showed Ofir Pines-Paz of Labor, who left his ministerial 
position in the current government over its decision to include 
Avigdor Lieberman, preparing to launch his campaign for the party 
leadership contest in late May. 
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CLASSIFIED BY: W. Gary Gray, Charge, exec, Dept of State . 
REASON: 1.4 (b), (d) 

1. (C) Summary. UNMIT is seriously concerned about arrogant 
and undisciplined behavior by increasingly visible armed F-FDTL 
elements in Dili. According to the Deputy SRSG, UNMIT is 
submitting a formal complaint to Prime Minister Jose Ramos-Horta 
and plans to raise the issue with the UN Security Council. The 
UNVs worries are certainly understandable given F-FDTL\'s recent 
history and the almost total lack of any accountability for past 
incidents, but the GOET is likely to continue its deferential 
approach to the defense forces. End summary. 


2. (C) The recent holiday period saw a number of disturbing 
incidents around Dili involving F-FDTL personnel. UNPOL 
reported on January 1 that disorder erupted in the Bidau area of 
Dili as a result of a confrontation between personnel in two 
F-FDTL vehicles and pedestrians. On the previous evening an 
Australian citizen was seriously injured when his motorbike was 
struck on the beach road by a reportedly recklessly driven 
F-FDTL truck which left the scene without stopping. There were 
also reports during this period of F-FDTL personnel throwing 
rocks from the back of their trucks at UNPOL officers and other 
accounts of problems around town involving intoxicated F-FDTL 
soldiers. 


3. (C) In a January 6 conversation with Charge, DSRSG Eric Tan 

said UNMIT had compiled a list of these and other recent 

incidents involving F-FDTL to be presented to PM Ramos-Horta. 

Tan said that UNMIT would even go to the extent of proposing 

that the issue be raised with the UNSC. Tan, a retired 

Singaporean general who was the PKF commander here in 2002-2003, 
also expressed his unhappiness with the increasing visibility of 

armed F-FDTL around Dili and their heavy presence at recent 
GOET-sponsored events. He added with disgust that the F-FDTL 

was in effect acting like \"just a gang in uniform.\" 


4. (C) While the UN\'s worries are certainly understandable, the 
political leadership here, especially PM Ramos-Horta, has been 
extremely deferential toward the F-FDTL and is unlikely to take 
any measures to restrict its movements. Ramos-Horta, who also 
holds the defense minister portfolio, vocally pushed for the 
F-FDTL\'s \"normalization\", insisting that as the defense force of 
a sovereign country they should have the same rights as foreign 
military troops on the ground. He recently ordered that F-FDTL 
be given primary responsibility for security at his residence 

and at the main government complex. He also said recently that 
F-FDTL commander Brig. Gen. Taur Matan Ruak should become 
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President if Xanana Gusmao decides not to run, although there 
are indications that he may have said this as a way to put 
pressure on Gusmao to stay on for another term. According to 
JTF (Joint Task Force) sources, as a result of concerns about 

use of hand grenades in recent gang violence, the PM had agreed 
in principle to an external audit of F-FDTL\'s hand grenade 
holdings, but has now reneged and will allow only an F-FDTL 
internal audit. 


5. (C) In the short term, the increasingly visible presence of 
armed F-FDTL elements around Dili presents the potential for 
more incidents involving the local population and 

internationals, and further clashes with newly reactivated PNTL, 
as well as the possibility of involvement in internal security 
issues, especially given the likelihood of political 

demonstrations in the coming months. With the strong presence 
of UNPOL and the JTF, it is likely that any such incidents can 
be managed, but the international security forces understandably 
see direct clashes with F-FDTL as a scenario to be avoided at 
all costs. In the longer term, F-FDTL will present a potential 
threat to stability and development of democratic institutions 
unless a number of unresolved issues are addressed. These 
include: 

-- the lack of an effectively functioning Ministry of Defense 

or other relevant institutions and resultant absence of real 
civilian control of the military;> 

-- the current unbalanced composition of the force, now 
dominated by personnel from the eastern part of the country 
following the departure of the mostly western petitioners; 

-- ahistory of clashes with police culminating in the May 25, 
2006 shooting attack on unarmed police under UN escort, killing 
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eight and wounding numerous others; 

-- the as yet almost total lack of accountability for this or 
previous incidents involving F-FDTL; 

-- lack of control over F-FDTL weapons inventories; 

-- the lack of clear distinctions between active duty regular 
soldiers and other elements, including ex-Falantil who are not 
part of the present force but who apparently continue to reside 
at F-FDTL bases and may have access to weapons; 

-- lack of any defined mission. 


6. (C) Taur Matan Ruak repeatedly stresses to us his commitment 
to rule of law and desire to avoid \"banana republic scenarios. 
Despite these increasing disciplinary issues, Ruak still appears 

to maintain sufficient control over F-FDTL troops to prevent a 
much larger scale problem. However, this dependence on a single 
individual to maintain control is worrying. He and foreign 
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advisors continue to to engage in the drawn out, long delayed 
\"Force 2020" process that is designed to provide the blue print 
for the future F-FDTL and address some of the above issues. 
Ruak and other officers concede that F-FDTL has severe 
shortcomings in meeting the human resources requirements of a 
modern defense force. In the meantime, however, elements of the 
political leadership continue to call for F-FDTL to play a role 

in internal security, and in this time of crisis the country's 

leaders are focusing more than ever on glorifying the role of 

the armed resistance during the struggle. In this context, US 
policy should focus on: 

-- supporting the UN and DSRSG Tan in taking a tough stance in 
regards to the recent incidents; 

-- continuing to emphasize the necessity of removing the 
impunity under which F-FDTL have operated through out their 
history, with a particular emphasis on the events of 2006; 

-- emphasize the importance of appropriate security sector 
reform with an eye towards a force with a clear mandate suitable 
to East Timor\'s needs and capabilities. 

GRAY 
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1. (U) SUMMARY. On December 24, the 23,000 ton Maltese 
registry oil tanker Tzini lost power and ran aground on the 
coast of Eastern Taiwan, spewing about 130 tons of fuel oil 
and polluting fisheries areas along with a 9 km stretch of 
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coast south of the port of Suao. The Taiwan Coast Guard (CG) 
and the Environmental Protection Agency (TEPA) have tried to 
control the spill with limited success. Taiwan has fined the 
ship owner and negotiations are continuing on damage 
compensation. TEPA has been criticized for its ineffectual 
response in this latest incident. Divided responsibilities 
among various agencies, the lack of effective enforcement 
measures and equipment to deal with such spills casts doubts 
on Taiwan\'s ability to deal with similar cases in the future. 
END SUMMARY 


OIL SPILL CONTAINED-- AFTER SEVERAL DAYS 


2. (U) On Dec 24, Malta-registered Tzini ran aground in 
heavy seas as it sailed from Japan to Taiwan to pick up a 
cargo of cement. Two of its oil tanks broke, spilling about 
130 tons of oil along the coast. As of Dec 28, the Taiwan 
Coast Guard, together with the Taiwan Environmental 
Protection Agency (TEPA) and local authorities, have 
partially contained the oil spill using oil booms. A 

drifting oil patch offshore is being cleaned by contractors 
at Tzini\'s expense. On Dec. 27, to prevent further leaks 
from the remaining 580 tons of oil onboard, the Tzini\'s 
owners had the ship towed (without permission) to deeper 
water, then to Suao Port for repairs. Tzini\'s oil spill is 
estimated to have caused at least NT$50 million in damages to 
the fishery in the area ($1.00 = NT32.00). Other estimates 
from Suao fishery experts put the figure at NT$11 billion 
based on a five-year estimated cost of recovery to the 
fishery. Negotiations continue over the extent of Tzini\'s 
financial responsibility even as the authorities assess fines 
of NT$1.5 million against the owner. 


ENFORCEMENT OF OIL SPILLS--WEAK 


3. (U) This latest oil spill is small compared with a 

previous 2001 episode when the Greek-registered vessel 
Amorgos sank off Kenting in southern Taiwan and seriously 
damaged coral reefs in the area. According to TEPA, the 
owners of Amorgos paid NT$60 million for clean up costs, 
NT$1.2 billion to fishery concerns, and only last year 

settled out of court for USD$1.05 million for damage to the 
coral reefs. The failure to reach a comprehensive settlement 
on damage to the environment has been ascribed to a lack by 
Taiwan of a credible assessment of environmental damage. In 
July 2006, an Indonesian-registered ship sank in Taiwan\'s 
northern waters with a cargo of banana and other oils. 
Clean-up progress has been slow but the owners are under 
notice to finish it by April 2008. In October 2005, a Korean 
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registry ship sank 14 miles from Taoyuan with an unknown 
cargo. So far, despite fines of NT$60 million the issue is 
unresolved because the owners disagree with the penalties and 
have not paid. This series of incidents accent the 

difficulty Taiwan authorities face when trying to enforce 
penalties on environmental violations in its coastal waters. 


LATE RESPONSE WITH WRONG EQUIPMENT 


4. (C) AIT contacted professor Chiu Wen-yan, an expert in 
ocean pollution at the Ocean University in Keelung about this 
latest oil spill. Chiu said the TEPA was at the scene 

shortly after the Tzini ran aground. However, when he took 
students to the site next day he failed to see any action. 

Chiu said that not only was the response inadequate but they 
also brought a coastal water oil boom which failed to contain 
the spill on the choppy seas. The oil booms are purchased by 
TEPA for Coast Guard use but cannot be carried by the CG 
patrol craft and need a special boat to bring 

them to the site of an oil spill. Furthermore, TEPA did not 
send teams underwater to survey the damage to the ecosystem 
and limited their observations to the surface. According to 
Chiu, coastal air patrols, which can detect the source of oil 
spills are operated by the Ministry of Interior Air Police 

units which are not under the Coast Guard. With such divided 
responsibilities, authorities could not trace the source of 

an oil spill which polluted the coast of Lanyu island (an 

islet off Taiwan\'s southeastern coast) in July 2005. Chiu 
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also criticized the lack of training of the emergency 
response team from TEPA, as well as the lack of a system for 
evaluating the damage done to the ecosystem. 


5. (C) COMMENT. Although officials were on the scene of 
the oil spill promptly, they did not take immediate, 

effective action. As a result, the oil spill spread over a 

wide area and could still pose a threat to the surrounding 
marine life. Taiwan authorities appear unprepared to 
effectively meet the challenges resulting from such 
incidents. END COMMENT 


YOUNG 
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1. Summary: The Indonesian Textile Association announced on 
December 7 that Indonesia\'s textile and garment exports reached $7.2 
billion for the first nine months of 2006, and should meet earlier 
projections of $9 billion for 2006. Director General for 

International Trade Diah Maulida stated on December 26 that 
transshipments through Indonesia continue to flourish and more 

effort is needed in 2007 to implement regulations designed to curb 
these activities. The Government of Indonesia (GOI) announced on 
December 21 plans for the State Logistics Agency (BULOG) to import 
500,000 tons of rice in January and February 2007 and distribute 
600,000 tons of rice to Indonesia\'s poor the next few months in an 
effort to stabilize rapidly escalating rice prices. On December 27, 

the Jakarta Metropolitan Police destroyed 2.4 million pirated 

optical discs seized in raids on vendors, distributors and factories 

since July 2006. The Ministry of Marine Affairs and Fisheries 
announced on December 1 that the European Union has dropped plans to 
impose an embargo on Indonesian fisheries products following 
Indonesia\'s adoption of new quality control standards. End 

Summary. 


Textile and Garment Exports Show Continued Growth 


2. Executive Secretary of the Indonesian Textile Association (API) 
Ernovian Ismy told the press on December 7 that based on Indonesia 
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Central Statistics Agency (BPS) and Ministry of Industry (MOI) 
figures the API expects Indonesia\'s textile and garment exports to 
reach $10 billion in 2007, increasing from a projected $9 billion in 
2006. Textile and garment exports from January to September 2006 
were $7.2 billion, an increase of 10.8% over the same period in 
2005. Ismy expressed optimism that Indonesia would meet its $9 
billion export target for 2006, and that a $10 billion forecast for 

2007 is realistic. 


3. The textile and garment industry is one of Indonesia\'s largest 
foreign exchange earners, contributing $8.6 billion in exports in 

2005, 14.9 percent of total non-oil and gas exports and 

approximately three percent of Gross Domestic Product. In 2005, 
Indonesia ranked number 11 globally among textile exporters with a 
1.6% world market share, and number nine in garments with a 1.7% 
world market share. Ismy claimed, however, that BPS and Ministry of 
Industry data indicate the Indonesian textile and garment industry\'s 
share of the domestic market declined dramatically to 36% in 2005 
from 75% in 2004 (300,960 tons in volume in 2005, compared to 
661,500 tons in 2004) due to a flood of cheap imports being smuggled 
into the country. 


GOI Takes Steps Against Transshipments 


4. Ministry of Trade (MOT) Director General for International Trade 
Diah Maulida admitted on December 26 that the MOT needs to a better 
job in 2007 to curb transshipments. Maulida issued Director General 
for International Trade Regulation No. 4/2005 on October 7, 2005 
limiting the issuance of Indonesian Certificates of Origin (COOs) 

for sensitive items like shrimp, textiles, garments and footwear to 

just 14 of 85 provincial offices. Maulida, however, admitted that 

the MOT needs to strengthen implementation of the regulations since 
transshipments of goods through Indonesia continues to flourish. 
Maulida noted that companies from some countries, including China, 
use Indonesia to transship their exports and avoid U.S. and the 
European Union trade restrictions. 


5. Regulation No. 4/2005 limits the issuance of COO\'s for 
Indonesian textiles, garments and footwear to 14 provincial trade 
offices: 


-- North Sumatra; 
-- Riau; 

-- Jakarta; 

-- West Java; 

-- Central Java; 
-- East Java; 

-- Bali; 

-- Jogjakarta; 

-- Surakarta; 
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-- Riau Island; 

-- Batam Industrial Development Authority; 
-- Cakung Bonded Zone, Jakarta; 

-- Tanjung Priok Bonded Zone, Jakarta; and 
-- Marunda Bonded Zone, Jakarta; 
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6. The regulation also limits issuance of COO\'s for Indonesian 
shrimp to 14 provincial trade offices: 


-- North Sumatra; 

-- South Sumatra; 

-- Lampung; 

-- Jakarta; 

-- West Java; 

-- East Java; 

-- Central Java; 

-- South Sulawesi; 

-- South Kalimantan; 

-- East Kalimantan; 

-- Tarakan, Kalimantan; 
-- South East Sulawesi; 
-- Cirebon Regency, West Java; and 
-- Bali. 


GOI Decides to Import Rice as Prices Rise 


7. In the face of continuing increases in domestic rice prices, 
including an eight percent spike during the first three weeks of 
December, the GOI announced on December 21 that the National 
Logistics Agency (BULOG) would import 500,000 tons of rice during 
January-February 2007. The GOI also announced that BULOG would 
distribute up to 600,000 tons of rice to Indonesia\'s poor in the 

coming months. The moves follow an October 2006 World Bank report 
identifying increases in rice prices as the leading cause of a 

higher incidence of poverty. Rice accounts for 25 percent of poorer 
Indonesian\'s regular daily expenditures. National Statistics Agency 
(BPS) surveys indicate that wholesale rice prices rose 27 percent 
from November 2005 to November 2006 on the back of a 33 percent 
increase during the same period a year earlier. Consequently, 

higher rice prices have contributed significantly to the increase in 

the incidence of poverty from 16.0 percent in 2005 to 17.8 percent 

in 2006. 


8. The GOI banned rice imports in 2004, and up until recently had 
renewed the ban every six months, with the exception of allowing 
BULOG to import 210,000 metric tons on October 2, 2006. Although it 
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has agreed to allow BULOG to import a set amount of rice through 
February, it is uncertain if the GOI will maintain its general ban 

on rice imports at the end of December 2006. BULOG, a quasi-private 
organization, maintains a rice stock for distribution to the poor or 
victims of natural disasters at subsidized prices, which it releases 

at the behest of the GOI. Current GOI policy prohibits BULOG from 
importing rice unless its stocks fall below 1,000,000 tons. In 

recent months, GOI ministers, rice distributor and farmer 
associations have voiced varying opinions about the size of BULOG\'s 
rice stocks, the need to import rice to stabilize domestic prices, 

and the GOl\'s overall rice policy. 


Police Conduct Optical Disc Destruction Ceremony 


9. Metropolitan Jakarta Police on December 27 held a destruction 
ceremony of 2.4 million pirated optical discs and three optical disc 
burner stacks as part of their continuing efforts to improve 
intellectual property rights (IPR) enforcement and protection. In 
2006, Jakarta Police seized more than 8.3 million video, music and 
software optical discs. During the ceremony, Jakarta Police 
estimated that piracy caused Rp 29 billion (US$ 3.2 million) in 
state losses from unpaid taxes in 2006. Jakarta Police said that 
more than 500 people were arrested in 2006 on suspicion of 
involvement in piracy and related crimes. Ministry of Justice 
Director of Copyrights Ansori Sinungan expressed hope that the 
Indonesian public would take a more active role in fighting piracy. 


EU Drops Embargo Plan for Indonesian Fishery Products 


10. Ministry of Maritime Affairs and Fisheries Director of 

Standardization and Accreditation Setia Mangungsong announced on 
December 1 that the European Union (EU) would not impose an embargo 
on Indonesian fishery products as it had earlier threatened. 

According to Mangungsong, the EU has accepted quality control 
standards recently adopted by Indonesia for exports of its fishery 
products. He added that an EU inspection team plans to visit 

Indonesia in early 2007. An official at the European Union (EU) 

Mission in Jakarta clarified that, following the results of 2005 
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inspections, the EU has required testing of samples from all 
containers of fisheries products originating from Indonesia since 
January 2006. Importers are required to pay the costs of the 
samplings and tests. The EU official added that, based in part on 
recent GOI efforts to improve regulation of fisheries exports, the 
EU does not intend to take any further measures at this time. 
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Table 1: Indonesia Trade Performance Jan-Nov 2006 
(in USD billions) 
2005 2006 Pct 
Jan Jan YoY 
Nov Nov (1) 
Exports 77.5 91.2 17.7 
Oil and Gas 17.4 19.3 10.9 
Non-oil and Gas 60.1 71.9 18.0 


Imports 52.8 56.1 6.3 
Oil and Gas 16.1 17.6 9.3 
Non-oil and Gas 36.7 38.5 4.9 


Balance of Trade 24.7 35.1 42.1 


(1) Percent increase year-on-year. 


Table 2: Indonesia\'s Top Non-Oil and Gas Exports 
Jan-Nov 2006 (in USD billions) 
Commodity 2005 2006 Pct of 
Jan- Jan- Total 
Nov Nov 2006 
Electrical tools 6.66 6.65 9.25 
Coal 4.17 5.86 8.15 
Crude Palm Oil 4.54 5.30 7.38 
Rubber and rubber products 3.22 5.15 7.16 
Ash and Residues 2.97 4.22 5.88 
Machinery/mechanical tools 4.13 3.98 5.54 
Garments - not Knitted 2.77 3.06 4.26 
Wood and wood products 2.84 2.99 4.16 
Copper 1.14 1.83 2.55 
Chemical Organic 1.41 1.71 2.38 


Total top 10 products 33.87 40.77 56.71 
Other 26.26 31.12 43.29 
Total non-oil and gas exp 60.13 71.89 100.00 


Table 3: Indonesia\'s Main Non-Oil and Gas 
Export Destinations 
Jan-Nov 2006 (FOB value, in $ billions) 
Country of 2005 2006 Percent of 
Destination Jan-Nov Jan-Nov Total (2006) 
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Japan 8.72 10.93 15.20 
European Union 9.24 10.77 14.98 
U.S.A. 8.63 9.78 13.60 
Singapore 6.43 7.07 9.84 
China 3.60 495 6.89 
Malaysia 2.96 3.52 4.90 
South Korea 223 3.12 4.35 
Taiwan 164 2.06 2.86 
Australia 102 1.36 1.89 
Others 15.65 18.32 25.49 
Total 60.13 71.89 100.00 


Source: Central Bureau of Statistics (BPS) 
PASCOE 
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REF: 06 STATE 202028 (NOTAL) 


1. SUMMARY: At the 24th Session of UNEP\'s Governing Council, 
Senegal will likely support efforts to establish a legally binding 

treaty to control mercury, believing that such a convention will be 

a significant asset in the administrative and legal control of 

mercury, according to Mrs. Fatima Dia Toure, Director for 
Environment and International Affairs at Senegal\'s Ministry of 
Environment and Natural Resources Protection. In her opinion, U.S. 
support for the UNEPYs voluntary partnerships approach has merit and 
will hopefully continue, but it is not a substitute for an 

international treaty. At this time, Environment Minister Thierno Lo 

is planning to lead the Senegalese delegation to February 5-9 
meetings in Nairobi. Toure will likely accompany and be the key 
working-level contact. END SUMMARY. 


2. Per reftel request, on January 4, Economic Counselor discussed 
mercury issues for the 24th Session of UNEP\'s Governing Council with 
Mrs. Fatima Dia Toure, Director for Environment and International 
Affairs at Senegal\'s Ministry of Environment and Natural Resources 
Protection. Pathe Balde, Chief of the Department of Living 
Environment, and Astou Diop, Chemical Expert, also attended the 
meeting. Toure expressed her appreciation for the information on 
the U.S. position, and highlighted the helpful role that the U.S. 
Environmental Protection Agency has played in helping Senegal with 
an initial assessment of mercury issues in the country. Toure noted 
that Senegal is not a producer of mercury, but that the element is 

an important factor in the country\'s artisanal gold mines and 
medical installations. She also noted that trade in mercury and its 
residue has been associated with counterfeiting/money laundering in 
West Africa. 


3. According to Toure, Senegal is a strong supporter of efforts to 
establish a legally binding treaty to control mercury, and 
Senegalese officials held related consultations with Norway and 
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Switzerland. For Senegal, international conventions provide the 
force of law that enables local authorities to enforce effective 
practices, in this case, for the beneficial control of mercury. 

Such a treaty is also of great help in \"regionalizing\" the effective 
control of mercury. She asserted that even if Senegal established a 
robust internal program on mercury, it would not be effective if 
there were not similar controls in neighboring states. Finally, 

Toure claimed that Senegal needs to develop regulations that are 
harmonized among all West African Economic and Monetary Union 
(WAEMU) countries. 


4. Toure agreed that the U.S. support for the UNEPYs voluntary 
partnerships approach has merit but opined that it could not be a 
substitute for an international convention. She expressed her hope 
that the U.S. and UNEP, and others, could continue their efforts to 
assist developing countries in the near term, as a convention is 
being negotiated. Toure also highlighted the importance of bringing 
new technologies to developing countries, citing the example of an 
Australian company in Senegal that is able to recycle almost all of 
the mercury used in its gold mining operations. 


5. As for Senegal\'s participation in the 24th Session of UNEP\'s 
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Governing Council, Environment Minister Thierno Lo is planning to 
lead the Senegalese delegation. We believe that Mrs. Toure will 
also likely participate as the Minister\'s key advisor and as 
Senegal\'s lead working-level contact. 


Jackson 
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Classified By: Acting Deputy Chief of Mission Mark D. Clark, reasons 1. 
4 (b and d). 


(C) A/DCM on January 8 discussed U.S. plans for tabling the 
Burma resolution in the UNSC with Malaysian Foreign Ministry 
Under Secretary for Multilateral Political Affairs, Shahrul 
Ikram, following our delivery of ref A points to relevant 

Ministry offices on January 5. A/DCM recalled Malaysia and 
ASEANVs previous engagement on Burma and urged Malaysia\'s 
support of our renewed effort in the UNSC. Shahrul, whose 
responsibilities include UN political matters, reiterated 

that Malaysia supports the Secretary General\'s \"good offices\" 
mandate, but the Ministry continued \"to look at the merits\" 

of a UNSC resolution at this time and had reached no formal 
position. He added, however, that during discussions in 
December on the draft UNSCR the Foreign Ministry had 
concluded that Burma \"does not pose a threat to international 
peace and cooperation\" and had made this position known in 
New York. Malaysia would not necessarily weigh in on this 
matter before the UNSC, but of course would respect the 
UNSC\'s future decision. Shahrul anticipated discussion of 
Burma at the ASEAN Summit in Cebu, but indicated that 
Malaysia was not prepared to voice support for the draft 
UNSCR with its ASEAN neighbors. 

SHEAR 
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E.O. 12958: DECL: 01/05/2017 

TAGS: PREL, PTER, PGOV, MOPS, KPKO, ET, SO, XA 

SUBJECT: SOMALIA: PM MELES AFFIRMS NEED FOR ETHIOPIAN 
TROOPS TO WITHDRAW 


Classified By: CHARGE D\'AFFAIRES, A.I. JANET WILGUS. REASONS: 1.4 (A), 
(B), (D). 


1. (S) SUMMARY. In a 90-minute meeting on January 4 with A/S 
Frazer, Prime Minister Meles said that Ethiopia sought to 
withdraw its forces from Somalia as soon as possible, as 

their prolonged presence would only serve to make them a 
target of possible terrorist attacks from remaining CIC 

fighters. Meles called for the rapid deployment of a neutral 
peacekeeping force, possibly comprised of troops from Rwanda, 
Uganda, and Yemen. Meles appealed for international 
humanitarian assistance to foster security sector reform in 
Somalia, and agreed that the TFG needed to foster political 
dialogue among all Somali clans immediately, in order to 
combat the influence of warlords and establish broadbased 
grassroots support. Meles hailed bilateral military 

cooperation with the United States, and called for continuing 
and improved joint intelligence operations to target 

terrorists. END SUMMARY. 


2. (C) AF A/S Jendayi Frazer met January 4 with Prime 

Minister Meles Zenawi, who was accompanied by Personal 
Assistant to the PM Gebretensai Gebremichael. Charge, Amb. 
Michael Ranneberger, Amb. John Yates, CUTF-HOA Commander Rear 
Admiral Richard Hunt, CJTF-HOA POLAD Fred Cook, AF Special 
Assistant Fatuma Sanneh, AF/E Somalia Desk Officer Nole 
Garey, and deputy pol-econ counselor (note-taker) accompanied 
A/S Frazer. A/S Frazer noted that she would co-chair the 
January 5 meeting of the International Contact Group on 
Somalia, discuss IGASOM deployment with President Museveni, 
and visit Djibouti and Yemen Frazer said she hoped to travel 

to Mogadishu with Kenyan FM Tuju and UN SRSG Francois Fall, 
to consult with PM Ghedi, Somali civil society, and clan 

leaders. The United States would provide significant 

assistance to underscore that its interest in Somalia was not 
limited to searching for high-value targets but also included 
supporting the Somali people, she added. 
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3. (C) PM Meles welcomed support from the United States and 
called for continued cooperation to capitalize on the 
situation on the ground. He called for \"a new division of 
labor" to stabilize Somalia, and identified three priorities 
for the international community: 

-- Support the quick introduction of peacekeepers, under a 
Burundi model (i.e., an initial African operation leading 

to a UN PKO), as the AU lacks resources; 

-- Provide a \"quick injectionW of humanitarian assistance 
(e.g., financial assistance to provide compensation for 
those surrendering weapons, as they currently received only 
an assurance of possible hiring preference for the police 
or army); 

-- Insist that the Somali Transitional Federal Government 
(TFG) foster an internal political process with Somali 
stakeholders, to establish an inclusive government. As the 
majority of ethnic Somalis in Ethiopia were Darod, and the 
principal clash in Somalia was between Darod and Hawiye, 
Ethiopia would support such a process, but would have to 
minimize its involvement, Meles explained. 


4. (C) Discussing the current security situation, Meles said 
terrorism, not guerrilla warfare, was a concern. The GOE 
anticipated \"mopping up military operations quickly,\" as 
Ethiopian forces now had \"military momentum.\" However, 
remaining Council of Islamic Courts (CIC) fighters could 
regroup and conduct terrorist attacks. Ethiopia therefore 
sought to withdraw its troops from Somalia as soon as 
possible, not only due to the economic burden of their 
continued deployment, but also because their prolonged 
presence only served to provide a \"quasi-legitimate\" target 
for CIC fighters. Citing signs of \"sleeper cells\" being 
organized in Mogadishu, Meles said the GOE lacked adequate 
intelligence on such cells, which could be targeted only 
through enhanced intelligence operations, not military 
operations. 


5. (S) Meles called for changing the framework of 
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intelligence cooperation from \"passive collection\" to a more 
operational stance: while the USG and GOE shared 
intelligence, there was now a greater need to act on it, he 
said. The main focus for the upcoming week should be 
cooperation on intelligence operations in order to disrupt 


Column 3 
terrorists, Meles said. 


6. (C) Mogadishu was now stable, he said, with Ethiopian 
forces at the airport. Following consultations with 

Mogadishu clan leaders, Ethiopian troops had been deployed to 
static locations and were not conducting patrols, he said. 
Ethiopia was now trying to pursue \"a significant number" of 
\"hard-core elements\" remaining in southwestern Somalia near 
the border with Kenya, and hoped \"to neutralize them\" within 
days. Somali Ogadeni clan leaders from Ethiopia would hold 
talks with Ogadeni clan leaders representing areas around 
Kismayo, he added. Ethiopian Ogaden National Liberation 
Front (ONLF) and Oromo Liberation Front (OLF) insurgents were 
suspected to be in central Somalia, but were not highly 
sought-after targets, Meles said. 


7. (C) Asked about EthiopiaWs cooperation with Kenya, Meles 
replied that while there was not a \"serious lack of will\" 

among Kenyan authorities, Kenyan activities were often 
\"unwieldy.\" Meles noted that Kenya had erroneously accused 
ENDF helicopters of attacking a Kenyan border outpost, and 
that Kenya\'s susceptibility to \"financial inducements\" 
threatened to jeopardize Ethiopia\'s operations. Meles called 
for the USG to highlight to Kenyan authorities the need to 
capture extremists. 


8. (S) Questioned about a timetable for withdrawal, Meles 

said that he hoped Ethiopian troops could withdraw within two 
weeks, following one week of \"mopping up.\" While ENDF needed 
to withdraw visibly, before terrorists had the opportunity to 
regroup and target them, Meles noted that some ethnic Somali 
Ethiopians could change uniforms but remain embedded within 
Somali TFG units for command and control, and Ethiopian 
trainers could remain in Baidoa. Meles noted that 

significant ENDF forces would remain at the Ethiopia-Somalia 
border, from which re-entry into Somalia would be easy, if 
required, due to the end of the rainy season. 


9. (C) Meles highlighted the need for urgent deployment of a 
neutral deterrent force \"to back up clan leaders, not to 
replace them.\" Ethiopia would prefer Rwanda, Uganda, and 
Yemen as troop-contributors, he said. As such a neutral 
force required troops who had not been previously involved in 
the fighting, Ethiopia would not visibly play a role in 

supporting such a force, Meles said. \"The real peacekeeping 
must be done by the Somalis,\" he observed, \"and should be 
responsible for day-to-day policing.\" 
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10. (C) Noting that ultimately, \"war against terrorists will 

be won or lost on the political front,\" Meles underscored the 
need for the expedient launch of a \"prolonged political 
process\" among Somali clans. The key to eliminating 
warlords\' influence was not their individual removal, but 
rather disbanding their militias, Meles said. Co-opting 
warlords by providing them with government or diplomatic 
posts was preferable to detaining them. A national political 
process, which could require months of talks, would also help 
eliminate warlords\' control of specific geographic areas, he 
added. Meles hailed the stability of Puntland and Somaliland 
and their use of traditional Somali structures: relying on 
business and religious leaders, rather than on warlords. 
Observing that \"warlordism is the biggest enemy of the 
Somalis 1" Meles recommended a phased process that would 
include dialogue at both the clan and national levels: 

-- Establishing provincial authorities, with clan backing, 
especially in Mogadishu and Benadir, to provide an 
alternative to warlords. 


ADDIS ABAB 00000040 003 OF 004 


-- Reconfiguring parliament, possibly to include CIC 
moderates, to ensure clan representatives were not warlords. 
-- Having the TFG take control of all sources of national 
revenue, in order to avoid fiefdoms. 


11. (C) Meles complained that the TFG was \"moving too slow" 
on political engagement. Whereas TFG PM Ghedi, representing 
Abgaal interests, had been able to rally support earlier 

among clan leaders in north Mogadishu, the non-Abgaal in the 
south now had growing concerns. Amb. Ranneberger, noting 
that 48 TFG parliamentarians resided in Kenya, underscored 
the need for the TFG to engage in an inclusive dialogue that 
occurred in Somalia. Meles agreed with the need to address 
as many Somali clan leaders as soon as possible, and stated 
that consistent with the United States position, Ethiopia was 

not backing a specific clan or individual, but rather a 

political process supported by the Somali people. A/S Frazer 
noted the shared vision of an inclusive political process, 

but emphasized the USG concern that Somalia could revert to 
warlordism. It is important that the TFG follow positive 
statements with positive action, and A/S Frazer urged PM 
Meles to use his influence with the TFG to do the right 

things and be held accountable for their actions. 
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12. (C) Questioned about CIC leaders, Meles observed that 
with its defeat, the CIC had now lost its \"aura of continued 
victory." Whereas the Ayr sub-clan had been the CICVs 
primary backer, CIC Executive Committee Chairman Sheikh 
Sharif Ahmed was Abgaal and now wielded little influence. 
Ayr leaders were now acting in the name of the Ayr, not in 
the name of the Islamic Courts. Meles added that while the 
Union of Islamic Courts no longer existed, individual Islamic 
courts could continue to operate in co-existence with the 
government, just as they did in Ethiopia. 


13. (C) Asked about the future role of TFG Parliamentary 
Speaker Sharif Hassan Sheikh Adan, who had opposed Ethiopian 
intervention but supported an international peacekeeping 
operation in Somalia, Meles said that Adan, as a Rahanweyn 
clan member, had held an important position but lacked 
personal influence. The key political issue in Somalia 

involved balancing Darod and Hawiye clan interests, Meles 
said. It was unimportant who replaced Adan as Speaker, 
although the position should be held by a Rahanweyn. 
Rahanweyn controlled the Baidoa region, and therefore needed 
to be included, Meles said. Meles noted that Baidoa was part 
of Ethiopia\'s \"buffer zone,\" as it had traditionally been 
\"friendly\" to Ethiopian interests. 


14. (S) In response to a query by CUTF-HOA Commander RADM 
Hunt, Meles highlighted the \"excellent\" working relationship 
between Ethiopia and the United States, and said ENDF Chief 

of General Staff Lieutenant General Samora Yonus had been 
given Wvery clear guidelines\" to cooperate with the USG, 
including on identification of foreign fighters in Somalia. 


15. (C) Following A/S Frazer\'s introduction of Amb. Yates, 
Meles noted that Ethiopia had had an \"excellent working 
relationship\" in the past with then-Special Envoy to Somalia 
Amb. Robert Oakley. Meles concluded by noting that he was 
\"extremely delighted\" with USG support, and cited cooperation 
with CUTF-HOA as an example. RADM Hunt acknowledged the 
important strategic relationship between the United States 

and Ethiopia. 


16. (C) In a subsequent private meeting with A/S Frazer, PM 
Meles appealed for 3,000-4,000 tons of Title | food 
assistance, in order to help address the needs of urban poor 
in Ethiopia. (NOTE: USAID is awaiting a reply to its formal 
request made in late 2006 for approximately USD 5 million in 
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such aid. END NOTE.) 


17. (C) COMMENT: Meles\' remarks underscore that following the 
military defeat of the CIC, Ethiopia now seeks to diminish 

the public role it is playing in Somalia, and acknowledges 

the key role of political engagement of Somali stakeholders 
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by the TFG. Concurrent with the TFG launching a broad-based 
political dialogue to consolidate grassroots support, urgent 
deployment of a stabilization force to Somalia is desperately 
needed, in order to facilitate the withdrawal of Ethiopian 

forces. END COMMENT. 


18. (U) This message was cleared by A/S Frazer. 
YAMAMOTO 
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Column 3 
Classified By: A/DCM Leslie Hayden for Reasons 1.4 (b) and (d) 


1. (C) According to a contact at the Singapore Embassy, 
Senior General Than Shwe is alive and was released from 
Singapore General Hospital on January 8 after being treated 

for intestinal cancer. This source expected Than Shwe to 
return to Nay Pyi Taw shortly. Another reliable source 
confirmed that Than Shwe was discharged from the hospital 
today, but did not disclose his medical condition. Yesterday 
rumors flew around Rangoon that Than Shwe had died in 
Singapore. Another rumor circulated that he was in a coma 
and that it would be announced No. 2 General Maung Aye would 
replace Than Shwe as ruling General. One more rumor making 
the rounds is that he is partially paralyzed and will be 

flown to China for physical therapy. Rangoon remains quiet 
and calm with no extra military or police presence visible on 

the streets. 


2. (C) Although no one knows for certain what has happened 
to Than Shwe, his unexplained absence at the high-profile 
Independence Day celebration indicates his medical problems 
were serious and no mere medical checkup. His absence at the 
televised celebration allowed the public to see his rumored 
rival, No. 2 General Maung Aye, front, center and in charge 

of the festivities and the country. Speculation continues on 
whether Than Shwe will be healthy enough to govern upon his 
return. Some believe that he will retire, force Maung Aye to 
retire with him, and hand over power to his chosen successor, 
Thura Shwe Mann. Others believe Than Shwe\'s illness has 
strengthened Maung Aye\'s position, which Maung Aye will use 
to consolidate his power. 


3. (C) Although many point to No. 3 General Thura Shwe Mann 
as the chosen successor of Than Shwe, these rumors are based 
on speculation. The precedence honored at the Independence 
Day dinner was Maung Aye followed by Thura Shwe Mann, PM Soe 
Win, and Secretary 1 Lt. General Thein Sein. A popular 

theory holds that Thura Shwe Mann is being groomed to be Army 
Chief after a constitution is adopted and Than Shwe and Maung 
Aye move to civilian roles. One of our most reliable 

contacts claims Thura Shwe Mann is a professional solider who 
respects the chain of command and is loyal to both of Burma\'s 
top Generals. 


4. (C) whoever eventually succeeds Than Shwe, neither Maung 
Aye nor Thura Shwe Mann would likely suddenly embrace 
democracy. They both have a strong stake in the current 
system. Lack of any official information on Than Shwe\'s 
location or condition will keep the rumor mill churning. As 

the country waits, Burmese officials appear to be watching 

each other nervously. They must weigh moving quickly and 
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risking reputation or not moving quickly enough and giving 
their rivals an advantage. They do not trust each other and 
fear making mistakes, which is a recipe for inaction. 
VILLAROSA 
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E.O. 12958: DECL: 01/08/2032 
TAGS: PARM, PREL, MTCRE, MNUC, ETTC, MY 
SUBJECT: NOTIFICATION OF SANCTIONS AGAINST TARGET AIRFREIGHT 


REF: 06 STATE 203597 
Classified By: CDA David B. Shear, reasons 1.4 (b, d, h). 


1. (S) Post delivered reftel notification of USG sanctions 
against Target Airfreight of Malaysia and A/DCM held 
conversations on January 8 with Malaysian Foreign Ministry 
Under Secretary for the Multilateral Political Affairs 

Division, Shahrul Ikram, and the Americas Division, as well 

as the Deputy Secretary General for Trade at the Ministry of 
International Trade and Industry, Dr. Rebecca Sta Maria. The 
senior officials were unfamiliar with the case and provided 

no substantive reaction. The Malaysians asked, however, for 
some explanation as to the companys actions that led to 
sanctions. A/DCM said that the Embassy would provide further 
information if/as such detail becomes available. 


2. (S) Action Request: Please provide us with further 
background on the Target Airfreight case, including any 
identifying information for the company, which we may share 


with the Malaysian Government. Provision of more detail, as 
appropriate, would increase the impact and credibility of the 
sanctions decision with senior Malaysian officials. 


SHEAR 
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E.O 12958: N/A 

TAGS: ECON, ELAB, EIND, ETRD, CE 

SUBJECT: SRI LANKA\'S UNIVERSITY SYSTEM FAILING TO MEET STUDENT AND 
BUSINESS COMMUNITY NEEDS 


1. SUMMARY: Sri Lanka\'s government-run university system is able to 
accommodate about 15 percent of eligible secondary school graduates, 
and the population of potential students is growing much faster than 
the universities can expand. The University Grants Commission 
(UGC), a government body, decides which students will go to which 
universities and what they should study. The majority of Sri Lankan 
university students study in Sinhala or Tamil, languages that are of 
limited use in today\'s business world. However, there is little 

demand for privatization of the tertiary education system. Current 

Sri Lankan students oppose the establishment of private schools in 

Sri Lanka because they fear that these students will be considered 
superior, thereby increasing competition for jobs. In the meantime, 
students attending the highly politicized state-run universities 
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lack important leadership and communication skills, and employers in 
Sri Lanka and abroad prefer students who have studied elsewhere. 
End Summary. 


2. Sri Lanka\'s government run university system is only able to 
accommodate about 15 percent of eligible high school graduates. 
Each year 200,000 students sit for the A-Level exams (closest 
equivalents being the SAT and ACT tests in the U.S.). Around 118,000 
typically pass the A-Level exams, but only 35,000 are allowed to 
apply for university admission. The country\'s 14 universities are 
able to enroll just over 17,000 students per year. The population 
of potential students is growing much faster than the universities 
can expand. In 2005, 2000 students were added to state 
universities, but 2006 saw an increase of only 350. Universities are 
entirely government funded, and there is little money available to 
upgrade facilities, improve technology, or expand capacity. After 
the 15 percent admission to state universities, only another two 
percent of students who pass the A-level exams are able to study 
abroad, leaving the vast majority (83 percent) of eligible 

university candidates without access to higher education. 


3. The UGC, established in 1979, distributes public funds to 
universities, serves as the central admission agency for 
undergraduate studies, maintains academic standards, and implements 
national education policies. In practice, the UGC decides which 
students will go to which universities, and what they should study. 
Only about 10 percent of students get what they request, and the 
rest are assigned to programs and schools according to their A-Level 
test scores and their home district. Disadvantaged areas get a 
larger quota of students and can qualify for admission with lower 
scores than Colombo students. Least-developed areas are given 
special preference. According to the Chairman of the UGC, ethnicity 
is not considered when deciding which students will go to which 
universities. The one exception to this rule is the Jaffna campus, 
currently closed for security reasons, which only Tamil-speaking 
students attend. Students who fail to gain admission are allowed to 
retake their A-Level exams and reapply up to three times. 


4. Prior to 1959, all university level instruction was in English. 
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Now, the majority of Sri Lankan university students study in Sinhala 

or Tamil, languages that open few doors in today\'s business world. 
The exception is Peradiniya University near Kandy, where English is 
still used. There has been some movement recently to increase the 
use of English in schools. In the past few years, the University of 
Colombo has turned toward teaching social science courses in English 
and requiring one year of intensive English for incoming students. 
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Students are eager for English instruction because it increases 
their competitiveness in the job market. However, after two 
generations of minimal English instruction at all education levels, 
Sri Lanka\'s English teaching capacity is significantly impaired. 


5. According to the Chairman of the UGC, there is no movement 
toward privatizing the tertiary education system. He explained that 
there is little demand for private education, as education is the 

only ladder in Sri Lanka for upward mobility, and people expect it 

to be provided by the Government. In addition to tuition, the GSL 
pays stipends to about 80 percent of students to cover living 
expenses. Only one university has a residential campus, so students 
must use their stipend to find cheap housing on the local market. 


6. According to Chandrarathne Vithanage, Chairman of the 
Subcommittee on Education at the Ceylon Chamber of Commerce, Sri 
Lankan students do not want to see more private schools in Sri Lanka 
because they fear private school graduates will be preferred by 
employers, making their degrees less valuable. A Universities Act 
was drafted in 2001 to liberalize and improve the university system, 
but was protested so strongly by university students that the 

then-UNP led government, a party that typically supports 

privatization, sat on the legislation and never passed it. 


7. Sri Lanka\'s political climate hinders education reform in other 
ways. University campuses are a microcosm of national political 
divisions. Student unions are backed by national political parties 
whose stranglehold on universities makes it difficult for the GSL to 
enact reforms. The Janatha Vimukthi Peramuna (JVP) is the most 
active political party at many universities and Liberation Tigers of 
Tamil Eelam (LTTE)-influenced student unions dominate Eastern 
University and the University of Jaffna. 
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8. More than 50 foreign universities operating in Sri Lanka are 

allowed to offer foreign degrees. However, according to the 

University Grants Commission, these programs are extremely expensive 
and most people cannot afford them. There is also no mechanism in 
place to evaluate the quality of private degrees offered in Sri 

Lanka. These universities currently operate under the Board of 
Investment, but a new regulatory commission may soon be established 
to evaluate the quality of services offered. 


9. Many Sri Lankan students pursue professional certifications 
along with their university degrees. Professional certifications, 
particularly combined with a university degree, make graduates more 
competitive in the local job market. Students typically attend 
university classes during the week and private tutorial classes on 

the weekend. Unfortunately, these programs are not available in 
many rural areas. 


10. U.S. universities have a very small presence in Sri Lanka. 
Daniel Kelch, Programs Director at American National College in 
Colombo, affiliated with Northwood University, told EconOff that UK 
and Australian universities have a much larger presence in Sri 
Lanka, in part because their governments help fund expansion of 


COLOMBO 00000025 003 OF 003 


universities abroad and promotion of universities within the host 
countries. As a result, Sri Lankans have little exposure to the 
American educational culture and many are more comfortable with the 
British exam-based educational system. Kelch stressed that students 
who attend American schools are exposed to American values, tend to 
prefer American products and services, and are more likely to look 

to American companies for employment. 


11. Vithanage told EconOff that university graduates in Sri Lanka 
lack \"soft\" skills such as leadership and communication skills. He 
said the university system does not teach students to think or show 
them how to apply knowledge. While some changes and reforms are 
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taking place within the universities, private sector employers still 

prefer to hire foreign-educated students. The Chamber has 
recommended that the GSL allow state-owned universities to be more 
independent and autonomous, and that university vice chancellors be 
given the power to make changes to curriculum as needed and to raise 
private funds. 


12. COMMENT: Within the government university system, even the 
students accepted into university receive only a moderately useful 
education. The perceptual gap between employers and the general 
population is alarming. Prospective university graduates enjoy the 
prestige that comes from making it into the state-run system, and 
fear that competition from private institutions will make them less 
competitive. In contrast, employers find that university graduates 
are poorly prepared for the business world, and that the graduates 
expect perks before demonstrating their value. Employers typically 
prefer students who have studied elsewhere. The way to address 
these deficiencies is to open up the system to private universities 
that can provide healthy competition and more opportunities for 
students. Unfortunately, with little public support for 

privatization and few funds available to modernize the current 
system, the vast majority of eligible students continue to be barred 
from university admission, and many who are admitted are not suited 
to today\'s business climate. 


BLAKE 
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E.O. 12958: DECL: 01/04/2017 
TAGS: PGOV, PREL, EUN, LH 
SUBJECT: LITHUANIA STRUGGLING TO MEET SCHENGEN REQUIREMENTS 


Classified By: Pol/Econ Chief Rebecca Dunham for reasons 1.4 (b) and (d 
) 


1. (C) Summary. Lithuania is in a race to meet Schengen 
requirements by early 2008, the anticipated date of Schengen 
expansion. Despite a contracting and spending spree in 
December 2006, Lithuania will struggle to meet the early 2008 
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deadline for implementation of Schengen requirements at its 
border checkpoints. End Summary. 


Lithuania rushing to meet Schengen requirements 


2. (C) Commander of the State Border Guard Service Saulius 
Stripeika told us that Lithuania will struggle to implement 

the necessary upgrades to meet its Schengen requirements by 
early 2008. On the margins of an EXBS donation ceremony 
December 19, Stripeika and his staff described an 
interministerial conference the government had held earlier 
that day on Lithuania\'s entry into the Schengen space. 
Stripeika said that Lithuania\'s support for Portugal\'s 

proposal to open the Schengen space to the ten new members of 
Europe by 2008 had been a political decision on the part of 

the GOL, but that the government institutions charged to 
implement reforms in fact need more time. The Ministry of 
Interior\'s Director for EU Affairs, Olegas Skinderskis, 

admitted to us January 8 that meeting the Schengen 
requirements by early 2008 would be a challenge, but that the 
government would do everything it could to make the date. 


3. (SBU) According to the Interior Ministry, 72 percent of 
Lithuania\'s Schengen Facility funds for 2004-2007 (Euro 179 
million in total) was obligated in December 2006, as the 
Ministry rushed to move on reforms following the EU\'s 
December 5 decision to allow the ten new members to enter 
Schengen under a modified version of Schengen Information 
System I. (The EUVs failure to implement the Schengen 
Information System Il had postponed Schengen\'s enlargement, 
drawing sharp criticism from the GOL.) Parliamentarian 
Petras Austrevicius complained publicly January 8 that the 
GOL had rushed the procurements through in the final days of 
December and that the projects were not well-planned and 
likely not to be implemented effectively. Vice Minister of 

the Interior Ciupaila said the GOL would be unable to 
implement electronic surveillance of Lithuania\'s border with 
Belarus and the Kaliningrad region of Russia by the time the 
GOL wants to enter Schengen. It would be possible to cover 
only about 60km of the 1000km of border with Russia and 
Belarus with the currently allocated funds. He suggested 

that the funds instead be used on other Schengen upgrades and 
that the border surveillance project be implemented with 
2007-2013 EU funds. 


Lithuania must improve security along external borders 


4. (C) Director of the Interior Ministry\'s International 
Relations and EU Department Olegas Skinderskis told us that 
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Lithuania did have a commitment to improve security along the 
border with Belarus and Russia, but that implementation of 

the electronic surveillance project was probably not 

necessary to enter Schengen. \"It just means we\'ll have to 
use more people," he said, refuting public comments by Member 
of the European Parliament Justas Paleckis that if the border 
remains insecure, \"the doors to Schengen will open later." 
Asked whether he was worried about entering Schengen as 
anticipated in 2008, Skinderskis told us, \"we have to see, 

but it is our goal,\" adding that the press had taken a \"glass 
half empty\" view of the situation. The Interior Ministry 

noted that the GOL also must install surveillance hardware in 
the Curonian Lagoon and the Baltic Sea, upgrade its 
international airports, develop and integrate a digital radio 
communication system, and in some cases construct or 
reconstruct external border checkpoints by early 2008 in 

order to enter Schengen at the earliest possibility. 


5. (SBU) Speaking of the border checkpoints, Stripeika told 
us in December that the Border Guards were rushing to meet 
their procurement goals, but that construction and equipment 
upgrades of external checkpoints are only the first step. 
Lithuania still must develop and introduce a national 
Schengen information system, which requires laying the 
regulatory bases to apply Schengen rules, he said. This will 
require an interministerial process at least, he said, and 

may require action by the parliament. Once adopted, new 
rules and new equipment will require training programs that 
the service has not begun to consider, he said. Skinderskis 
agreed that based on recommendations by the European 
Commission, he believed implementation of the national 
Schengen information system to be a greater challenge to 
Lithuania\'s Schengen hopes than physical security. 


6. (C) The MFA\'s point man on Schengen integration, Head of 
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the Consular Department Vaidotas Verba, complained to us in 
June 2006 that the political scrambling following the 

government\'s collapse that summer impeded the government from 
moving forward on executive functions required to implement 
Schengen reforms. The government was incapable, he said at 
that time, of making the necessary interministerial 

decisions. He expects the Consular Department to be able to 
meet its obligations under the Schengen Accords and views 

recent GOL Schengen-compliance efforts as a firm step in the 
right direction. 


Comment 
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7. (C) Political will for joining the Schengen space as a 

sign of deeper integration in the EU remains strong, even if 
the bureaucracy has failed to move quickly to implement 
Schengen requirements. A failure to join the Schengen space 
at the earliest time the EU allows would be a setback for the 
Kirkilas government. Like Lithuania\'s failure last year 
(under the previous government\'s watch) to qualify for the 
Euro, such an outcome would be construed here as a GOL 
failure to meet its central strategic goal of integrating as 
quickly as possible into important European arrangements. 
KELLY 
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E.O. 12958: N/A 
TAGS: PHUM SOCI PREL PGOV KIRF PREF VM 
SUBJECT: UBCV PATRIARCH \"PREVENTED\" FROM TRAVELING TO HCMC 


REF: 06 HCMC 1115 


1. (U) On January 4, the International Buddhist Information 
Bureau (IBIB), the Paris-based mouthpiece for the Unified 
Buddhist Church of Vietnam (UBCV) announced that UBCV 
Patriarch Thich Huyen Quang was prevented from returning to 
HCMC for a medical check up. Thich Huyen Quang returned to 
Binh Dinh province in Central Vietnam in mid-November from 
HCMC after spending over six weeks hospitalized for medical 
treatment (reftel). A Ministry of Foreign Affairs 

spokesman denied the IBIB allegation. 


2. (SBU) On January 5, we spoke with UBCV contacts in HCMC 
and Binh Dinh province, who noted that GVN authorities did 
not specifically prohibit the Patriarch from traveling, but 
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stated in several meetings with Thich Huyen Quang that he 
Wshould not\" travel to HCMC. The officials argued that his 
medical condition is stable and can be treated adequately 
locally. The officials reportedly added that his travel 

would not be \"convenient\" for security reasons. The UBCV 
confirmed that the Binh Dinh hospital has sent doctors to 
check up on the Patriarch \"for time to time.\" 


3. (SBU) Based on this implicit warning that there could be 

a confrontation should he decide to travel, Thich Huyen 
Quang decided to forgo a return to HCMC for the present 
time. That said, he plans to seek to travel to HCMC in 

late February after Tet (the Lunar New Year). According to 
Thich Huyen Quang\'s assistant in Binh Dinh, the patriarch\'s 
health is stable and he continues to follow the treatment 
regimen prescribed by a private HCMC hospital. 


4. (SBU) Comment: Quang and the UBCV used his six-week 
stay in HCMC in 2006 to test the limits of GVN control of 

the UBCV. Quang held a series of bedside meetings, not 
just with UBCV General Secretary Thich Quang Do and other 
senior UBCV leaders, but also with prominent political 
dissidents such as Democratic Party of Vietnam Deputy 
General Secretary Tran Khue. It is not surprising, 

therefore, that the GVN would seek to prevent the UBCV from 
\"making routine\" such visits. However, were Quang\'s health 
to deteriorate again, the GVN almost certainly would 

facilitate the patriarch\'s travel to HCMC for treatment. 

End Comment. 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PGOV, PHUM, KDEM, TH 

SUBJECT: CONSTITUTION ASSEMBLY PRESIDENT FORESEES FAST 
PROGRESS 


REF: BANGKOK 56 (CDA FORMED) 


Classified By: Political Officer David R. Greenberg, reason: 1.4 (b) an 
d (d). 


1. (U) Thailand\'s Constitution Drafting Assembly (CDA) 
convened for the first time on January 8. This meeting 

marked the beginning of a 180-day time frame provided by the 
interim constitution. The CDA thus has until July 7 to 

complete \"drafting and consideration\" of a new constitution. 
The government must organize a referendum for approval of the 
new charter between 15 and 30 days after the completion of 

the CDA\'s work. 


2. (U) At its January 8 meeting, the CDA unanimously selected 
Thammasat University Associate Professor Noranit Setabutr as 
its President. In January 6 public comments, Noranit gave 
reason for optimism when he said the CDAYs work should 
require no more than four months, rather than the full 180 
days. He also said the new constitution \"will be modeled on 
the 1997 Constitution.\" (Thais generally view the 1997 
document as the Kingdom\'s most democratic and legitimate 
constitution.) The two men selected as his Vice Presidents, 
Seree Suwannapanon and Decho Sawananont, both served on the 
Assembly which prepared the 1997 charter. 


3. (C) Biographic information: Noranit graduated from the 
Political Science faculty of Thammasat University in 1963 

with a BA in Diplomacy. In 1965, he received a diploma in 
Sovietology from Freiburg University in Switzerland; he 
subsequently received MasterYs Degrees from Occidental 
College (1970) and Columbia University (1975). He has an 
honorary Doctorate of Philosophy from Royal Roads University 
(Canada). Noranit has held various positions at Thammasat 
University from 1976 until the present, including as Rector 
(1991-1994 and 1995-1998). He served briefly as a Senator in 
1992 and was a member of the Poll Watch Committee for the 
1992 general election. Until late 2006, Noranit served as 
Secretary General of the prestigious King Prajadhipok\'s 


SIPDIS 

Institute. Noranit is a good contact of the Embassy, has 
participated in Embassy programs, and currently serves as 
President of the Columbia University Association in Thailand. 
BOYCE 
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DEPARTMENT FOR EAP/MLS, AND H; G FOR FOR DRL, PRM/ANE, AND 
S/WE; PACOM FOR POLAD 


E.O. 12958: DECL: 01/07/2017 

TAGS: LA, OREP, PGOV, PHUM, PREF, PREL, SMIG, SOCI, TH 

SUBJECT: REPRESENTATIVE MCCOLLUM MEETS NATIONAL ASSEMBLY 
LEADERS 


REF: A. A) 06 VIENTIANE 0686 


B. B) 06 VIENTIANE 1117 
C. C) 06 VIENTIANE 1232 
D. D) 06 VIENTIANE 1234 


Classified By: Ambassador Patricia M. Haslach for reasons 1.4 (b) and ( 
d) 


1. (C) Summary: During her first visit to Laos, 

Representative Betty McCollum met with a series of senior Lao 
National Assembly (NA) officials, including Madame Pany 
Yathotu, NA Vice President as well as member of the ruling 
party\'s Politburo, members of the NA,s Foreign Affairs 
Committee, and the NA Chief of Cabinet. The two sides 
discussed increased cooperation on issues such as unexploded 
ordnance (UXO) removal, maternal and child health, and 
education. The only disappointment was Madame Pany\'s 
unwillingness to engage on any issue of a political nature 
including resolving the case of the 26 detained children. 

End summary. 


2. (U) The National Assembly (NA) served as the Lao 
Government host of Representative McCollum\'s December 21-29 
first visit to Laos. On December 26, Representative McCollum 
held separate meetings with Dr. Koukeo Akhamountry, Vice 
Chairman of the NA,s Foreign Affairs Committee, and with 
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Madame Pany Yathotu, member of the Lao communist party 
Politburo as well as NA Vice President and Deputy Chair of 

the NA Standing Committee. Joining Dr. Koukeo was Ms. 
Singkham Khomsavan, NA Member from Vientiane Province and 
also a member of the NA Foreign Affairs Committee, as well as 
Mr. Amphai Jitmanon, Deputy Chair of the NA,s Law 
Department. Joining Madame Pany in the second meeting were 
Dr. Thongphan Chanthalanom, NA Member from Sekong Province 
and Chair of the NA,s Women,s Parliamentary Caucus (WPC), 
and Professor Bounnhong Boupha, NA Member from Vientiane 
Capital and Deputy WPC Chair. 


3. (U) After the formal meetings with the NA officials, NA 
Chief of Cabinet and NA Member from Savannakhet Province 
Thongteun Sayasen hosted a working lunch. The other 
attendees from the Lao side at lunch were: 


Tong Yeu Thor, NA Member from Houaphan Province and Vice 
President of the Lao Front for National Construction; 


Dr. Koukeo Akhamountry, NA Member from Savannakhet Province 
and Vice Chairman of the NA,s Foreign Affairs Committee; 


Ms. Singkham Khomsavan, NA Member from Vientiane Province and 
member of the NA Foreign Affairs Committee; 


Viengthavisone Thephachanh, Director General of the NA,s 
Foreign Affairs Department; and 


Somchay Paphasiri, Senior Foreign Affairs Specialist, 
Americas Division, Europe and Americas Department, Ministry 
of Foreign Affairs. 


The Dr. Koukeo Meeting 

4. (SBU) Dr. Koukeo, who had met Representative McCollum upon 
arrival at the airport, welcomed her again and mentioned the 
National Assembly (NA) was at the end of its 17-day session 

(to explain why other NA Foreign Affairs Committee members 
were not present). Koukeo noted that NA Members are 
interested in learning more from the U.S. Congress. Both 
bodies have similar functions: making laws, oversight of 
executive branch performance, and making important decisions 
for the nation. One difference is that the NA has only one 
branch. Also the NA does not meet continuously throughout 
the year. The Lao NA is a member of the International 
Parliamentary Union (IPU) as well as both the 30-member Asian 
and smaller ASEAN inter-parliamentary organizations. 


5. (SBU) The NA,s 115 members are divided among six 
commissions: Legal Affairs; Economics and Finance; Culture 
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and Society; Defense and National Security; Ethnic Affairs; 
and Foreign Affairs -- the smallest commission with only 13 
members. According to Koukeo, the Foreign Affairs Commission 
(FAC) submits draft laws on foreign affairs for NA review, 
provides its opinion about signing international conventions 
and treaties, and generally is involved in any aspects of 
international cooperation including cooperation with 
parliaments of other countries. The FAC also has oversight 
of the way the Government of Laos (GOL) carries out its 
foreign relations. 


6. (SBU) Since the FAC has so few members, it has invited 
interested members from other commissions to help develop 
relations with other countries. Dr. Koukeo told 

Representative McCollum that the NA FAC has established a 
17-member Lao-American Parliamentary Friendship Association 
(LAPFA). Since there was an NA election earlier in 2005, 

there are many new NA members. Nevertheless, Koukeo pointed 
out, a number of former NA members still help the work of the 
FAC and LAPFA. (Note: A subsequent list of current NA 
members who are also members of LAPFA provided the Embassy 
shows four members of the FAC; three from Legal Affairs; 

three from Economic Affairs; three from Cultural, one from 
Defense; and three from Ethnic Affairs. The Embassy plans 
follow-up activities with this Association.) 


7. (SBU) As part of its duties of overseeing the way the GOL 
carries out its foreign relations, the FAC held its own 

two-day annual meeting just before the NA opened its December 
session. The FAC invited government representatives, 
particularly from the Ministry of Foreign Affairs (MFA), to 

discuss their work. Dr. Koukeo noted that Deputy Prime 
Minister/Foreign Minister Thongloun Sisoulith is a member of 

the NA FAC, and he also updated the FAC on the Ministry\'s 
activities. The FAC also invited representatives from the 

courts and prosecutors offices to report on their work. This 
month,s FAC meeting was the first to be held by any NA 
commission. In the past, government bodies sent in written 
reports to NA commissions but did not send officials to meet 
with the commission members. Koukeo noted GOL officials have 
reported good bilateral cooperation particularly on 
counter-narcotics and dealing with unexploded ordnance (UXO). 
Since UXO makes it very difficult to cultivate new land in 

the eastern half of his home province of Savannakhet, Koukeo 
specifically pushed for more U.S. assistance in this area. 


8. (SBU) Representative McCollum expressed her pleasure at 
visiting during Christmas, a time of hope, faith, and joy, 

and told Koukeo her own wish for this holiday season was for 

a better world for children as we struggle for world peace. 

She reviewed the separation of power among the three branches 
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of the U.S. government and told him her job includes 
protecting personal freedom, freedom of religion, and freedom 
of trade. The United States has not been perfect in these 
areas, but \"democracies strive to be better." Representative 
McCollum described services she provides to her constituents 
as a Member of Congress, from services for veterans, 
students, and the elderly to help with passport and 
immigration issues as well as business and trade. 


9. (SBU) Representative McCollum noted the \"new direction" 
and \"different course which the Congress would be taking as 
a result of the November 2006 election. As she moves to the 
Appropriations Committee, Representative McCollum told Koukeo 
she planned to continue to support partnerships with Laos to 
deal with the issues of remaining unexploded ordnance (UXO), 
Avian Influenza, and HIV/AIDs among others. Although the 
United States is not as active in inter-parliamentary bodies 

as she would like, Representative McCollum pointed out she is 
part of a parliamentary group which monitors World Bank 
projects. 


10. (SBU) Dr. Koukeo told Representative McCollum her lessons 
are particularly important to himself, only a two-term NA 
member, and to his colleague, Ms. Singkham, in her first 
five-year NA term. He affirmed that Representative 

McCollum,s visit would spur improved bilateral relations 

with the United States and said he hoped to see increased 
cooperation with the U.S. Congress. Representative McCollum 
said she would return to Washington, D.C. and encourage other 
Members of Congress to join her in visiting Laos in the next 
12-18 months. 


11. (SBU) Responding to Dr. Koukeo,s comments on the need to 
make progress on the UXO issue particularly in his home 
province, Representative McCollum said that, with a heavy 
heart, she had visited people injured by UXO, so she 
understood the importance of working together on the issue. 
Representative McCollum pointed out that the USG is providing 
$5.6 million in UXO assistance and expressed hope this would 
continue and even increase. She commended UXO Lao, Laos! 
national mine clearance operator, and the Mine Action Group 
(MAG) NGO for their close cooperation. Representative 
McCollum noted that some countries use their foreign aid to 
build projects and then leave. The United States hopes to 
create sustainability for the Lao people by building capacity 

so the people can lead themselves. 


12. (SBU) Representative McCollum noted that she saw 
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opportunities for the USG to work with the Lao health care 
system. U.S. medical teams, from their experience in the 

Iraq war, have developed great expertise in treating these 
kinds of injuries. She noted that military health care 

personnel have a unique role in the U.S. defense system. 

First and foremost their goal is to help people. If an 
opportunity presents itself, Representative McCollum told Dr. 
Koukeo, she hoped the two governments could undertake a 
dialogue to fully understand the opportunity available to 

have these U.S. medical teams train Lao health care personnel 
to create sustainability here in Laos. The Ambassador 
mentioned that this had been raised both during the visit of 
PACOM Admiral Fallon in July 2006 (ref A) as well as during 
the first U.S.-Lao Comprehensive Bilateral Dialogue in 

October 2006 (ref B). Dr. Koukeo responded that, since 
Deputy Prime Minister/Foreign Minister Thongloun is a member 
of the NA FAC, the other FAC members will have the 
opportunity to ask him about this and other issues when they 
meet. 


Madame Pany 

13. (SBU) NA Vice President Madame Pany Yathotu, a member of 
the Lao communist party Politburo and an ethnic Hmong, told 
Representative McCollum that she saw bilateral relations with 
the United States improving in a number of areas to include 
investment and trade numbers, MIA accounting, UXO, 
counter-narcotics, and counter-terrorism. She was pleased 
that Representative McCollum had visited Xiang Khouang 
Province to see the \"real situation\" and to see that the GOL 
was using funding provided by the USG to help with UXO and 
children\'s issues. 


14. (SBU) Madame Pany pointed out for Representative McCollum 
that the current NA, elected in April 2006, had 29 females 
among its 115 members, more than 25 percent. The current NA 
session was discussing a bill on protecting children\'s 

rights, and Pany highlighted the contributions of female NA 
members in this debate as especially important. The NA was 
also discussing improvements to the Labor Law to better 

protect the rights and interests of women in Laos. One issue 
being discussed was amending the law so that women would be 
allowed to work until age 60, rather than the present age 55 
limit, as long as they are in good physical and mental health 

and are willing to continue to work, although the earlier 
retirement option would still be available. 


15. (SBU) Dr. Thongphan Chanthalanonm, Chair of the NA,s 
Women,s Parliamentary Caucus (WPC), told Representative 
McCollum the WPC was established by the NA in 2002. Its 
focus is gender mainstreaming, studying the rights and 
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benefits of children, and improving the roles of female 
parliamentarians. The WPC also helps with oversight of 
social and economic development with a focus on more 
participation from females. She reiterated that female NA 
members have played a big role in NA debates on laws on 
protecting both women and children. Dr. Thongphan pointed 
out that the NA has received international assistance to help 
raise the role of female NA members. (Note: this includes a 
program from the Asia Foundation that is partially 
USG-funded.) 


16. (SBU) Representative McCollum emphasized that female 
legislators \"all take our jobs seriously but never forget 

that we are mothers.\" Mentioning female parliamentarians she 
has met all over the world, Representative McCollum pointed 
out all are strong on defense and understand finance, but 

they remind their governments by their presence that \"to have 
a strong country you need strong families.\" 


17. (SBU) Representative McCollum affirmed to her NA 
interlocutors that she looked forward to working with them on 
women\'s and children\'s issues, health care, and education. 
She mentioned she had seen an excellent school with very 
bright children during her visit to Xiang Khouang Province 
and described the lesson plan on UXO as \"outstanding.\" 
Representative McCollum said that opportunities for student 
exchanges would enrich our bilateral relations. 


... Health Care 

18. (SBU) Representative McCollum said she also wants to work 
with other parliamentarians on global health issues as part 

of meeting UN Millennium Development Goals. Among these, 
maternal and child health is a priority. Women legislators 

must do all they can for safer childbirths; \"a family that 


loses its mother loses its heart" (as well as a strong arm 

for carrying water and firewood). Representative McCollum 
pointed out she works with NGOs that train women in various 
countries at the village level on simple interventions which 

can save women\'s lives; then the NGO departs, and the women 
take charge. She also told the NA members that she sees 
opportunities for our governments to work on training for 
doctors. As she had outlined for Dr. Koukeo in the morning, 
Representative McCollum highlighted the great expertise of 
medical doctors attached to our Defense Department in dealing 
with the heartbreaking injuries caused by UXO. She added, 
however, that this would not change our commitment to help 
Laos remove and destroy UXO. Madame Pany thanked 
Representative McCollum for her concern, noting she was 
taking care of five children of her own niece and nephew who 
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were killed by UXO while trying to till a new field in Xiang 
Khouang. Madame Pany expressed hope the House of 
Representatives would encourage the USG to increase UXO 
funding. 


... The 26 Children 

19. (SBU) Representative McCollum pressed Madame Pany about 
resolution of the case of the 26 Hmong children (detained in 
Laos since being irregularly deported by local Thai 

authorities in December 2005), noting that she understood 

very intense negotiations were underway to help resolve the 
case. Cases such as this cause difficulty when the U.S. 
relationship with Laos is debated in the Congress, she noted. 
Madame Pany responded that the Lao President had written to 
the UN Secretary General (in June 2006 saying that the GOL, 

in essence, had no information on the location of the 

children). If the Thais had sent the children to Laos, \"we 

were unaware\" she claimed. Madame Pany went on to say \"we 
continue to cooperate with the Thai Parliament to resolve the 
issue.\" She concluded by adding that they are urging the 

Thai government to provide detailed information to the GOL 
including a list of the children, where they were sent from, 

and who sent them. \"We wait for a response." she asserted. 


20. (SBU) Representative McCollum cited the GOL\'s program to 
resettle Hmong people (including insurgents who have 
surrendered to the GOL and some recently returned from 
Thailand). Even though there have been many successes, 
Representative McCollum pointed out, some people still want 
to make trouble for the GOL. As she worked for more 
cooperation on UXO, trade, and health care, Representative 
McCollum said it would be helpful for her if the GOL were to 
find a \"fair third party" such as the ICRC to work with the 

GOL to monitor the successes of the resettlement program and 
\"put rumors to rest.\" Representative McCollum cited the work 
of the ICRC in bringing to light mistreatment of Iraqis held 

at the Abu Ghraib Prison, which Congress was able to bring to 
a halt, to demonstrate ICRC\'s fairness and neutrality. 

Madame Pany thanked Representative McCollum for her 
suggestion, noting the two sides already had good diplomatic 
and trade relations and, \"once people see the real situation, 
then the rumors will be seen as wrong. The real goal for 
Laos, she argued, is to get Laos off the list of least 

developed countries, eliminate poverty, and meet the UN 
Millennium Goals. 


Comment 
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21. (C) The NA worked hard to help make Representative 
McCollum\'s first visit to Laos a success. The NA helped set 

up meetings with GOL and NA officials, the NA Chief of 

Cabinet hosted lunch, and NA staff took Representative 
McCollum on a tour of Vientiane\'s major cultural monuments. 
The meetings with Dr. Koukeo and Madame Pany were informative 
about NA issues, and Representative McCollum has promised to 
return with a delegation of her colleagues to continue to 

develop Congress-NA relations. Although no amount of 
international cooperation will turn Laos\' legislature into a 

truly representative body, increased engagement with the U.S. 
Congress (as well as training by groups such as The Asia 
Foundation) has the potential to improve the quality of the 

NAVs work, especially its oversight function. 


22. (C) One disappointment, however, was Madame Pany\'s 
sidestepping of both the issue of the 26 children as well as 
Representative McCollum\'s suggestion about a fair third party 
such as the ICRC. Pany is a Politburo Member (and ethnic 
Hmong) and has access to the broadest range of information 
available on the 26 children. Her unwillingness to even hint 

at the rumors of ongoing progress, especially to a Member of 


Congress that most Lao officials view as very pro-Laos (from 
Representative McCollum\'s support for the passage of Normal 
Trade Relations in 2004), appeared to be a major lost 
opportunity to project a positive image of a government 
actively seeking to resolve a year-long problem. In 

addition, Pany\'s virtual dismissal of the ICRC suggestion -- 
her comment in response that when people see the situation 
themselves the rumors will stop -- apparently indicates a 

real misunderstanding at least by this Politouro Member about 
the image Laos projects abroad regarding its treatment of its 
Hmong minority. 


23. (U) Representative McCollum did not have the opportunity 
to clear this cable. 
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TAGS: PREL, PGOV, PHUM, KDEM, ASEC, TH 

SUBJECT: AMBASSADOR PRESSES CNS SECRETARY GENERAL ON 
MARTIAL LAW 


Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


1. (C) The Ambassador spoke with General Winai Phattiyakul, 
Secretary General of the Council for National Security (CNS), 


SIPDIS 

at a gathering in honor of Privy Councilor Siddhi Saveysila 

on January 7. Pulling Winai aside, the Ambassador conveyed 
increasing concern over the persistence of martial law in 
Thailand. Recounting Prime Minister Surayud\'s promise to 
President Bush in Hanoi, which paved the way for former 
President Bush\'s December visit to Thailand, the Ambassador 
expressed dismay that the RTG had decided only to lift 

martial law partially, and the RTG had not yet formalized 

even this step. Winai, who understands the United States and 
our political system well, took on board the Ambassador\'s 
points but offered no substantive reply, perhaps due in part 

to the social setting. The Ambassador is scheduled to have a 
private lunch with Winai on January 11 and will further 

discuss this and other issues at that time. 


2. (C) The Ambassador met on January 8 with National 
Legislative Assembly (NLA) member Prasong Soonsiri, former 
Secretary General of the National Security Council (NSC), and 


SIPDIS 

by his own account a key member of the group that planned the 
September 19 coup. The Ambassador made the same points on 
martial law. Prasong agreed martial law was completely 
unnecessary at this time. He said he understood and would 
convey Washington\'s concerns as soon as possible to Prime 
Minister Surayud and CNS Chairman Sonthi Boonyaratglin -- 
with both of whom he credibly claims a close relationship -- 

in the hopes of rectifying the situation. (We will report 

further details of the meeting with Prasong septel.) 
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3. (C) COS also raised our concerns about martial law on 
January 8 with the National Intelligence Agency chief and 

with the Deputy Commissioner of the Royal Thai Police Special 
Branch. 
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LONDON FOR ERELI 

E.O. 12958: N/A 

TAGS: OIIP, KMDR, TC 

SUBJECT: MEDIA REACTION: EXECUTION OF SADDAM/NEW STRATEGIES IN 
IRAQ/POLITICAL IMPOTENCE OF GULF SYSTEM 


1. Summary: \"Al-Khaleej\" warns that Bush\'s new strategy for Iraq 
will likely only make the situation worse. A female UAE columnist 

in \"Al-Bayan\" discussed the reasons of Saddam\'s execution ignited 
fires of sectarianism between Sunnis and Shiites and laid the 
responsibility on the current Iraqi government. \"Al-Khaleej\" voiced 
its concern over the impotence of the regional Gulf system at a time 
when the situation is critical and full of clashes and blind 

vendettas. End Summary. 


2. Under the headline \"A victory that led to defeat\", Sharjah-based 
pan-Arab daily \"Al-Khaleej\" (circulation 90,000) editorialized on 
1/8: 
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\"It is obvious that President Bush will, during the announcement of 
his new strategy on Iraq, ignore the content of the Baker-Hamilton 
Report and the steps required to extricate the United States from 
the lraqi quagmire. He will also ignore the calls and cries of the 
Democrats for the withdrawal of American forces from Iraq and 
against sending more troops... President Bush will not accept 
defeat. He is determined to win, believing that his new military 

and political team will turn things upside down and bring what other 
military leaders, ambassadors and intelligence officers were not 
able to achieve. However, the result will be far worse than even 
now and he may be the second American president to bring defeat to 
his country, after the defeat of Vietnam... This is what many 
politicians and intellectuals in the United States warn of.\" 

3. A female UAE national, Muna Al-Bahar, wrote a 01/08 op-ed in 
Dubai-based Arabic daily \"Al-Bayan,\" (circulation 85,000): 


\"...Saddam Hussein is a criminal who killed thousands of innocent 
Iraqis from all sects creating opposition groups from Shiites and 
Sunnis alike. The current government seems to be doing the same 
thing through its administration of political and social issues. 

The sectarian massacres we hear of everyday or the details of 
Saddam\'s trial shows that this government is racist and sectarian. 

It also proves the impotence of its leadership of Iraq and its 

inability to bring Iraq to a better situation, address the 

devastating era of Saddam and destroy the brutal occupation... The 
trial proved one point: it was a process of revenge rather than 

justice. Instead of his trial and execution leading to 

reconciliation and national harmony, this act of revenge gave Saddam 
the chance to become a hero of the Sunni Arab resistance. It became 
yet another source of frenzied sectarian violence, not only in Iraq, 

but wherever there are both Sunnis and Shiites living together.\" 


4. Under the headline \"Gulf of wars\", Sharjah-based pan-Arab daily 
\"Al-Khaleej\" (circulation 90,000) editorialized on 1/7: 


\"Is the Arab Gulf doomed to a life of war decade after decade and to 
live in permanent fear, in response to the whims of regional and 
international empires...? Hasn\'t the Arab regional system in the 
Gulf, whether as countries or peoples, learned any lessons from the 
Iran-Iraq war, the occupation of Kuwait and the war of liberation, 

the siege of Iraq and the war of its occupation? Haven\'t we learned 
from what is happening in Iraq and from our previous comments saying 
that invading Iraq would be catastrophic at all levels? However, 
instead of the occupation forces realizing this fact, they return to 
square one by increasing the volume of their military forces in Iraq 
and push their fleets and missiles to the waters of the Gulf. This 
happens while Israeli influence begins directing the administration 
towards confrontation and infiltration in the Gulf to turn the 

situation into a destructive and explosive one. Of course all this 
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happens while the lranian speech becomes more conceited and 
continues to be unreasonable and inflammatory... What is happening 
today is a repetition of what has happened yesterday and does not 
provide any solutions... It is regrettable and worrying too is that 

in times of concern and where the situation is critical and full of 
clashes and blind vendettas the regional Gulf system remains a 
dormant position. What is happening now in the Gulf basin is, in 
short, the production of violent clashes, mined with arrogance and 
sectarian blindness, and dipped in oil and dreams of empire. The 
Gulf Cooperation Council (GCC), stands in front of the most 
difficult tests. The question is: Will it move collectively, in an 
active way, in order to save the region from a new catastrophe?\" 
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E.O. 12958: DECL: 01/08/2017 

TAGS: KIRF, PGOV, PHUM, SCUL, KDEM, IN 

SUBJECT: CONGRESS GOVERNMENT IN HIMACHAL PRADESH PASSES A 
RELIGIOUS CONVERSION BAN 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (U): On December 29, 2006, the legislature of the 

Congress run Himalayan state of Himachal Pradesh (HP) passed 
an anti-conversion bill during its truncated four day 

session. Under the provisions of the bill, any person 

convicted of engaging in \"forced\" conversion will face a two 
year jail sentence and a fine of rupees 25,000 (USD 543). 


2. (C) Catholic BishopsY Conference Spokesman Dr. Babu 
Joseph told us on January 7 that the move caught Christian 
organizations completely by surprise and they are still 
formulating a response. Joseph opined that the bill, first 
proposed in 2005, was passed to humor powerful vested 
interests who remain wedded to strong anti-Christian 
prejudices. He accused these vested interests of planning to 
use the new law to persecute the states minuscule (between 
8-10,000) and weak Christian community. Christian leaders 
see no need for such a bill in HP, as there has not been a 
single conversion to Christianity in the state in recent 


Column 3 
years. 


3. (C) The move was a slap in the face to Congress President 
Sonia Gandhi, who had earlier assured the state\'s Christians 
that her party would not introduce such a bill. The measure, 
which was apparently passed without the consent of the 
Congress leadership, undermines repeated Congress claims to 
be a secular party that protects religious minorities, has 
embarrassed Congress in the run up to elections in Manipur, 
Goa, Uttarakhand, Punjab and Uttar Pradesh, and could elicit 
a strong response from party headquarters. Anti-conversion 
measures were passed in other states (Rajasthan, Chattisgarh, 
Madhya Pradesh, Orissa and Gujarat) with strong BJP backing, 
and the BJP has applauded this latest measure. We will 

follow developments in HP closely. 


4. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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E.O. 12958: DECL: 01/08/2017 

TAGS: ECON, EPET, PREL, IZ 

SUBJECT: KURDISTAN PRESIDENT DISCUSSES OIL REVENUE SHARING, 
PRIVATE SECTOR DEVELOPMENT, RECONSTRUCTION AID 

REF: BAGHDAD 0053 


(U) Classified by RRT Coordinator James Yellin, reasons 1.4 
(b) and (d). 


1. This message is from the Iraqi Kurdistan Regional 
Reconstruction Team (RRT). 


2. (C) Summary: Kurdistan Regional Government (KRG) 
President Massoud Barzani told the Regional Coordinator on 
December 29 that he had not reached an agreement on 
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contracting details in his talks over oil-revenue sharing in 
Baghdad during the previous week. Barzani pledged that the 
KRG would not pursue its hydrocarbons law until the Iraqi 
central government had passed its own, and agreed that the 
KRG law should be in harmony with the national law. 
(Comment: In previous discussions, KRG Minister of Natural 
Resources Ashti Hawrami stated that if the central government 
did not make further progress on a national law, the KRG 
would continue to pursue passage of a regional hydrocarbon 
law, which has already been presented to the Kurdistan 
National Assembly (KNA). If a regional hydrocarbon law was 
passed, Hawrami said that the KRG would worry about 
harmonizing the two laws later. End Comment.) 


3. (C) Regional Coordinator also told Barzani that the 
private sector needed to be the primary engine of economic 
growth and that American investors want to see a more 
transparent legal and regulatory framework for the economy. 
Barzani complained that not enough of the U. S. 
reconstruction aid money had reached the Kurdistan Region. 
End Summary. 


Private Sector Development 


4. (C) As reported in reftel, Regional Coordinator and RRT 
Officers met with KRG President Barzani on December 29 at his 
palace in Salah ad-Din. In addition to raising previously 
reported political issues, Regional Coordinator told Barzani 

that in our view the private sector should be the primary 

engine for growth in the Kurdistan Region. Regional 
Coordinator said that foreign investors want to see a more 
transparent legal and regulatory framework, and that the U. 

S. would continue to offer technical assistance to help the 

KRG establish it. 


5. (C) Barzani agreed that the KRG could do more to open 

its economy. He gave two examples of the region,s 
commitment to free market policies for foreign investors: a 
recently passed regional investment law that permits foreign 
ownership of land and businesses in the Kurdistan Region, and 
the creation of a new Kurdistan Region Investment Board 
(KRIB) to facilitate the privatization of the 20 remaining 
state-owned enterprises in the region. (Note: According to 
the Kurdistan Investment Law, the Investment Board,s primary 
function is to attract investors and create investment 
strategies and policies. The law does not mention a specific 
role in privatizing the state-owned enterprises. End Note.) 


Little Reconstruction Aid for Kurds, Barzani Claims 
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6. (C) Barzani complained that billions of dollars in 
reconstruction aid had been spent in Iraq, with very little 
reaching the Kurdistan Region. He said, Wwe feel that you 
have left your friends behind.8 Regional Coordinator 
responded that U. S. assistance in the region was funded and 
would continue, including technical assistance for developing 
legal and regulatory frameworks, capacity building programs, 
and training for senior civil servants. (Note: Embassy 
recently briefed KRG PM Nechirvan Barzani, who had made the 
same complaint, on USG aid and reconstruction efforts in the 
KRG. End Note.) 


Possible Compromise on Oil Contracting Authority 


7. (C) Regional Coordinator told Barzani that the KRG 
hydrocarbon law should be in harmony with the national law 
and asked if Barzani had reached a compromise with lraqi 
Prime Minister Nuri al-Maliki on contracting procedures 
during their discussions of oil-revenue sharing. Barzani did 
not say if he had discussed the issue directly with Maliki. 

He said that KRG Prime Minister Nechirvan Barzani and KRG 
Minister of Natural Resources Ashti Hawrami had taken the 
lead in the negotiations in Baghdad. (Note: KRG PM Nechirvan 
Barzani has had discussions on the issue with PM Maliki. End 
Note.) 


BAGHDAD 00000070 002 OF 002 


8.(C) According to President Barzani, Baghdad and KRG 
officials are close to announcing an agreement that will 

allow the KRG to negotiate freely with firms for exploration 

and development within its region. However, a representative 
of the central government will be &involved8 in the 

negotiations. As a final step, Barzani said, contracts 

should be presented to the Federal Petroleum Committee (FPC) 
of the central government before they are made official. 

(Note: President Barzani\'s description of the contracting 
arrangement that has been nearly agreed upon is consistent 
with what was told to Emboffs by Deputy Prime Minister Barham 
Salih at a meeting in Baghdad on December 18. End Note.) He 
added Kurdistan &will not be at the mercy of Baghdad8 in 

the oil-revenue sharing arrangement. 


9. (C) Barzani agreed with the Regional Coordinator that the 
KRG hydrocarbons law should be in harmony with the national 
law and said the KRG would wait to take action on its law 

until Baghdad had made an announcement that political 
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agreement has been reached on a draft national hydrocarbon 
law. He pledged that the law would be debated in the 
Kurdistan National Assembly (KNA). 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PREL, PTER, US, TU, IZ 

SUBJECT: TURKEY: ERDOGAN IMPATIENT FOR U.S. ACTION AGAINST 
PKK 


REF: ANKARA 0011 
Classified By: CDA Nancy McEldowney for reasons 1.4(b) and (d) 


1. (C) SUMMARY: Turkish leaders have in recent days publicly 
lashed out against the slow pace of U.S. efforts to counter 

the PKK. Remarks by PM Erdogan and FM Gul openly critical of 
the level of USG and GOI cooperation to date in fighting the 
PKK have been touted by local commentators as presaging a 
Turkish cross-border attack in northern Iraq early this 

spring. Coming as rumors abound that the PKK will rescind 

its ceasefire and Turkey enters a hot election year, it is 
increasingly evident that the GOT is setting the stage to 

take action itself against the PKK. END SUMMARY 


Column 3 

2. (C) Flying with press January 3 en route to Lebanon for a 
one-day visit, PM Erdogan fielded questions on the GOT\'s 
fight against the PKK. Erdogan was critical of USG efforts 

to date, saying \"The U.S. appointed a special envoy but no 
positive development has been scored. We were supposed to 
take joint steps with the U.S. and Iraq on the terrorist 
organization but that did not take place either. We expected 
a serious step from the U.S. but there has been no such 
step...lf we are strategic partners then we should be 
struggling against the terrorist organization together...We 
support the Maliki Government but there is a power vacuum.\" 
Turkey\'s special envoy to counter the PKK, retired General 
Edip Baser, was also characterized in the press as being 
\"uneasy about the degree of seriousness with which the U.S. 
takes the fight against the PKKA" Baser made public the 
frustration he has shared with us privately over the lack of 
progress to date in that fight, stating in \"Hurriyet\", \"l 

have a timetable. Unless our requests are met, there will be 
nothing but for me to resign and this won\'t take long (to 
make such a decision).\" 


3. (C) Gauging the firestorm these comments aroused in the 
Turkish media, Erdogan and others have sought to clarify 
their remarks, emphasizing that Turkey has not yet given up 
on the envoys\ initiative. According to Erdogan,\"We want to 
get concrete results rather than abstract results. Right now 
weVre working on it and it is an ongoing project. But at 
some point, it will be evaluated. If it is really going on 
efficiently, we will of course support it. But if there is 

no success, there is no point in insisting.\" FM Gul 
underscored Erdogan\'s remarks, saying \"Expectations have not 
yet been met. The U.S. is aware that more cooperation is 
required with Turkey in the fight against terrorism.\" In 
television interviews over the weekend of January 5-6, Baser 
denied reports he was ready to resign but emphasized that 
Turkey could decide at any time to \"execute any operation, 
including a cross-border, for its own security.\" 


4. (C) Despite rumors around the new year of an impending 
attack by the PKK that would bring to an end its 
self-declared ceasefire, the holiday period here ended 
without event. Recent statements by both Kongra-Gel 
leadership and Abdullah Ocalan point toward continued 
adherence to the ceasefire into the spring. However, PM 
Erdogan and his Justice and Development Party (AKP) 
government are feeling rising pressure from an increasingly 
nationalist opposition as presidential and parliamentary 
election campaigns get underway (reftel). Judging from 
Erdogan\'s and Gul\'s remarks, it seems clear the AKP believes 
it needs to toughen its talk and show results in the fight 
against the PKK -- the number one domestic political issue in 
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Turkey. Erdogan\'s and Gul\'s tough talk came after a December 
28 National Security Council (MGK) meeting and may be the 
result of Turkish General Staff (TGS) pressure on the 
government to get out front on the issue. The recent series 

of statements is likely a calculated effort to lay the 

groundwork for whatever action the AKP government deems 
necessary. And the timeline is short -- the March 21 Nevruz 
holiday is the traditional marker for the onset of 

hostilities as the snows begin to melt. 


Visit Ankara\'s Classified Web Site at 
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http://www .state.sgov.gov/p/eur/ankara/ 
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DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVETTE SAINT-ANDRE 
OSD FOR COMMANDER CHAFFEE 

WHITEHOUSE FOR NSC/WEUROPE 

E.O. 12958: N/A 

TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: January 08, 2007 


END SPURT OF COALITION TALKS? 


1. 99 days after the Austrian general elections a decision on a 
grand coalition government seems to be imminent. The final round of 
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talks between the SPOe and the OeVP will be held today, following a 
\"secret meeting\" yesterday of party leaders Alfred Gusenbauer and 
Wolfgang Schuessel to discuss remaining unresolved issues, ORF radio 
early morning news Morgenjournal says. Similarly, mass-circulation 
provincial daily Kleine Zeitung writes that today is \"the decisive 

day, Y which will \"pave the way once and for all for Gusenbauer\'s 
chancellorship.\" Mass-circulation tabloid Oesterreich runs the 
front-page headline \"government to be determined today,\" adding that 
Schuessel and Gusenbauer in their meeting yesterday reached an 
agreement on all remaining issues, including the Eurofighters and 

the university study fees. While the two parties have agreed to 

split ministry posts evenly between them, a tug-of-war over key 
portfolios continues, according to mass-circulation daily Kurier. 

With the OeVP insisting on the finance portfolio and other key 
ministries, there are speculations that outgoing Chancellor Wolfgang 
Schuessel could remain in government and become the country\'s next 
Finance Minister, succeeding Karl-Heinz Grasser. OeVP floor leader 
Wilhelm Molterer told Austrian television yesterday that the 

decision \"entirely depends on Schuessel,\" though. 


AMBASSADOR HOESS HAS DIED 


2. Fritz Hoess, one of the most prominent and most popular former 
Austrian Ambassadors, died on Friday aged 75, mass-circulation daily 
Kurier and independent political weekly Profil report. Hoess was a 

key figure in the structuring of the Austrian foreign service, and 
served as Austrian Ambassador to Germany and to the United States 
(1987 - 1992). As Ambassador to the US, he pushed - unsuccessfully - 
for the annulment of Washington\'s decision to put Austrian President 
Kurt Waldheim on the watch-list, Profil says. Hoess was also an avid 
supporter of Austria\'s European Union membership, as well as of the 
admission into the EU of the new Central and Eastern European 
democracies. 


MORE US TROOPS FOR IRAQ? 


3. A call by new US Defense Secretary Robert Gates for the 
deployment of an additional 20,000 troops to Iraq could lead to a 
conflict between the White House and Congress, independent 
provincial daily Salzburger Nachrichten writes: The Democrats have 
announced their opposition to proposals to increase US troop levels 
in Iraq, and are pushing for a gradual pullout instead. US President 
George Bush has meanwhile made a number of key military appointments 
for the region, thus signaling a reshaping of his Iraq strategy, the 
daily continues. However, instead of the withdrawal suggested by the 
Democrats and the Baker Commission, a re-structuring of the military 
responsibilities in Iraq appears to be in preparation. Premier 

Al-Maliki has announced a new offensive against Sunni and Shiite 
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militias in Baghdad: Three Iraqi army brigades are to be redeployed 
from the Kurdish areas in the north to the capital, while the 
multi-national forces, led by the US, are to be mainly responsible 

for the surrounding areas. 

Independent political weekly Profil meanwhile publishes a report 

with several potential scenarios for the future of Iraq: One option 

is that \"the US remains and the country becomes stable somehow, 
eventually.\" Another suggestion, according to the weekly, is the 
emergence of \"a federated Iraqi state with a weak central government 
following the gradual pullout of US troops.\" Or, \"the US pulls out, 

and Iraq breaks up into three parts.\" Iraq could also \"partition, 

and become stable after a period of chaos.\" The weekly also suggests 
that Iraq fragments entirely, becomes a \"black hole, a failed state\" 
ruled by regional religious leaders and warlords. Finally, Profil 
suggests, Iraq could become Va failed state and destabilize the 

entire region.\" 


ISRAEL DENIES IRAN ATTACK REPORTS 


5. Several Austrian media - sourcing the Sunday Times -- say Israel 
could be planning an attack on the Iranian nuclear facility at 

Natanz, including the use of so-called \"bunker buster\" weapons and 
low-yield nuclear bombs. Israel, however, has denied these 
allegations, with Foreign Ministry spokesperson Mark Regev stressing 
the reports were \"untrue,\" liberal daily Der Standard writes. On the 
contrary, Israel was \"supporting one hundred percent the 
international community\'s efforts to bring about a suspension of the 
Iranian nuclear program with the assistance of the UN Security 
Council,\" the daily quotes the spokesperson. Tehran has meanwhile 
said it would retaliate massively: \"Any attack on Iran would result 

in a powerful response,\" Iranian Foreign Ministry spokesperson 
Mohammed-Ali Hosseini warned, according to the Standard. However, 
the daily also quotes Israeli defense experts as saying they do not 
believe Israel actually has the necessary equipment for such a move. 
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SUBJECT: MEDIA REACTION: IRAQ: SADDAM\'S DEATH; SAO PAULO 


\"Who Needs A Martyr?\" 


Columnist Vaguinaldo Marinheiro commented in liberal, largest 
national circulation daily Folha de S. Paulo (1/6): \"For a week, 

since Saddam Hussein\'s hanging, the world is questioning if violence 
within Iraq and of terrorists against Western targets will increase 
even more. The question is: will Saddam become another martyr for 
those who consider the West - mainly the US and its allies - as the 
enemy to be eliminated?.... Is there a better way to \'deify\' 

someone among his followers than a death condemnation decreed by a 
vicious court? Is there better propaganda for a tyrant like Saddam 
than the images of his hanging in the Internet? The US and the 

Iraqi government seem to have forgotten that punishment, when 
considered unfair and showy, does not inhibit crimes. On the 
contrary, it increases the desire for revenge.\" 
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SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR DECEMBER 27, 2006 


1. This is the Southeastern Turkey press summary for December 
27,2006. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL 


2. CUMHURIYET / TOPLUMSAL DEMOKRASI: A Turkish-based 
radical group called Hezbollah, which dissolved after its leader 
was killed six years ago in Istanbul, has reportedly been 
striving to regain strength in southeastern Turkey, especially 
in Diyarbakir province. Hezbollah is trying to regroup in many 
districts, villages and townships through foundations and 
associations. The group\'s current political goals reportedly 
focus on winning independent seats for its members in the 
Turkish Parliament and on winning mayoral posts in some 
townships in local elections. (Note: There are no known ties 
between this group and Iranian-based Hezbollah. End Note.) 


3. TOPLUMSAL DEMOKRASI: The University of British 
Columbia-based Human Security Center released a 150-page report 
on Human Security worldwide. The report described the Kurdish 
problem as one for which \"there was no effort of a negotiated 
settlement.\" Turkey is not addressing the general Kurdish issue, 

but is instead simply combating the security liability caused by 

the PKK, according to the report. 


4. TOPLUMSAL DEMOKRASI: Ahmet Turk, the National 
Chairperson of the DTP, and Aysel Tugluk, Vice-Chairperson, will 
attend a series of activities that seek to find ways to convert 

the cease-fire process into a state of permanent peace in the 
Batman and Tunceli provinces. Turk and Tugluk have already held 
similar events, in which they met with thousands of people, in 
Hakkari, Agri, and Van provinces. 


5. HURRIYET: The daily reported DTP Chairman Ahmet Turk as 
saying that if Turkey were to employ democratic and civilian 

methods in finding a solution to the Kurdish issue, the DTP 

would then call on the PKK to either sweep the mines it had laid 

or to indicate where it planted them. Turk added that if the 
Government were to send the message that it wanted to resolve 

the Kurdish issue through non-violent methods, then it would be 

able to deal with the issue more effectively. 

6. BOLGE/EVRENSEL: A hundred members of the Labor Platform 
held a march in Adana to demand a larger minimum wage increase. 
The group chanted slogans as it marched towards the AKP\'s 

provincial party building. 
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7. TOPLUMSAL DEMOKRASI: A Diyarbakir court continued its 
hearing of the case opened against Diyarbakir Mayor Osman 
Baydemir as a result of remarks he had made \"to calm the unrest\" 
that had erupted between March 28 and 31 in Diyarbakir and had 
resulted in the death of 10 people. The Mayor reportedly faces 

up to ten years of imprisonment. The Diyarbakir Governor\'s 

Office reportedly stated that Baydemir had requested permission 
from the Governor\'s Office to attempt to calm down the 

instigators. The Office had also assigned a Deputy Governor to 
work with Baydemir on restoring the peace. 


8. SABAH: Sabah daily reported that the Diyarbakir 
Governor\'s Office denied assigning any responsibilities to Mayor 
Baydemir during the incidents that took place last March in 
Diyarbakir. 


CRIME / LAW ENFORCEMENT: 


9. RADIKAL/HURRIYET: In Diyarbakir a 16-year-old boy, 
who found his 18-year-old sister talking to her boyfriend on her 
cell phone at 3 AM, shot and killed her. The boy confessed to 
the murder and was arrested by police. 


10. HURRIYET: Customs officials at the port of Mersin 
discovered contraband cigars worth 150,000 YTL (approximately 
100,000 USD) in a truck aboard a vessel loaded with oranges that 
had come from the Turkish Republic of Northern Cyprus. 


11. HURRIYET: Three men, who deserted from the PKK and were 
briefly afforded shelter by peshmergas of the Iraqi Kurdistan 

Democratic Party, were returned to Turkey, reportedly upon their 

own request. The Sirnak Governor\'s Office announced that the 

men had been arrested at the Habur Border Gate in Sirnak. In 

another PKK-related story, hackers who had been caught and 

arrested on charges of conducting propaganda for the PKK by 

hacking websites, had allegedly hacked a total of 2,307 public 

and private websites before being apprehended. 


CULTURE / SOCIETY / ENVIRONMENT 


ADANA 00000001 002 OF 002 


12. SABAH: A 13-year-old girl in Van\'s Baskale district, 
whose uncles had attempted to marry her to a 40-year-old man 
after her parents died, was put under state protection by the 
Van Governor\'s Office. 


13. SABAH (GUNEY): State Minister Kursat Tuzmen attended 
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the groundbreaking ceremony for a monument that would be erected 
in memory of the 14 children who were massacred by French forces 
during the clashes that took place in Gaziantep as the city was 
fighting to liberate itself from French occupation in 1920s. 


14. HURRIYET (CUKUROVA): The Dean of the Department of 
Fisheries and Aquaculture at Mustafa Kemal University in Hatay 
stated that Iskenderun Bay well-protected for tourism and 

fishing purposes. He added that the government had become 
indifferent to the issues emerging in and around the Bay. 


15. HURRIYET (CUKUROVA): Gaziantep Mayor Asim Guzelbey said 
that Gaziantep province ranked second among Turkey\'s most 
heavily-indebted municipalities. Guzelbey, who noted that 

earlier administrations had made unplanned and lavish 

expenditures, added that the municipality had won its 

international arbitration court case, which would result in 

seven trillion (approx USD 5 million) Turkish Liras being repaid 

to the Gaziantep Municipality. 


16. HURRIYET (CUKUROVA) / BOLGE / EKSPRES: The Yeni Adana 
daily celebrated its 89th birthday yesterday in Adana. Many 

journalists, executives, and other distinguished guests attended 

the event. 


17. HURRIYET (CUKUROVA): In Gaziantep, two people claiming 
to be the police chief and his deputy defrauded tradesmen of 
their money. Police apprehended the two offenders. 


18. RADIKAL / ZAMAN / SABAH (GUNEY) / TOPLUMSAL DEMOKRASI: 
Heavy snowfall has been adversely affecting daily life in 

Diyarbakir, Bingol, Mardin and Batman provinces. The roads to 

villages were blockaded with snow, and schools in Diyarbakir\'s 

Silvan district were closed for a day due to the heavy snow. 


19. TOPLUMSAL DEMOKRASI: According to this daily, an 
anonymous official from Regional Directorate of Environment and 
Forests allegedly admitted that the Idil Jandarma Command had 
requested permission from the Directorate to cut down trees in 
some sections of the district due to security concerns in the 

area (See press summary for December 26). Soldiers had, however, 
started cutting down trees in many places prior to official 
permission being given by the Directorate. The official further 
acknowledged that these activities had occurred not only in 
Sirnak\'s Idil district, but in the Guclukonak and Uludere 

districts as well. 


20. TOPLUMSAL DEMOKRASI: A delegation, including DTP\'s Idil 
District Chairperson and the mayor of Idil, paid a visit to the 
Syriac Church in Sirnak to Christmas greetings. 
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21. CUMHURIYET: A controversial Turkish-US joint venture 
entitled the \"Blackhawk Security Company" announced recently 
that it was halting its operations in Sirnak\'s Silopi district 

due to financial concerns. 
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Classified By: Political Officer Michael Garuckis. Reasons: 1.4 (B) AN 
D (D) 


1. (C) Summary. Polling data and survey results suggest that 
corruption in the Dominican Republic is widespread, popularly 
accepted, and getting worse. Government efforts to combat 
corruption are hampered by sociey\'s acceptance of the 
practice, but more critically, enforcment tends to be 

directed toward political opponents while failing to 

challenge aequately the interests of the judiciary, the armed 
forces, and the police. Last week the Justice Ministry 
published its investigation of the November 23 failed attempt 
to arrest a corrupt regional district attorney -- a snafu 

that left him dead and, now, three senior justice officials 
suspended. End summary. 
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2. (U) Late 2006 brought bad news for the Dominican 
government on the corruption front: domestically, 36.7 
percent of respondents in an opinion poll done jointly by the 
Gallup Organization and leading center-left daily HOY found 
the problem of corruption to be more severe than in the 
\"past\" -- a 16 point increase over a previous August 2006 
study. Internationally, annual Transparency International 
Corruption Perceptions Index scores were released, showing a 
fall from 3.0 to 2.8 (dropping the country's ranking from 85 
to 99). Last year Transparency\'s Chairman Peter Eigen 
explained that scores below 3.0 indicate \"rampant corruption 
that poses a grave threat to institutions as well as to 

social and political stability 1" 


3. (SBU) His view is confirmed for the Dominican Republic by 
personal histories from Embassy contacts, anecdotal evidence 
from Embassy personnel, and public remarks by civil society 
leaders and officials. On November 29 ServiQ Tulio Castanos, 
director of leading rights-NGO FINJUS (Foundation for Justice 
and Institutionalism or Fundacion Instiucionalidad y 

Justicia), commented, We are faced with a State that is 
losing its authority." 


4. (C) Despite significant new legislation designed to fight 
corruption, the overall situation did not improve in 2006 and 
despite USG assistance is not likely to improve rapidly. The 
overwhelming attitude of the general populace is tolerance 
toward corrupt practices, the executive branch lacks the will 
to pursue corruption, and the judiciary has failed to impose 
deterrent sentences. 


5. (U) In February 2006 President Fernandez finally issued a 
\"bridge decree,\" requiring public solicitation of bids for 
government purchases of goods, services and construction. The 
decree entered into force on June 1. It contained numerous 
limitations and escape clauses, including subject matter 
exemptions (i.e., social programs, poverty alleviation, and 
programs dealing with \"women, the disabled, children or 
adolescents facing scare resources\"). The ceilings on 

amounts subject to its provisions were high. The decree 


Column 3 

remained in effect until August 18, 2006, when it was 
supplanted by generally satisfactory legislation addressing 
these issues. The entry into force of the regional trade 
agreement with the United States (DR-CAFTA) brings additional 
credibility to the government procurement statutes and to the 
criminalization of bribery in trade matters. 


6. (SBU) At issue will be the implementation and use of these 
new instruments. On November 29 former Attorney General and 
current Senator for Santiago Francisco Dominguez Brito 
commented publicly on the most recent non-CAFTA-related 
anti-corruption legislation to pass through the Dominican 
Congress, the 2004 Freedom of Information Act (Ley General de 
Libre Acesso a la Informacion Publica). Dominguez Brito, 
considered both by the Embassy and by the general public to 


be an honest, engaged public official, dismissed the 
legislation as ineffective because of lack of implementation. 
Dominican wags hearing this remark suggested that the 
Dominican national character simply lacked the concepts of 
personal responsibility necessary for effective 
implementation - - \"it\'s easy to pass legislation.\" 


7. (SBU) Ratifying this view is a 2005 poll conducted by the 
Pontifical Catholic University (PUCMM). The PUCMM study, 
co-sponsored by USAID and released this December 7, is the 
first formal discussion of \"petty\" corruption in the 

Dominican Republic in the last 5 years and the first to 
examine the subject extensively. lts principal findings 

confirm empirically that corruption is both widespread and 
culturally accepted in the Dominican Republic. 


These findings include: 


-- 82 percent of those polled find corruption to be at least 
somewhat tolerable 


-- 13 percent of all respondents have paid bribes to 
government officials, principally in the areas of health care 
and justice, and the majority of those paying bribes (55 
percent) either approve of the practice or recognize it as 
\"wrong,\" but \"justified.\" 


-- 67 percent of all respondents would suggest to their 
friends and family the payment of a bribe to speed 
administrative processes 
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-- Only 3 percent of those solicited for bribes report the 
solicitation. Of those not reporting, over half state that 

it would be \"a waste of time\" or that it \"wouldn\'t matter." 


8. (C) Why wouldn\'t reporting solicitation of bribes 
\"matter\"? The Embassy finds the shape of the answer in a 
review of judicial actions resolved during 2006, as well as 
those actions currently pending (paras 12-14 below). Bluntly 
put, the review suggests that Fernandez administration tends 
to punish corruption as part of a partisan political agenda, 
rather than as an overall curative. The only notable 
exception to this tendency are the enforcement actions 
targeted against evasion of taxes and customs, led by 
Internal Revenue Head Juan Hernandez and by Customs Director 
General Miguel Cocco. 


9. (U) On November 23 the single vigorous effort by Justice 
Ministry officials to arrest one of their own turned into a 
disaster that resulted in the shooting death of the suspect, 
one uniformed officer wounded, the suspension of two honest 
and competent deputy attorneys general, and the demotion of 
the number two official at the ministry. 


10. (U) After receipt of several complaints in late 2005, 
Deputy attorneys general Bolivar Sanchez and Frank Soto 
obtained wiretaps and instituted surveillance of regional 
Prosecutor for Puerto Plata Dr. Teodoro Ceballos Penalo. 
These not only confirmed that Ceballos was extorting money 
and otherwise abusing his office but revealed that he was 
commissioning an imminent murder of a resident Italian 
couple. Sanchez and Soto arrived in the northern city at 
about noon to obtain a judicial warrant for arrest and 

organize his capture in the town of Sosua, some twenty miles 
distant. Delays were such that they had to obtain a revised 
warrant authorizing action at night. They obtained 

permission to proceed from Rodolfo Espiniera, acting Attorney 
General in the absence from the country of Atty Gen Jimenez, 
then set out to Sosua at about 8 PM, where Ceballos was 
dining with friends in a restaurant. In route in a four-car 
caravan they recognized Ceballos in a white pick-up coming 
the other way; the arrest team turned to follow him. Soto 


instructed an officer to call Ceballos on his cell phone to 
warn him not to resist arrest, but the call failed because of 
poor regional coverage. When the senior uniformed officer 
pulled ahead of Ceballos and blocked his route, a uniformed 
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drug enforcement officer approached the car. Ceballos, 
evidently expecting an assassination attempt, opened fire 

with a pistol, wounding the arresting officer in the leg and 
getting off five shots before vigorous return fire silenced 

him. A female passenger was unhurt. The team took Ceballos 
to emergency services in Puerto Plata and he was transferred 
to Santiago but died shortly afterwards of a head wound. 


11. (SBU) Attorney General Jimenez commissioned an 
investigation. The three-person team coordinated by Gisela 
Cueto delivered its report December 30, confirming the strong 
evidence against Ceballos Penalo. The members advised 
renewing vigilance over activities of prosecutors and 
strengthening technical capabilities in evidence handling and 
crime scene investigation. They recommended a judicial 
inquiry against the uniformed officer whose automatic weapon 
killed Ceballos -- largely because the officer denied having 
pulled the trigger. The two assistant attorneys general were 
suspended and referred for disciplinary review within the 
ministry. And the following week the Attorney General moved 
Rodolfo Espiniera from the number two position to a routine 
administrative post.The lurid story of judicial enforcement 
gone wrong, worthy of a James Ellroy novel, is being 
published serial form in HOY newspaper, via installments of 
the full text of the commission\'s account, complete with 
verbatim interviews and a diary of its contacts and 

activities. 


A PARTIAL LIST OF RESOLVED AND PENDING CASES AGAINST FIGURES 
OUTSIDE THE FERNANDEZ ADMINISTRATION 


12. (SBU) There is no lack of judicial casework on 
corruption, but there has been little forward movement in 
them. These include: 


-- Charges for money laundering brought and currently 
pending against Pedro \"Pepe\" Julio Goico Guerrero (head of 
presidential advance under the former administration of 
Hipoligo Mejia). 


-- Formal investigation begun of Milagros Ortiz Bosch 
(Secretary of Education and Vice President. under Mejia and 
current PRD presidential pre-candidate) for possible theft 
from financing for school lunch program during her tenure, as 
well as other management \"irregularities\" totaling over 1 
million USD in current dollars. 
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-- Convictions obtained for fraud and embezzlement in the 

Plan RENOVE scandal (involving the over-priced purchase of 
public transport vehicles during the Mejia administration). 
Results of Supreme Court review are expected soon. Convicted 
were: 


1) Pedro Franco Badia (former Minister of the Interior and 
ex-president of RENOVE -- 3 years house arrest and fine of 15 
million pesos); 

2) Casimiro Antonio Marte (president of transport union 
CONATRA -- 3 years prison); 

3) Milciades Amaro Guzman (3 years in prison and a fine of 5 
million pesos); 

4) Fabio Ruiz Rosado (4 years in prison and a fine of 10 

million pesos); 

5) Antonio Perez (6 months house arrest); 

6) Gervasio de la Rosa (2 years in prison); 

7) Paulino Antonio Reinoso (2 months house arrest); 

8) Alfredo Pulinario Linares (six months house arrest); 

9) Freddy Mendez Monres de Oca (six months house arrest); and 
10) Blas Peralta (president of the National Federation of 
Dominican Transport (FENATRADO) -- six months in prison and 
fine of 2 million pesos) 


-- Case pending against Victor Cespedes Martinez (Attorney 
General under Mejia) for bribery, prevarication (representing 


another\'s interest while public official), criminal 

association, and fraud. He allegedly promised inmates 
presidential pardons in exchange for money or sexual favors. 
Several inmates allegedly paid between 250,000 and 500,000 
pesos to Cespedes. (This Embassy obtained Department 
authorization to revoke his U.S. visa.) In addition, 

Cespedes was found not guilty of malfeasance for paying from 
official funds a large supplementary honorarium to a staff 
member defending government actions in another case. 


-- Conviction obtained for Mejia-era administrator of 

National Real Property, Victor Tio and 4 others. They were 
sentenced to between one and two years in prison after being 
found guilty of fraud in the improper transfer of state 

property (totaling 3381 sq. meters). Four others were found 
not guilty. Prosecutor German Miranda Villalona had sought 
maximum sentences of 5 years for Tio and 3 years for 2 others. 


-- Case pending against Cesar Sanchez Torres, administrator 
for the Mejia administration of the Corporation of State 
Electric Companies (CDEEE). Sanchez is accused of a 2002 
fraud involving more than 2 billion pesos (USD 60 million 
current, USD 115 million in 2002) of government bonds. 
Specific charges include prevarication, fraud, violation of 
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Law 128-01 (concerning government bonds) and violation of 
Article 102 of the Constitution. Proceeds of sale of 
government bonds totaling 2,019,400,000 pesos were directed 
to CDEEE for the construction of a 345 kilovolt transmission 
system between Santo Domingo and Santiago. The system was 
never built and Law 128-01 required that the funds be used 

for only the designated purpose. Additionally, \"grave 
irregularities that constitute fraudulent attempts to hide 

the criminal activity" are alleged. Sanchez purportedly 

tried to use documents regarding a second bond issue to show 
payment on the first. 


A PARTIAL LIST OF RESOLVED AND PENDING CASES AGAINST FIGURES 
WITHIN THE FERNANDEZ ADMINISTRATION 


-- Conviction obtained against Yorman R. Solano Vazquez, the 
Fernandez administration\'s executive technical director for 
coordinating special development zones for the border region. 
He was accused of soliciting bribes to arrange for the 

irregular shipment of six containers of merchandise through 
Caucedo Multimodal Port, asserting that he had authorization 
of Customs Director General Miguel Cocco. Convicted on July 
1, 2006, of violating Articles 166 (prevaricacion) 174 

(collusion while public official), 175 (illegal compensation 

for official actions), and 177 (accepting bribes) of the 

Criminal Code. Sentenced to 3 years in prison and 100,000 
peso fine. 


-- Case pending against Marino Manuel Guichardo Pena, former 
assistant director of analysis for the Office of the 

Comptroller General. He is accused of favoring institutions 
from which he received \"commissions\" (i.e., bribes). 
Specifically, he required and accepted bribes from persons, 
businesses, and contractors offering services to the State. 


-- Case pending against Felix Alberto Alcantara Lugo 
(ex-President of the Committee for Reform of Government 
Agencies (CREP)) for prevarication and embezzlement. He is 
accused of mishandling 27 million pesos of public funds. 
Among the evidence implicating him in criminal activity is a 
check for USD 77,000 written in October of 2004 to 
Consolidated Aircraft Corporation and, in September of 2004, 
a check for RD pesos 6 million in favor of Alcantara\'s 
chauffeur Rafael Adams. Alcantara is also accused of 
fraudulently participating in above-market-value purchases of 
computer software, a Toyota Land Cruiser and three Isuzu 
trucks in 2005. 
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Still, governmental advocacy against party stalwarts appears 
imperfect. 


-- The Santo Domingo district court has delayed for a month 
until February 8 a hearing on the PEME case. The Fernandez 


administration declines to sustain an appeal (first made 

under the Mejia administration) against dismissal of charges 
against 4 senior PLD officials Simon Lizardo, Haivanjo Ng 
Cortinas, Luis Inchausti and Diandino Pena (and 4 others) 
accused of embezzling roughly USD 43 million (1999 
equivalent) from the now defunct PEME (Temporary and Minimal 
Employment Fund) during the first Fernandez administration. 
All except Inchausti are serving in the current Fernandez 
administration: Lizardo is Comptroller, as before; Ng is 
Superintendent of the Securities Commission; and Diandino 
Pena is the commissioner in charge of getting the President\'s 
Metro line built. The Ambassador cited this five-year-old 

case in his November 22 speech as an example of the failure 
of the judicial system to investigate: \"Either the charges 
were unfounded, or those accused are benefiting from 
traditional Dominican impunity. The people do not know. And 
they will probably never know." 


13. (SBU) In terms of fighting corruption within the police, 
armed forces, and judiciary, the government\'s track record is 
rather worse. Rather than resort to judicial sanctions, the 
authorities apply weak, non-judicial sanctions. This 

typically means termination of employment. In the most 
notable instances: 


-- 16 judges were terminated this year through an internal 
judiciary review process for issuing sentences \"favorable\" to 
narcotics traffickers (assumedly as a result of corruption), 
but no criminal investigation/prosecution is anticipated. 


-- The Armed Forces have likewise terminated 15 members (rank 
of lieutenant colonel and below) for a variety of offenses, 

at least 8 of whom were dismissed for classic 

misappropriation or money changing hands\" corruption-type 
offenses. None of these members currently faces civilian 

justice to our knowledge and none will face military justice 

(save dishonorable discharge or forced retirement). 

According to a Dominican Army JAG officer, the maximum 
punishment under the Armed Forces, Organic Law is 
dishonorable discharge; additional punishment must come from 
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civilian authorities in civilian courts. 


-- The National Drug Control Directorate (DNCD) terminates 
employment in lieu of prosecution, and has fired more than 
600 officers since August 16, 2006, for an ill-defined mix of 
\"incompetence\" and \"criminality,\" likely to include what we 
would consider to be corruption-related offenses. 


14. (SBU) An alternative manner of dealing with corruption, 

or perhaps the threat of corruption, is reassignment. An 
example of this practice is the mass reassignment of DNCD 
officers, most recently in Puerto Plata and Sosua. 
Government officials invariably describe the reassignments as 
\"normal procedure.\" 


15. (C) While the impact of corruption is more than ever in 
the thoughts of the Dominican populace, little real progress 
in the fight against corruption has occurred. The culture of 
impunity is weakening but the prospect of effective 
punishment has not gotten much closer. The current political 
leaders of the Fernandez administration, with the honorable 
exceptions of the heads of Internal Revenue and Customs, have 
done little to convince the public or the corrupt that they 
mean business. A change in this behavior is unlikely, given 
the beginning of campaigning within the parties and between 
the parties for the 2008 presidential election. 

HERTELL 


91737 

RR RUEHDA 

DE RUEHDA #0002/01 0081117 

ZNR UUUUU ZZH 

R 081117Z JAN 07 

FM AMCONSUL ADANA 

TO RUEHC/SECSTATE WASHDC 4406 
INFO RUEUITH/AFOSI DET 521 ANKARA TU 
RUEHAK/AMEMBASSY ANKARA 0952 
RHEFDIA/DIA WASHINGTON DC 
RUEHIT/AMCONSUL ISTANBUL 0820 
RUEKJCS/OSD WASHINGTON DC 
RUEAIIA/CIA WASHDC 

RUEILB/NCTC WASHINGTON DC 
RHMFIUU/AFOSI DET 522 INCIRLIK AB TU 
RUETIAA/DIRNSA FT MEADE MD 
RUEHDA/AMCONSUL ADANA 1008","UNCLAS SECTION 01 OF 03 ADANA 000002 


Column 3 
SIPDIS 


SIPDIS 


E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR DECEMBER 28, 2006 


1. This is the Southeastern Turkey press summary for December 
28, 2006. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL 


2. ZAMAN / BOLGE / EKSPRES: Mayor Aytac Durak, Deputy 
Governor Mehmet Demir, and Cukurova University Rector Alper 
Akinoglu attended the opening ceremony of renovated units of the 
Balcali Hospital of the Cukurova University, such as the Blood 
Center and General Surgery Unit. Following some media 
organizations\' reports on accommodation problems experienced by 
the relatives of patients at Balcali Hospital Rector Akinoglu 
announced that they were planning to build a hotel on the upper 
floors of a parking facility near the hospital in order to offer 

a convenient place for the relatives of the patients who come to 
Adana from nearby provinces in order to take care of their kin. 
Akinoglu made a call to Adana businessmen to support 
construction of the hotel since they were not able to raise the 

funds needed for it on their own. 


3. HURRIYET: Following remarks of Ahmet Turk, the National 
Chairperson of the DTP, who said that if Turkey were to employ 
democratic and civilian methods in finding a solution to the 
Kurdish issue, the DTP would then call on the PKK to either 
sweep the mines it had laid or to indicate where it planted 

them, a senior general working in the southeastern Turkey said 
that he PKK had no maps in hand that showed the locations of 
each mine they had planted in Turkey. The general gave further 
information about improvised mines PKK was using and said that 
there were no specific locations assigned that the terrorist 
organizations would plant their mines to. According to the 
general DTP had no idea about the structure and tactics of the 
PKK, and that DTP was wrongfully assuming that they could 
influence the PKK. However, the general pointed out that the 
PKK was playing with DTP for its own advantage. 


4. RADIKAL / EVRENSEL / TOPLUMSAL DEMOKRASI: Four members of 
DTP provincial party administration in Ankara, who were detained 

the previous day by Ankara police reportedly because they 

participated in a religious ceremony held in Ankara for a 

deceased PKK member and because of a press announcement they 
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held on December 2 about the cease-fire, were released yesterday 
after being arraigned. 


5. TOPLUMSAL DEMOKRASI: DTP Chairperson Ahmet Turk 
dismissed recent news reports that appeared with claims about 

his frustration with the people of Diyarbakir who reportedly 

\"did not extend much support\" to the 900-person \"Walk for Peace\" 
convoy that traveled from Diyarbakir to Ankara last week to 
support the cease-fire process (see press summary for December 
18, 19 and 25). According to Turk, those reports were aiming to 
sour ties between DTP and Kurdish people. Turk said that his 
remarks then were merely self-criticism fired against the DTP 
party organization, and it was not intended for, or meant to 

point a finger at, the Diyarbakir people. Turk added that the 

party organization was able to take that criticism well. 


6. TOPLUMSAL DEMOKRASI: Mus Prosecutor's Office started an 
investigation against Siddik Genc, DTP Mus Provincial 

Chairperson, because of a speech Genc delivered during the \"Walk 

for Peace\" activity held at the onset of last week. 


7. TOPLUMSAL DEMOKRASI: The court issued a 1200 YTL 
(approximately 850 USD) fine against DTP District Chairperson of 
Agri\'s Dogubeyazit district who was standing trial for using the 
non-Turkish VW! letter in an application document requesting 
permission from the subgovernor\'s office to hold 2006 Newruz 
celebrations and who used the same letter in the banners. 


8. EVRENSEL / TOPLUMSAL DEMOKRASI: Thirteen villagers, 
who were standing trial for hurling stones and eggs at U.S. 
soldiers that came in a convoy to Sanliurfa\'s Suruc district in 
March 2003 to recover the remnants of a misfired Tomahawk 
missile, have been acquitted by the 2nd First Instance Court. 


9. TOPLUMSAL DEMOKRASI: The party organization of DTP in 
Hakkari\'s Yuksekova district held a meeting called \"Peace and 
Democratic Solution for the Kurdish Issue.\" Yuksekova Mayor 

(from DTP), members of Free Citizens\' Initiative and other civil 
society organizations, and people attended the meeting. It is 
stressed in the meeting that Kurds should give up voting for 
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parties like AKP, CHP and MHP which have reportedly been 
nurturing animosity against Kurds. During the meeting, people 
gave messages to embrace the cease-fire process more strongly. 


SECURITY 
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10. TOPLUMSAL DEMOKRASI: District Jandarma Command Teams in 
Sanliurfa\'s Suruc district conducted a raid on a village early 

yesterday morning upon reported intelligence received and as a 

result of permission given by the Suruc Prosecutor\'s Office. 

Teams, who searched all the houses, were able to find nothing 

and left the village later. 


ECONOMY 


11. SABAH (GUNEY): The daily portrays Chairperson of Adana 
Chamber of Commerce (ACC) as drinking a glass of orange juice at 
a shop in downtown Adana to support the camping Sabah (Guney) 
daily recently launched to increase the consumption of citrus 

fruit in the Adana province. 


CRIME / LAW ENFORCEMENT: 


12. RADIKAL: Masked thieves with long-barreled rifles 
stopped a car in Van\'s Baskale district and stole a total of 

16,000 YTL (approximately 11,200 USD) and three cell phones from 
the people in the car. 


13. BOLGE / ZAMAN: Mersin police found 13 kilograms of 
heroin in a hidden section of a small passenger bus. The heroin 
was brought to Mersin via Van after it entered the country from 
Iran, said the Security Director of Mersin. It would then be 
transported through Istanbul to the European countries to be 
marketed there. Four people in the vehicle were detained by the 
police. 


CULTURE / SOCIETY / ENVIRONMENT 


14. HURRIYET / TOPLUMSAL DEMOKRASI / CNNTURK ONLINE / 
HURRIYET (CUKUROVA) / SABAH (GUNEY) / RADIKAL / ZAMAN: An 
avalanche killed a 55-year-old member of a crew working to clear 

the snow-covered roads between Hakkari\'s Yuksekova and Semdinli 
districts. Another crew member was wounded in the incident. 
Separately, 22 passengers in a small bus stranded in snow on a 

road in one of the villages of the Cukurca district were rescued 

by the teams working to clear the roads from snow. Due to 

adverse weather conditions schools in Bitlis; Bitlis\'s Tatvan 

and Guroymak districts; Eruh\'s Siirt district; Mardin\'s Omerli 

district; VanYs Bahcesaray, Caldiran, Baskale and Ercis 

districts have been closed for one day. Schools in Batman, 

Sirnak and Igdir provinces shave been closed for three days. 

Snowfall forced the closure of the main road that connected 

Diyarbakir to Bingol and Mardin provinces. Turkish Airlines 

cancelled a morning flight between Istanbul and Diyarbakir due 

to the icing spotted on Diyarbakir Airport\'s runway yesterday. 

Eleven flights from Diyarbakir to Ankara, Istanbul, Izmir and 
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Antalya provinces were also cancelled the previous day. Roads to 
the thousands of villages and hamlets are blocked in many 
provinces of the eastern and southeastern Turkey. Snow reached 
to one foot in Hakkari and to two feet in Mardin city centers. 

A total of 114 people went to the hospitals because of fractures 
caused by falling on slippery roads in Diyarbakir in the last 

two days. 


15. TOPLUMSAL DEMOKRASI: DTP called off its program that 
would have Ahmet Turk, National Chairperson of DTP, and Aysel 
Tugluk, Vice-Chairperson, to work out ways to turn the 

cease-fire process into a state of permanent peace in Batman and 
Tunceli provinces, due to the adverse weather conditions in the 
region (see press summary for December 27). 


16. TOPLUMSAL DEMOKRASI: The daily comments on the incident 
that took place on December 19 and 20 in the Mersin University 
between the leftist oriented students and ultra-nationals 
students. Thirteen students were arrested after the event. The 
anti-riot teams had difficulty quelling the clash between the 
students then. According to the daily, the authorities 

refrained to date from initiating legal actions against the 
ultra-nationalist students who allegedly \"attacked the leftist 
oriented Kurdish students in the campus\", and tacitly gave 
support to the ultra-nationalist students. However, the local 
dailies such as Bolge and Ekspres reported last week that \"200 
leftist students attacked the students who were believed to be 
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ultra-nationalists.\" (Note: The last sentence is from December 
20 editions of Bolge and Ekspres dailies. End Note.) 
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DEPT PLEASE PASS TO NEA/ARP FOR SWALKER/BSHUKAN 


E.O. 12958: DECL: 01/07/2027 

TAGS: PREL, PGOV, PINR, KISL, SA 

SUBJECT: DEMARCHE DELIVERED: SECURING REGIONAL BORDERS 
AGAINST INFLUX OF FOREIGN FIGHTERS AND WEAPONS TO SOMALIA 


REF: SECSTATE 203455 


Classified By: Charge DVAffaires Michael Gfoeller for reasons 1.4 (b) a 
nd (d). 


1. (S) Charge" delivered reftel demarche to Minister of State 
for Foreign Affairs Ambassador Dr. Nizar Obaid Madani on 
January 7. Dr. Madani emphasized that it the SAG\'s policy to 
refrain from interfering in the internal issues of other 

states, pointing out that Saudi Arabia does not share a 

border with Somalia. He said that the MFA and Saudi 
intelligence agencies are in the process of evaluating the 
situation in Somalia based on recent developments and offered 
to share this evaluation with Post upon completion. 


2. (S) Dr. Madani wondered how serious the opposition to 
Ethiopian troops in Somalia really is, stating that it would 

be \"helpful\" if Ethiopian troops pulled out. While 
reiterating the SAG\'s non-interference policy, he added that 
the presence of foreign forces in Somalia would not be 
\"helpful\" in the long term. 
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E.O. 12958: DECL: 01/07/2017 

TAGS: PREL, PGOV, PHUM, KDEM, BG 

SUBJECT: AMBASSADOR AND BRITISH HIGH COMMISSIONER MEET WITH 
SHEIKH HASINA REGARDING MILITARY COUP 


Classified By: Ambassador Patricia A. Butenis; reason 1.4(d) 


1. (C) The Ambassador and British High Commissioner Anwar 
Chowdhury met with Awami League President Sheikh Hasina on 
January 6. They apprised her of approaches made to them by 
prominent Awami League (AL) members, supposedly backed by a 
faction within the Bangladesh Nationalist Party (BNP), 
advocating political scenarios which include forcing Hasina 

and arch-rival Khaleda Zia into exile abroad and possible 
military intervention. The Ambassador and British High 
Commissioner stressed they did not support or encourage these 
proposals and had consistently opposed any unconstitutional 
role for the military but felt obligated to bring these 

reports to Hasina\'s attention. They suggested that bold 

action by the two leaders to break the impasse would put an 

end to such speculation. The Ambassador and British High 
Commissioner will meet with BNP Chairperson Khaleda Zia 
January 7 for the same purpose. 


2. (C) Hasina largely dismissed the reports and even joked 
that exile in the United States would allow her to see her 
granddaughter. She expressed little concern over her 
personal security. Hasina was not troubled by military 
involvement, either directly or under a state of emergency. 

If the military can intervene and \"make things okay,\" that 
would be good, she said. The Ambassador queried Hasina why 
she thought the military would be willing to return power to 
the very politicians who created the need for military 
intervention in the first place. Hasina said she did not 
envision martial law; opining that no officer is strong 

enough to lead a coup. Moreover, she was confident the 
people would not allow the military to retain power longer 
then necessary to resolve the political crisis. \"There would 
be violence, bloodshed, the country could collapse,\" if the 
military refused to step down. 


3. (C) Hasina argued that the current political impasse 

was the direct result of an orchestrated BNP plan, 
implemented with the collusion of the Chief Advisor, to 

create conditions to force the AL and its partners in the 
\"Grand Alliance\" to boycott the election. \"The BNP does not 
want us to participate because we will win,\" she declared 

with confidence. She complained that President/Chief 
Advisor, Dr. lajuddin Anmed does not listen to his advisors 
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or the international community, but simply follows BNP 
instructions. The President, she said, just wants to hold 
elections and hand over power to Zia, leaving the Awami 
League and its alliance partners with no alternative but to 
boycott a \"rigged\" election. 


4. (C) Asked how she would respond if Zia reached out to 
her to find a solution, Hasina said she would reject any such 
overtures from Zia. The two envoys described a possible 
scenario suggested by some in the BNP under which elections 
would be held with the understanding that new elections would 
be called within 12 months. Hasina dismissed the proposal 
out-of-hand, saying she would sooner support a solution 
involving the military than one that returned the BNP to 

power. Emphasizing the need to take a hard line now, Hasina 
said her supporters already blame her for initially accepting 
lajuddin\'s decision to appoint himself the Chief Advisor. 

Many argue that continuing the street violence that forced 
former Chief Justice Hasan to refuse appointment as the Chief 
Advisor, would have been better than allowing lajuddin to 
engineer a biased election. She denied that cancellation of 
former president and Jatiya party leader Ershad\'s nominations 
caused her to boycott the election. 


5. (C) The Ambassador raised the possibility of UN 
mediation, noting Hasina had once sought UN assistance. 
(Note: Hasina wrote to the UN Secretary General in December 
asking for UN monitoring of the election. End note.) Hasina 
expressed some interest in a UN mediated election, but it was 
clear she envisioned an election effectively run by the UN 

and not just UN mediation of the political issues separating 
the two major political alliances. 


6. (C) On reconstitution of the Caretaker Government and 
the Election Commission, Hasina insisted lajuddin must 
relinquish his position as Chief Advisor; the original ten 
advisors, however, would be acceptable. Hasina also insisted 
the Election Commission must be reconstituted: Aziz and 
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Zachariah (both currently \"on leave\") must resign. 


7. (C) Comment: Rumors have been rampant for months about 
a possible military solution -- ranging from simple military 

support for the Caretaker Government or a military role under 

a constitutional state of emergency to extra-constitutional 
proposals for a military-backed national unity government or 

an outright coup. The Embassy has consistently stressed both 
publicly and privately that we would oppose any 


Column 3 

unconstitutional move by the military and that even a state 
of emergency should be avoided if at all possible. Embassy 
contacts within the military continue to insist that a coup 

is not in the cards and the actions of the military will 

remain within constitutional bounds. End comment. 
BUTENIS 
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SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, ETRD 

SUBJECT: ADANA COMPANY BLAZES TRAIL FOR TURKISH ORGANIC FOOD 
EXPORTERS 


Summary 


1. (U) Despite reduced demand this year for Turkish citrus, one 
Adana-based company has successfully entered the European 
organic foods market with produce from farms in the region. Pan 
Tarim\'s director, Zeynep Oztekin, cited two main challenges: 
convincing local growers to endure the difficulties of 
transitioning to chemical-free farming and managing the 
extensive auditing that is required for produce to be labeled 
organic. She anticipates further growth in Europe, but believes 
the more mature U.S. market will be harder to enter. Though 
organics are not a panacea, Oztekin\'s success shows there is a 
place for Turkey in the growing market for high value-added 
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agricultural products. End summary. 


A First for Turkey 


2. (U) She told us that Pan Tarim is a pioneer in Turkey to 
specialize in growing, packing, and exporting organic produce, 
primarily tomatoes and citrus. Her company, Pan Tarim, was the 
first in Turkey to have its produce certified as organic by the 
Institute for Markey Ecology, a gate-keeper for European organic 
food sellers. 


3. (U) Oztekin explained that securing certification from the 

IMO requires growers to demonstrate they have been operating 
without chemicals for at least two years. In addition, the 

produce must pass through subsequent links in the supply chain - 
harvesting, storage and shipping - without exposure to 

chemicals. Finally, organics require \"traceability\" from the 

seed to the market shelf as well as stringent labeling and 

worker safety requirements. As a consequence, Oztekin has a far 
more intense relationship with her growers than other exporters 
would have. She noted that this lengthy audit process demands 
accurate record-keeping and technology-intensive information 
management. To improve efficiency, Pan Tarim is opening a 
packing house in February 2007 in the Adana Organized Industrial 
Zone. Despite the administrative challenges, the rewards are 
high: currently, the farm price for organic citrus is about 

double that for conventionally grown fruit. 


4. (U) One of Pan\'s early success stories was achieved by 
working with growers from an Armenian village, Vakifli, in the 
Samandag District of Hatay. Because the village had 
traditionally never used fertilizers or pesticides, they were 

able to gain organic certification without the usual transition 
period. In cooperation with Oztekin, the villagers established 
a cooperative and their organic broke the Spanish monopoly in 
the UK market by exporting to Tesco, and Sainsbury. As a 
result, the village was awarded \"the Exporter of the Year\" by 
Turkish Exporters Assembly (TIM) in 2004. 


Plenty of Room for Growth 


5. (U) The market for Turkish organics is almost exclusively in 
Europe. Pan\'s largest customers are the UK-based Tesco and 
Sainsbury\'s supermarkets. Her produce is also sold in Carrefour 
markets in France - but not in Carrefour\'s Adana store. The 
organic market in Europe is growing by about 20-30% annually and 
the global trade volume is expected to increase from $25 billion 

to $100 billion the next five years. This year, Pan Tarim plans 

to double its citrus exports to 4,000 tons. Oztekin is also 
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applying for organic certification from the USDA, which will 

open up the American market as well. Based on a visit she made 
to the U.S. under the Cochran Fellowship, Oztekin concluded that 
the technical requirements for organics in the U.S. are easier 

to achieve, but the sophisticated distribution and marketing 
systems of American food companies make the market very 
competitive. Other markets include Korea, which imports \"black\" 
carrots, and may buy nuts and other produce as well. 
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SIPDIS 

SENSITIVE 

SIPDIS 

DEPARTMENT FOR SCA/INS, DS/IP/SCA AND DS/ITA 


E.O. 12958: N/A 
TAGS: PTER, PGOV, PINR, ASEC, CASC, IN 
SUBJECT: TERROR SUSPECT ARRESTED IN BANGALORE 


REF: 06 CHENNAI 2467 


1. (SBU) Summary: On January 6, Bangalore City Police announced the 
arrest of Bilal Ahmed Kota, a Kashmiri also known as Imran, on 
suspicion of preparing a terrorist attack. The suspect was arrested 
at a Bangalore suburb from a private bus coming into the city from 
north Karnataka. Bangalore police told post they recovered an 
automatic weapon, ammunition, grenades and other items from the 
suspect. The police also told us Bilal had been trained in Pakistan 
and is known to the Jammu-Kashmir state police. The suspect is 
alleged to have resided for the past five years in the Karnataka 
tourist center of Hampi, where he operated a handcrafts store. A 
Karnataka police intelligence official told us that Bilal\'s primary 
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mission and affiliations have yet to be determined. End Summary. 


2. (U) Bangalore City Police announced the arrest of a 32 year-old 
Kashmiri, Bilal Ahmed Kote, also known as Imran, from a private bus 
enroute to Bangalore from Hospet, a town in the north Karnataka 
district of Bellary. A cardboard carton containing a Chinese Type 

56 automatic rifle, four ammunition magazines, five Chinese-made 
grenades, a Thuraya satellite phone and SIM cards to access various 
local networks were recovered from the suspect. 


3. (SBU) Bipin Gopalakrishna, Deputy Commissioner of Bangalore City 
Police, told post that the police have determined that Bilal had 

been a member of the Jammu Kashmir Liberation Force in the 1990\'s 
and has visited Pakistan on several occasions. In 1990 he underwent 
basic military training in Muzaffarabad on the Pakistan side of the 
Jammu-Kashmir border. After returning to India, Bilal again made 

his way to Pakistan in 1994 and on his return journey he was 

arrested by the Border Security Force for illegally entering India. 

He was released, we were told, as there was little to link Bilal to 
specific terrorist acts. Subsequently he was picked-up by the 
Jammu-Kashmir police on suspicion of aiding Kashmiri terrorists, but 
he again was released. Bilal traveled to Pakistan in 2000, when he 
underwent a communications training program, and in 2005, when he 
allegedly met with senior leaders of Lakshar-e-Taiba, who gave him 
the satellite telephone. According to our police contacts, almost 

all of Bilal\'s communications with his handlers were via e-mail 

using Roman script, with the satellite phone being seldom used, 
apparently to avoid detection. 


4. (SBU) Karnataka\'s Inspector General of Police Intelligence, 
Kishore Chandra, told post that for the past five years Bilal has 
lived in the Karnataka tourist town of Hampi where he operated a 
handcrafts store selling Kashmiri artifacts. During this period 

Bilal established a network of contacts, mostly in the local 
Kashmiri community which has a large presence in the handicrafts 
trade. Bangalore City Police\'s Gopalakrishna told us Bilal has 
three siblings: an elder brother and two sisters. His elder brother 
is a driver in the Civil Supplies Corporation of the Government of 
Jammu-Kashmir; one sister is married to a vegetable vendor, while 
the second is yet to be married. Gopalakrishna said the suspect 
comes from a poor background and has completed middle school. 


5. (SBU) Comment: The arrest of Bilal comes close on the heels of 
the arrests of two terror suspects in Mysore in December 2006 
(reftel). As in the case of the previous arrests, the primary 

mission of the detainee remains unclear. Karnataka\'s police 
intelligence chief, Chandra, told post that the suspect could have 
been on a reconnaissance mission. As the affiliation of the suspect 
remains unclear, Karnataka police are working with their 
counterparts in Jammu Kashmir to establish the suspect\'s 
antecedents. Post will continue to follow the investigation and 
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will report on further developments as they emerge. 
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SIPDIS 
SIPDIS 


DEPT PLEASE PASS TO NEA/ARP FOR SWALKER/BSHUKAN, NEA/RA FOR 
DMONOSSON, AND NEA/PPD FOR AFERNANDEZ 


E.O. 12958: DECL: 01/07/2017 

TAGS: PREL, PTER, EAID, PARM, KPAO, ASEC, KPAL, LE, SA 

SUBJECT: FOLLOW UP ON AL MANAR AND AL AKSA TELEVISION; ARMS 
FOR LEBANESE ARMED FORCES 


REF: A. SECSTATE 202506 
B. RIYADH 9216 


Classified By: Charge DVAffaires Michael Gfoeller for reasons 1.4 (b) a 
nd (d). 


1. (C) Charge" met with Minister of State for Foreign Affairs 
Ambassador Dr. Nizar Obaid Madani on January 7 to follow up 
on several demarches delivered during the Hajj and VEid 
holiday. Charge\' asked for the SAG\'s support in 
discontinuing broadcasts of Al Manar television on Arabsat, 

as well as preventing the potential broadcast of Al Aksa (Ref 
A). He noted that Arabsat continues to broadcast Al Manar, 
which is of great concern to the USG. He expressed hope that 
the SAG would take expeditious steps to address this issue. 
Dr. Madani said he would follow up with the appropriate 
officials. 


Column 3 

2. (C) Charge! also asked about the SAG\'s promise to pay the 
Government of Jordan for the transfer of 10,000 AK 47s to 
Lebanon. Dr. Madani indicated that he had followed up this 
issue following their December 23 meeting (Ref B), querying 
various departments, but has been unable to obtain any 
information. He stated that he has been unable to locate any 
such request from the Jordanians, but would continue to check 
and notify Post of his findings. 


3. (C) Dr. Madani asked Charge\ if he had any updated 
information about the status of Adel Al Jubair\'s agrement. 

He emphasized the Saudi ambassador to the U.S. is a key 
position and requested immediate notification when a decision 
is made. 

GFOELLER 
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DEPT PLEASE PASS TO NEA/ELA AND NEA/ARP FOR SWALKER/BSHUKAN 


E.O. 12958: DECL: 01/07/2027 

TAGS: PREL, PINR, KPAL, KISL, SY, SA 

SUBJECT: SAG STATES NO HIGH-LEVEL ENGAGEMENT OF SYRIAN 
OFFICIALS 


REF: SECSTATE 197800 


Classified By: Charge DVAffaires Michael Gfoeller for reasons 1.4 (b) a 
nd (d). 


1. (S) Charge\' met with Minister of State for Foreign Affairs 
Dr. Nizar Obaid Madani on January 7 to relay the request 
contained in reftel that the SAG refrain from allowing 
high-ranking Syrian officials to visit the Kingdom. In 
response, Dr. Madani told Charge\' that he is unaware of any 
planned visits by Syrian President Bashar Al Assad or other 
high-level Syrian officials to the Kingdom. He said that 
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there have been no requests by either the Syrians or the 
Saudis for such meetings, noting that no high-level Syrian 
Officials participated in the Hajj. Post will continue to 
engage with the SAG on this issue. 

GFOELLER 
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E.O. 12958; N/A 
TAGS: PGOV, PREL, KDEM, AM 
SUBJECT: PRESIDENT KOCHARIANVS NEW YEARYS EVE REMARKS 


1. SUMMARY: President Kocharian\'s New Year\'s Eve remarks reiterated 
his call for free and fair parliamentary elections in 2007, and for 
deepening Armenia\'s political and economic reforms, especially for 
competitive markets, judicial reform, and anti-corruption. He said 

that government-paid salaries and social payments would rise in 

2007, in line with Armenia\'s growing economy. On foreign relations, 
Kocharian applauded Armenia\'s warm relations with Russia and France. 
He welcomed Armenia\'s new EU action plan, as part of the EU\'s New 
Neighborhood Policy, and also the Millennium Challenge Account 
Compact signing with the United States, which he said would foster 
development. He noted that the Iranian-Armenian natural gas 

pipeline would soon come on-stream, and predicted additional energy 
cooperation with Iran. On Nagorno-Karabakh, he noted that (Minsk 
Group) negotiations continued, and commented: \"The negotiations 
should lead to the verification of the de facto existence of Nagorno 
Karabagh, and right of its people to live in freedom and security." 

END SUMMARY. 


2. Full Text of Presidential Remarks (GOAM translation, as published 
on the presidential website www.president.am): 


Dear Compatriots: 


In a couple of minutes we will bid farewell to year 2006. It\'s been 
a peaceful and productive year. Armenia has continued its stable 
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development. Accordingly, the next year the state budget will grow 
considerably, which means that salaries, pensions and social 
benefits will grow too. A number of projects, directed at the 
improvement of our people\'s life, will be implemented. 


This year we respectably celebrated the 15th Anniversary of 

Armenia\'s independence. From a distance of the past years we can see 
our country\'s achievements and get a more precise view of what is 

still to be done. In 2007 there will be another jubilee. We will be 
celebrating the 15th Anniversaries of the establishment of our army 

and liberation of Shushi. lt has become a good tradition in our 

families on this day to make a toast to the Armenian Army. | wish a 
good service to those of our servicemen who are celebrating the New 
Year in the places of their active duties, and | bow to the memory 

of the fallen. [EMBASSY NOTE: Shushi is a town in Nagorno Karabakh, 
which had been majority ethnic-Azeri before the NK conflict. END 
NOTE] 


In the passing year Armenia\'s international involvement has become 
deeper. Our relations with Russia were highlighted by the Year of 
Armenia. There took place an active political dialogue, economic 
relations have become more dynamic, and a rich cultural program was 
presented in Russia. The Year of Armenia in France commenced with 
the state visit of the President of France to Armenia and 

unforgettable concert of Charles Aznavour. 


There was signed the Plan of Action in the framework of the New 
Neighborhood policy. With the government of the United States we 
have started the implementation of the programs within the 
Millennium Challenge Initiative. Those open new opportunities for 
the development of our country. The Iran-Armenia gas pipeline will 
soon become operational. With Iran we are planning to realize a 
number of new important projects in the energy sector. 


Negotiations on the resolution of the NK conflict have continued. 

The negotiations should lead to the verification of the de facto 
existence of Nagorno Karabagh, and right of its people to live in 
freedom and security. The determination of the Artsakhi people was 
reaffirmed through the constitutional referendum. [EMBASSY NOTE: 
\"Artsakhi\" is a synonym for Karabakhi Armenians, as \"Artsakh\" is the 
preferred local name for Nagorno Karabakh. END NOTE] 


The passing year was important also for the Armenia-Diaspora 
relations. There took place the Third Armenia-Diaspora Conference, 
and the main topic of its discussions was the program of rural 
development. | am confident that the results will become visible 

very soon. The Hayastan Foundation tele-marathon was conducted very 
enthusiastically. Thousand families participated at the marathon and 
brought their input to the development of Artsakh. 


Dear compatriots, 
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We are entering year 2007 with strong anticipation of success and 
determination to continue reforms. Most important among them is the 
establishment of free competition, effectiveness of the judicial 
system and fight against corruption. Success will be achieved 
through persistent work. 


In 2007 there will take parliamentary elections. | am confident that 
they will be conducted in a proper manner. Free and fair elections 
must become a priority for all of us. 


Dear compatriots in Armenia, Artsakh and Spyurk, [EMBASSY NOTE: 
Spyurk denotes the Armenian Diaspora abroad. END NOTE] 


Congratulations on the New Year! | wish year 2007 to be for your 
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families a year of health, joy and prosperity. Let this New Year 
bring success and happiness to you homes. 


Happy New Year! 
END TEXT 
PHILLIPS 
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SIPDIS 
DEPARTMENT FOR SCA/INS 


E.O. 12958: DECL: 01/08/2016 

TAGS: PTER, PGOV, MOPS, PREL, PHUM, CE 

SUBJECT: SRI LANKA: TWO BUS BOMBS KILL 21 IN SINHALESE 
SOUTH; EVIDENCE POINTS TO TIGERS 


REF: A) COLOMBO 2126 AND PREVIOUS B) COLOMBO 1719 
Classified By: A/DCM Michael R. DeTar, for reasons 1.4(b,d). 


1. (C) Summary: A January 5 bomb blast on a passenger bus in 
the Western Province town of Nittambuwa killed five and 

injured 50. On January 6, a second bus bomb near the 

southern coastal town of Hikkaduwa killed at least 15 people, 
and injured 42. Both buses originated in Colombo. The 
independent Sinhala Divaina newspaper reported that the 
bombs, weighing approximately two kilograms each, were placed 
in parcels under seats or on overhead luggage racks and 
time-detonated. The Government of Sri Lanka (GSL) blamed 
the Tamil Tigers (LTTE) for the bus bombs, a charge the 

Tigers denied. On January 8, a suspected LTTE bomb destroyed 
and damaged several power transformers in Wattala, six miles 
north of Colombo. With these attacks, the LTTE appears to be 
targeting civilian and economic interests in predominantly 
Sinhalese areas. End summary. 


2. (C) A January 5 bomb blast on a passenger bus in the 
Western Province town of Nittambuwa killed five and injured 

50. The bus was headed for the suburbs of Colombo. On 
January 6, a second bus bomb near the southern coastal town 
of Hikkaduwa killed at least 15 people, and injured 42. The 
second bus originated in Colombo and was headed toward Galle 
and Matara. A police source confirmed to RSO January 8 a 
Sinhala Divaina newspaper report that the bombs, weighing 
approximately two kilograms each, were placed in parcels 

under a seat and on an overhead luggage rack respectively. 

The bombs were time detonated 10-15 minutes after the bombers 
were believed to have exited the bus. The police source 
indicated that the police expect more incidents to follow and 

are developing heightened security measures which will likely 
delay public transportation. 


3. (U) Police imposed curfews following the bus bombings and 
questioned 34 individuals. Military spokesman Brigadier 
Prasad Samarasinghe stated publicly on January 7: \"The Tigers 
are after civilian blood. LTTE Military spokesman Rasaiah 


Column 3 

Illanthariyan responded via the pro-LTTE Tamilnet website: 
\"The GSL is trying to blame the LTTE for the two bomb blasts 

in the south. This is a baseless allegation and an attempt 

to discredit the LTTE.\" On January 7, the Nordic-led Sri 

Lanka Monitoring Mission (SLMM) issued a statement reminding 
the parties to the conflict that the Ceasefire Agreement 

(CFA) signed in February 2002, in which both the GSL and LTTE 
agreed to \"abstain from hostile acts against the civilian 
population in accordance with international law,\" is still in 

effect. 


4. (U) A separate claymore bomb explosion on January 7 
targeted a Security Task Force (STF) camp located in a border 
village between Batticaloa and Ampara in the east; six 

civilians were injured, according to the Media Center for 
National Security. In a separate statement on January 6, the 
SLMM expressed concern over the increase in claymore attacks 
in recent weeks. 


5. (U) At two a.m. on January 8, a suspected LTTE bomb 
destroyed and damaged several power transformers in Wattala, 
six miles north of Colombo. Military spokesman Brigadier 

Prasad Samarasinghe told Pol FSN that LTTE cadres cut through 
wire fencing to gain access to the power substation, and that 

the explosion severely damaged three houses in the vicinity 


6. (C) Comment: The LTTE\'s denials notwithstanding, observers 
are virtually unanimous in their assessement that the Tigers 
carried out the attacks in a tit-for-tat retaliation for 

recent Sri Lankan Air force raids, particularly the strike 

against a presumed \"Sea Tiger" base north of Mannar which 
killed 15 Tamil civilians. The LTTE now appears to have 
adopted a new tactic of targeting civilian and economic 

interests in predominantly Sinhalese areas. Like the LTTE 
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\"Sea Tiger\" attack on a naval base in the southern port of 
Galle on October 18, these alleged LTTE bombings of civilian 
targets deep within the Sinhalese south intend to send a 
message that the LTTE can strike anywhere, and that the GSL 
cannot limit the conflict to the north and east. These 

attacks mark the first time that the LTTE has intentionally 
targeted transportation and energy infrastructure since the 
2002 Ceasefire Agreement came into force. 

BLAKE 
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E.O. 12958: N/A 
TAGS: PTER, ASEC, PGOV, IN, BG, PREL, PBTS, PHUM, PINR 
SUBJECT: ULFA GOES ON A KILLING SPREE AGAINST HINDU \"OUTSIDERS\" 


REF: A) 06 CALCUTTA 0362, B) 06 CALCUTTA 0481, C) 06 CALCUTTA 0509 


1. (SBU) Summary: Over the January 5-7 weekend, ethnic 
insurgent separatists from the United Liberation Front of Asom 
(ULFA) carried out a string of attacks in remote areas of Assam, 
killing more than 65 people. The majority of attacks targeted 
migrant Bihari workers from India\'s Hindi- speaking heartland, 
and comes in the run up to India\'s Republic Day on January 26 
and the 33rd Indian National Games slated to take place in 
Assam, February 9-18. ULFA\'s apparent return to its ideological 
roots by targeting non-Assamese in the state is aimed at 

altering public perception of ULFA as simply another violent 
criminal organization. However, ULFA\'s use of camps in 
neighboring Bangladesh and acceptance of Bangladeshi migrants 
living in Assam undermines the pretense of its claimed agenda 
for ethnic purity in the state. The violence is continuing, and 
prospects for a resumption of peace talks are slim, as GOI 
officials have called emergency meetings and are responding with 
increased troop levels to maintain security. End Summary. 
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2. (SBU) January 5-8, in the Northeast Indian of Assam, members 
of the ethnic insurgent group ULFA killed more than 65 primarily 
Hindi-speaking migrants from India\'s Eastern state of Bihar. 

The killings took place in remote, Eastern areas of Assam in the 
Dibrugarh, Tinsukia, Dhemaji, Sibsagar and Kokrajhar districts. 
Media reported Friday and Saturday\'s attacks as follows: 


-- In the Bandarkhati village in Tinsukia, an ULFA attack killed 
two people. 


-- At Longsowal, insurgents fired indiscriminately into a crowd, 
killing three. 


-- In Daisajan Holoukhowa Govindapur Basti, four armed youths on 
motorcycles fired upon a village defense party. 


-- At Dighalitarang Tiniali one person died in a grenade attack. 


-- At Tingrai Chariali, a group of about 10 insurgents armed 
with sophisticated weapons fired on 11 brick kiln workers, four 
of whom died on the spot. 


-- At Borhat Govindapur in Sibsagar, ULFA killed three more 
brick kiln workers. 


-- ULFA killed 13 persons - all dairy farmers -- at Ghoramora 
Chapori. 


-- ULFA killed two persons at Bijlibon in the Tinsukia district. 


-- A 12 member gang of masked ULFA members gunned down six dairy 
farmers at Sakia chaperon located on the border of the Dibrugarh 
and Dhemaji districts. 


-- Other attacks by ULFA throughout the districts killed 16. 


3. (SBU) The attacks continued on Sunday, as ULFA militants 
killed 15 Hindi-speaking people and injured 10 others in four 
separate attacks hours after Union Minister of State for Home 
Sriprakash Jaiswal visited Assam in response to the stepped up 
violence: 


-- In Sibsagar, seven migrants from the state of Bihari died and 
three were injured when ULFA insurgents called them out of their 
homes at Borali Bari near Mahmara and opened fire. 


-- In Dibrugarh district, six Hindi-speaking persons were killed 
and one injured in an attack by militants at Chokolia. 
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-- Three ULFA members on motorcycles fired indiscriminately with 
sophisticated weapons at workers at a brick kiln at Sepon 
Chagolia in Moran area of the same district. A worker died on 

the spot while six others were injured. One of the wounded later 
succumbed to his injuries. 
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-- In Kokrajhar district in lower Assam, ULFA terrorists shot 
and injured a teenaged Hindi-speaking boy in Kochugaon. 


4. (SBU) The violence continued on Monday, January 8 with an 
addition two Hindi speakers being killed in Golaghat. Initial 
media reports indicate the beginnings of an exodus of Bihari and 
Hindi-speaking migrants from Assam back to mainland India. 
Calcutta Chief of Police told ConGen he was concerned about 
potential violence by Biharis against ethnic Assamese. (Note: 

In 2003, ULFA killed more than 60 migrants from Bihar following 
a highly publicized dispute in Assam over Bihari recruitment 

into the railways system. Afterwards, Biharis responded by 
pulling passengers with ethnic Assamese features off of trains, 
killing the men and raping the women. End note.) 


5. (SBU) Speculation about the motives behind the attacks is 
wide-ranging. The killings started a day after Union Home 
Secretary V. N. Duggal visited Assam to review security and 
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declared Assam safe for the National Games -- India\'s biggest 
sporting event -- that are scheduled for February 9-18. Over 
the past few months, ULFA has urged spectators and competitors 
to boycott the games, but the GOI has insisted it will not let 

the event be disrupted. ULFA has been battered by stepped up 
military operations after peace talks failed last September and 
blames Duggal for the failure of efforts to restart talks. 
However, the increased military activity has not stopped the 
level of violence from rising (reftels). The weekend\'s attacks 
come after Indian security forces killed five senior ULFA 
members last week. According to security analyst Ajai Sahni, 
the weekend\'s violence is an attempt to cash in on 
\"anti-outsider\" feeling among the ethnic Assamese who are 
agitated over the fact that up to two million people in Assam 

are unemployed. An intelligence official in Assam told post 

that the killings are in retaliation against the Army\'s 

increased security operations. An Inspector General of the 
Assam Police said that the attacks are a \"political message\" to 
the GOI owing to the breakdown of talks. He added that ULFA was 
able to take advantage of the porous border with Bangladesh to 
receive logistical support from militant camps located across 
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the border and, he claimed, from Muslim fundamentalists. 


6. (SBU) Comment: ULFA appears to be re-asserting its 
ideological, anti-outsider position to \"reconnect\" with its 
traditional ethnic Assamese base and to show its strength. 
Tellingly, though, all the attacks occurred in remote areas far 
removed from urban centers, in locales with limited security 
presence -- some incidents took place on Assam\'s border with 
Arunachal Pradesh state, where ULFA\'s 28th battalion is camped. 
In addition, ULFA did not target Bangladeshis, whose numbers 
have grown significantly in Assam over the last 30 years and 
potentially represent a greater threat to Assamese identity than 
the Bihari and Hindi-speaking migrants. Key ULFA leaders live 
in Bangladesh and the targeting of Indian interlopers as opposed 
to Bangladeshis seems a strong indication that ULFA has links 
with Bangladesh that it does not want to jeopardize even at the 
risk of ideological inconsistency. 


7. (SBU) Comment Continued: Many Ethnic Assamese have long 
resented the presence of \"outsiders\" in their state, and this 
sentiment has increased as the unemployment rate and the 
population pressure on the land grows. At its formation, ULFA 
capitalized on this sentiment but in recent years has lost much 

of its popular support by turning more toward extortion, theft, 

and kidnapping. With the annual Republic Day celebrations 
coming on January 26, and the National Games very soon in 
February, ULFA is likely timing its attacks to reassert itself 

during a sensitive period. The Assam government has requested 
additional forces from Delhi to control the security situation 

and more violence is expected. End comment. 
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REF: STATE 957 


1. In response to reftel, there has been (1) no support of Croatia\'s 
tobacco control efforts, (2) no cases where post took action on 

behalf of tobacco or tobacco products, (3) no cases of tobacco 
industry requesting assistance from the U.S. Embassy and (4) no 
documents related to specific measures the DOS has undertaken to 
ensure compliance with the directive prohibiting employees from 
promoting tobacco or tobacco products or seeking to reduce marketing 
restrictions. 
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E.O. 12958: N/A 
TAGS: EINV, EMIN, SENV, TD 
SUBJECT: SETBACK FOR ALCOA SMELTER IN TRINIDAD 


REF: A) POS 847; B) 05 POS 2064 
SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY 


1. (SBU) SUMMARY: After months of controversy about plans to 
construct aluminum smelters in Trinidad and a day-long national 
symposium to discuss the development of a national aluminum 
industry, Prime Minister Manning announced Christmas Eve that the 
GOTT was discontinuing plans for the industrial estate where Alcoa\'s 
proposed US$1.5 billion aluminum smelter was to be located. 
Instead, the GOTT would accelerate construction of an offshore 
industrial estate, to include aluminum smelters and downstream 
industry. While this move could be viewed as a response to public 
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pressure, other statements and actions by government ministers have 
only reinforced a perception of GOTT indifference to public opinion 
and a lack of transparency in decision making on major projects. 

The vehemence of public debate over aluminum may also foreshadow 
increased opposition to future industrial projects in T&T. In the 

wake of these events, the fate of Alcoa\'s proposed investment in 
Trinidad appears less certain, while prospects for the smaller 

Alutrint smelter, a GOTT joint venture involving a Venezuelan 

partner and Chinese construction, appear secure. END SUMMARY, 


2. (U) Proposals to construct two aluminum smelters in Trinidad\'s 
southwestern peninsula (see reftels) have generated increasing 
public debate in recent months. While Prime Minister Patrick 
Manning and Energy Minister Lenny Saith as well as previous 
governments have consistently promoted the idea of aluminum as a way 
to use Trinidad and Tobago\'s natural gas to stimulate downstream 
manufacturing, opposition politicians and environmental activists 

have directed intense criticism at Alcoa\'s plan to construct a 

341,000 metric ton per year facility at a cost of US$1.5 billion in 

the sparsely populated rural village of Chatham, an opposition UNC 
party stronghold. A smaller facility to be operated by Alutrint, a 

60/40 joint venture between the GOTT and the Venezuelan firm Sural, 
with participation from the China National Machinery and Equipment 
Import Corporation, and constructed in the traditionally industrial 
village of La Brea, a ruling PNM party district, has by comparison 

all but escaped criticism. 


3. (U) In his yearly Christmas Day message, Prime Minister Manning 
announced that while the smelter symposium held two weeks earlier 
had provided support for the government position that aluminum 
smelters would present no unmanageable environmental risks, plans 
for an industrial estate at Chatham village have been abandoned. 
Instead, GOTT would \"accelerate development of a new industrial 
estate offshore Otaheite Bank\" that could include aluminum smelters 
and other aluminum-based industry. Several days later Energy 
Minister Lenny Saith backtracked on whether the planned Otaheite 
estate would include aluminum, saying that it was only one of 
several possible alternative sites for Alcoa\'s proposed smelter. 
Alcoa representatives expressed disappointment with the decision to 
abandon the Chatham site, as new feasibility and environmental 
studies would need to be conducted, but have not officially 
commented on their plans. Moreover, the plan for an Otaheite 
estate, which calls for the construction of a 4000-acre island on 
reclaimed land in the Gulf of Paria, connected to shore by a 
causeway, would impose a significant delay on Alcoa and is not 
guaranteed to be controversy-free, as local fisherman have already 
initiated protests against the construction. 
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4. (U) Prime Minister Manning\'s announcement on the site change came 
at the end of an eventful month of smelter-related events. On 
Wednesday, December 6, the South Trinidad Chamber of Industry and 
Commerce, in conjunction with the National Energy Corporation (NEC), 
the University of the West Indies (UWI) and the University of 

Trinidad and Tobago (UTT) hosted a one-day Symposium on the 
Aluminum Industry in Trinidad and Tobago in response to growing 
public debate about the construction of up to three (and in some 
reports four) aluminum smelters in Trinidad. The South Chamber 
invited 350 selected stakeholders, \"inclusive of the broadest range 

of views\" to attend the symposium, and TV and radio stations 
provided full live coverage of the event. 


5. (U) Most commentators credited the South Chamber for organizing a 
fair and balanced meeting. Several international technical experts 
presented information meant to reassure the public that 

technological measures exist to address any environmental and health 
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concerns. Meanwhile, local professors offered cautious views, 
questioning whether aluminum was the best economic use of T&T\'s 
natural gas resources; proposing alternative industries in the area, 
such as eco-tourism or raising buffalypso (Trinidadian water 

buffalo); and emphasizing the need to ensure community development 
if a smelter is constructed. 


6. (U) When the live audience grew restless with the string of 
technical experts in the afternoon session and called for an 
opportunity to air their views, the symposium organizers cancelled 

the final presentation, a planned videoconference with USEPA experts 
on air quality standards, and opened the floor for comment. Upon 
hearing this, panelist and UWI Professor Dennis Pantin said \"Yes! No 
more technology, let the bacchanal begin! - apparently giving voice 
to the feelings of many of the audience members. 


7. (U) Smelter opponents in the audience proceeded to dominate the 

last two hours of the symposium. As in much of the debate prior to 

the symposium, while some opposed aluminum smelters in general, 
opposition to the planned Alcoa smelter in Chatham was far more 

vocal. Some audience members voiced cynicism towards the assurances 
of the technical experts, pooh-poohing studies that have shown that 
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health hazards can be managed with modern technology. Many also 
doubted the EMA\'s capacity to conduct an adequate Environmental 
Impact Assessment (ElA) prior to smelter construction or monitor 
emissions in accordance with international standards during smelter 
operations. 


8. (U) While pre-symposium fears that only government \"propaganda\" 
would be heard at the symposium were alleviated, questions remain 
about what the government intended to achieve by holding the 
symposium. Prime Minister Manning\'s government has drawn criticism 
for its lack of public outreach and consultation and the perception 

of government disregard for public opinion on this issue. In a 

speech to local business owners on the day before the symposium, 
Prime Minister Manning appeared to validate perceptions of 
high-handedness when he stated that the symposium was held only to 
provide the public with \"all the facts" and denied that it was meant 

to serve as a public consultation. He did not say that the smelters 
were a \"done deal" as some critics claimed, but he did express 
confidence in the \"rectitude of our cause\" and asserted that so far 

no questions had been raised that the government had not considered 
before opting to establish an aluminum industry. 


9. (U) Media commentary also has criticized Prime Minister Manning 
for a lack of transparency in the GOTT\'s negotiations with Alcoa. 
Many have called for disclosure of the price negotiated for the 

natural gas that Trinidad will provide to power the Alcoa smelter, 

in order to permit a transparent cost-benefit analysis of whether 
aluminum smelters are an optimal use for T&T\'s gas reserves. 
However, the Prime Minister has maintained that rules of commercial 
confidentiality apply in this situation. Furthermore, the Prime 
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Minister\'s decision to cancel the planned industrial estate at 

Chatham also has provoked intense speculation, as his Christmas Eve 
speech to the nation provided no clear reasoning behind the 

decision. 


10. In recent remarks to the press, Alcoa\'s Wade Hughes, Director 

of Public Strategy, stated that the smelter project may not proceed 

if the \"commercial arrangements\" cannot be negotiated, i.e. the 

price of the natural gas, in current negotiations between Alcoa and 

GOTT on a new Memorandum of Intent. Responding to recent statements 
by Prime Minister Manning that the environmental issue was not open 
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for negotiation, Hughes added that Alcoa knows how to build and 
safely operate its facilities, so meeting environmental standards 
has never been an issue. 


11. (SBU) COMMENT: Government officials have stated in the aftermath 
of the symposium that they still intend to develop an aluminum 

industry in Trinidad. Whether Alcoa will be part of this industry 

is less clear. Recent comments by Alcoa and the government and the 
government\'s abandonment of the Chatham industrial estate raise the 
prospect that commercial negotiations could fail, prompting Alcoa to 
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withdraw its proposal. The Alutrint smelter project, which is 60 

percent GOTT and 40 percent Venezuelan owned and will use Chinese 
technology, has not faced similar scrutiny or public protest and 

looks likely to proceed as planned. 


12. (SBU) COMMENT CONTY.: The public protests that accompanied 
Alcoa\'s smelter proposal have no precedent in Trinidad\'s long 

history of industrial development, as many academics during and 

after the symposium have pointed out. Taking inspiration from 

foreign environmentalists\' protests against another Alcoa project in 
Iceland, a small but vocal group of domestic activists succeeded in 
dominating media coverage and reversing GOTT policy. While the 
symposium appears to have dampened some of the concern raised about 
environmental and health impacts, the fundamental policy question - 
how best to use T&T\'s hydrocarbon reserves - continues to resonate. 
There are also growing calls for a national sustainable development 
framework, especially in reference to \"mega-projects,\" and greater 
public involvement in determining the path of Trinidad\'s 

development. While the GOTT remains committed to capital-intensive 
projects, including petrochemicals, steel, and plastics, that would 

use T&T\'s energy resources to establish a foundation for downstream 
manufacturing, the smelter debate may represent only the start of a 
more contentious road for the current government, which faces 
elections before the end of the upcoming year, and Trinidad\'s future 
onshore industrial development. END COMMENT. 
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E.O. 12958: DECL: 01/08/2017 
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SUBJECT: KAZAKHSTAN CONTEMPLATES DEMOCRATIC REFORM 


REF: A. 06 ASTANA 573 


B. 06 ASTANA 585 
C. 06 ASTANA 712 
D. 06 ASTANA 22 
E. 06 ASTANA 27 


Classified By: CDA Kevin Milas; reasons 1.4 (B) and (D). 


1. (C) Summary: There is widespread expectation in 
Kazakhstan that President Nazarbayev will announce a package 
of democratic reform proposals early in the new year. The 
timing and content of the initiative is not yet known, and 

some are skeptical that the proposals will represent 
fundamental changes. Nevertheless, the work of the 
Democratization Commission has set the stage for wider public 
debate of the need for reform, and has heightened 
expectations that the government will move forward with 
democratization. The next step forward could come as early 
as mid-January, when Nazarbayev may share his thoughts 
directly with the Democratization Commission. End summary. 


2. (C) In November, with no prompting, President Nazarbayev 
volunteered to us that Kazakhstan would implement large-scale 
political reforms in 2007. Speaking at a lunch following the 
November 14 dedication of the new embassy building, 
Nazarbayev explained that he had felt the need to complete 
the tasks of building the state structure and creating a 

strong economy before changing the political system. Now 
that those two tasks have been completed, he said, it was 

time to move forward with reform of the political system (Ref 
A). 


3. (C) Observers of the political situation, regardless of 

party affiliation, appear to believe that a major 

announcement is coming early in 2007. Opposition leader 
Bulat Abilov, co-chairman of the True Ak Zhol party, is 
factoring the expected announcements into his strategy as he 
fights criminal charges for his business dealings in the 

1990s (Ref B). He told us that the government is less 

likely to pursue him aggressively if the trial coincides with 
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an effort to trumpet political reform. Likewise, failed 
opposition presidential candidate Zharmakhan Tuyakbay 
believes that a reform effort will begin in 2007, although he 
expects the results to be minimal" (Ref C). 


4. (C) Numerous contacts in the Kazakhstani government have 
told us to expect movement on the democratic reform front in 
2007. Perhaps most intriguingly, Deputy Prime Minister Karim 
Masimov told the Ambassador on November 17 that he know 
exactly what President Nazarbayev had in mind but could not 
discuss the specifics as he had been sworn to secrecy. Ina 
similar vein, Presidential Administration head Adylbek 
Dzhaksybekov told the Ambassador on December 1 that a 
constitutional convention would be held in the new year to 
examine proposed changes to the political system, but did not 
provide specifics. 


5. (SBU) President Nazarbayev is widely expected to use the 
next meeting of the State Commission on Democratization to 
outline his thinking on democratic reform. The deputy 
director of the OSCE Centre told us that a highly-placed 
individual in the Presidential Administration had said that 

the session would take place the week of January 15. There 
has been no official announcement, however. 


6. (SBU) Participants in the Democratization Commission 
provide significantly different descriptions of the work of 
the organization and its likely impact on the reform process. 

In a December 5 meeting with the Ambassador, State Secretary 
Oralbay Abdykarimov said that the Commission is considering 
two stages of proposals: reforms not involving changes to 
the constitution in 2007-2008, and reforms requiring 
constitutional changes from 2009-2011. Abdykarimov, who runs 
the Democratization Commission on a day-to-day basis, said 
that President Nazarbayev would share his vision of reform at 
the next meeting of the Commission (likely in January). The 
Commission would then move forward with specific reform 
proposals based on the recommendations of its various working 
groups. (See Refs D and E for details on structure and goals 
of the Commission.) 


7. (SBU) Although Abdykarimov did not describe the expected 
proposals in detail, he noted that changes will be made to 
parliamentary powers and the electoral process. The most 
contentious issue facing the Commission is in his view the 
question of transferring additional authority to the 

parliament and increasing its power relative to the 
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presidency. Abdykarimov commented that any effort to change 
the existing presidential form of government would likely 
provoke dispute. He added that the Commission is also 
considering increasing the number of deputies elected from 
party lists as opposed to single mandate districts; 

decreasing the number of signatures needed to register a 
party from 50,000 to 25,000; and modifying the roles of 
maslikhats (local legislatures). Abdykarimov also singled 

out the need to strengthen the independence of the judiciary 
and to enhance the separation of powers between courts and 
procurators. He predicted that the Commission would 
\"resolve\" the issue of procurators having the power to 
sanction arrests during the 2007-2008 phase of reforms. 


8. (C) In a November 21 conversation with the Ambassador, Ak 
Zhol leader Alikhan Baymenov, who heads the working group on 
constitutional reform, painted a much less rosy view of the 
workings of the Democratization Commission. Baymenov 
complained that the proposals of the working groups were 

being forwarded to the Presidential Administration, likely to 
deputy head Maulen Ashimbayev, for review before being 
accepted. Only the \"mildest\" suggestions were being included 
in the document that would be forwarded to President 
Nazarbayev for consideration. Baymenov said that he had made 
a strong pitch to Abdykarimov that all the proposals, even 

those requiring constitutional amendments, should be 

presented to Nazarbayev at the same time. 


9. (C) Abdykarimov was holding the line against presenting to 
Nazarbayev any proposals that required changes to the 
constitution, however. Baymenov predicted that Presidential 
Administration head Adylbek Dzhaksybekov and Security Council 
chair Murat Tazhin would have a large say in the final 

product that would be presented to Nazarbayev. Foreign 
Minister Tokayev might also have some input, given his 
understanding of Western views, but would be unlikely to push 
for any bold changes. Baymenov told the Ambassador that the 
reform process might become an area of competition for the 
business groups behind each of the most influential people in 
government, many of them flush with cash from recent London 
IPOs and preparing for the \"next stage of battle\" for assets 
and influence. 


10. (C) Comment: Kazakhstani authorities seem eager to give 
the impression that an organic, inclusive dialogue with civil 
society is underway in the Democratization Commission, which 
will lead to a package of reform proposals for President 
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Nazarbayev\'s consideration. The truth is somewhat less 
heartening; most international observers and even many 
Democratization Commission participants view the process as 
window dressing designed to convey the impression of 
dialogue. Nonetheless, the Commission has heightened public 
awareness of the need for further political reform, and has 
placed fundamental questions like the balance of power 
between the executive and legislative branches on the table 

for public discussion for the first time. While the 
Commission\'s proposals may not form the core of President 
Nazarbayev\'s widely expected reform initiative in 2007, the 
process has heightened expectations and the onus on the 
government to put forward a substantive reform package. Post 
does not expect the government reshuffle announced on January 
8 to derail the process, as the dialogue is being managed by 
the Presidential Administration. End comment. 

MILAS 
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TRIBUNAL DOCUMENTS SIGNED, 
FORWARDED TO UN 


1. (C) Ata meeting with the Ambassador on 1/6, Minister of 
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Justice Charles Rizk confirmed that MOJ Omar Natour signed 
the two English-language documents related to the Special 
Tribunal for Lebanon: the tribunal\'s statute and the 

agreement on its establishment between the UN and GOL. MOJ 
delivered the documents to UN envoy Geir Pedersen\'s office on 
1/5 to forward to New York for signature by UN/OLA staff, 

Rizk said. 


RIZK STILL MUSING 
ABOUT DAMASCUS TRIP 


2. (S) As he had earlier (reftel), Rizk argued that he 

should travel quietly to Damascus to explore what is needed 
for a deal. Rizk also expressed the desire to try to pitch 

the Syrians on the argument that the tribunal -- given the 

high judicial standards to be followed -- was actually a 

better approach for them than the UNIIIC, \"which can say and 
do almost anything." If the Syrians fear politically 

motivated actions, then they should welcome the transparency 
and professionalism that a tribunal will bring. They are 
frightened by the tribunal\'s establishment, when in fact it 
should be reassuring. Noting that the tribunal wouldn\'t be 
reassuring to anyone who is guilty, the Ambassador again 
pushed against any move that the Syrians could interpret as 
giving them a veto over the tribunal. 


HAMADEH SAYS GOL WILL DELAY 
REQUEST FOR UNSC ACTION 


3. (C) Ina separate meeting on 1/6, Minister of 
Communications Marwan Hamadeh told the Ambassador that, for 
now, the GOL will hold off sending a request to the UN 
Security Council regarding the tribunal. Instead, Hamadeh 
said, GOL officials will try all means to get the tribunal 
passed constitutionally. Thus, the 70 March 14 MPs are 
petitioning Parliament Speaker Berri for a special session of 
parliament, using the media to cite constitutional 

obligations on convening parliament, passing messages 
directly and via intermediaries, and so on. The GOL now 
intends to approach the UNSC only after exhausting all 
possible means inside Lebanon. In Hamadeh\'s view, this 
approach has two advantages: first, it avoids any request to 
the UNSC in January, during the Russian the presidency. 
Second, it makes the GOL case stronger, to be able to cite 
the measures tried. Hamadeh welcomed the Ambassador\'s 
suggestion that, if the GOL does decide to ask for UNSC 
action regarding the tribunal, the GOL in the same letter 

also request UNIIIC extension to such time when the tribunal 
becomes operational. 
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MURR CITES FEARS OF SYRIAN RETALIATION 
TO ESTABLISHMENT OF SPECIAL TRIBUNAL 


4. (S) Deputy Prime Minister and Defense Minister Elias 

Murr, in a 1/5 meeting with the Ambassador (prior to Murr\'s 

1/6 departure to Switzerland for more surgery related to the 

July 2005 car bomb attack against him), cautioned strongly 
against the UNSC invoking Chapter VII to create the special 
tribunal. Syria, Murr said, will react to UNSC Chapter VII 

action by \"destroying\" Lebanon. The Syrians, he argued, will 
unleash \"their worst\" -- killing Lebanese officials, using 

Sunni extremist groups (not Hizballah) to attack western 
embassies and other western targets, and so on. The UNSC, he 
argued, must promote a Lebanese solution to the tribunal. 
French Ambassador Bernard Emie told us that, when Murr hosted 
French Defense Minister Michele Alliot-Marie over the New 
Years weekend, he was even more alarmist. Murr told his 
French counterpart that the establishment of the special 

tribunal even by Lebanese constitutional means will provoke a 
Syrian reaction that will endanger Lebanon. 

FELTMAN 
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E.O. 12958: DECL: 01/08/2017 
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SUBJECT: NATIONWIDE BLOCKADE CONTINUES 


REF: A. DHAKA 25 
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B. DHAKA 30 


Classified By: Deputy Chief of Mission Geeta Pasi; Reason 1.4(d) 


1. (C) Summary: The AL-led alliance\'s nationwide blockade 
continued for a second day as police and protesters clashed 

in Dhaka and roads in and out of Dhaka remain blocked. Police 
reported protesters used small bombs equivalent to large 
firecrackers and, in one instance, police received small 
weapons fire. Chittagong port remains open, but the 
transportation blockade means goods are stuck at the port. 
The blockade was observed peacefully in other cities. Post 
held an EAC meeting. (ref B) End summary. 


2. (C) The level of violence increased on the second day of 

the Awami League (AL) led alliance blockade program as 
protesters threw stones and \"small bombs\" (Molotov cocktails) 
at police in several locations in Dhaka. Police responded 

with tear gas and rubber bullets and arrested dozens of 
protesters. The number of protest sites increased from a few 
key intersections in Dhaka (ref A) to include additional 
intersections, including Old Dhaka and Mirpur. As of 1600 
local, estimates varied on the number of injuries among 
demonstrators and police from a low of 100 to as many as 300, 
but no fatalities have been reported. 


3. (C) Police reported the use of small arms fire by some 
protesters within the narrow alleyways of Old Dhaka, injuring 
one police officer. Police responded by shooting rubber 
bullets. At one point an officer fired a shotgun, aimed at no 
one, into the air. Awami League Organizing Secretary Ahkter 
Ahkteruzzaman told poloff that he was unaware of the use of 
the small arms against police, opining it had to be an 
\"isolated incident as we are a people\'s movement.\" 


4. (C) As of 1600 local, media reported that roads in and out 
of Dhaka remain effectively blocked. Large groups of 
protesters gathered at the port city of Chittagong without 
incident. Authorities reported that the port is full of 
containers further hampering port operations and keeping 70 
plus ships waiting at anchor. In addition, the blockade 
means roads to the port are closed preventing movement of 
cargo to and from the port. In Sylhet, sources reported that 
protesters stopped a local train and passenger bus without 
violence. In Rajshahi, police kept AL-led alliance 
demonstrators away from a BNP political rally led by BNP 
party mayor Mizanaur Rahman without incident. Sources also 
reported that Khulna observed the nationwide blockade 
peacefully. 


5. (C) Comment: The AL-led alliance has announced plans to 
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lay seige to the Presidents compound, Bangabhaban, tomorrow 
(ref A), as part of their three day nationwide campaign. 

While the demonstrators have effectively shut down Dhaka and 
Chittagong port operations, the political stalemate continues. 
BUTENIS 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PREF, PTER, MZ 

SUBJECT: MOZAMBIQUE - REPORT OF PREPARATIONS TO ASSIST 
EXPECTED ARRIVALS FROM SOMALIA 


REF: USDAO MAPUTO IIR 6 866 0038 07/POTENTIAL FOR 


SOMALI MILITANTS TO MOVE INTO NORTHERN 
MOZAMBIQUE. 


Classified By: Charge d\' Affairs James Dudley, reason 1.4 (d) 


1. (S) In a brief conversation in the morning of January 5, a 
Muslim religious figure in Maputo relayed the following 
information to emboff: 


2. (S) According to his sources, three 20-foot containers of 
supplies -- including beans, rice, blankets, salt, sugar, 

tea, used clothing for males, and an undisclosed sum of South 
African rand and US dollars -- were being transported 
overland that day to northern Mozambique. The supplies are 
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to succor expected arrivals fleeing fighting in Somalia. 
Accompanying the containers were two tabligh jamaat members 
(\"tabligh jamaat\" people in Mozambique, according this 
religious figure, are young male missionaries sent here from 
South Asia to spread religion and fundraise), with perhaps 
several others going north to assist this past weekend. 


3. (S) During the night of January 4 there had been a 
\"contentious\" meeting among Muslims in Maputo, but at the end 
the decision was made to send the supplies up north. 


4. (S) He thought Somalis would be departing Kenya for 
Mozambique by air, and advised that the airport in Nairobi 
should be watched. 


5. (S) Comment: We want to stress that we have no 
corroborating evidence of this reported movement of supplies 
nor any information on any suspicious arrival of Somalis in 
Mozambique in the past few days. However, Mozambique\'s 
porous borders and large Muslim community make it a plausible 
destination or transit country for Islamic militants fleeing 
Somalia, and we would welcome any available information on 
the likelihood of such movements. Our source is a black 
Muslim who is very open about his concern over the influx of 
Asian tabligh jamaatis in Mozambique in the past year or so, 
and of his fear that they will radicalize and destabilize the 
Muslim community here. 

Dudley 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Europe, US/Syria, Bush\'s Iraq Strategy, Palestinian 
Territories, Lebanon, Iran (1/8) 


1. Summary: Syrian papers on Jan. 8 reported the Jan. 7 visit to 
Damascus by a British-European parliamentary delegation headed by 
Former European Commission President Jacques Santier. The 
delegation met President Asad. Talks focused on developments in 
Iraq, Lebanon, and the occupied Palestinian territories as well as 

the Middle East peace process and the reasons behind its suspension. 
The prospects for the EU-Syrian Association Agreement under the 
currently prevailing situation were also discussed. President Asad 
stressed Syria\'s firm positions regarding support for the ongoing 
political process in Iraq, and its support for what Palestinians and 
Lebanese agree upon without foreign influences. President Asad also 
stressed the importance of peace for the region, saying it will help 
achieve security and stability, and development and prosperity for 

its peoples. The meeting was also attended by Foreign Minister 
Walid al-Mouallem. 


The delegation was also received by Vice-President Shara. Talks 
dealt with current regional developments and relations between Syria 
and the EU and the importance of signing of the EU-Syrian 
Association Agreement. The meeting was attended by Assistant 
Foreign Minister Anmed Arnous and the Directors of the Europe and 
Foreign Media Departments at the Foreign Ministry. Later the 
delegation conferred with Dr. Mahmoud al-Abrash, Speaker of the 
People\'s Assembly, who stressed that the solution for all regional 
problems depends on solving the Arab-Israeli conflict and 
establishing a Palestinian state with Jerusalem as its capital. 


End of summary. 
2. Selected Headlines: 


\"President Asad discusses current developments in the region and the 
EU-Syrian partnership with a European delegation. President Asad: 
VSyria supports the political process in Iraq and what Palestinians 

and Lebanese agree upon.... Peace achieves security and stability in 
the region and development and prosperity for its peoples\'\" 
(Government-owned Tishreen, 1/8) 


\"VP Shara to the European delegation: Some superpowers\' 


Column 3 
interventions have escalated tension in the region!" 
(Government-owned Al-Thawra, 1/8) 


\"The EU delegation: Syria enjoys a substantive role in the region\" 
(Government-owned Al-Ba\'th, 1/8) 


\"In anticipation of the Bush strategy, the Pentagon: 22 US troops 
injured in Iraq. British daily \'The Independent": President Bush\'s 
governmental changes reflect his catastrophic policy. Nancy Pelosi, 
Speaker of US House of Representatives: Democrats will not give 
Bush a blank check\" (Government-owned Tishreen, 1/8) 


\"A US opinion poll: Americans do not trust Bush; Bush\'s strategy 
will increase troops in Iraq and will focus on an economic plan\" 
(Government-owned Tishreen, 1/8) 


\"Security measures tightened in Najaf and Kofa. Five American and 
British soldiers killed in lraq\" (Government-owned Tishreen, 1/8) 


\"Lebanese circles and figures support the trade unions\' strike on 
Tuesday, calling for the largest participation and warning the 
governing team against creating crises: No withdrawal until all 
nationalists\' demands have been fulfilled\" (Government-owned 
Tishreen, 1/8) 


\"An Israeli scheme to blow up Iranian nuclear establishments. Iran: 
Will make aggressors regret attacking us\" (Government-owned 
Al-Thawra, 1/8) 


\"Israel intensifies the campaign of arrests in the West Bank. 
Tension among Palestinian factions continues\" (Government-owned 
Al-Thawra, 1/8) 


3. Editorial Block Quotes: 


Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
commented (1/8): WPending the announcement of Bush\'s new strategy 
toward Iraq tomorrow or the day after, as US sources mentioned, the 
picture is becoming complete and certainty is replacing speculation. 
There are, however, more than enough indications and statements to 
say that the expected new situation might not be better for Iraq and 

the region in general, that matters might get worse.... 


\"US House of Representatives Speaker Nancy Pelosi said: \'We want to 
reform the bad image the United States is leaving in Iraq, and we 
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want to involve Syria and Iran in a regional conference in Iraq.Y 
This means that BushYs measures and strategy are not sufficiently 
approved of by the Democrats.... 


\"Up to now, it does not seem that Bush is likely to change this 
approach; on the contrary, all the positions he has expressed 
indicate a change in method, not approach. Here lies the danger in 
the new upcoming strategy of Bush.... 


\"US sources affirmed that he was continuing to pressure Israel to 
prevent it from holding peace talks with Syria. Is it possible 

after all this to rely on a new strategy from the Bush 
administration? Or is it only the faces and names that will change, 
while the old approach will continue to dominate the US foreign 
policy, especially in the Arab region" 


Ali Nasrallah, an editorialist in government-owned Al-Thawra, said 
(1/8): WPresident Bush, through his stubbornness, desperate logic, 
and arrogant approach, insists on being the worst US president... 
Although a number of prominent neoconservatives, who strongly 
supported the Iraq war, now publicly admit that the war decision was 
wrong..., Bush remains stubborn and is talking about patience and 
steadfastness in the field and about sending 40,000 more soldiers to 
Iraq... 


\"Bush is in a strange state of denial, ignoring the Baker-Hamilton 
report and forgetting that the defeat of his party in the 
Congressional midterm elections was the result of his policy and the 
bad performance of his administration.... 


\"President Bush, who is now drafting a new strategy in Iraq and 
warning Democrats that a partisan performance in Congress would only 
lead them to a deadlock, must realize that his strategy of imposing 
hegemony on the world is an act of the past that must be forgotten. 

It is high time he stopped being arrogant and extremist in his 

approach to sovereign states and realized that the concept of a 
dominant single power has become meaningless, indeed an illusion.\" 


Ahmad Dawwa, a commentator in government-owned Al-Thawra, wrote 
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(1/8): WUnfortunately, the Bush administration still believes it 

can change SyriaWs constant policy on regional and contentious 
issues between the two countries through measures that never served 
their purpose in the past. It can be said that this administration 

has lost its credibility in this regard on both the US and 

international levels after confirmation of the falsehood of the 

series of accusations that the United States leveled against several 
countries, including Syria, with regard to weapons of mass 
destruction... 


\"Allegations by the Bush administration regarding purely civilian 


organizations that operate within the framework of enhancing the 
current development process in Syria, and consequently its efforts 
to impose sanctions on them, are an invalid excuse to play in 
advance the last burnt card with Syria, in a bid to pressure it on 
sensitive and critical issues that must be dealt with through 
dialogue and cooperation in order to reach useful solutions, and not 
by threatening, menacing, or imposing sanctions that only widen the 
gap between the two sides, contrary to extensive American and 
international calls that urge this administration to open direct 
dialogue with Syria in light of its important and pivotal role in 
achieving security and stability in the region. 


\"Talk by the US Department of the Treasury about information that 
prompted it to adopt this measure is a figment of the imagination. 

If there is any information, then it is wrong and its source is 

Israel, which is the only party in the region that possesses a 
nuclear arsenal, one that threatens security and stability under US 
protection... 


\"The US measure is fresh evidence of the Bush administration\'s false 
allegations about supporting progress and scientific development. 

If this were true, it would not have resorted to such measures, 
especially since Syria is committed to the Nuclear Non-Proliferation 
Treaty, unlike Israel, which has refused to join it and has begun to 
flaunt its nuclear weapons publicly.\" 


Ahmad Suwwan, a political analyst in government-owned Tishreen, 
commented (1/8): \"The US announced that it will offer $86.4 million 
to support the security forces of the Palestinian Presidency.... 


\"This aid announcement followed an agreement between Palestinian 
President Mahmud Abbas and Palestinian Prime Minister Isma\'il 
Haniyah to remove armed men from Gaza streets and continue the 
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dialogue between Fatah and HAMAS to form a national unity 
government... 


\"This means that the United States does not accept such an agreement 
between Fatah and HAMAS, and indeed does not accept a national unity 
government. It has always worked and tried to maintain the 

Palestinian crisis on the political level and to escalate domestic 
differences to the point of infighting and domestic strife in the 

field... 


\"The US has never been for the higher interest of the Palestinian 
people.... Through its support for the forces of the presidency, the 
United States seeks to keep the Palestinian arena in rifts and 
differences. It also wants to continue to punish the Palestinian 
people -- but this time through gratuitous death and domestic 
fighting -- for their free and democratic decision to bring HAMAS to 
the Legislative Council and then to the Palestinian government....\" 


Roebuck 
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SUBJECT: Poland: GOP Unconcerned about Druzba Oil Cut 


This cable is sensitive, but unclassified, and NOT for Internet 
distribution. 


1. (U) Polish Deputy Minister of Economy Piotr Naimski confirmed 
that oil supply to Poland through the Druzba oil pipeline from 
Belarus was cut on January 7 at approximately 2200, reinstated at 
0300, then cut it again at approximately 0600 on January 8. One 
hundred percent of Polish oil supply from the East transits Belarus. 
Naimski noted that the oil cut is related to political problems 
between Russia and Belarus in regards to tariffs for oil transport. 
He characterized the Russian and Belarussian governments as playing 
a game with oil resources. He added that it appears that there is 
also a problem with deliveries of Russian oil at the 
Russian-Ukrainian border. 


2. (U) Naimski stated that the Belarussian Ambassador, in a 
meeting the Ambassador requested with office directors at the 
Ministry of Economy, stated that the official position of the 
Belarussian MFA is that deliveries of oil to Poland continue and 
that there is no supply problem. Naimski stressed that this is 
untrue, that as of his 1300 press conference on January 8 there is 
no supply of oil at the Adamov supply point on the 
Belarussian-Ukrainian border. 


3. (U) Deputy Minister Naimski emphasized that he is not concerned 
about Polish energy security and the oil stoppage because Poland 
currently has 80 days of oil and fuel supply in storage. Consumers 
should not fear price hikes or lack of supply. He also explained 

that the Plock and Gdansk refineries have adequate storage reserves 
that will allow them to continue operating until they can contract 

to purchase additional oil for delivery to the Gdansk Naftoport if 

the dispute drags on. The Gdansk Naftoport and the Gdansk-Plock oil 
pipeline have sufficient capacity to allow refinery operations to 
continue using spot oil purchases. PKN Orlen and Lotos, owners of 
the Plock and Gdansk refineries, are currently negotiating spot 
contracts to ensure continued supply. 


4. (U) The GOP informed the European Union, the International 
Energy Agency (IEA), and the German government, as EU President, of 
the situation. Naimski used his press conference to assert that the 
cut-off proves that the GOP should continue pursuing the 
Odessa-Brody-Gdansk oil pipeline as a way to diversify Poland\'s oil 
supply. He also asked the Sejm to quickly pass pending legislation 

that is required for Poland to join the IEA - which Poland hopes to 

join this year. 


5. (SBU) Comment: Some of the GOP\'s moves in the last year to 
improve Poland\'s energy security appear to be paying off in the 
current situation. After last January\'s gas disruption, the GOP 
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increased oil and gas reserves and began to seriously pursue IEA 
membership. With 80 days of oil reserves and the oil port in 
Gdansk, the GOP can afford to sit back and watch the 
Belarussian-Russian spat play out. Deputy Minister Naimski laid 
blame equally for the cut-off on both the Russian and Belarussian 
governments. If the GOP continues to stay neutral in the fight, it 
will help to ensure that its companies will be able to negotiate 
spot contracts and keep the country humming. 


HILLAS 


91756 

PP RUEHWEB 

DE RUEHDMA #0017 0081342 

ZNY CCCCC ZZH ZUI RUEWMCF3010 0081335 
P 081342Z JAN 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDC 0000 

INFO ARAB ISRAELI COLLECTIVE 
RUEHAK/AMEMBASSY ANKARA 
RUEHIT/AMCONSUL ISTANBUL 

RUEAIIA/CIA WASHINGTON DC 
RHEHAAA/WHITE HOUSE WASHDC 
RUCQSAB/USSOCOM INTEL MACDILL AFB FL 


SIPDIS 
SIPDIS 
NEA/ELA; NSC FOR MARCHESE 


E.O. 12958: DECL: 01/04/2017 
TAGS: PREL;IR;IZ;SY;TU 
SUBJECT: TURKEY: THE SARGVS NEW BEST FRIEND 


REF: A. 05 DAMASCUS 05373 
B. DAMASCUS 05327 
C. DAMASCUS 04876 
D. DAMASCUS 04094 
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1. (C) SUMMARY: OVER THE LAST FEW MONTHS, WITH A SERIES OF 
HIGH-LEVEL TURKISH DIPLOMATIC VISITS AND TURKEY\'S 

MUCH-DELAYED RATIFICATION OF THE SYRIAN-TURKISH FREE TRADE 
AGREEMENT (FTA), THE SARG HAS PUBLICLY HAILED THE BEGINNING 

OF A NEW ERA OF COOPERATION BETWEEN SYRIA AND TURKEY. THE 
SARG BELIEVES THAT THE STRENGTHENING OF RELATIONS WITH TURKEY 
IS CRITICAL TO ACHIEVING ITS NATIONAL INTERESTS, PARTICULARLY 

ITS POLITICAL ONES, INCLUDING: EASING SYRIA\'S INTERNATIONAL 
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ISOLATION; BUILDING A BRIDGE TO EUROPE AT A TIME WHEN EUROPE 
IS WORRIED ABOUT SYRIA-IRAN TIES; ACHIEVING REGIONAL 

STABILITY; CREATING AN ARENA FOR COOPERATION ON CONTROLLING 
REGIONAL KURDISH ASPIRATIONS; AND BUILDING STRATEGIC TIES, TO 
INCLUDE SEVERAL POTENTIAL ENERGY PROJECTS BETWEEN SYRIA, 
TURKEY, AND IRAN. HOWEVER, WHILE THE SARG IS EMPHASIZING THE 
POSITIVE ASPECTS OF ITS TURKISH RELATIONSHIP, THERE ARE 
SEVERAL POTENTIAL DRAWBACKS TO THE FTA, INCLUDING ITS 
POTENTIAL TO WORSEN SYRIA\'S GROWING TRADE IMBALANCE. IN 
ADDITION, THERE ARE SEVERAL ISSUES, INCLUDING WATER DISPUTES 
AND LONG-STANDING SYRIAN CLAIMS OF SOVEREIGNTY OVER THE HATAY 
PROVINCE (ISKANDERUN), THAT HAVE THE POTENTIAL TO UNDERMINE 
FUTURE COOPERATION. END SUMMARY. 


2. (C) BACKGROUND: ECONOMIC AND POLITICAL RELATIONS BETWEEN 
SYRIA AND TURKEY HAVE BEEN IMPROVING, ALBEIT UNEVENLY, OVER 
THE LAST SEVEN YEARS. HISTORICAL TENSIONS ROOTED IN FORMER 
OTTOMAN CONTROL OF SYRIA, ITS WRESTING AWAY FROM SYRIA -- 
THROUGH FRENCH CONCESSIONS ON THE MANDATE -- IN THE LATE 
1930\'S OF THE ALEXANDRETTA/ISKANDERUN/HATAY PROVINCE, 
TURKEY\'S SUPPORT FOR ISRAEL, AND SYRIA\'S SHELTERING OF 
KURDISH LEADER ABDULLAH OCALAN (FOR USE AS A LEVER WITH 
TURKEY IN WATER AND BORDER DISPUTES) STARTED TO IMPROVE IN 
1998. SYRIA, FACING THE COLLAPSE OF ITS PATRON, THE SOVIET 
UNION, AND THE DIRECT THREAT OF ARMED CONFLICT WITH TURKEY 
OVER THE SARG\'S SUPPORT FOR OCALAN, AGREED TO EXPEL HIM AND 
END SUPPORT TO HIS KURDISTAN WORKERYS PARTY (PKK). 
SUBSEQUENT SARG EFFORTS TO STRENGTHEN TIES WITH TURKEY LED, 
IN 2004, TO A SERIES OF HIGH-LEVEL BILATERAL VISITS THAT 
CULMINATED WITH THE SIGNING IN DECEMBER 2004 OF THE 
TURKISH-SYRIAN FREE TRADE AGREEMENT (FTA). AROUND THIS TIME 
SOME OBSERVERS HERE QUIETLY INSISTED THAT BASHAR AL-ASAD, TO 
CONFRONT INTERNATIONAL PRESSURES AND MOUNTING ISOLATION, 
ESSENTIALLY CAVED TO LONG-STANDING TURKISH-IMPOSED REALITIES 
AND EFFECTIVELY CONCEDED LONG-HELD SYRIAN CLAIMS TO THE 
SOVEREIGNTY OVER THE HATAY AREA. AFTER THE 2005 
ASSASSINATION OF RAFIK HARIRI AND INCREASING INTERNATIONAL 
PRESSURE AGAINST SYRIA, TURKISH-SYRIAN COOPERATION SLOWED 
SOMEWHAT AND THE FTA\'S RATIFICATION WAS PUT ON HOLD. SYRIA 
AND TURKEY CONTINUED TO COOPERATE ON SOME BILATERAL ISSUES, 
INCLUDING BORDER SECURITY AND INTELLIGENCE SHARING, BUT 
TURKEY SUSPENDED EFFORTS TO RATIFY THE FTA. 


3. (C) RECENT STRENGTHENING OF TIES: IN RESPONSE TO WANING 
SYRIAN-TURKISH RELATIONS, THE SARG REDOUBLED EFFORTS TO 
ENGAGE TURKEY, WHICH IT SAW AS KEY TO COUNTERING 
INTERNATIONAL POLITICAL AND ECONOMIC ISOLATION, INCLUDING 
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PUBLICLY HAILING SYRIAN-TURKISH RELATIONS, DECREASING 
NEGATIVE SARG RHETORIC ON WATER DISPUTES WITH TURKEY, AND 
SENDING A DELEGATION HEADED BY DEPUTY PRIME MINISTER FOR 
ECONOMIC AFFAIRS, ABDALLAH DARDARI, TO TURKEY IN OCTOBER 2005 
TO RESTART DISCUSSIONS ON TURKISH RATIFICATION OF THE FTA 
(REF A). WHILE THERE WERE FEW INITIAL SIGNS OF IMPROVEMENTS 

IN RELATIONS OVER THE PAST YEAR, THIS BEGAN TO SHIFT IN 
NOVEMBER AND DECEMBER 2006, WITH HIGH-LEVEL DIPLOMATIC VISITS 
BY TURKISH PRIME MINISTER RECEP TAYYIP ERDOGAN AND DEPUTY 
PREMIER, ABDULLATIF SENER, AS WELL AS TURKEY\'S RECENT 
RATIFICATION OF THE SYRIAN-TURKISH FTA, THAT WENT INTO EFFECT 
JANUARY 1, 2007 (REF B). 


4. (C) THE SARG HAS PUBLICLY HAILED THE FTA, WITH PM OTRI 

PUBLICLY CALLING IT A \"TURNING POINT\" IN RELATIONS BETWEEN 
TURKEY AND SYRIA. ORCUN BASARAN, AN ECONOMIC OFFICER AT 
TURKEY\'S EMBASSY IN DAMASCUS COMMENTED PRIVATELY TO ECONOFF 
THAT WHILE THE SARG IS INTENTIONALLY OVERPLAYING THE 
SIGNIFICANCE OF THE RECENT EVENTS, TURKEY IS MOVING FORWARD 


ON POLITICAL AND ECONOMIC ENGAGEMENT WITH SYRIA. HIS 

READ-OUT OF ERDOGAN\'S RECENT MEETING WITH ASAD UNDERLINED 
THIS COMMENT. WHILE ERDOGAN DID CHALLENGE ASAD TO TAKE A 
MORE POSITIVE ROLE IN LEBANON AND A LESS REACTIVE STANCE 
TOWARDS OTHER ARAB GOVERNMENTS IN LIGHT OF SIGNS OF GROWING 
SUNNI-SHIITE DIVISIONS, HE ALSO WAS KEEN TO EMPHASIZE 

TURKEY\'S AND SYRIA\'S SHARED NEIGHBORLY INTERESTS, INCLUDING 
MAINTAINING THE TERRITORIAL INTEGRITY OF IRAQ TO AVOID A 
SEPARATE KURDISTAN AND STRENGTHENING SYRIAN-TURKISH ECONOMIC 
TIES. 


Q(C) SYMBOLIZING THE END OF SYRIA\'S ISOLATION: WHILE THE 

SARG IS PUBLICLY HAILING THE ECONOMIC IMPORTANCE OF THE 

RECENT FTA, MOST EMBASSY CONTACTS, INCLUDING SYRIAN ECONOMIST 
AYMAN MIDANI, DOWNPLAY THE SHORT-TERM ECONOMIC BENEFITS, 
POINTING INSTEAD TO THE SARG\'S USE OF THE AGREEMENT AS A 
SYMBOL OF TURKISH POLITICAL SUPPORT FOR SYRIA AS IT EMERGES 
FROM INTERNATIONAL ISOLATION. OVER THE PAST FEW MONTHS THE 
SARG HAS PUBLICLY CLAIMED THAT TIME HAS VINDICATED ITS 

POLITICAL POLICIES, AND THAT ITS INTERNATIONAL ISOLATION IS 

COMING TO AN END, AS EVIDENCED BY RECENT EU AND TURKISH 
ENGAGEMENT. KINDA KANBAR, GENERAL MANAGER OF SYRIA TODAY, 
THE INDEPENDENT ENGLISH-LANGUAGE BUSINESS MONTHLY, AND EDITOR 
OF A NEW ARABIC-LANGUAGE TURKISH TOURISM PUBLICATION IN 

SYRIA, COMMENTED THAT THE SARG FEELS EMPOWERED BY THE RECENT 
STRENGTHENING OF RELATIONS WITH TURKEY, AND BELIEVES IT 
SIGNALS THE START OF MORE POSITIVE INTERACTION WITH THE 
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INTERNATIONAL COMMUNITY. 


6. (C) SYRIA AS A STRATEGIC GATEWAY TO EUROPE AND THE GULF: 

SARG OFFICIALS AND PUNDITS LIKE TO ASSERT THAT SYRIA IS AT 

THE CENTER OF THE MIDDLE EAST, BOTH POLITICALLY, AND AS A 
STRATEGICALLY POSITIONED TRANSIT HUB. IMAD SHUEIBI, A 

PRO-REGIME FOREIGN POLICY ANALYST, COMMENTED TO ECONOFF THAT 
THE SARG VIEWS ITS IMPROVED RELATIONS WITH TURKEY AS AN 
IMPORTANT FIRST STEP TO IMPROVING RELATIONS WITH EUROPE (WITH 
WHICH IT SOON HOPES TO COMPLETE THE NOW-FROZEN EU ASSOCIATION 
AGREEMENT), DEMONSTRATING THAT SYRIA CAN BE EUROPE\'S GATEWAY 
TO THE MIDDLE EAST. ECONOMICALLY, THE SARG IS TRYING TO 

POSITION SYRIA AS A TRANSIT HUB FOR GOODS COMING FROM EUROPE 
TO THE GULF, AND BELIEVES THE FTA UNDERSCORES SYRIA\'S 
STRATEGIC SHIPPING LOCATION. SYRIA HAS ALREADY BEEN PLAYING 
THIS ROLE WITH TURKEY, WHICH HAS EXPORTED MUCH OF THE $80 
BILLION OF GOODS IT SENT TO IRAQ THIS YEAR VIA SYRIA, WHICH 
RECEIVES TRANSIT FEES. 


7. (C) BALANCING IRAN: SARG OFFICIALS BELIEVE THAT CLOSER 

TIES WITH TURKEY, A WESTERN-ORIENTED STATE, WILL CAST THE 
SARG IN A MORE POSITIVE INTERNATIONAL LIGHT, HELPING IT TO 
DECREASE ITS ONGOING ISOLATION AND COUNTER THE PERCEPTION 
THAT SYRIA HAS FALLEN INTO IRANVS ORBIT AND IS TAKING ITS 
POLITICAL CUES FROM TEHRAN. A SYRIAN ECONOMIST OF 
INTERNATIONAL STATURE AND ADVISOR TO THE SARG, SAMIR SEIFAN, 
COMMENTED PRIVATELY THAT THE SARG HOPES TO USE ITS 
STRENGTHENED TIES WITH TURKEY TO BALANCE THE SARG\'S 
RELATIONSHIP WITH IRAN, PROMOTING A MORE POSITIVE VISION OF 
SYRIA TO POTENTIAL SYMPATHIZERS IN EUROPE. 


8. (C) THE KURDISH ISSUE: SINCE SYRIAS EXPULSION OF OCALAN 

IN 1998, SYRIA AND TURKEY GRADUALLY INCREASED COOPERATION ON 
WHAT THEY BELIEVE IS A SHARED THREAT FROM SEPARATIST KURDISH 
ELEMENTS. INTERNALLY, THE SARG REGIME IS CONCERNED ABOUT THE 
CHALLENGE THAT KURDS POSE TO ITS AUTHORITY AND SEES TURKEY AS 
A SYMPATHETIC NEIGHBOR WILLING TO COUNTENANCE REPRESSION OF 
THE KURDS IN SYRIA. SYRIA AND TURKEY HOLD BI-ANNUAL 

MINISTERIAL LEVEL DISCUSSIONS ON BORDER SECURITY, LARGELY 
RELATED TO &KURDISH8 ISSUES AND ACCORDING TO NAZMIYE 
BASARAN, POLITICAL OFFICER AT THE TURKISH EMBASSY, THE SARG 
HAS BEEN INCREASINGLY HELPFUL IN HANDING OVER TO TURKEY 
ALLEGED KURDISH TERRORISTS (AFFILIATED WITH THE PKK AND ITS 
OFFSPRING). SYRIA AND TURKEY\'S COOPERATION ON THIS ISSUE HAS 
ALSO TAKEN ON A BROADER CONTEXT SINCE THE WAR IN IRAQ BEGAN. 
FOREIGN AFFAIRS ANALYST SHUEIBI COMMENTED THAT THE SARG 
BELIEVES TURKEY IS A CRITICAL PARTNER FOR REGIONAL STABILITY, 
AND MOREOVER, AN ESSENTIAL ALLY ON THE INTERNATIONAL STAGE 
CALLING FOR MAINTAINING IRAQ\'S TERRITORIAL INTEGRITY ) AND 
THEREFORE PREVENTING THE RISE OF A SEPARATE KURDISH STATE IN 
NORTHERN IRAQ, A POTENTIAL STEP THAT BOTH TURKEY AND SYRIA 
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VIEW AS LIKELY TO INFLAME SEPARATIST SENTIMENTS AND 
DESTABILIZING TENDENCIES IN THEIR TWO COUNTRIES. 


9. (C) GOOD RELATIONS = PRACTICAL COOPERATION: BEYOND THE 
POLITICAL CONSIDERATIONS, THE SARG IS ALSO TRYING TO REAP THE 
PRACTICAL ADMINISTRATIVE AND ECONOMIC BENEFITS OF CLOSER 
COOPERATION WITH TURKEY, INCLUDING: 


-- THE &TURKISH8 MODEL: THE SARG HAS HAILED ITS 

RELATIONSHIP WITH TURKEY AS A MODEL FOR FURTHER REGIONAL 
COOPERATION, BUT IS ALSO LOOKING TO UTILIZE TURKEY AS A MODEL 
FOR SARG REFORM EFFORTS. SYRIAN PM OTRI, FOR EXAMPLE, 
SPONSORED A MUCH-HAILED SYRIAN-TURKISH MUNICIPAL CONFERENCE 
LAST MONTH THAT HIGHLIGHTED TURKEY AS MODEL FOR LOCAL 
ADMINISTRATION REFORM. ACCORDING TO LOCAL CONTACTS AT THE 
EU, WHO HELPED ORGANIZE THE CONFERENCE, SARG OFFICIALS 
SPECIFICALLY CHOSE TURKEY AS THE MODEL PARTNER FOR THE 
EU-SPONSORED PROGRAM TO MODERNIZE SYRIA\'S MUNICIPAL SYSTEM, 
EXPRESSING A DESIRE TO USE THE PROGRAM TO TRANSFER TURKISH 
LOCAL GOVERNMENT KNOWLEDGE AND SKILLS TO SYRIANS. 


-- ENERGY: THE SARG IS EXPERIENCING AN ELECTRICITY GAP OF 
APPROXIMATELY 750 MEGAWATTS PER YEAR, AS WELL AS DECLINING 
OIL REVENUES, AND IS SEEKING NEW ENERGY SECTOR OPPORTUNITIES. 
SYRIA\'S IMPROVED RELATIONS WITH TURKEY ARE OPENING DOORS IN 
THIS SECTOR. IN OCTOBER 2006 SYRIA AND TURKEY ANNOUNCED THE 
ACTIVATION OF A LONG-DELAYED POWER PROJECT THAT WILL PROVIDE 
APPROXIMATELY 3.3 PERCENT OF SYRIAYS CURRENT ELECTRICITY 
NEEDS THROUGH AN ELECTRICAL GRID CONNECTION WITH TURKEYS 
BIRECIK POWER PLANT (REF C). NIZAR OBEID, SIEMENS AG 
REPRESENTATIVE IN SYRIA TOLD ECONOFF THAT WITH THE RECENT 
COMPLETION OF SYRIAS ELECTRICAL GRID CONNECTION WITH IRAQ, 
AND PREVIOUS CONNECTION WITH TURKEY, THE SARG IS READY TO 
MOVE FORWARD ON PLANS TO CONNECT ITS ELECTRICITY GRID WITH 
IRAN VIA TURKEY AND IRAQ. THERE HAVE ALSO BEEN LOCAL PRESS 
REPORTS THAT THE SARG IS PURSUING DISCUSSIONS WITH IRAN AND 
TURKEY TO RECEIVE AS MUCH AS 3 BILLION CUBIC METERS OF 

IRANIAN NATURAL GAS ANNUALLY THROUGH TURKISH PIPELINES. 


-- CUSTOMS/SMUGGLING: SYRIA AND TURKEY HAVE BEEN COOPERATING 
ON SEVERAL INITIATIVES TO IMPROVE BORDER CROSSINGS, A 
SIGNIFICANT ISSUE FOR SYRIA, AS ITS SEES ITSELF AS A TRANSIT 

HUB FOR THE GULF COUNTRIES AND IRAQ. THERE IS A NEW 
SYRIAN-TURKISH CUSTOMS INITIATIVE TO EXPEDITE CROSS-BORDER 
SHIPMENTS, AND MARWAN AL-KADRI, THE EXCLUSIVE AGENT FOR 
KICKERS-BRAND CLOTHING AND A MEMBER OF THE SYRIAN-TURKISH 
BUSINESSMENS ASSOCIATION, SAID THESE INITIATIVES WILL MAKE 

IT EASIER FOR SYRIAN GOODS TO FLOW ACROSS THE BORDER TO A 
VIABLE MIDDLE-CLASS MARKET IN TURKEY. DURING DEPUTY PREMIER 
SENERS VISIT IN DECEMBER 2006, TURKEY AND SYRIA ALSO AGREED 
TO A NEW BORDER CROSSING IN TAL ZIWAS IN THE NORTHEASTERN 
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SYRIAN REGION OF QAMISHLI THAT PROVIDES A MORE DIRECT LINK 
BETWEEN TURKEY AND IRAQ, REDUCING THE PRESSURE ON THE OTHER 
SYRIAN-TURKISH BORDER CROSSINGS. THESE BORDER IMPROVEMENTS 
ARE ALSO DESIGNED TO DECREASE SMUGGLING, A CONCERN FOR THE 
SARG, AMONG OTHER REASONS, BECAUSE OF THE OUTFLOW OF 
HEAVILY-SUBSIDIZED SYRIAN DIESEL TO TURKEY. SYRIA AND TURKEY 
ARE ALSO COOPERATING IN THE AREA OF COUNTER-NARCOTICS, WITH 
TURKEY PROVIDING ANTI-DRUG-SMUGGLING TRAINING TO LOCAL POLICE 
AND BORDER AGENTS. 


10. (C) PITFALLS OF ECONOMIC TIES WITH TURKEY: WHILE THERE 

ARE NO STORM CLOUDS ON THE POLITICAL HORIZON, SYRIAN 
BUSINESSMEN DO HAVE SOME CONCERNS ABOUT EXPANDED ECONOMIC 
TIES WITH TURKEY. THE SARG CLAIMS THAT THE SYRIAN-TURKISH 

FTA WILL BENEFIT SYRIA BY INCREASING THE FLOW OF INVESTMENT 
AND COMMODITIES, AND THERE ARE SOME SYRIAN BUSINESSMEN, 
INCLUDING, BASSEL HAMWI, CHAIRMAN OF AUDI BANK AND AHMAD 
SABBAGH, A PROMINENT ALEPPO BUSINESSMEN INVOLVED IN TEXTILES 
AND SHOPPING MALLS, WHO BELIEVE THE FTA WILL BE ECONOMICALLY 
BENEFICIAL TO SYRIA (NOTE: ALEPPO AND THE SURROUNDING AREAS 
CLOSE TO THE TURKISH BORDER, WITH EXISTING CROSS-BORDER 
BUSINESS RELATIONS, ARE MOST LIKELY TO RECEIVE THE SHORT-TERM 
BENEFITS ACCRUING FROM IMPLEMENTATION OF THE FTA. END NOTE). 
HOWEVER, MANY BUSINESSMEN HAVE BOTH PRIVATELY AND PUBLICLY 
VOICED THEIR APPREHENSIONS ABOUT THE AGREEMENT. SYRIAN 
MANUFACTURERS, ESPECIALLY THOSE IN THE ALREADY BELEAGUERED 
PUBLIC SECTOR, ARE CONCERNED ABOUT INCREASED COMPETITION FROM 
THE MORE DEVELOPED TURKISH SECTOR. EVEN HAYTHEM JOUD, A 
HIGHLY SUCCESSFUL AND PROMINENT SUNNI BUSINESSMAN, EXPRESSED 
HIS CONCERNS ABOUT THE ABILITY OF THE BEST SYRIAN PRODUCTS TO 
COMPETE AGAINST THE COMPARATIVE MARKETING ADVANTAGES THAT 
MAKE TURKEY A REGIONAL POWERHOUSE. ADDITIONALLY, SOME 
BUSINESSMEN ARE CONCERNED THAT TURKS WILL BUILD PART OF THEIR 


GOODS IN SYRIA TO CLAIM SYRIAN ORIGIN FOR SHIPMENT OF GOODS 
TO THE GULF UNDER THE GREATER ARAB FREE TRADE AGREEMENT 
(GAFTA), EFFECTIVELY \"STEALING\" THIS MARKET FROM SYRIAN 
BUSINESSMEN. 


11. (C) BEYOND THE POTENTIAL PROBLEMS FROM COMPETITION, 

SYRIAN ECONOMISTS SUGGEST THAT THE BIGGEST DANGER POSED BY 
THE FTA TO SYRIA\'S ECONOMY IS ON A MACROECONOMIC LEVEL. 

SYRIA CURRENTLY FACES A GROWING TRADE IMBALANCE, WHICH COULD 
BE FURTHER AGGRAVATED BY THE FTA WITH TURKEY. PRIOR TO 2004 
SYRIA EXPORTED MORE TO TURKEY, BUT WITH DECLINING OIL 
PRODUCTION IT NOW RECEIVES AN INCREASINGLY GREATER SHARE OF 
IMPORTS (NOTE: IN 2005, SYRIA'S TRADE VOLUME WITH TURKEY WAS 
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$800 MILLION, WITH SYRIAN EXPORTS REPRESENTING $270 MILLION 
AND TURKISH IMPORTS REPRESENTING $550 MILLION. END NOTE). 
SEIFAN SAID THAT THE TRADE IMBALANCE IS A CONCERN FOR SYRIA\'S 
FRAGILE ECONOMY AND COULD BE EXACERBATED AS CHEAP TURKISH 
GOODS FLOOD THE SYRIAN MARKET. IN ADDITION, IT IS UNLIKELY 

THAT TURKISH COMPANIES WILL RUSH TO INVEST IN SYRIA AND 
COUNTERBALANCE THIS POTENTIAL WAVE OF TURKISH GOODS (REF C). 


12. (C) OLD FEELINGS OF RESENTMENT DIE HARD: WHILE THE SARG 
PUBLICLY DOWNPLAYS ANY FEELINGS OF RESENTMENT BETWEEN TURKS 
AND SYRIANS, HIGHLIGHTING THAT ALTHOUGH TURKS ARE NOT ARABS, 
THEY ARE \"FRIENDLY NEIGHBORS,\" SUCH RESENTMENT DOES EXIST 
AMONGST THE LARGER SYRIAN POPULATION. ELIAS SAMO, A 
PROFESSOR OF INTERNATIONAL RELATIONS FROM ALEPPO, COMMENTED 
TO ECONOFF THAT SOME SYRIANS STILL HARBOR FEELINGS OF 
RESENTMENT TOWARDS THE TURKS FOR INJUSTICES PERPETRATED UNDER 
THE OTTOMAN RULE AND FOR \"TAKING\" THE 
ALEXANDRETTA/ISKANDERUN/HATAY AREA. AND ALTHOUGH TURKISH 
CONTACTS REMARK THAT SYRIA HAS \"OFFICIALLY\" RECOGNIZED THE 
HATAY AREA AS TURKISH, SAMO AND SHUEIBI WERE BOTH QUICK TO 
ASSERT THAT SYRIAN CLAIMS TO THIS LAND HAVE ONLY BEEN 
TEMPORARILY SUSPENDED (COMMENT: THE UNDERLYING MEANING HERE 
IS THAT SYRIA IS NOT PRESSING TURKEY ON THIS ISSUE WHILE 

SYRIA NEEDS TURKEY\'S SUPPORT INTERNATIONALLY HOWEVER, GIVEN 
THAT TURKEY HAS OCCUPIED THIS REGION FOR DECADES, THE SARG\'S 
DECISION UNDER BASHAR AL-ASAD TO SHELVE ITS IRREDENTIST 

CLAIMS WILL LIKELY MAKE IT DIFFICULT AT ALATER DATE TO 
RE-ACTIVATE SUCH CLAIMS. END COMMENT.). 


13. (C) UNDERLYING WATER DISPUTES: IN RECENT YEARS THE SARG, 

IN LARGE PART BECAUSE OF ITS DESIRE FOR BETTER POLITICAL 
COOPERATION, HAS CEASED ACCUSING TURKEY OF BOTH POLLUTING THE 
EUPHRATES AND USING WATER AS A POLITICAL WEAPON (REF D). 
HOWEVER, POTENTIAL ISSUES REMAIN. THE MANAGEMENT OF THE 
TIGRIS-EUPHRATES BASIN CONTINUES TO TOP THE SARGVS 
INTERNATIONAL WATER AGENDA AND TURKEY, SYRIA, AND IRAQ HAVE 
NOT REACHED ANY AGREEMENT (NOTE: THE EUPHRATES CONSTITUTES 
SYRIA\'S PRIMARY SOURCE FOR IRRIGATION WATER AND 
HYDROELECTRICITY GENERATION. END NOTE.). SYRIA ALSO PUBLICLY 
OPPOSES TURKEY\'S PLANS TO BUILD THE ILISU DAM ON THE TIGRIS. 

IN ADDITION, SYRIA CONTINUES TO BE CONCERNED ABOUT TURKEY\'S 
MANAGEMENT OF THE WATER FLOW ON THE EUPHRATES. WHILE SYRIA 
HAS COMPLAINED ABOUT NOT RECEIVING ENOUGH WATER IN THE PAST, 
A HEAVY RAIN STORM IN NE SYRIA THIS PAST OCTOBER CREATED 
FLOODING THAT KILLED TENS OF PEOPLE AND RUINED A LARGE 
PORTION OF SYRIAYS COTTON CROP. ALTHOUGH THERE WAS NO PUBLIC 
OUTCRY AGAINST TURKEY FOR ITS PART IN INCREASING THE WATER 
FLOW DURING THE HEAVY RAINS, LUIGI CAVESTRO, THE ITALIAN 
MANAGER OF THE RAS EL AIN WATER PROJECT IN NE SYRIA SAID THAT 
LOCALS HAD POINTED FINGERS AT TURKEY FOR WHAT THEY VIEWED AS 
ITS ROLE IN THIS TRAGEDY. 
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14. (C) COMMENT: THE SYRIAN REGIME VIEWS TURKEY AS A CRITICAL 
PARTNER FOR ACHIEVING REGIONAL POLITICAL GOALS AND 

MAINTAINING INTERNAL STABILITY, EVEN IF SYRIA\S ECONOMY MAY 
SUFFER SOME INADVERTENT BLOWS AS A RESULT. OBSERVERS AGREE 
THAT THE SARG VIEWS THE FTA AND RECENT HIGH-LEVEL TURKISH 
DIPLOMATIC ENGAGEMENT AS CRITICAL EVIDENCE SUPPORTING THE 
CLAIM THAT SYRIA HAS EASED OUT OF INTERNATIONAL ISOLATION, 

AND THAT IT HAS DONE SO ON ITS OWN TERMS. THROUGHOUT THE 
INTERNATIONAL ISOLATION OF SYRIA FOLLOWING HARIRIVS 
ASSASSINATION, THE SARG MAINTAINED CONSTANT CONTACT WITH A 
RANGE OF TURKISH INTERLOCUTORS AND WAS PREPARED, WHEN THE 
ISOLATION BEGAN TO WEAKEN AT OTHER POINTS, TO URGE TURKEY TO 
MOVE FORWARD AND EXPAND RELATIONS WITH SYRIA. THE SARG WILL 
NOW WORK TO TAKE ADVANTAGE OF THE POSITIVE IMPACT OF STRONGER 
SYRIA-TURKEY TIES TO DEVELOP CLOSER LINKS, NOT JUST WITH 
REGIONAL COUNTRIES SUCH AS IRAQ, BUT ALSO WITH EUROPEAN 
COUNTRIES CONCERNED WITH MIDDLE EAST POLITICAL AND ECONOMIC 
STABILITY. SARG OFFICIALS, AS WELL AS ANALYSTS HERE, 

BELIEVES THAT TURKEYYS MOVE COULD PROVIDE ENCOURAGEMENT (AND 
SOME POLITICAL COVER) FOR WESTERN COUNTRIES TO CALCULATE THATE 


THE BENEFITS OF ENGAGING SYRIA OUTWEIGH ANY COSTS. AND 
AGAINST THE BACKDROP OF TENSIONS WITH OTHER ARAB STATES, LIKE 
LEBANON, SAUDI ARABIA, AND EGYPT, SYRIA ALSO SEES TURKEY AS 

AN IMPORTANT NON-ARAB, ALTHOUGH ISLAMIC, STATE THAT CAN BE A 
KEY ALLY FOR ACHIEVING SYRIA\'S REGIONAL POLITICAL INTERESTS. 
NEVERTHELESS, SYRIAN-TURKISH RELATIONS HAVE EBBED AND FLOWED 
OVER THE YEARS, AND DISAGREEMENTS OVER LEBANON AND WATER 
ISSUES, AS WELL AS SYRIAS CURRENTLY SHELVED IRREDENTIST 
CLAIMS TO THE HATAY PROVINCE, REMAIN FLASH POINTS THAT, 
DEPENDING ON THEIR HANDLING BY THE SARG, COULD, IN THE 
INTERMEDIATE-TERM OR DISTANT FUTURE, UNDERCUT THIS \"NEW 
FRIENDSHIP. END COMMENT. 
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E.O. 12958: DECL: 01/08/2017 
TAGS: PGOV, KCRM, PTER, PK 
SUBJECT: DOMESTIC TERROR KILLS MORE THAN 900 IN 2006 


REF: 06 ISLAMABAD 6229 
Classified By: Ryan C. Crocker, Ambassador. Reasons 1.4 (b) and (d) 


1. (U) SUMMARY: A well-regarded local think tank calculates 
that more than 900 Pakistanis died from terrorist-related 
attacks in 2006. In addition, more than 1,500 were wounded. 
The numbers, broken down by province and nature of the 
incidents, highlight the difficult domestic environment the 
government of Pakistan must deal with as it pursues its part 
in the Long War. END SUMMARY. 


2. (C) The Pak Institute for Peace Studies (PIPS), 

established by Amir Rana in Lahore is a new (2002) but 
reputable think tank affiliated with the International Center 

for Political Violence and Terrorism Research in Singapore. 
Rana\'s books \"A to Z of Jihadi Organizations in PakistanW and 
\"Seeds of Terrorism caused him some problems with the 
intelligence agencies over allegations regarding the 
government\'s involvement with militant and extremist 
organizations. The \"PIPS Security Report 20061" is their most 
recent product (available at 
www.san.pips.com/pk/Pakistan/Security.asp), detailing the 
extent to which terrorism and terrorists confronted security 
forces as well as how they affected state, public and private 
activities in each province. 


3. (U) The PIPS report cites 657 terrorists attacks (which 
included 41 sectarian attacks or clashes) in 2006, resulting 

in 907 deaths and 1,543 injuries. According to the report, 
security forces arrested 1,552 suspected terrorists (1,094 
Taliban and Afghans, 47 Al-Qaeda operatives, 213 nationalist 
insurgents and 198 other militants\"). The report claims 
403 attacks in Balochistan, with 277 killed and 676 injured. 
Many attacks tied to the Baloch nationalist insurgency 
targeted government facilities and energy infrastructure. In 
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the Federally Administered Tribal Areas (FATA), which 
experienced 144 attacks, 379 deaths and 307 injured, tribal 
militants and Taliban are blamed for most of the violence, 

but sectarian clashes between rival tribes in Khyber Agency 
also disturbed the area. North West Frontier Province (NWFP) 
suffered 60 terrorist attacks and sectarian clashes, 

resulting in 139 dead, and 303 wounded. The densely populated 
Punjab was relatively peaceful, experiencing only 28 attacks, 
that resulted in 28 killed and 126 injuries. Sindh province 
experienced 19 terrorist attacks, with 81 dead and 127 
injured; one bombing in Karachi,at a religious congregation 

at Nishter Park (reftel), killed 57 and wounded 100. The 
Northern Areas generally remained peaceful; three terrorist 
attacks resulted in three deaths and four injured. 


4. (U) Post notes that PIPS\' statistics are roughly 
consistent with those reported by other terrorism analysts 
and GOP interlocuters. 
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STATE PASS USTR FOR N. MOORJANI, J. BUNTIN 
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PARIS FOR ZEYA 

USCENTCOM FOR PLUSH 

FOREIGN PRESS CENTER FOR SILAS 


E.O. 12958: N/A 

TAGS: OIIP, KPAO, KMDR, MU 

SUBJECT: MEDIA REACTION: SKEPTICISM ABOUT GREATER MIDDLE EAST 
INITIATIVE, PALESTINIAN INFIGHTING. 

REF: MUSCAT 00002 


1. SUMMARY: Privately owned \"Al-Watan\" blames \"illegitimate 
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invasion!" for crises in Iraq, Palestine, and Lebanon. \"Al-Watan\" 

and government-owned \"Oman\" regret Palestinian infighting, and call 
for unity and \"patient resistance\" against Israel. END SUMMARY. 


2. Government dailies avoided reporting the Saddam Hussein 
execution almost entirely, but private dailies did provide some 
coverage (REFTEL). All dailies gave prominent coverage to 
Palestinian internecine violence. 


3. On January 4, the privately owned daily \"Al-Watan\" (circulation 
42,000) wondered, \"2007: A Year of Reconciliation?\": 


\"As the Arab world ushers in the year 2007, conflict continues in 
Iraq, Palestine, and Lebanon with one common cause: the presence of 
illegitimate invaders...Other similar characteristics of these 

conflicts are an increase in the killing rate, destruction of 
infrastructure and developmental projects, and continuing economic 
and social turmoil. Illegitimate invasion is the main cause of all 
these dangerous consequences that are spiraling towards civil war. 
All this plays right into the interests of the U.S., which is using 

its Greater Middle East Initiative to redraw the map of the Middle 
East to Israel\'s advantage. Then the U.S. can truly dominate 
militarily and scientifically, and guarantee economic control of the 
Middle East and all its markets.\" 


4. State-owned daily \"Oman\"(circulation 38,000) published a January 
6 editorial entitled \"Palestinian Violence and the Illusion of 
Regional Peace\": 


\"It is unfortunate that what is happening between Fatah and Hamas is 
illogical and contrary to the national interest of the Palestinian 

people who have been struggling for more than half a century to 
reclaim their rights from the Israeli entity. So this fight between 
brothers is for the benefit of Israel, which has longed for such 

division. This scene might spiral out of control if violence 

continues between the Palestinian factions in front of Arab and 
international media. What confuses everyone is the question of who 
benefits from the fight and what its consequences are for the 
Palestinian issue.\" 
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5. On January 7, WAl-WatanW also published an editorial about 
Palestinian infighting entitled \"Getting Away with Division": 


\"Part of understanding what is going on in Palestine is knowing that 
Israel has discovered another weapon to use against the 
Palestinians: divide and rule, in addition to executing any leaders 
who begin to unify the Palestinians. The IsraelisW invasion plan 
requires them to keep Palestinians fighting amongst themselves, 
while maintaining a blockade. This scenario, so destructive for 
Palestinians, must be met with an understanding of the situation 
that leads Palestinians to unify their efforts and stand to face the 
enemy. The Palestinians need to prove that they can resist 
patiently. Unity is the only escape from this dilemma.\" 
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ENERGY FOR CDAY, DPUMPHREY, AND ALOCKWOOD 
NSC FOR DTOMLINSON 


E.O. 12958: DECL: 01/05/2017 
TAGS: EPET, ENRG, EINV, ECON, VE 
SUBJECT: CNPC\'S VENEZUELAN WOES 


REF: 2006 CARACAS 02881 
Classified By: Economic Counselor Andrew N. Bowen for Reason 1.4 (D) 


1. (C) SUMMARY: CNPC executives stated Sinovensa, the joint 
venture between PDVSA and CNPC that produces Orimulsion, no 
longer produces the product on orders of the Ministry of 

Energy and Petroleum (MEP). CNPC views the situation as an 
expropriation and has reserved its rights to arbitration. 

The executives also expressed frustration over the migration 

of their operating service agreement field to a PDVSA 

controlled joint venture and concerns over the personal 

security of their employees. END SUMMARY 


2. (C) Econ Counselor and Petroleum Attache (Petatt) met 

with CNPC President and Sinovensa General Manager Qingping Li 
(strictly protect) and CNPC Vice President Jinling Zhang 

(strictly protect) on January 5 to discuss the current 

operating environment in Venezuela. Zhang confirmed that 
Sinovensa stopped production of Orimulsion on December 31 on 
orders of the MEP. PDVSA has stated publicly that Sinovensa 

will be restructured into a joint venture and that its output 

of extra heavy crude will be mixed with lighter crudes for 

marketing purposes. 


3. (SBU) Orimulsion is an emulsion composed of 70 percent 
bitumen and 30 percent water that is used as a power station 
fuel or in the heavy industry sector. PDVSA, via its Bitor 
affiliate, signed an agreement with CNPC in 2001 creating a 
joint venture, Sinovensa, for the purpose of producing 
Orimulsion. Under the agreement, Sinovensa constructed an 
Orimulsion facility with a annual capacity of 7.25 million 
metric tons as well as shipping facilities. According to 
PDVSA\'s website, the production facility required an initial 
investment of 360 million USD. The facility received its 
bitumen from an 11 square kilometer field in the Faja region 
that produces roughly 90,000 barrels of bitumen daily. 
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4. (C) Zhang stated CNPC is treating the MEP order as an 
expropriation and expects to receive fair compensation for 

its investment. Zhang stated the MEP originally advised CNPC 
of its decision to halt production by December 31, 2006 via 
letter on September 25. Based on ZhangYs comments, CNPC 
apparently thought that it could negotiate with the MEP but 

the MEP quickly disabused it of the notion. CNPC decided not 
to fight the decision but has reserved its rights to 

international arbitration. It appears that CNPC is currently 
negotiating with MEP on the issue of compensation. Zhang 
complained that she deals with Orimulsion issues on a daily 
basis. 


5. (C) When asked about the Orimulsion supply contracts, 
Zhang mentioned that a power plant in China had been modified 
to use Orimulsion. In addition, she stated companies in 

Italy and Canada had Orimulsion supply contracts. Zhang 
added there were rumors the Canadians intended to sue over 
the suspension of Orimulsion deliveries. She was not sure 
what the Italians planned to do. (NOTE: According to the 
PDVSA website, the Fiume Santo power plant in Sardinia was 
modified to take Orimulsion. The plant is owned by Endesa 
Italia and supplies Sardinia with 60 percent of its 

electricity. PDVSA estimated in 2003 that the plant would 
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utilize a million tons of Orimulsion per year. We were 
unable to find any information on the use of Orimulsion in 
Canada. END NOTE) 


6. (C) Zhang stated several times CNPC does not understand 
the rationale behind the MEP\'s decision. It is easy to 
understand why CNPC is bewildered. The September 25 letter 
terminating the production of Orimulsion came on the heels of 
President Chavez\'s August 2006 visit to China as well as a 
September visit by high level PDVSA officials. Both Chavez 

and the PDVSA officials signed a number of energy MOUs during 
their visits. Chavez has also repeatedly and publicly stated 

that he views the Sino-Venezuelan energy relationship to be 

of the utmost importance. 


7. (C) On October 18, President Chavez publicly inaugurated 
the first of 18 test wells that PDVSA and CNPC will use to 
certify the reserves in the Junin 4 block of the Faja. 

During the ceremony, Chavez was quoted as stating Venezuela 
is committed to raising its oil shipments to China to 300,000 
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barrels per day in 2007 and 500,000 in 2008. Surprisingly, 
Zhang was not upbeat about the Faja project. She stated that 
China and Venezuela signed an MOU for the creation of a joint 
venture to develop a block in the Faja. However, the BRV 
then stated that no company would be guaranteed a block in 
the Faja and that blocks would be assigned via bidding. 
Zhang stated that it did not make any sense to sign the MOU 
for the joint venture if it is not guaranteed a block. She 
complained the BRV did not appear to have any plan for the 
development of the Faja but just made things up as it went 
along. A clearly exasperated Zhang summed things up by 
mumbling \"They are crazy." 


8. (C) Li, who arrived in Venezuela three months ago, 
appeared to be fixated on security issues throughout the 
meeting. He told Econ Counselor that CNPC employees had 
repeatedly been the victims of street crime and kidnappings 
and was clearly concerned about his Chinese employees\' 
safety. At one point, he noted that while the heat and 
grinding poverty were drawbacks to working in Sudan, the 
level of criminality was less than in Venezuela. He 

frequently brought the conversation back to security issues 
and was extremely interested in the Post\'s perceptions of the 
security situation as well as U.S. companies\' views. As in 
previous meeting with CNPC executives (Reftel), Li also 
complained about Venezuelan labor regulations and the work 
ethic of Venezuelan laborers. When asked about the migration 
of CNPC\'s operating service agreement field to a joint 
venture, Zhang stated nothing had changed since our last 
meeting (Reftel). 


9. (C) Although it is easy to understand why the CNPC 
executives are frustrated and bewildered by the MEP and 
PDVSA, CNPCVs woes merely confirm three clear trends. First, 
despite Bolivarian rhetoric to the contrary, companies that 

are viewed as \"teacher\'s pets\" due to their home country\'s 
\"special\" relationship with Venezuela have not received any 
special treatment. All of the companies have been treated 
the same when it comes to tax disputes and issues arising out 
of the migration of the operating service agreements and 
strategic associations to PDVSA controlled joint ventures. 
Despite Chavez\'s frequent public exclamations on the 
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importance of the Sino-Venezuelan relationship, at the end of 
the day, CNPC was treated just as poorly as one of the 
international oil companies from the United States. 


10. (C) Second, the Orimulsion saga offers strong evidence 

that MEP Vice Minister Bernard Mommer is still the driving 

force behind Venezuelan hydrocarbon policy. Mommer has been 
obsessed with Orimulsion for years. Mommer believes that 
Venezuela should focus on value added products with higher 
profit margins. He told Zhiang that he \"lost his job\" in the 

old PDVSA due to his opposition to Orimulsion. (Note: Mommer 
was Senior Advisor for Strategic Planning Co-Coordination at 
PDVSA from 1991 to 1995. End Note) We view the termination 
of the Orimulsion program after CNPC had invested significant 
sums of money in it as clear evidence of Mommer\'s continuing 
dominance of hydrocarbon policymaking. 


11. (C) Finally, the termination of the Orimulsion program 
says a great deal about the MEP\'s and PDVSA\'s priorities, or 
lack thereof. As we have frequently reported, PDVSA suffers 
from a myriad of administrative and operational problems. In 
addition, Mommer is currently overseeing the migration of 
operating service agreement fields to PDVSA controlled joint 
ventures as well as negotiations for the migration of the 
strategic associations to joint ventures. Despite all of 

these problems and challenges, MEP and PDVSA devoted time and 
energy to the elimination of a niche program that is 
insignificant in the greater scheme of things. As a result, 

they have soured relations with the Chinese and may have 
opened themselves up to suits by the holders of supply 
contracts. 

WHITAKER 


91760 

RR RUEHWEB 

DE RUEHBW #0017 0081410 
ZNR UUUUU ZZH 

R 081410Z JAN 07 

FM AMEMBASSY BELGRADE 
TO SECSTATE WASHDC 0031 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, SR 


SUBJECT: COUNTRY CLEARANCE GRANTED FOR YOULIANA IVANOVA 


Column 3 
REF: SECSTATE 649 


1. Embassy Belgrade grants country clearance to Ms. Youliana 
Ivanova, Serbia Desk Officer, from January 17 to February 2, 2007, 
for the purpose of participation in the OSCE election observation 
team, and to conduct an embassy orientation tour. Control Officer 
for this visit will be Demian Smith, Political Officer, Tel: 

(381-11) 306-4686 (office), (381-63) 654-940 (mobile). 


2. All official visitors who expect to stay more than five business 
days are required to attend a RSO security briefing held Tuesdays 
and Thursdays at 11:00am at the Embassy. Official visitors who 
expect to stay more than five business days are also required to 
conduct a security out-brief with the RSO. Visitors staying less 

than five days should review the TDY Briefing document available on 
the Embassy Intranet site. 


3. The Embassy\'s offices are located at Kneza Milosa 50, Belgrade. 
The Embassy\'s switchboard telephone number is 381-11-361-9344; the 
fax number is 381-11-361-8230. Normal Embassy working hours are 
Monday-Friday, 8:30 a.m. - 5:00 p.m. The after hours (Post 1) 
telephone number is 381-11-306-4679. As requested, one single room 
has been reserved at the Moskva Hotel, telephone (881-11) 268-6255, 
fax (881-11) 268- 8389, for the nights of January 23-26, 2007 and 
February 1, 2007. The Embassy room rate is Euro 119. Travelers are 
responsible for payment of all charges made at the hotel. Please 

note that telephone calls made from the Moskva hotel are expensive 
and international calling cards do not work in Serbia. In addition 

to cash, the Moskva Hotel accepts American Express, Visa, Master, 
and Diners Club cards, or travelers\' checks for payment of room 
charges. 


4. Travelers on official travel to Belgrade are 
exempt from Value-Added Tax (VAT) on hotel bills. 


5. Credit cards are accepted at hotels, restaurants and major 
supermarkets in Belgrade; however, for travel within Serbia outside 
Belgrade travelers should bring enough cash for expenses. 
Accommodation exchange is available through the Embassy cashier with 
a copy of your travel orders. There is a $1,000.00 per week limit. 
Personal and travelers\' checks are 

acceptable at the Embassy. The Raiffeisen Bank ATM is available at 
the Embassy\'s Post One lobby. However, this machine does not accept 
Mastercard, American Express nor Diners Club cards. 


6. American citizens do not need visas to enter Serbia for a stay 

up to 90 days. Upon arrival in Belgrade, the Embassy will meet and 
assist you on arrival at the airport. On departure, you should be 

aware that some US carrier connections via major hubs around Europe 
require an overnight in transit. Personnel not staying in a hotel 
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are 
required to register with local police within 24 hours of arrival. 


SPECIAL CIRCUMSTANCES 


7. Travelers entering Serbia with more than 2000 Euros in cash are 
required to declare all currency upon entry and obtain from customs 
officials a declaration form that must be presented at departure. 

Failure to comply may result in the confiscation of all funds. The 

U.S. Embassy has been contacted by many American citizens who have 
failed to comply with this requirement and consequently had 

thousands 

of dollars seized by the Government of Serbia. It is advisable to 

contact the Embassy of Serbia in Washington for specific information 
regarding customs requirements. 


SECURITY 


8. Official U.S. presence has been continuous in 

Belgrade since October 2000 and personnel have 

experienced few untoward incidents. The impression given by the 
general public is that there is support for the return of USG 
personnel. However, visitors should not take photos of buildings 
damaged or destroyed in the NATO bombing campaign. Random street 
crimes, such as pickpocketing and car vandalism, are the most 
commonly reported incidents. There are very 

serious information security concerns and strict 

security procedures are to be maintained regarding computer 
processing and sensitive discussions. 
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SUBJECT: KUWAIT DEMARCHE DELIVERED: 2007 LIBERIA PARTNERS\' 
FORUM 


REF: 06 SECSTATE 201818 


Post conveyed reftel points to the MFA via diplomatic note on 
December 27, 2006. Post will report any substantive response 
septel. 

For more reporting from Embassy Kuwait, visit: 

http://www. state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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SUBJECT: NGO ACTIVIST: OGONI SYMPATHY FOR VIOLENT APPROACH 
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INCREASING 


REF: ABUJA 3070 
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Classified By: Consul General Brian L. Browne for Reasons 1.4 (D 8 E) 


1. (C) Summary: Violence as a vehicle to express frustration 
at the lack of economic development in Rivers State is 

gaining sympathy within the Ogoni community and will be 
compounded by a likely upsurge in political violence 
surrounding the 2007 elections, warned environmental and 
human rights activist Chris Newsome (strictly protect), a 

close ally of the Movement for the Survival of the Ogoni 

People (MOSOP). The dialogue between the Government of 
Nigeria (GON), Shell, MOSOP, and others claiming to represent 
the Ogoni has been ongoing for a year, but all the parties 

are seldom at the same table at the same time. The Ogoni 
relationship with Shell has broken down. The Ogoni see 
continued negotiations as useless. Many want a new company 
to operate the concession on their land. End Summary. 


2. (C) Ina November 20 visit to Poloff, Chris Newsome, 
environmental and human rights activist and ally of the 
Movement for the Survival of the Ogoni People (MOSOP), told 
Poloff that some members of the Ogoni community have been 
considering embracing violence as a vehicle for change. 
Heretofore MOSOP has maintained a nonviolent policy and has 
tried hard to distinguish the Ogoni from armed Niger Delta 
militant groups that kidnap oil workers and attack 

facilities. However, as these violent tactics have literally 
started to pay off financially and publicity-wise, some Ogoni 
have become critical of MOSOP\'s pacific approach. For 
example, Newsome said militants among the Ogoni recently 
complained publicly that MOSOP\'s peaceful efforts have gained 
nothing. The government\'s failure to address their concerns 
has also had an impact on many Ogoni, Newsome said. 
Moreover, Ogonis are increasingly impatient with Shell. They 
see Shell\'s activities as suspect. For example, Newsome said 
Shell insisted on unrestricted access to the Yorla Well-13, 
ostensibly to extinguish a fire that had been burning for 
several weeks. The Ogoni saw the move as a land grab, and 
feared that such unrestricted access would give Shell carte 
blanche to engage in other, perhaps objectionable activities 
besides just handling the fire. (Note: Newsome did not 

specify what activities the Ogoni feared. End Note.) 


3. (C) The breakdown in the relationship between the Ogoni 
has reached the point where the Ogoni would rather another 
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company replace Shell. The Federal Government has lost 
patience with the Shell Petroleum Development 
Company-Ogoni-GON dialogue process, Newsome said. (See also 
Reftel) Dialogue between government, Shell, MOSOP, and other 
Ogoni representatives occurs but the three parties are never 
together at the same meeting, Newsome said. Ogoni 
representatives such as the Local Government Area Chairman 
and the Ogoni\'s State Assembly representative are in the 
\"government\'s pocket," further compounding the problem, 
Newsome said. The dialogue process has already stretched 
over 12 months because government and Shell are afraid to 
broach key issues, according to Newsome. 


4. (C) Development projects ostensibly for the benefit of 

the Ogoni only benefit politicians, Newsome went on. A road 
constructed in Ogoniland leads straight to the PDP Chairman\'s 
village, and benefits none of the other villages in the area. 
More troubling, Newsome divulged, is the government\'s 
failure to provide consistent electricity to Ogoniland. The 
Eleme gas turbine provided power to the Ogoni from 2003 to 
2005. Then it broke down. The government has still not 
repaired nor replaced it. Eleme is the Ogoni\'s sole source 
of power. The surrounding Ogoni area is not attached to the 
national grid, Newsome complained. 


5. (C) Shell's pumping stations are in a scandalous state of 


LAGOS 00000008 002.2 OF 002 


disrepair, Newsome alleged, and are the source of massive 
environmental degradation in Ogoniland. The situation is 
currently being assessed by the United Nations Environment 
Program (UNEP), a process Newsome described as not having 
been vetted with the Ogoni. Thus far the UNEP team has only 
visited government house, Newsome said. However, during the 
team\'s next visit it will meet Ogoniland indigenes and 
experience the area\'s pollution and degradation first-hand. 


6. (C) As the Rivers State People\'s Democratic Party (PDP) 
is highly centralized, dissenters and political opposition 
figures lie low, Newsome said. However, the potential for 
violence against government and oil companies will rise once 
the elections are disputed, which they invariably will be, 
Newsome asserted. As in 2003, weapons continue to flood the 
Niger Delta. Since the Delta has seen little economic 
improvement since 2003, Newsome warned, it is critical small 
NGOs act now to assess what leverage they may be able to 
exert over government and oil companies to mitigate violence 
in the coming months. 


Column 3 
COMMENT 


7. (C) Political violence in Rivers State is a reality; it 

reared its ugly head this year during the PDP primaries and 
our interlocutor believes it will likely increase existing 
tensions in Ogoniland during the upcoming election season. 
End Comment. 

BROWNE 
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SUBJECT: MOZAMBIQUE - REPORT OF PREPARATIONS TO ASSIST 
EXPECTED ARRIVALS FROM SOMALIA 

REF: USDAO MAPUTO IIR 6 866 0038 07/POTENTIAL FOR 


SOMALI MILITANTS TO MOVE INTO NORTHERN 
MOZAMBIQUE. 


Classified By: Charge d\' Affairs James Dudley, reason 1.4 (d) 
1. (S) In a brief conversation in the morning of January 5, a 
Muslim religious figure in Maputo relayed the following 


information to emboff: 


2. (S) According to his sources, three 20-foot containers of 


Column 3 

supplies -- including beans, rice, blankets, salt, sugar, 

tea, used clothing for males, and an undisclosed sum of South 
African rand and US dollars -- were being transported 
overland that day to northern Mozambique. The supplies are 
to succor expected arrivals fleeing fighting in Somalia. 
Accompanying the containers were two tabligh jamaat members 
(\"tabligh jamaat\" people in Mozambique, according this 
religious figure, are young male missionaries sent here from 
South Asia to spread religion and fundraise), with perhaps 
several others going north to assist this past weekend. 


3. (S) During the night of January 4 there had been a 
\"contentious\" meeting among Muslims in Maputo, but at the end 
the decision was made to send the supplies up north. 


4. (S) He thought Somalis would be departing Kenya for 
Mozambique by air, and advised that the airport in Nairobi 
should be watched. 


5. (S) Comment: We want to stress that we have no 
corroborating evidence of this reported movement of supplies 
nor any information on any suspicious arrival of Somalis in 
Mozambique in the past few days. However, Mozambique\'s 
porous borders and large Muslim community make it a plausible 
destination or transit country for Islamic militants fleeing 
Somalia, and we would welcome any available information on 
the likelihood of such movements. Our source is a black 
Muslim who is very open about his concern over the influx of 
Asian tabligh jamaatis in Mozambique in the past year or so, 
and of his fear that they will radicalize and destabilize the 
Muslim community here. 

Dudley 
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SENSITIVE 
SIPDIS 


STATE FOR EUR/NCE, EUR/ERA, EB/ESC 

EUR/NCE FOR DKOSTELANCIK AND BPUTNEY 

EB/ERA FOR LCATIPON, DLIPPEATT 

EB/ESC/IEC FOR SGALLOGLY, JLEWANDOWSKI, RGARVERICK 
NSC FOR ASTERLING 

USDOC FOR 4232/ITA/MAC/EUR/JBURGESS, JKIMBALL, MWILSON 
TREASURY FOR MGAERTNER 


E.O. 12958: N/A 
TAGS: ENRG, ECON, PREL, PGOV, PL, RS, BO, UP, GM 
SUBJECT: Poland: GOP Unconcerned about Druzba Oil Cut 


This cable is sensitive, but unclassified, and NOT for Internet 
distribution. 


1. (U) Polish Deputy Minister of Economy Piotr Naimski confirmed 
that oil supply to Poland through the Druzba oil pipeline from 
Belarus was cut on January 7 at approximately 2200, reinstated at 
0300, then cut it again at approximately 0600 on January 8. One 
hundred percent of Polish oil supply from the East transits Belarus. 
Naimski noted that the oil cut is related to political problems 
between Russia and Belarus in regards to tariffs for oil transport. 
He characterized the Russian and Belarussian governments as playing 
a game with oil resources. He added that it appears that there is 
also a problem with deliveries of Russian oil at the 
Russian-Ukrainian border. 


2. (U) Naimski stated that the Belarussian Ambassador, ina 
meeting the Ambassador requested with office directors at the 
Ministry of Economy, stated that the official position of the 
Belarussian MFA is that deliveries of oil to Poland continue and 
that there is no supply problem. Naimski stressed that this is 
untrue, that as of his 1300 press conference on January 8 there is 
no supply of oil at the Adamov supply point on the 
Belarussian-Ukrainian border. 


3. (U) Deputy Minister Naimski emphasized that he is not concerned 
about Polish energy security and the oil stoppage because Poland 
currently has 80 days of oil and fuel supply in storage. Consumers 
should not fear price hikes or lack of supply. He also explained 

that the Plock and Gdansk refineries have adequate storage reserves 
that will allow them to continue operating until they can contract 

to purchase additional oil for delivery to the Gdansk Naftoport if 

the dispute drags on. The Gdansk Naftoport and the Gdansk-Plock oil 
pipeline have sufficient capacity to allow refinery operations to 
continue using spot oil purchases. PKN Orlen and Lotos, owners of 


Column 3 
the Plock and Gdansk refineries, are currently negotiating spot 
contracts to ensure continued supply. 


4. (U) The GOP informed the European Union, the International 
Energy Agency (IEA), and the German government, as EU President, of 
the situation. Naimski used his press conference to assert that the 
cut-off proves that the GOP should continue pursuing the 
Odessa-Brody-Gdansk oil pipeline as a way to diversify Poland\'s oil 
supply. He also asked the Sejm to quickly pass pending legislation 

that is required for Poland to join the IEA - which Poland hopes to 

join this year. 


5. (SBU) Comment: Some of the GOP\'s moves in the last year to 
improve Poland\'s energy security appear to be paying off in the 
current situation. After last January\'s gas disruption, the GOP 
increased oil and gas reserves and began to seriously pursue IEA 
membership. With 80 days of oil reserves and the oil port in 
Gdansk, the GOP can afford to sit back and watch the 
Belarussian-Russian spat play out. Deputy Minister Naimski laid 
blame equally for the cut-off on both the Russian and Belarussian 
governments. If the GOP continues to stay neutral in the fight, it 
will help to ensure that its companies will be able to negotiate 
spot contracts and keep the country humming. 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, ASEC, CASC, IN 
SUBJECT: SIX PEOPLE KILLED IN VIOLENCE IN RURAL WEST BENGAL 


REF: 06 CALCUTTA 00578 


1. (SBU) Summary: Inthe evening and early morning of January 
6-7, six people were killed in fighting around the West Bengal 
sub-district of Nandigram. The violence occurred between local 
villagers opposing the state government\'s plans to develop a 
Special Economic Zone (SEZ) in the area and members of the 
state-ruling Communist Party of India - Marxist (CPM). Tensions 
had been high since January 3 when locals, with the backing of 
small Leftist parties like the Communist Party of India (CPI) 

and CPI (Maoist-Leninist), attacked police and government 
officials in the belief that the officials were surveying land 

in preparation for future development. The villagers 

established road blocks and damaged bridges to prevent access to 
the area. Police and paramilitary forces moved in over the 
following two days but failed to prevent numerous CPM agitators 
from gathering in neighboring villages and in mounting an armed 
attack on Sonachura village Saturday evening, January 6. 
According to reports, fighting with small arms, homemade bombs, 
swords and knifes went on through the night resulting in deaths 
and numerous injuries. Newspapers printed photographs of dogs 
feeding on charred corpses and described the area as being like 
a \"war zone,\" with limbs and bodies strewn about. In response, 
opposition parties Trinamul Congress (Trinamul) and the Congress 
Party (Congress) announced general strikes or \"bandhs\" for 
Monday January 8, which disrupted business activity and some 
transportation. This violence follows fighting and 

demonstrations in December 2006 over the GOWB\'s plans to develop 
a TATA car factory in Singur district, another rural area not 

far from Calcutta, and reflects the serious problem facing the 
state government as it tries to implement its industrial policy 

over the objections of some rural communities and political 
opposition. End Summary. 


2. (SBU) Inthe evening of Saturday January 6, violence 
exploded in the rural West Bengal sub-district of Nandigram, 
located 150 kilometers southwest of Calcutta. CPM cadre clashed 
with local villagers supported by small leftist groups such as 

the CPI, Socialist Unity Centre of India (SUCI), CPI-ML, Muslim 
group Jamat-ul-Ulema-Hind as well as a local village 

organization Krishi Jami Raksha (Save the Farmland Committee). 
CPM activists gathered in villages in Nandigram throughout 
Saturday to mount a response to earlier attacks by the Nandigram 
residents against police, government officials and local CPM 
leaders on Wednesday, January 3. The villagers had been upset 
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about the prospect of their land being acquired by the 
CPM-controlled GOWB as part of a 250-acre SEZ for the Indonesian 
corporation Salim Group. In addition to attacking visiting 
government officials, the Nandigram villagers set the local CPM 
office on fire, destroyed bridges and blockaded roads. Police 

and paramilitary forces were deployed on January 3 and were 
patrolling Nandigram over the following days. CPM Central 
Committee Member Benoy Konar told the media prior to the CPM 
attack on Sonachura village that, \"We [CPN] will surround 
Nandigram with our men and give them hell." Law enforcement was 
noticeably absent when the CPM made its assault on Sonachura 
village over a four hour period with homemade bombs, small arms, 
swords and knives. Six villagers were killed, many others 

injured or missing. Media compared Sonachura to a battlefield 
strewn with bodies, dismembered limbs and the injured. The 
\"Hindustan Times\" newspaper printed a photograph of dogs feeding 
on a charred corpse. The police\'s failure to intervene was 

attributed to not wanting to confront their political masters, 

the CPM party functionaries. 


3. (SBU) Opposition Trinamul and Congress parties were quick 
exploit the violence and to call for a general strike, or 

\"bandh\" in West Bengal. Trinamul called for a 12-hour bandh and 
Congress a 24-hour bandh on Monday, January 8. Many offices in 
Calcutta and throughout the state were closed and transportation 
was disrupted. Trinamul and Congress supporters enforced the 
strike with some violence. Two people were injured in 

Calcutta\'s neighbor city of Howrah, when a bomb was thrown at a 
bus. Four police were in injured in Nandigram, when they were 
stoned by locals and trains were disrupted in the northern town 

of Asansol, when train tracks were damaged. Police arrested 350 
bandh enforcers and demonstrators in Calcutta. ConGen discussed 
the recent violence with Calcutta Police Commissioner Prasun 
Mukherjee, who believed that the disruptions and possible 

violence would likely continue for the near future. Mukherjee 
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was also concerned that Nandigram could become a communal 
problem as many of the villagers were Muslim and Muslim groups 
like Jamat-ul-Ulema-Hind were using the recent violence to 
create the fear within the local Muslim community that the SEZ 
land acquisition was an anti-Muslim effort and not simply an 

issue of industrial development. 


4. (SBU) The Nandigram incident follows earlier violence and 
opposition agitation in December against GOWB land acquisition 
for a TATA Motors car factory in Singur district (REFTEL). 

Trinamul Leader Mamata Banerjee had conducted a 25-day hunger 
strike to galvanize opposition to the TATA factory. After 
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Banerjee ended her hunger strike on December 28, hopes were high 
among the general public and the business community that the 
strikes and violence which ended 2006 would not mar the start of 
2007. However, the latest round of opposition to the planned 

SEZ in Nandigram and resultant fighting has already cast a pall 
over the new year. During the bandh, ConGen met visiting HSBC 
Bank Head of Global Resourcing Rob Murth after Murth\'s meeting 
with Chief Minister Buddhadeb Bhattacharjee. Murth said he told 
the CM Bhattacharjee that the bandhs in West Bengal will force 
HSBC to review its plans for future investment in the state. 

HSBC already has one back office processing operation (BPO) 
employing over 2,000 people and has signed an agreement to 
construct a second office for another 3,000 people. 


5. (SBU) Comment: This latest outbreak of violence in 
Nandigram and the opposition parties\' bandh is undermining the 
GOWB and CM Bhattacharjee\'s efforts to portray West Bengal as 
having overcome its history of destructive politics. 2007 is 

not offering a new chapter for the state but rather a return to 

an old story of strike and political violence. However, it 

would be wrong to see this clash as a problem limited to West 
Bengal. The fundamental cause of the violence is the persistent 
tension over implementing a program of industrial development in 
rural areas where land is seen as the lifeblood of the people. 
This tension is not unique to West Bengal. Throughout India, 
with its massive population and limited land, government 

officials confront communities reluctant to part with their 
properties and farms. Corporate and government leaders\' plans 
for economic development will go awry if they do not effectively 
communicate with the poor rural masses and respond to their 
fears. Rather than an isolated incident, Nandigram represents a 
general concern regarding the full implications of India\'s 
aspirations for economic growth that remains latent in its rural 
and poor communities. 

JARDINE 
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E.O. 12958: N/A 
TAGS: ECON, PGOV, EFIN, SOCI, BR 
SUBJECT: BRAZIL'S NEW SMALL BUSINESS LAW 


1. (U) SUMMARY: President Lula signed legislation on December 14, 
2006 that expanded the scope and coverage of previous efforts to 
simplify the taxation system as applied to small and medium 
enterprises (SME) in Brazil. When it comes into full effect in July 
2007, the new law, known as \"Supersimples\", will consolidate into 
one tax eight different federal, state and municipal taxes, 

dramatically reducing the compliance and tax burden for businesses 
with revenues under a ceiling of Reais 2.4 million (roughly USD 1.1 
million). The GoB has not estimated how many companies will benefit 
from the changes, but the 2.2 million SMEs that were beneficiaries 

of the predecessor regime (Simples) will be automatically included 

in the new regime. The GoB estimated it would be giving up Reais 5 
billion (USD 2.3 billion) in federal tax revenue under the new law, 
although this estimate does not account for potential increased 
revenues generated by the reduction in informality that the law is 
expected to encourage. The new law also aims to reduce 
substantially the amount of time necessary to register a business by 
creating a single registration for the national, state and municipal 
governments. The legislation makes a modest effort to simplify some 
formulaic work-place rules. The new legislation has the potential 

to have a positive impact on the business climate for SMEs in 

Brazil. END SUMMARY. 


Background 


2. (U) The Brazilian Congress in December 2006 approved legislation, 
signed by Lula on December 14, which expands the scope of Brazil\'s 
previously existing \"Simples\" taxation regime for small businesses. 
The 2.2 million small businesses that currently make use of the 
Simples regime (i.e. small enterprises with annual revenues of up to 
Reais 240,000 or USD 114,00) will be transferred to the enhanced 
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Supersimples system, which will include companies with annual 
revenues of up to Reais 2.4 million (USD 1.14 million). When the 
new legislation takes full effect in July 2007, SME beneficiaries of 
the existing Simples regime are expected to see their tax burden 
fall an additional 15 to 20 percent. Moreover, those SMEs 
newly-eligible to participate under the expanded eligibility 

criteria included in Supersimples may see their tax liabilities fall 

by 40 to 60 percent. According to Federal Government data, micro 
and small companies account for 99% of all formal companies in 
Brazil. They employ some 54% of the labor force and produce an 
estimated 20% of the Brazilian GDP. The Supersimples legislation 
was submitted to Congress in 2004 after a period of public 
consultation under the auspices of SEBRAE, Brazil's small-business 
promotion agency. 


Consolidates and Reduces Taxes 


3. (U) The new law expanded the previous consolidation of six 

federal taxes (income tax, the industrial VAT known as IPI, social 
security payments, and three \"social contributions\" known as PIS, 
COFINS and CSLL), the Supersimples program will also include the 
state-level VAT tax (ICMS) and a municipal tax (ISS). Companies 

will make a single tax payment, dramatically reducing their 
compliance burden, on a scale that varies with revenue levels and by 
sector. Industrial enterprises will pay between 4.5% and 12.1% of 
revenues, service providers (accountants, etc.) paying from 6% to 
17.42% of revenues and commercial enterprises (e.g. retail) paying 
between 4% and 11.61% of revenue. Under the existing Simples regime 
companies were paying from 3% to 12.6% of revenues, but still had to 
pay the state-level ICMS and municipal ISS separately. The three 
levels of government will share these tax revenues. Self-employed 
individuals will see a reduction in their social security payments. 


4. (U) The Supersimples regime expanded the scope of its predecessor 
regime by including additional sectors. The new program extended 

the benefits to 21 new sectors, including civil construction, 

accounting firms, language schools, providers of technical training, 

real estate agents and publicity agencies. Law firms and business 
consultancy firms were notably excluded. Participants in the 
Supersimples regime will also receive other benefits. Government 
entities will give preference to SMEs in the procurement of goods 

and services of up to Reais 80,000 (USD 38,000). SME export 
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formality for potentially eligible companies, these will be allowed 
to restructure outstanding unpaid tax and social security system 
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debt over a period of 120 monthly payments. The law also allows for 
a credit guarantee system to improve small businesses access to 
credit, but the details of the system remain to be worked out. 


Cuts Red Tape 


5. (U) In addition to lowering the tax compliance burden by allowing 
SMEs to make a single monthly tax payment in lieu of eight others, 
the new law simplifies the process for company registration and the 
procedures for opening and closing a company. SMEs will now have 
only one official registration to complete, which will replace 
previous separate filings at the federal, state and municipal 

levels. Certain classes of enterprises, those whose activities are 
judged not to pose risks to the environment, worker health or to be 
fire hazards, will receive permission to start functioning 
immediately, prior to receiving the approval of the environmental 
agency or fire department. 


6. (U) The new legislation makes a modest effort at simplifying some 
of the formulaic requirements of Brazil\'s labor laws. Eligible 

SMEs, for example, will no longer be required to enter into each 
employee\'s labor registration booklet the dates on which the 
employee took leave. Organized labor groups resisted more ambitious 
reform to the labor code requirements applied to SMEs. The 
Supersimples legislation also creates a standard nationwide 

definition of what constitutes a small or medium enterprise, so that 
benefits will be uniformly available across different states. 


7. (SBU) Comment: The new law is a very useful step towards 
improving the lot of small businesses in Brazil. Most analysts 
believe it will contribute to reducing informality and increase 

SME\'s capacity to invest and hire new employees. Much 
implementation work remains to be done. That the modest easing of 
rigid work-place rules for SMEs contained in this law became one of 
the most controversial points of debate in Congress suggests there 
is little appetite for more expansive labor reform. If successful, 

the new law could perhaps provide an impetus for broader-based 
reform, including tax simplification and labor reform. 
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In Today\'s Papers 


Gul on the PKK, Possible Visit to Washington 

Foreign Minister Abdullah Gul told mainstream Hurriyet that Turkey 
has asked the US to handover the PKK leaders Murat Karayilan and 
Cemil Bayik, but Americans said their priority was the confusion in 
Iraq, which prevents a division of troops from tackling the PKK 
problem. Gul said Turkey\'s expectation was the closure of PKK camps 
in Iraq, the arrest of terrorists sought by Interpol, and the 

cutting of financial sources of the terrorist organization. 

\"Americans say they are not ready to meet Turkey\'s expectations in 
northern Iraq, and they feel ashamed,\" Gul emphasized. Gul also 
said he will visit Washington, without elaborating further. 

Hurriyet says the visit expected next month will be a crucial one in 
which all terror-related matters will be discussed, adding that if 
expectations are not met, Turkey will act on its own to handle the 
issue. 


Struggle against the PKK 
Hurriyet, Sabah, Radikal, and Zaman reported over the weekend that 
the Turkish special anti-terrorism envoy, retired general Edip 
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Baser, responded to press questions in Istanbul with regard to a 
recent statement by Prime Minister Erdogan claiming no concrete 
outcome had been recorded in the fight against the PKK through the 
\"special envoys\" mechanism. \"I don\'t know what the PM meant in that 
statement; | also don\'t know anything about the contents of the 
talks with Americans on terrorism. | won\'t quit my job, because | 
believe there are still things that | can do,\" said Baser. Baser 

noted his position as special envoy was in no way an obstacle for 
Turkey to launch military action, adding Turkey would do whatever it 
deemed necessary, including cross-border military incursions into 
northern Iraq. 


Meanwhile, Monday\'s Zaman reports that according to the Turkish 
National Police, despite the ceasefire it announced in October, the 

PKK has launched 72 attacks since then, killing six troops, wounding 
another 32, whereas Turkish security forces killed 22 terrorists and 
captured 266. Security forces also seized 218 bombs, 51.5 kg of 

C-4, 24.5 kg of A-4, 7.45 kg of TNT, and 3.86 kg of RDX explosives. 
Zaman also claims the Copenhagen-based Roj-TV has been used by the 
PKK to convey messages to its militants in Turkey and northern Iraq. 


Editorial Commentary on Iraq 

Gungor Mengi observes in the mass appeal Vatan that gaining control 
of oil is the real motives of the US in Iraq: \"President Bush and 
supporters of the Iraq war were claiming that Iraq was on the verge 
of attacking the US with atomic bombs. The opponents were 
commenting that this was just a pretext for gaining control over the 
world\'s third most oil-rich country. The new law on Iraqi oil is 

just a clear indication of the naked truth. The details are very 
interesting if not sickening, and nobody can claim any more that 
America is not after an energy monopoly. The invasion of lraq is 
actually not Washington\'s last adventure to gain control over Gulf 
oil. There will be more ahead. The Bush administration failed to 
keep its pledge of democracy for Iraqis, but at least there is now a 
gift for the American-British oil companies. The British 
Independent writes the recent oil law will strengthen the Vit was 

all about oil\' argument. In fact the whole thing is like both Bush 
and Blair being caught red-handed, but it is unlikely that they will 
feel embarrassed.\" 


Oral Calislar observes in Saturday\'s edition of the 

nationalist-leftist Cumhuriyet that a division of Iraq is 

unavoidable: \"Saddam\'s execution sped up the conflict between Sunnis 
and Shiites, making it practically impossible for them to live under 

a united Iraq. The division of Iraq has become a de facto reality. 

On the other hand, Iraq\'s division will not be a good thing for US 

policy. Those who believe that the US policy is to divide Iraq 

eventually do not see the fact that a divided Iraq helps Iran get 
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stronger, and does not help the US. The theory that the 
Sunni-Shiite conflict is part of a US plan does not have credence 
for me. Nevertheless lraq is going through a division for sure. 
Turkey has been careful on the Iraq issue and took care to be seen 
as available to cooperate on Iraq\'s stability with the regional 
countries. The only exception on this very correct policy line is 
the Kurdish issue. When it comes to the Kurds, Turkey prefers to 
settle issues via the US. In fact, the US is incapable of solving 

its own problems in this region, let alone to help Turkey on the 
Kurds. Turkey should develop a bilateral and comprehensive 
relationship with the Kurds in the region to establish mutual trust 
and friendship. The solution is our job, not Washington\'s.\" 


Lokmaci Overpass Crisis in TRNC 

Weekend papers, all papers: Turkish Cypriot President Mehmet Ali 
Talat met with TGS chief Gen. Buyukanit and FM Gul in Ankara on 
Friday. Following his two hour meeting with FM Gul, Talat told 
reporters that \"the TRNC decision to demolish the Lokmaci overpass 
is still relevant.\" Talat also dismissed press reports that 

Turkey\'s General Staff, which has around 40,000 soldiers in Cyprus 
to back the Turkish Cypriot state, was against his proposal. 

However, on Saturday, Gen. Buyukanit criticized TRNC President 
Talat\'s unilateral move to demolish bridge over Ledra, in order to 
open a new crossing with the Greek Cypriot administration, by saying 
\"we are not against to the opening of Lokmaci gate. However, these 
kinds of steps should be mutual and concurrent with steps by Greek 
Cypriot side.\" Meanwhile, Greek Cypriot leader Papadopoulos said he 
is ready to demolish the wall in front of the National Guard 
observation post at Ledra within 24 hours, once necessary 
preconditions for the secure movement of people are fulfilled by the 
Turkish side. He described some of the preconditions as withdrawal 
of the Turkish troops from the region, the unmanning of the area, 

the restoration of adjacent buildings and the de-mining. Today\'s 
mornings TV newscasts report the scheduled meeting of Turkish and 
Greek Cypriot religious leaders meeting today for goodwill and 
unconditional inter-religious dialogue between the two communities 
has been cancelled. 


Armenian Genocide Resolution 

Hurriyet and Milliyet: In an interview with Milliyet, Turkey\'s 
Ambassador to the US, Nabi Sensoy said that the so-called Armenian 
genocide resolution will come up on the agenda of the House of 
Representatives but unless President Bush signs it, it will not 
become legislation. Hurriyet reports that US House of 
Representatives member Adam Schiff announced that he is going to 
present the House with a draft on the Armenian genocide issue. 
Schiff also said that \"the US should recognize the genocide\" and he 
is very hopeful that the draft will pass the congress under the new 
leadership.\" 
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Meanwhile, Yasemin Congar reports in Milliyet that the Washington 
based International Armenian Politics Research Group is arranging a 
conference in Yerevan on January 13-14, to discuss the economic and 
social results of the opening of the Turkish-Armenian border. 

Experts from eight different countries, including Turkey, will 

attend the conference. 


TV News: 

(NTV, 7.00 A.M.) 

Domestic News 

- The first cabinet meeting of the new year to be held Monday will 
discuss combating PKK terrorism and the mechanism of special 
US-Turkey anti-terrorism envoys. 

- President Sezer is to pay an official visit to Italy on January 

8-10 to meet with his Italian counterpart Giorgio Napolitano. Sezer 


will also attend the official opening of the exhibition \"Turkey: 
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7,000 Years of History\" at the Italian Presidential Palace. 


- Turkish Finance and Tourism ministries continue work on the 
\"Spanish model for sale of assets to foreigners. 


- Education Minister Huseyin Celik said 40,000 new teachers will be 
appointed in 2007. 


International News 

- President Bush\'s new Iraq plan envisages deployment of 20,000 
extra troops to Iraq as well as the allotment of USD 1 billion for 
employment of Iraqis. 

- Nancy Pelosi, the first woman Speaker of the US Congress, warned 
to cut Congressional funds if President Bush proposes deploying 


additional troops to Iraq. 


- According to The Independent, the \"lion\'s share\" of Iraqi oil will 
go to the United States and Britain. 


- The Observer reports all British nationals visiting the United 
States will have their fingerprints taken and archived. 


http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 12/15/2016 
TAGS: PREL, PARM, PGOV, PINR, RS 
SUBJECT: DEFENSE REFORM: IVANOV ANNOUNCES TWO INITIATIVES 


Classified By: Pol MinCouns Alice G. Wells reasons 1.4 b and d. 


1. (SBU) Spurred by public concern over the widespread abuse 
of conscripts, Minister of Defense Sergey Ivanov outlined two 
initiatives to improve the quality of life in the military 

when he met November 16 with senior commanders of the Armed 
Forces. Ivanov called for the creation of Parents\' 

Committees, whose members would be allowed to visit soldiers 
at their military facilities. Ivanov also signed an order 

for the establishment of a \"Public Chamber\" attached to the 
Ministry of Defense (MOD) that would increase transparency 
over MOD policy. The MOD Public Chamber, which will include 
public figures such as Union of Soldiers\' Mothers\' Committee 
Chairman Valentina Melnikova, movie director Nikita 
Mikhalkov, and Lukoil President Vagit Alekperov, will offer 
policy recommendations to senior MOD officials. 


2. (C) Melnikova told us that since the late 1980\'s her 
organization had regularly proposed both initiatives. She 
reminded us that Ivanov had singled out conscripts\' mothers 
as the most \"agitating and uncompromising\" segment of 
society. She hypothesized that Ivanows initiative intended 
to co-opt conscriptsY mothers and mitigate their criticism of 
MOD policies. Melnikova also noted that invitations to join 
Parents\' Committees would originate in the MOD, with 
membership likely restricted to parents whose sons were 
current conscripts, a move that would effectively block her 
organization\'s leadership from participation. Nonetheless, 
Melnikova said her organization was ready to work with the 
MOD on the Parents\' Committees. 
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3. (C) Aleksandr Sharavin of the Institute for Political and 
Military Analysis challenged the feasibility of the Parents 
Committees concept. He noted that the MOD has neither the 
resources nor the desire to support groups of parents 
traveling to military facilities to check on their sons\' 

welfare. Although parents would be expected to bear the cost 
of travel and other expenses to visit their sons, the program 
would still require considerable logistical support from 

local commanders. Sharavin said, at best, parents would 
visit Potemkin Villages. Sharavin predicted that the MOD 
would only give lip service to the Public Chamber, since 

there are no legal mechanisms to force the MOD to act on 
Public Chamber recommendations. Sharavin emphasized, as he 
has done with us on several occasions, that Ivanov\'s actions 
and statements must be seen in the context of his 

presidential ambitions. He added that Ivanov had announced 
these initiatives during a meeting with senior military 
commanders, who are averse to change and philosophically 
opposed to their implementation. 


4. (C) COMMENT: Ivanov\'s record in following through on such 
initiatives is uneven at best. Last March, for example, he 
ordered the creation of military police units to combat 
hazing, but the MOD still has not implemented his directive. 
Ivanov has displayed little inclination to confront senior 
military officers. Nonetheless, Ivanov\'s proposals reflect 
the fact that the MOD must improve the situation of 
conscripts and the military in general, or, given demographic 
trends, it will face the prospect of being unable to fill the 
ranks. 

RUSSELL 


91769 

PP RUEHTRO 

DE RUEHSF #0026/01 0081441 

ZNY SSSSS ZZH 

P 081441Z JAN 07 

FM AMEMBASSY SOFIA 

TO RUEHC/SECSTATE WASHDC 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

REUHTRO/AMEMBASSY TRIPOLI","S E C RE T SECTION 01 OF 02 SOFIA 000026 


SIPDIS 
SIPDIS 
DEPT FOR EUR/NCE, NEA/MAG 


E.O. 12958: DECL: 01/08/2017 
TAGS: PREL, PHUM, LY, BU 


Column 3 
SUBJECT: BULGARIA: PATIENCE WEARS THIN ON LIBYA MEDICS CASE 


REF: A. 06 TRIPOLI 785 


B. KARAGIANNIS-NORDBERG EMAIL (1/5/07) 
C. 06 STATE 158074 

D. 06 SOFIA 1683 

E. 06 SOFIA 1695 


SOFIA 00000026 001.2 OF 002 


CLASSIFIED BY: AMBASSADOR JOHN BEYRLE, FOR REASONS 1.4 (B) AND (D). 
1. (U) THIS IS AN ACTION REQUEST. PLEASE SEE PARAGRAPH 9. 


2. (C) SUMMARY: AS BULGARIA BEGINS THE NEW YEAR, PUBLIC 
RANCOR IS STEADILY BUILDING OVER LIBYA\'S DECEMBER 19 
CONFIRMATION OF DEATH SENTENCES AGAINST FIVE BULGARIAN 
NURSES. AFTER A HOLIDAY SEASON MARKED BY HIGH-PROFILE 
EXPRESSIONS OF SUPPORT FOR THE NURSES, BULGARIAN LEADERS SEEM 
TO HAVE NO INTENTION OF RETURNING TO THE POLICY OF \"QUIET 
DIPLOMACY\" -- NOW LARGELY SEEN AS A FAILURE. WE HAVE 
STRESSED TO THE GOB THAT ATTEMPTS TO INCREASE PRESSURE ON 
LIBYA MAY SHRINK THE SPACE FOR DIPLOMATIC MANEUVER, BUT FOR 
NOW, EMOTION -- NOT STRATEGIC THINKING -- IS GOVERNING THE 
BULGARIAN RESPONSE. BULGARIA IS CALLING A MEETING WITH 
INTERNATIONAL PARTNERS IN SOFIA ON JANUARY 15-17 TO ASSESS 
THE SITUATION AND DISCUSS STRATEGY; WE STRONGLY RECOMMEND 
WASHINGTON REPRESENTATION IN THESE TALKS. END SUMMARY. 


\"YOU ARE NOT ALONE\" 


3. (C) FOR MANY BULGARIANS, THE CHRISTMAS AND NEW YEAR 
HOLIDAYS WERE MARKED BY DEMONSTRATIONS OF SUPPORT FOR THE 
NURSES: HOLIDAY LIGHTS ACROSS THE COUNTRY WERE DIMMED IN 
SOLIDARITY ON CHRISTMAS EVE, AND THE WEARING OF TRICOLOR \"YOU 
ARE NOT ALONE\" RIBBONS HAS BECOME AN INCREASINGLY POPULAR 
TREND. EVEN AS CROWDS GATHERED IN SOFIAYS CENTRAL SQUARE TO 
CELEBRATE BULGARIA\'S ACCESSION TO THE EUROPEAN UNION ON NEW 
YEAR\'S EVE, RIBBONS WERE DISTRIBUTED AT SECURITY CHECKPOINTS 
AND IMAGES OF THE RIBBONS BEAMED DOWN TO THE CROWD FROM 
PROJECTION TVS. ONGOING PRESS COVERAGE HAS KEPT THE ISSUE ON 
THE FRONT BURNER, FUELED BY QADHAFI\'S REPORTED DECEMBER 30 
STATEMENT THAT THE INTERNATIONAL FUND FOR LIBYAN VICTIMS WAS 
EMPTY AND THAT THE NURSES SHOULD NOT BE FREED WHILE CONVICTED 
LOCKERBIE BOMBER ABEL BASET EL-MEGRAHI REMAINED IN PRISON. 
ALTHOUGH REF. A REPORTS THAT QADHAFI DID NOT DIRECTLY LINK 

THE FATE OF THE NURSES TO THE PANAM BOMBER, THE BULGARIAN 
PRESS HAS FAILED TO SEE THIS DISTINCTION. COMMON THEMES IN 
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THE PRESS INCLUDE SPECULATION THAT EU MEMBERSHIP WILL BRING 
INCREASED PRESSURE TO BEAR ON LIBYA, CHARACTERIZATION OF THE 
NURSES AS \"HOSTAGES\" OF LIBYA\'S DEMAND FOR FINANCIAL 
COMPENSATION, AND FEARS THAT BULGARIA\'S U.S. AND EU ALLIES 

MAY BE MORE CONCERNED ABOUT THEIR ECONOMIC INTERESTS IN LIBYA 
THAN THE FATE OF THE NURSES. 


4. (C) POLITICIANS HAVE WASTED NO TIME IN ATTEMPTING TO SEIZE 
THIS NATIONAL MOOD. PRESIDENT PARVANOV USED HIS ANNUAL NEW 
YEARS EVE ADDRESS TO STRESS THAT THE IMPRISONED BULGARIANS 
WERE VNOT...MEDICS, BUT OUR SISTERS." IN A SEPARATE 

INTERVIEW ON JANUARY 7, HE DESCRIBED THE NEGOTIATION PROCESS 
AS GOING \"BACK TO THE BEGINNING\" AND SAID THAT BULGARIA WOULD 
CONSIDER ALL DIPLOMATIC AND POLITICAL OPTIONS IN ITS ATTEMPT 

TO WIN THE NURSES\' FREEDOM. ZLATIN TRAPKOV, THE PRESIDENT\'S 
CHIEF FOREIGN POLICY ADVISOR, TOLD THE CHARGE ON JANUARY 5 
THAT THE NURSES ISSUE WAS COMPLETELY DOMINATING THE 
GOVERNMENT. AN INCREASINGLY ANGRY PUBLIC MOOD HAS HAMPERED 
POLITICAL LEADERS\' ABILITY (AND IN MANY CASES DESIRE) TO 
CONTINUE TO SEEK COMPROMISE. 


A LOUDER VOICE FOR AMERICA? 


5. (C) PRIME MINISTER STANISHEV\S MAIN FOREIGN POLICY 

ADVISOR, VALENTIN RADOMIRSKI, WAS MORE SPECIFIC, TELLING THE 
CDA THAT WHILE HE UNDERSTANDS OUR POSITION VIS-A-VIS LIBYA, 

WE NEED TO BE MORE VOCAL AND VISIBLE ON THE ISSUE FOR THE 

SAKE OF OUR INTERESTS IN BULGARIA. THE BULGARIAN PRESS 

SEEMS TO BE DRAWING A SIMILAR CONCLUSION, GIVING EXTENSIVE 
COVERAGE TO A JANUARY 3 ARTICLE IN THE U.S. JOURNAL NATURE 
WHICH CONTRASTED HARSH EU CONDEMNATIONS OF THE LIBYAN COURT 
RULING WITH AMERICAN EXPRESSIONS OF \"DISAPPOINTMENT.\" 


MOVING FORWARD 


6. (S) AS IT RECONSIDERS ITS STRATEGY, THE GOB\'S IMMEDIATE 
INSTINCT IS TO HUDDLE WITH ITS FRIENDS. IT HAS INVITED THE 

U.S., UK, GERMANY, FRANCE AND LIBYA FOR TALKS IN SOFIA ON 
JANUARY 15-16. WHILE THE BULGARIANS STRONGLY DOUBT THE 
LIBYANS WILL ATTEND, THEY HAVE ASKED US TO USE OUR CHANNELS 
AND \"LEVERAGE\" TO ENCOURAGE THEM. EVEN IF THEY DON\'T ATTEND, 
THE GOB WANTS TO USE THE MEETING TO DISCUSS THE CURRENT 
SITUATION AND CONSIDER NEXT STEPS WITH EURO-ATLANTIC ALLIES 
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7. (C) THE GOB IS ALSO ATTEMPTING TO FOLLOW THROUGH ON ITS 
PUBLIC PLEDGE TO SUPPORT THE NURSESY LEGAL DEFENSE. PRESS 
REPORTS CLAIM THAT THE MEDICS\ LEGAL TEAM WILL BE REPLACED 
BEFORE THEIR CASE IS REVIEWED BY THE LIBYAN SUPREME COURT, 
AND MINISTRY OF JUSTICE SOURCES CONFIRM THAT DEPUTY JUSTICE 
MINISTER MARGARIT GEORGIEV WILL VISIT TRIPOLI FROM JANUARY 
11-16 TO MEET THE DETAINEES AND DISCUSS THEIR LEGAL STRATEGY. 
THE NURSESV FAMILY MEMBERS HAVE ALREADY OBTAINED LIBYAN 
VISAS AND PERMISSION TO VISIT THEIR RELATIVES. THEY WILL 
DEPART FOR LIBYA ON JANUARY 9 FOR A ONE WEEK STAY. 


8. (C) A POTENTIAL WILD CARD IN BULGARIA\'S STRATEGY IS THE 

CHIEF PROSECUTOR\'S ANNOUNCEMENT OF AN INVESTIGATION INTO 
TORTURE OF THE BULGARIAN MEDICS BY LIBYAN OFFICIALS. 

CONTACTS WITHIN THE PROSECUTION SERVICE TELL US THAT THE 
INVESTIGATION IS CURRENTLY FOCUSED ON COLLECTING \"THIRD-PARTY 
TESTIMONY" FROM THE NURSESV FAMILIES. THE MOVE IS LIKELY 

MORE POLITICAL THAN JUDICIAL -- PROSECUTORS REALIZE THAT ANY 
SUCH INVESTIGATION IS SYMBOLIC AT BEST, AS IT WOULD RELY ON 
LETTERS ROGATORY FOR COLLECTION OF NECESSARY EVIDENCE FROM 
LIBYA. (NOTE: CHIEF PROSECUTOR BORIS VELCHEV WORKED 
EXTENSIVELY ON THE NURSES\' CASE IN HIS PREVIOUS POST AS LEGAL 
ADVISOR TO THE PRESIDENT.) 


COMMENT AND ACTION REQUEST: 


9. (C) THE LIBYAN COURT\'S DECISION CAME AS NO SURPRISE TO 
BULGARIAN LEADERS, BUT UNEXPECTEDLY STRONG STATEMENTS FROM 
THE EU AND EUROPEAN LEADERS -- AS WELL AS QADHAFI'S OWN TOUGH 
RHETORIC -- HAVE PUSHED BULGARIAN OFFICIALS TO ABANDON THE 
MORE RESTRAINED APPROACH WE HAD COUNSELED DURING FM KALFINVS 
VISIT TO WASHINGTON. BULGARIAN LEADERS ARE CLEARLY 
DISCOURAGED AT THE LACK OF RESULTS FROM THEIR PATIENT POLICY, 
WHILE \"QUIET DIPLOMACY\" IS ALL BUT DISCREDITED AMONG THE 
BULGARIAN PUBLIC. IN ORDER TO KEEP BULGARIAN POLICY ON 

TRACK, WE STRONGLY RECOMMEND PARTICIPATION BY A DEPARTMENT 
EXPERT AT BULGARIAYS PLANNED CONSULTATIONS ON JANUARY 15-17. 

IN THE MEANTIME, WE APPRECIATE EMBASSY TRIPOLIVS CONTINUING 
ANALYSIS ON HOW THE TOUGH BULGARIAN AND EUROPEAN REACTION TO 
DEVELOPMENTS IN LIBYA IS INFLUENCING LIBYAN THINKING AND 

ACTIONS ON THE NURSES\' CASE. 
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REF: VATICAN 00226 


CLASSIFIED BY: Christopher J. Sandrolini, DCM, AMEMB VATICAN, 
STATE. 

REASON: 1.4 (b), (d) 

1. (C) Summary: Iraqi Ambassador to the Holy See Albert Yelda 
met with Embassy Officers along with a visiting Embassy Baghdad 
Officer December 29 to discuss a range of internal Iraqi 

matters. Yelda commented on the Saddam Hussein trial and 
execution, USG engagement with Syria, former PM Allawi, USG 
relations with Saudi Arabia, and internal Iraqi MFA issues. 


2. (C) Ambassador Yelda spoke on the following topics in his 
December 29 meeting: 


-- Foretold the imminent hanging of Saddam Hussein (Note: Yelda 
was late for his meeting and blamed it on a phone call he had on 
this matter). Yelda defended the relatively quick execution as 
legitimate when balanced against a Sunni belief throughout 
Middle East that Saddam will come back to power through some 
deal. 


-- Opined that there was no further need to draw out Supreme 
Iraqi Criminal Tribunal trials for national reconciliation 
purposes. There is a cycle of revenge in the Arab world that 
will not stop with Saddam\'s execution; it will continue 
indefinitely. 


-- Christian Enclave - Administrative region in Kurdistan is a 
bad idea. There is no infrastructure and Kurds cannot be 
trusted to protect Christians. (Vatican 00226) 


-- USG needs to engage with Syria now. Don\'t ignore them as 
they hold power to help make peace in Middle East. 
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-- USG needs to push Iraqi Government to find place for former 
PM Allawi. He is a moderating influence that can span the 
divide between all factions in Iraq. 


-- The Saudis are not your friends. USG continues to be 

played the fool by Saudi Arabia as they pour money and support 
behind Baathists in Iraq and to fund Wahhabi Mosques throughout 
Europe and elsewhere. 


-- The Head of Administration and Finance within Iraq\'s MFA is a 
Baathist who continues to create havoc inside the MFA and within 
Iraq's embassies worldwide. Minister Zebari is powerless to 
remove. USG must help Zebari to remove. 


3. (C) Comment: While we cannot vouch for Yelda\'s credibility on 
specific issues, he is never without an opinion on any matter 
dealing with Iraq. His information sources remain unclear - 
interestingly, he clearly knew that a decision had been made to 
hang Saddam Hussein when we met with him on December 29. 
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E.O. 12958: N/A 
TAGS: ECON, EAID, EINV, ETRD, MZ 
SUBJECT: December Economic Digest: Mozambique 
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1. This is a brief summary of significant economic 

developments in Mozambique during December 2006. We provide 
it as a supplement to our other reporting. The items 

discussed are: 


-- National Assembly Approves the 2007 Budget 
-- 2006 Inflation was 9.4 percent 

-- British Assistance Figures Announced 

-- EU and GRM sign new Fishing Accord 

-- IMF Approves Another PRGF Disbursement 


-- Most Sugar Exported in More than 30 Years 


National Assembly Approves the 2007 Budget 


2. On December 21 the National Assembly approved the 
national budget for 2007. Total expenditure is expected to 
be 70.9 billion meticais (approximately USD 2.8 billion). 
Taxes will only bring in 32.5 billion meticais; the 

remainder will come from foreign aid. According to Finance 
Minister Chang, who presented the budget to the National 
Assembly on December 13, 13.7 billion meticais will be 
provided by donor countries and financing agencies in direct 
support to the national budget and 24.7 billion will be 

given in project support. 


3. Most of the budget will be spent on the government\'s 
Action Plan for the Relief of Absolute Poverty (PARPA Il). 
The education sector will receive 22 percent of the budget, 
the health service will receive 12.4 percent, and 
infrastructure will be provided 20.2 percent of the year\'s 
expenditures. Only 2.3 percent will be spent on the 
Mozambican military, with another 5.6 percent apportioned to 
the security and public order sector. Nearly three percent 
will be spent on debt servicing. 


2006 Inflation was 9.4 percent 


4. Ata January 6 press conference, a senior official at the 
National Statistics Institute (INE) announced that inflation 
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for 2006 was 9.4 percent. This figure is several points 
higher than the government target of 7.5 percent, but the 
government is probably pleased that it can claim inflation 
still was only in the \"single digits\" realm. According to 

the INE, inflation in 2005 stood at 11.2 percent and in 2004 
was 9.1 percent. 


British Assistance Figures Announced 


5. Mozambican and British officials signed an assistance 
agreement in London on December 4, under which Britain 
commits itself to provide Mozambique with USD 410 million in 
budget support over the next five years and USD 90 million 

in project support to the education sector over the next 
decade. The signing ceremony took place in the midst of 
President Guebuza\'s first official visit to the United 

Kingdom. Speaking at the ceremony, Britain\'s Minister for 
International Development, Hilary Benn, praised Mozambique 
as one of the \"great success stories of Africa.\" In the 
2005/06 British financial year, British aid to Mozambique 
totaled approximately USD 100 million. 


EU and GRM sign new Fishing Accord 


6. The Mozambican government and the EU signed a new fishing 
agreement in Brussels on December 21, valid for five years. 

The accord, which went into force on January 1, 2007, 

replaces an earlier agreement between both parties since 

2004. Under the agreement, boats from the European Union 
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are entitled to catch 10,000 tons of tuna and related 

species per annum in Mozambican waters. In exchange, the EU 
pledged to pay 900,000 Euros annually, which the Mozambican 
government is to use for the promotion of a sustainable 

marine environment. 


IMF Approves Another PRGF Disbursement 


7. Ina press release issued December 20, the IMF announced 
that it had approved a further disbursement of concessional 
lending worth USD 2.4 million for Mozambique under the IMF\'s 
Poverty Reduction and Growth Facility (PRGF). In July 2004 
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the IMF approved the current PRGF, under which Mozambique is 
to receive a 11.36 million Special Drawing Rights (SDRs - 
approximately USD 17 million in today\'s dollars) divided 

into several disbursements through 2007, as long as it 

continued on a jointly agreed path of economic reform. With 

this disbursement, the IMF has disbursed approximately 9.75 
million SDRs. PRGF loans carry an annual interest rate of 

0.5 percent and are repayable over 10 years, with 5-year 

grace period on principal payments. 


Most Sugar Exported in More than 30 Years 


8. According to data released by the Agriculture Promotion 
Center, Mozambique\'s four sugar companies exported 175,837 
tons of sugar, the most sugar exported from Mozambique since 
1973. The sugar exports were valued at USD 67.3 million. 
According to the Center\'s director, Roberto Albino, this 

figure was 79 percent above the value of sugar exports in 
2005. Albino attributed the increase to increased imports 

from the EU and the United States and higher world prices 

for sugar. Some 140,000 tons of sugar were sold 

domestically in 2006. In addition, some 10,000 tons of 
contraband sugar entered Mozambique from Zimbabwe and 
Malawi, according to Albino. The four sugar companies 
together employed nearly 21,000 workers in 2006. 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PREL, PINR, IS, KU 

SUBJECT: (S/NF) RELATIONSHIP BETWEEN KUWAIT AND ISRAEL 
(C-NE6-02218) 


REF: A. STATE 203034 
B. KUWAIT 03742 (NODIS) 


Classified By: Ambassador Richard LeBaron for reason 1.4 (d) 


1. (S/NF) Kuwait does not have diplomatic relations nor does 
it share intelligence with the Israeli government. All 

travel to and trade with Israel is technically illegal in 

Kuwait. However, Kuwait does not strictly enforce the Arab 
League\'s economic boycott of Israel and there are sometimes 
rumors of Kuwaitis traveling to Israel for business purposes. 
An Israeli trade representative based in Abu Dhabi and a 
Kuwaiti investor met with PolCouns and EconCouns in September 
to discuss their plans for an oil pipeline between Israel and 
Jordan (ref B), suggesting there may be some 
behind-the-scenes business relations. There are also sales 

of Israel-produced pharmaceuticals through third countries. 


2. (S/NF) Although relations with the PLO soured after 
Arafat supported Saddam\'s invasion of Kuwait, the legacy of 
thousands of Palestinian educators, businesspeople, and 
government employees continues. Kuwaitis remain reflexively 
sympathetic to the Palestinian cause, and given its vocal 
activist Parliament, there is little political space for the 
low-level contacts with Israel practiced in other Gulf 

states. Kuwait stays in close step with Riyadh on important 
foreign policy issues, leading us to believe that any warming 
of ties between Kuwait and Israel would only take place with 
tacit Saudi approval. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 
TAGS: EAIR, ETRD, BEXP, JO 
SUBJECT: ROYAL JORDANIAN SELECTS BOEING 787 DREAMLINER 


REF: 06 AMMAN 8295 AND PREVIOUS 
CONTAINS PROPRIETARY INFORMATION. NOT FOR USE OUTSIDE OF USG. 


1. (SBU) SUMMARY: Jordan\'s national airline Royal Jordanian 
(RJ) announced it has selected Boeing\'s 787 Dreamliner to 
replace its wide-body Airbus A340\'s. As a first step, RJ 

will lease four or five of the aircraft starting in 2010. 

Boeing is optimistic that the leasing arrangements will lead 

to purchases of 787\'s, perhaps as early as 2011. Ru\'s CEO 
agrees, provided that Boeing can help bring forward delivery 
dates. The success on this deal comes after months of 

vigorous advocacy by the Embassy and continued persistence by 
the Boeing team. END SUMMARY. 


2. (SBU) Royal Jordanian announced in December that it will 
replace its wide-body A340\'s with Boeing 787 Dreamliners 
beginning in 2010. This decision comes after months of 
footdragging by Ru in which the airline ran the risk of 

losing leasing slots for the aircraft, and did in fact lose 
purchase slots. Ru\'s leadership had regularly praised the 
Dreamliner over the past six months. However, the delays and 
regular visits of Airbus teams to Jordan had caused Boeing to 
fear that it might never be able to close the deal. 


3. (SBU) There were several keys to Boeing\'s success. The 
Boeing team made regular visits to Jordan to promote the 
Dreamliner, and arranged for RJ and Jordanian government 
officials to tour the Dreamliner mock-up in Seattle. In 
addition, the Embassy vigorously advocated with both the 
government and RJ in support of Boeing at many levels, from 
King Abdullah on down. Finally, the attractions of the 
Dreamliner itself helped to cement the deal, particularly its 
fuel efficiency and its advantages to passengers, including 
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larger windows and a more comfortable cabin environment. In 
addition, the fact that the competition did not have any 

viable options helped as well. And lastly, the appointment 

of a new activist, pro-U.S. Chairman of the Board did no harm. 


4. (SBU) Boeing helped RJ in its negotiations with leasing 
companies. According to RJ\'s CEO Samir Majali, RJ has agreed 
with the leasing company ILFC on the lease of two 787\'s to 
begin service in 2010, and plans to phase in two or three 
additional aircraft over subsequent years. Majali described 
the leasing of 787\'s \"as a given. Boeing is currently in 
discussions with RJ on signing a formal contract which would 
cover such items as crew training, providing manuals and 
other technical details. Boeing hopes that the formal 
contract will include commitments to purchase up to four 
additional 787\'s from the first currently-available slot in 

2013. Boeing hopes to have this formal contract signed by 
late January/early February. Boeing has indicated it will 
work with leasing companies to explore trading purchase 
slots. 


5. (SBU) Majali said that Ru\'s total requirement for 787\'s 
could be Weight to ten.\" RJ would hope to purchase two to 
four directly from Boeing. However, Majali stressed that 
this would be contingent upon Boeing\'s ability to bring 
forward purchase slots to a date earlier than 2013. 
Otherwise, RJ would be looking to lease additional 787\'s. 


6. (SBU) Majali was very complimentary about the merits of 
the 787, although he stressed that the fuel savings benefits 
remained to be demonstrated. He did welcome the large 
windows and the other benefits accruing from the 
composite-based construction, including the ability to 
pressurize and humidify the air in the cabin to a lower 
comparable altitude. 
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E.O. 12958: N/A 
TAGS: PREL, PGOV, PBTS, ECON, CM, NI, TBIO, SENV 
SUBJECT: CAMEROON: PRESIDENT BIYA\'S NEW YEAR\'S MESSAGE 


1. (U) President Biya delivered his New Year\'s message to 

the diplomatic corps January 4, which largely echoed his New 
Year\'s address to the nation (septel). In his 20 minute 

remarks he named the June 12 Greentree Agreement on Bakassi 
and reaching the HIPC Completion Point in April as Cameroon\'s 
two greatest successes in 2006. He warmly praised Nigerian 
President Obasanjo, former UN Secretary General Kofi Annan 
and the four witness countries for their role in securing the 
agreement. Biya stressed that the Greentree Agreement did 

not create victors and vanquished, rather it underscored the 
mutual commitment to peaceful dispute resolution. Calling 
Nigeria a neighbor and a friend, President Biya said 
Cameroon\'s reolve in fully respecting all of its commitments 
under Greentree is \"unshakable.\" 


2. (U) On HIPC, Biya thanked the IFls and donor community 
for helping Cameroon reach its goal and reiterated Cameroon\'s 
determination to use funds for infrastructure, health and 
education wisely. Health is a particular concern in Africa, 

with much more to be done to combat HIV/AIDS and malaria 
especially, he said. Infrastructure improvements, especially 

in energy and water, would reinforce efforts to prevent and 
combat disease. 


3. (U) Turning to the sub-region, Biya noted his concern 

about the situation in Ivory Coast and his satisfaction with 
deepening democratization in Congo-Kinshasa. Problems in the 
Middle East (he named Israel, the Palestinian Autority, 

Lebanon and Iraq) are worrying and require the concerted 

efforts of all countries to resolve. For its part, President 

Biya said, Cameroon would be the champion of peace \"wherever 
it is threatened.\" 


4. (U) Biya singled out global warming as a particular 
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concern, saying all countries must work together to counter 
this and other environmental problems. 


5. (U) Without naming names, President Biya acknowledged the 
important role the \"great powers" have played in Cameroon, as 
investors and advisors and said the country appreciated the 
interest taken in helping Cameroon achieve its social, 

political and economic goals. 
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SUBJECT: MOZAMBIQUE - REPORT OF PREPARATIONS TO ASSIST 
EXPECTED ARRIVALS FROM SOMALIA 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, MARR, TU 

SUBJECT: TURKEY: 2006 DECA INSPECTION DEMONSTRATES PROGRESS 
ON BOTH US AND TURKISH ISSUES 


1.(SBU) SUMMARY: The annual Turkish General Staff (TGS) 
inspection of US basing facilities made progress in resolving 
outstanding issues at the 425th Air Base Group (ABG) in Izmir 
and at the 39th Air Base Wing at Incirlik Air Base. It also 
identified two new issues - the move of the 425th ABG off the 
Bayrakli Compound once its lease ends and the turnover 
agreement for the Yumurtalik Sea Terminal. In sharp contrast 
to the past few years, TGS set aside time and provided 
experts to discuss specific USG concerns. It also went to 
great lengths in the closing brief to highlight US 
responsiveness to Turkish concerns. While some outstanding 
issues, such as the employment of US dependents, were left 
unresolved, others such as the APO system were not raised and 
there appeared to be a concerted effort by TGS to resolve all 
issues amicably. END SUMMARY. 


2. (SBU) As required under the bilateral Defense Economic 
Cooperation Agreement (DECA), TGS J-5 Agreements Division 
Chief MajGen Sefer Ozturk led an inter-agency team of TGS, 
Turkish Air Force, Foreign Ministry, Customs, Labor and 
Environment and Forestry representatives to conduct an 
inspection from December 4-8 of the 425th Air Base Group 
facility at Bayrakli Park and Cigli Air Base in Izmir and the 

39th ABW at Incirlik Air Base outside of Adana. This was 
General Ozturk\'s third and last DECA inspection before his 
anticipated 2007 retirement. As he had done during the past 
two years, the General called the visit an opportunity to 

work together to solve basing issues, none of which he viewed 
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as significant, and urged a cooperative approach by both 
sides. 


EMPHASIZING US CONTRIBUTIONS IN IZMIR 


3. (SBU) At Cigli Air Base, the 425th ABG provided briefings 
at every facility where the US had made improvements, 
detailing the extensive renovations and upgrades to sole and 
joint-use facilities paid for by the annual $1M Cigli support 
fund that is part of the Cigli Air Base turnover agreement. 
The Turkish delegation appeared impressed by the extensive 
USG contributions and the good working relationship at the 
facility. They expressed appreciation for the quick US 

action to switch from armed to unarmed roving guards and to 
hire a private Turkish security firm to guard the Bayrakli 
compound entrances, resolving two major issues raised during 
the 2005 inspection. 


4. (SBU) The 425th ABG, which supports US troops at NATO\'s 
Component Command (CC) Air Izmir and US military operations 
in Eskisehir, Istanbul and Ankara, is located on a 
privately-leased compound in Bayrakli Park, Izmir. The 

current lease ends in 2008 and will likely not be renewed. 

The 425th ABG understands that the owner has initiated 
development of land adjacent to the base compound and may 
also wish to develop the land occupied by the base. In 
anticipation, the 425th has inquired whether a streamlined 

base command could be accommodated on the NATO CC Air Izmir 
compound. That compound is a secure facility. Re-location 
there would allow the 425th ABG to reduce its security force 

as well as some administrative staff. A review is underway. 


US CONCERNS AT INCIRLIK TAKEN SERIOUSLY 


5. (SBU) The most notable change in the inspection of the 
39th Air Base Wing (ABW) at Incirlik Air Base was TGS 
agreement to devote experts to an in-depth discussion of US 
issues, including requests for: 


- Agreement on the list of what constitutes a Major Item of 
Equipment" with respect to US military imports into Turkey: 
The list has grown from a handful of items to over one 
thousand items in recent years. TGS agreed to meet with ODC 
in January 2007 to review the list. 


- Waivers of customs inspections on Cargo Hub cargo: During 
the April 2005 negotiations on establishing a Cargo Hub at 
Incirlik, TGS made no mention of the requirement for Hub 

cargo to undergo a Customs inspection. However, subsequent 
to initiation of Hub operations, Customs notified the 39th 

ABW of the inspection requirement and requested US payment of 
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overtime fees for one Customs officer to ensure 24-hour 
coverage. ODC notified the 39th ABW to ask Customs to send 
an official request for payment via an MFA diplomatic note. 

To date, the Embassy has not received such a request. In 
2006, Customs added a request for US payment of Customs 
official transport to and from the Base. During the 

inspection, ODC inquired whether such customs inspections for 
unopened cargo are required. The Customs Ministry official 
stated that Customs does have the authority to check all 

cargo transiting Turkey but that it typically does not 

exercise this authority except in cases of suspicious cargo. 


- Approval to bring in replacement parts for cargo hub 
aircraft through the cargo hub: During the inspection, ODC 
requested TGS and Customs approval to utilize the cargo hub 
to bring in replacement parts for aircraft serving the cargo 
hub. The Customs Ministry official approved the import of 
parts for C-17s assigned to the Cargo Hub at Incirlik 
together with Hub cargo. TGS is still staffing this request 
and will likely only allow parts for C-17s to enter Incirlik 
without a Turkish Defense Approval (TDA). Note: A TDA is 
required for import and export of equipment and is the 
official document required for the waiver of customs fees. 


- Waiver of customs fees on replacement air craft parts for 
non-cargo hub aircraft: In spring 2006, a USG-contracted 
plane broke down at Incirlik. The contractor sent a 
replacement engine which was held by Customs in Istanbul for 
weeks. During concerted negotiations by the contractor and 
the Embassy, the engine accrued hundreds of dollars in 
Customs storage fees. During the inspection this issue was 
raised with the Customs Ministry official, who agreed that 
parts for aircraft approved to use Incirlik Air Base should 

not be subject to customs fees. 


- Elimination of the requirement to complete a declaration 
(beyanname) form for the import of certain electronic items 

into Turkey: According to ODC, Turkey is the only NATO 
country with this requirement. At the inspections, the 

Customs official said the beyanamme requirement was codified 
in Turkish law. He added, however, that Turkish law can be 
superseded by international agreements to which Turkey is a 
party. Customs asked for information on the requirements for 
Italy and Belgium. If those and other NATO countries do not 
require such a declaration, Turkey will review the NATO SOFA 
and other international agreements for wording that would 
override the Turkish requirement. ODC will request a letter 
from the NATO Legal Department confirming that no other NATO 
country requires such a declaration. 


- Streamlining of the design approval process for 39th ABW 
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engineering projects: TGS requires initial and follow-up 
design approval for construction projects at Incirlik. The 
requirement for multiple reviews is administratively onerous 
and slows down the construction process. During the 
inspection, ODC requested a single design approval. TGS 
agreed to meet in 2nd Qtr. 2007 to discuss. 


- Elimination of requirement for USG contractors to pay a 
rental fee for space on 39th ABW facilities: TGS has begun 
to require all USG contractors, from vendors to doctors, to 
pay rent for the space they utilize on the 39th ABW facility. 
ODC argues that this amounts to a charge on the US 
government as the contractors add this fee to what they bill 
the US. Following discussion with MajGen Sutton during the 
inspection, MG Ozturk pledged to review the issue to 
determine what, if anything, could be done for different 
categories of contractors. 


TURNOVER OF YUMURTALIK SEA PORT 


6. (SBU) Turnover of the Yumurtalik Sea Port was the most 
significant issue raised during the Incirlik inspection. 

During its inbrief for MG Ozturk at the start of the base 
inspection, the 10th Tanker Base stated that the Yumurtalik 
facility caused serious environmental damaged that must be 
remediated or that steps should be taken to return the area 
to its original state in preparation for possible use as a 
military recreation site. The US delegation from Ankara was 
uninvited to a planned joint tour of the facility but the 

39th ABW Commander did accompany the Turkish delegation. 
Despite expectations that TGS would request significant USG 
action to remediate the site, only two issues were listed in 

the inspection outbrief: 


- Tank Damage: TGS will determine whether the existing 
problems must be repaired or if the facility can be turned 
over Vas is.\" 


- Facility Maintenance: TGS requests USG oversight of the 

facility during the interim between the departure of USG 

personnel and the removal of USG equipment and TGS assumption 
of responsibility for the facility following signature of a 

Turnover Agreement. 


7. (SBU) TGS action to transform the site may be impacted by 
an ongoing lawsuit between the Turkish government and the 
owner of private land immediately adjacent to the facility on 
which the military built a small R&R site and guard quarters 

to provide security to the Yumurtalik facility. 


HANGOVER ISSUES 
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8. (SBU) Dependent Hires: The primary outstanding issue from 
2005 was the complaint by the Labor Ministry that the 39th 
ABW does not provide a list of specific jobs for which it 
would like to hire US dependents and is not applying for work 
permits for US dependent hires in accordance with Turkish 
law. Atthe 2005 DECA, ODC offered to meet to discuss this 
issue but the MFA notified the Embassy that the Turkish side 
could not come to an agreed-upon position and therefore 
preferred not to meet. At the 2006 inspection, the Turkish 
delegation reiterated a request for this information for the 
record but did not press the issue. 


9. (SBU) APO Agreement: As in 2005, the Turkish side did not 
raise the lack of an APO agreement. Following the 2004 DECA 
inspection when this issue was discussed in detail, we 

provided TGS and the MFA with copies of APO agreements we 
have with several western European countries for 

consideration as a model for a US/TU agreement. The Turkish 
side has not yet responded. As with the dependent hire 

issue, the MFA stated that it has not been able to get all 
affected agencies to agree on a common position. 


THE NON-DECA ISSUE THAT STOLE THE SHOW 


10. (SBU) Chapels located on the Bayrakli compound in Izmir 
and on the 39th ABW at Incirlik displayed a National 
Geographic historical maps of the Holy Land which contain an 
area labeled \"Kurdistan.\" During the Bayrakli tour, a member 
of the Turkish delegation complained about the map and it was 
immediately removed. Tipped off that a similar map was hung 
in the Incirlik chapel, the Turkish delegation requested a 

tour of that chapel, but did not reveal that they were 

looking for a map. Once they found it hanging in the office 
suite, they complained about the use of such a map in a 
facility located on a Turkish military base. The Chaplain 
immediately removed the map. Rather than resolving the 
issue, however, the map\'s removal raised suspicions among the 
Turkish delegation that the US would take the map down only 
for the duration of the inspection, or worse, was hiding it 

so that no one else would complain, and then would hang it up 
once the TGS and MFA inspectors returned to Ankara. 


11. (SBU) Upon learning of the rationale behind the request 

to tour the Incirlik chapel, the US delegation emphasized 

that the map is not a DECA issue and should not be reflected 
in the inspection summary, noted our receptivity to an open 
discussion with our counterparts on the issue and urged TGS 
to be forthright with the US about such concerns in the 

future. TGS did not include the map issue in its own summary 
of DECA issues. 
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Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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SUBJECT: CADBURY: NIGERIA\'S ENRON? 
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1. (U) Summary: Since 2003, Cadbury Nigeria, Plc. had 
overstated its financial position by naira 13bn to naira 

15bn. This information came to light following the company\'s 
discovery of accounting irregularities in November. After a 
special audit conducted by PricewaterhouseCoopers (PWC), the 
company fired its Chief Executive Officer and Finance 

Director. Cadbury\'s handling of this mismanagement is a show 
of corporate responsibility and could signal a growing 
awareness of Nigerian firms of good corporate practice. End 
summary. 
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2. (U) Since 2003, Cadbury Nigeria, Plc., the local 

subsidiary of Cadbury Schweppes, had overstated its financial 
position by naira 13bn to naira 15bn. During that period, 

Deloitte and Touche was doing the companys regular annual 
audits. This massive discrepancy came to light during the 
scheduled transition from then-Chief Executive Officer (CEO) 
Bunmi Oni to an incoming CEO. Both Oni and Finance Director 
Ayo Akadiri were set to retire in November. Heretofore, Oni 
personally and Cadbury Nigeria had acquired not only a 
reputation of profitability but of corporate integrity and 

probity. In September 2006, Oni was named the most respected 
CEO in a poll of Nigerian business leaders conducted by 
Business Day newspaper. These revelations sent shocks through 
the business community as Oni, a leading figure in Nigeria\'s 
business community, had been discredited. 


3. (U) Cadbury\'s Board of Directors promptly contracted 
accounting firm Pricewaterhousecoopers (PWC) to conduct an 
audit. In response to PWC\'s findings, Cadbury\'s Board of 
Directors relieved Oni and Akadiri of duty. Cadbury Chairman 
Imo Itsueli released a statement declaring the company would 
report an underlying loss for 2006 of between naira 1bn and 
naira 2on. The company reported no evidence of theft from its 
coffers. 


4. (SBU) When asked why Cadbury\'s external auditor, Deloitte 
and Touche, had not caught the irregularities for the past 

three years, a Deloitte representative held that the firm 

could only audit those records to which it had access. The 
records the firm reviewed showed no signs of wrongdoing, he 
asserted. 


5. (U) A representative of the Institute of Chartered 
Accountants of Nigeria (ICAN) said a letter had been sent to 
Akadiri requesting the accountant\'s presence before the ICAN 
Board. Akadiri will respond to an inquiry and may face 
sanctions by the trade organization. ICAN has taken similar 
measures in the past. The organization has yet to determine 
whether it will conduct an inquiry of Deloitte and Touche. 


6. (SBU) Meanwhile a few observers in the corporate world are 
claiming that Oni is being scapegoated. They maintain that 
there has been a corporate tug-of-war for control of Cadbury 
Nigeria, with Oni allied with one faction of investors and 

the incoming CEO more closely associated with the other. 
These observers contend that Oni has been a casualty in a 
power-play by the opposing investors who have stirred up 

these allegations to help them wrest control of the company. 
(Comment: While there has been disharmony among the Board of 
Directors, that disharmony does not account for the damaging 
PWC special audit. The weight of evidence suggests something 
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went awry at Cadbury. End comment) 


7. (SBU) The timely way in which Cadbury\'s Board dealt with 
its discovery of accounting malpractice is an encouraging 
demonstration of corporate responsibility in Nigeria. That 

the company acted swiftly upon the discovery of discrepancies 
and hired an independent auditor to determine the extent of 
the misdeeds could become a standard for other companies to 
follow. Unfortunately, there will be some in the corporate 

world who also see this as the discovery of a new sword with 
which to smite internal competition. Yet, weighing all of 

this in the balance, we view this as a positive indication of 
greater corporate governance. End comment. 
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SUBJECT: SCENESETTER FOR EUR A/S FRIED\'S JANUARY 11 VISIT 
TO PRAGUE 

Classified By: Ambassador Richard W. Graber for Reasons 1.4 B&D 

1. (C) Dan, Nm looking forward to seeing you again. Your 

visit will be our first opportunity to meet the \"new\" Czech 


government that President Klaus will formally appoint 
tomorrow (Tuesday) morning. You are set to call on new/old 
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Prime Minister Topolanek, new Foreign Minister Schwarzenberg, 
and opposition leader (and former PM) Paroubek. You will 

also have time with your old friend Sasha Vondra, who 
tomorrow gets promoted from ForMin to Deputy PM for European 
Affairs. Your visit is a great opportunity to demonstrate 

U.S. interest in the Czech Republic, express our appreciation 

for Czech support in the fight against terrorism and in 
democracy promotion, and solicit GOCR commitment at the 
highest levels in these on-going strategic arenas. Your stop 

in Prague is particularly timely given that a decision on 

missile defense is expected soon, and given the Czechs\' 
intense focus on possible revisions to the visa waiver 

program. We also hope you will use the opportunity to remind 
the government not to lose sight of the importance of foreign 
policy issues as it sorts out its domestic political 

situation. With the Czech Republic due to take over the EU 
Presidency in the first half of 2009, the sooner the Czechs 

can balance their domestic and external priorities the better 

for both the EU and the USG. 


== Political situation == 


2. (C) President Klaus will appoint the second Topolanek 
government on the morning of January 9. PM Topolanek, whose 
minority government has been in power since September, 
despite losing its vote of confidence in October, will head a 
three-party coalition of his center-right ODS with the Greens 
and Christian Democrats. A vote of confidence is likely this 
month, perhaps as early as next week. While chances for 
success are only fifty-fifty at best, we expect that the 
government appointed tomorrow, like its predecessor, will 
govern the country for several months. If this government 

also fails, we expect the third attempt to form a government 
will be even more protracted than the first two. What is 
noteworthy is that despite the absence of a confirmed 
government since the June 2006 elections, Czech democratic 
institutions continue to function, the private sector 

continues to thrive, and the government remains committed to 
key external commitments such as foreign deployments. Czech 
foreign and security policies remain firmly transatlantic, 
although the Czechs (with the notable exception of the 
President) are also committed to the EU. Support for 
democracy promotion and human rights is a hallmark of Czech 
foreign policy, and incoming FM Schwarzenberg will only 
strengthen this commitment. In particular, the Czechs have 
been outspoken in support of democratic transition in Cuba 
and staked out their strongest claim within the EU on Cuba. 

As you know, with the exception of visas, we have excellent 
bilateral relations with the Czechs. 


== Visas == 
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3. (SBU) Outgoing FM Vondra and Czech Ambassador in 
Washington Kolar have been the two leading voices in the 
Czech quest to enter the visa waiver program. When he took 
office in the fall Vondra launched a coordinated effort of 

new EU member states (the so-called Coalition for Visa 
Equality) to lobby Congress for a political route to VWP 

status. While convinced that the only path to VWP status 

runs through a political solution, Vondra and the MFA have 
agreed that we need to continue to work on the technical 
aspects of border security, and that the Bilateral Consular 
Working Group is therefore important to continue. Vondra and 
| chaired the fall meeting of the BCWG in late November. The 
Czechs were understandably pleased with the President\'s 
announcement in Tallinn, and are looking forward to the visit 

to Prague in late January of DHS Acting A/S Rosenzweig. The 
Czechs are arranging a meeting in Prague with all VWP roadmap 
countries during Rosenzweig\'s visit. The Czechs have high 
hopes that the Democratic Congress will be more supportive of 
new VWP requirements. It will be important during your 
meetings and press statements to deliver a clear message that 
does not inflate expectations. 


== Missile Defense == 


4. (C) The Czech Republic remains keen on hosting a missile 
defense facility. PM Topolanek and Vondra have been strong 
proponents, while opposition leader Paroubek (CSSD) has given 
explicit support for a radar site only, insisting that an 

interceptor site would require a referendum. FM-designate 
Schwarzenberg has not taken a firm stand on the topic, so 

your meeting will be a chance to shape his views. The MFA 
generally, and in particular Deputy FM Pojar, have been very 
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strong on MD, and very clear that they support a base because 
they believe it to be in the Czechs\' interests, not because 

they expect anything in return (unfortunately Pojar will be 

out of Prague during your visit, accompanying President Klaus 
on a visit to Bratislava). In the months surrounding the 

June 2006 general elections, there was significant noise from 
a \"No to Bases\" campaign and from politicians seeking to turn 
public discomfort with the possible presence of foreign 

troops on Czech soil in to short term-political gains. More 
recently, MD has not been a point of contention in the 
government-formation process and public interest in the 

issues appears to be waning. The most recent polling data 
indicates growing, if modest, public support for hosting a 

radar facility: 59% support hosting a radar facility while 
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28% support hosting interceptors. Topolanek and Vondra are 
well aware that a split decision is likely, and they fully 

support this (indeed, Vondra has said this is the best 
outcome, since it will place U.S. installations in two 

Central European states rather than one). You will find the 
Czechs most interested in making sure that a decision is 
properly handled, so that the government has time to inform 
all the key players in Parliament before they read about it 

in the press. 


== Foreign Deployments == 


5. (C) IRAQ: The Czech Republic is an original member of 
Operation Iraqi Freedom and was at one time the fourth 
largest contributor of troops to Iraq. From December 2003 to 
December 2006, the Czech Army deployed approximately 100 
military police in Basra to train an estimated 12,000 Iraqi 
police and security forces. In December 2006, in 

coordination with the British, the Czech military police 
concluded this mission and relocated to a base near the Basra 
airport to assume new duties, which largely involve force 
protection. The Czechs have also participated in the 
Multinational Security Transition Command and NATO Training 
Mission-Iraq to help create security infrastructures in Iraq. 
They sent six military police trainers to the NATO facility 

in Baghdad and contributed $200,000 to the Trust Fund to 
support this mission. The Czech Parliament recently extended 
the troop mandate for Iraq through 2007. 


6. (C) AFGHANISTAN: The Czech cabinet approved on December 20 
the plan for a Czech-led PRT in Afghanistan. They will take 
over from Hungary, which plans to leave Pol-e-Khomri in 
October 2008. The MFA has decided to wait until a needs 
assessment is complete before seeking additional 

international partners. The January 26 NATO Foreign 
Ministers\' meeting will be important in determining the level 

of ISAF capabilities and flexibilities needed to accomplish 

the Czech PRT mission (and since this will be FM 
Schwarzenberg\'s first NATO meeting, your discussion this week 
will be important in shaping the Czech stance at that 

important ministerial). You should also know that Lt. 

General Karl Eikenberry, Commander, Combined Forces 
Comand-Afghanistan, will be in Prague for consultations on 
January 22-23. 


7.(C) BALKANS: The Czech Republic strongly supports USG 
policy in Kosovo and Serbia, and the Balkans are the Czech 
Republic\'s most important security priority. There are 
currently almost 600 Czech troops in Kosovo under NATO 
command, and an additional 60 troops are serving with EU 
forces in Bosnia. The Czechs support resolving Kosovo\'s 
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final status as soon as possible after the January 2007 

Serbian elections, and will support Attisaari\'s 
recommendations. The Czechs continue to urge the EU to keep 
the prospects of EU membership alive for Serbia, while 
emphasizing the importance of full ICTY compliance as a 
precondition for restarting talks. Note that you may find 

former PM Paroubek outspoken on needing to protect the rights 
of Kosovar Serbs, but his personal views have not had any 
particular impact on Czech policies, which have strongly 
supported the Contact Group and the EU. 


== Transformational Diplomacy == 


8. (SBU) The Czech Republic believes it has a moral 
obligation to help those struggling to be free based on its 

own peaceful transition to democracy. They also recognize 
the security benefits of promoting democracy and human rights 
in troubled regions. Consequently the GOCR\'s approach to 
transformational diplomacy is three-pronged: (1) traditional 
diplomatic efforts (bilateral and through the EU), usually in 
close cooperation with the USG; (2) democracy capacity 
building projects; (3) humanitarian aid. In 2004, the MFA 
created the Transformation Cooperation Unit (TRANS) to fund 
capacity building projects that complement Czech diplomatic 
efforts to promote democracy. TRANS is modeled on the U.S. 
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National Endowment for Democracy. In 2006, TRANS funded 
projects in Cuba, Belarus, Iraq, Burma, Bosnia, Serbia, 

Georgia, Ukraine and Moldova. People in Need, the largest 
NGO in Central Europe, is often TRANS\' implementing partner 
on the ground. U.S. public and private groups have worked 
closely with People in Need and TRANS. Our bilateral 
cooperation on transformational diplomacy extends as well to 
Radio Free Europe/Radio Liberty, which has called Prague its 
home since 1995. The Czechs have paid a price for this, 
including suffering a trade embargo by Iran in retaliation 

for the Prague-based Radio Farda broadcasts. But the Czech 
government remains committed to the Radios\' mission, and last 
year presented Secretary Rice with a $1 million donation to 
assist with RFE/RL\'s move to a new, more secure, headquarters 
in 2008. 
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E.O. 12958: DECL: 01/08/2016 

TAGS: PGOV, KDEM, KISL, EG 

SUBJECT: HIGH COURT DENIES REGISTRATION TO TWELVE ASPIRING 
POLITICAL PARTIES 


REF: A. 06 CAIRO 6870 
B. 06 CAIRO 3582 


CLASSIFIED BY: MINISTER-COUNSELOR FOR ECONOMIC AND POLITICAL AFFAIRS 
WILLIAM R. STEWART, FOR REASONS 1.5 (B) AND (D). 


1. (C) SUMMARY: ON JANUARY 6, EGYPT\'S SUPREME ADMINISTRATIVE 
COURT DENIED THE PETITIONS OF TWELVE ASPIRING POLITICAL 

PARTIES WHICH WERE APPEALING THE GOVERNMENTYS REJECTION OF 
THEIR APPLICATIONS TO BE FORMALLY LICENSED. SUCH DECISIONS, 
COMBINED WITH THE HEAVY-HANDED APPROACH OF THE GOVERNMENT 
TOWARDS THOSE OPPOSITION PARTIES THAT ARE REGISTERED (SUCH AS 
AL GHAD), ENGENDER DEEP SKEPTICISM ON THE PART OF EGYPTIAN 
OPPOSITIONISTS AS TO THE SINCERITY OF THE GOVERNMENT\'S REFORM 
INITIATIVES, SUGGESTS THAT THE RULING PARTY REMAINS UNWILLING 
TO ALLOW SERIOUS POTENTIAL COMPETITORS ONTO THE POLITICAL 
PLAYING FIELD, AND SETS BACK THE DEVELOPMENT OF LEGAL, 

CREDIBLE OPPOSITION PARTIES. END SUMMARY. 


2. (SBU) ON JANUARY 6, EGYPT\'S SUPREME ADMINISTRATIVE COURT 
DENIED THE PETITIONS OF TWELVE ASPIRING POLITICAL PARTIES 
WHICH WERE APPEALING THE GOVERNMENTYS REJECTION OF THEIR 
APPLICATIONS TO BE FORMALLY LICENSED (LIST OF THE GROUPS AT 
PARA 5). AMONG THE PARTIES DENIED REGISTRATION ARE THE 
MODERATE-ISLAMIST WASAT (\"MIDDLE\") PARTY, AND THE NASSERITE 
AL KARAMA (\"DIGNITY\") PARTY, BOTH OF WHICH HAVE BEEN FIGHTING 
FOR LEGAL RECOGNITION FOR YEARS (REFTELS). THE COURT RULED 
THAT THE TWELVE GROUPS \"FELL SHORT\" OF MEETING NEW 
REQUIREMENTS TO FOUND POLITICAL PARTIES (INTRODUCED WHEN THE 
POLITICAL PARTIES LAW WAS AMENDED IN JULY 2005), SUCH AS THE 
STIPULATION THAT THE PETITION TO FORM A NEW POLITICAL PARTY 

BE SIGNED BY AT LEAST ONE THOUSAND FOUNDING MEMBERS, \"DRAWN 
FROM AT LEAST TEN GOVERNORATES WITH NO LESS THAN FIFTY 
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MEMBERS FROM EACH (OF THE TEN GOVERNORATES).\" (NOTE: THE 
POLITICAL PARTIES LAW WAS THE FOCUS OF A RECENT CRITICAL 
HUMAN RIGHTS WATCH REPORT. END NOTE). 


3. (C) WASAT CHAIRMAN ABOU ELELA MADY TOLD US THAT HIS PARTY 
WILL RE-APPLY FOR REGISTRATION, UNDER THE SAME NAME AND WITH 
THE SAME PLATFORM, AS SOON AS IT CAN GATHER THE REQUISITE ONE 
THOUSAND SIGNATURES. HE OPINED THAT APPLYING THIS 
REQUIREMENT RETROACTIVELY TO THE WASAT PARTY WAS \"UNFAIR,\" 
NOTING THAT THE GROUP\'S ORIGINAL REGISTRATION APPLICATION 
(WHICH THE COURT WAS CONSIDERING) DATES FROM 1996, WHEN ONE 
THOUSAND SIGNATURES WERE NOT REQUIRED. MADY REMARKED THAT, 
\"THE GOVERNMENT HAS LONG EMBRACED A POLICY OF SANCTIONING 
MARGINAL, DECORATIVE PARTIES - SO THAT IT CAN BE SAID THAT 
THERE IS ALARGE NUMBER OF POLITICAL PARTIES IN EGYPT - WHILE 
NOT ALLOWING GROUPS THAT HAVE THE ABILITY AND SUPPORT TO 
TRULY COMPETE AGAINST THE NATIONAL DEMOCRATIC PARTY (NDP) TO 
GET IN THE GAME." 


4. (C) WASAT VICE-CHAIRMAN ESSAM SULTAN COMMENTED TO US THAT 
HE WAS \"NOT SURPRISED\" BY THE COURT\'S DECISION, AS WWE KNEW 
ALL ALONG THAT THE REGIME HAS NO REAL INTENT TO REFORM.\" IN 
COMMENTS TO THE PRESS FOLLOWING THE RULING, HAMDEEN SABAHI, 
LEADER OF THE KARAMA PARTY, DESCRIBED THE COURT\'S DECISION AS 
\"A CLEAR MESSAGE FROM THE REGIME TO ALL EGYPTIANS -- FORGET 
ABOUT FORMING REAL POLITICAL PARTIES.\" HE NOTED THE \"BIZARRE 
DYNAMIC\" THAT UNDER THE POLITQPARTY LAW, \"THE NDP HAS THE 
RIGHT TO SELECT ITS OWN OPPOSITION, ON ITS OWN TERMS.\" SAAD 
ABBOUD (PROTECT), A MEMBER OF KARAMA\'S TOP LEADERSHIP, TOLD 
US THAT SENIOR PARTY MEMBERS WILL MEET ON JANUARY 8 TO DEBATE 
WHETHER TO RE-APPLY FOR REGISTRATION. IN A DISPIRITED MOOD, 
ABBOUD COMMENTED THAT HE \"REALLY DOES NOT SEE THE POINT\" OF 
RE-APPLYING, AND NOTED THE \"HYPOCRISY\" OF THE GOVERNMENT - 
\"AT THE SAME TIME THEY SAY THEY ARE PURSUING POLITICAL 
REFORMS THROUGH CONSTITUTIONAL AMENDMENTS, THEY REJECT THE 
ESTABLISHMENT OF TWELVE PARTIES!" 


5. (SBU) THE PARTIES WHOSE APPEALS WERE DENIED ARE: WASAT 
PARTY, AL KARAMA PARTY, DEMOCRATIC HOPE PARTY, NATIONAL 
EGYPTIAN PARTY, NATIONAL FREE PARTY, NATIONAL AND PATRIOTIC 
ALLIANCE, NATIONAL PEACE PARTY, DEMOCRATIC FREEDOM PARTY, 
MASR EL OMM ("EGYPT THE MOTHER") PARTY, DEMOCRATIC REFORM 
PARTY, NAHEDET MISR PARTY, AND NAHEDET MISR AL KINANAH. 


6. (C) COMMENT: THIS COURT DECISION SEEMS AT ODDS WITH THE 
EGYPTIAN GOVERNMENT\'S STATED COMMITMENT TO REFORM, SUCH AS 
PRESIDENT HOSNI MUBARAK\'S RECENT COMMENTS IN A SPEECH BEFORE 
PARLIAMENT THAT ONE OF HIS GOALS IN AMENDING EGYPTYS 
CONSTITUTION IS TO ENCOURAGE GREATER DIVERSITY OF POLITICAL 
PARTIES. THE DENIAL OF APPLICATIONS FOR REGISTRATION OF NEW 
POLITICAL PARTIES (BOTH FROM EGYPT\'S COURTS AND THE 
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NDP-CONTROLLED POLITICAL PARTIES COMMITTEE) SUGGESTS THAT THE 
NDP REMAINS UNWILLING TO ALLOW SERIOUS POTENTIAL COMPETITORS 
ONTO THE POLITICAL PLAYING FIELD. SUCH DECISIONS, COMBINED 

WITH THE HEAVY-HANDED APPROACH OF THE GOVERNMENT TOWARDS 
THOSE OPPOSITION PARTIES THAT ARE REGISTERED (SUCH AS AL 

GHAD) ENGENDER DEEP SKEPTICISM ON THE PART OF EGYPTIAN 
OPPOSITIONISTS AS TO THE SINCERITY OF THE GOVERNMENTYS REFORM 
INITIATIVES, AND SETS BACK THE DEVELOPMENT OF LEGAL, CREDIBLE 
OPPOSITION PARTIES. 
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SUBJECT: LAGOS GUBERNATORIAL ELECTIONS: A POLITICAL 
MAELSTROM 
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Classified By: Consul General Brian L. Browne for reasons 1.4 (b and d) 


1. (C) Summary: Gubernatorial elections in Lagos are shaping 
up to be a tough fight. Govrnor Tinubu\'s AC has been shaken 
by internal dissent and several key defections due to his 
attempt to impose his loyal but unpopular chief of staff as 

the party\'s gubernatorial candidate. Meanwhile, the PDP has 
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selected Senator Obanikoro, a former close ally of Tinubu, as 
its candidate. Hovering over the scene is President 
ObasanjoWs desire to capture Lagos, the only predominantly 
Yoruba state that escaped the 2003 PDP electoral onslaught. 
Also to keep his status as the Yoruba\'s most important 
political figure, he figures he must reduce Tinubu\'s clout. 
There is no better way to do this than to win Lagos State. 
End summary. 


2. (C) Six months can be a lifetime in the world of a 

politician. Much can change within that period. Six months 
ago, savoring the defeat of President Obasanjo\'s third term 
bid, Lagos Governor Tinubu stood atop a crest of popularity. 
He had been among those who held visibly and firmly against 
the Obasanjo gambit and had won. Buoyed by this feat, Tinubu 
set to put his own political house in order for the 2007 
elections. Ironically, the very issue he wanted Obasanjo to 
face -- the selection of a successor -- was the very thing 

that has most damaged Tinubu in Lagos. 


3. (C) With Tinubu a two-term governor, his party had to pick 
a successor. Flush with victory over Obasanjo, Tinubu sought 
to arrogate himself what would have been better left to the 
party nomination process. He tried to unilaterally appoint 

his Chief of Staff as his successor, basically presenting the 
decision to the rest of the party as a fait accompli. The 
blowback was more intense than Tinubu anticipated. 


4.(C) With dozens of his political allies from the AC vying 

for the party nomination, the best tack for Tinubu would have 
been to stay above the fray and not dip into the maelstrom by 
being partial to any contender. The eventual party nominee, 
even in an open and fair competition, would owe him a certain 
loyalty due to his role as governor and the prime financial 
mover in the AC. However, Tinubu entered the fray by 
signaling his preference for this Chief of Staff, Babatunde 
Fashola, to succeed him. 


5. (C) This was a bitter pill for the other AC gubernatorial 
contenders to swallow. Heretofore, Fashola had been an able 
lawyer and an effective chief of staff, although the 
all-too-proud owner of a grating personality that often 

rubbed the wrong side of people. Moreover, the chief of staff 
had come into the party relatively late and did not have an 
independent political base upon which to stand. Conversely, 
the other contenders were veteran AC politicians who have 
gotten the dirt of local politics under their fingernails and 
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who had braved the ramparts of battle to help Tinubu win two 
successive elections against tough PDP competition. These 
wily veterans had not risked their political lives twice only 

to step aside for someone who never partook in their earlier 
sacrifices. Although he was Tinubu\'s man, Fashola was seen as 
an outsider. To them, he might as well have been from another 
country. Given Tinubu\'s strongarm tactics in picking this 
relative outsider and political lightweight, a significant 

group within the AC has rebelled. Those rebelling are 
numerous and serious enough to have caused an embarassing, 
eviscerating rupture within the AC in Lagos State. Strident 
press conferences were held and defections to the archrival 
PDP and other parties, particularly the DPP, have taken 

place. 


6. (C) Even before the fallout over Fashola an additional 
complicating factor has been the shift of the Tinubu machine 
from the AD to the AC. The shift was intended to give its 
players better inroads into national politics and as a 

vehicle for Tinubu to perhaps realize his post-2007 national 
ambitions in tandem with VP Atiku. While this migration might 
have moved the Tinubu camp more into the mainstream of 
national political opposition, it has weakened Tinubu and his 
machine in Lagos. Not all of the AD migrated to the AC with 
him. Anti-Tinubu elements and die-hard Yoruba political 


LAGOS 00000011 002.2 OF 002 


chauvinists remain with the AD, thus diluting the AC\'s cachet 
in Lagos. Further, a number of voters will be confused, not 
knowing the real difference between the AC and AD and who 
exactly is in which party. Many of these voters will stick to 

the AD out of habit. 


7. (C) Comment: Because of the handling of the gubernatorial 
nomination the AC is wounded in Lagos, the only state the new 
party currently controls. Diplomacy will be needed to stop 
additional injury to the party. If this fracture is not 

treated with care, the Tinubu-led AC stands a real chance of 
losing control of Lagos to the PDP. 
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E.O. 12958: DECL: 09/11/2016 

TAGS: PREL, PGOV, KDEM, NI 

SUBJECT: LAGOS PDP ELECTS GUBERNATORIAL CANDIDATE AMID 
IRREGULARITIES 


Classified By: Consul General Brian L. Browne for reasons 1.4 (b 

and d) 

PLEASE ZFR IMI ZFR LAGOS MRN 0012 AND BLANK ALL ASSOCIATED MCNS, 
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TAGS: EAIR, PTER, ASEC, OTRA, HL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR FEDERAL AIR MARSHAL 
SERVICE OPERATION TEAM PD 07-28/29 R62 - FEBRUARY 4-29, 

2007 


REF: FAMS 041357Z JAN 07 


1. Country clearance is granted for Federal Air Marshal 
Service Operation Team PD 07-28/29 R62 to travel to the 
Netherlands from February 4-29, 2007 to deter criminal acts 
targetting civil aviation. 


2. Embassy understands that no assistance is required. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
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confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 
New Jersey and has a population of 16.3 million. The 
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government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 
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After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
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decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
http://www. state.gov/r/pa/ei/bgn/3204.htm. 
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E.O. 12958: DECL: 01/07/2017 

TAGS: ENRG, ECON, PREL, PGOV, LO, RS 

SUBJECT: DRUZHBA: SLOVAK PIPELINE EXPERIENCES TECHNICAL 
DIFFICULTIES 


REF: WARSAW 31 


Classified By: A/PolEcon Chief William Laitinen for reasons 1.4 (b) and 
(d) 


1. (C) Transpetrol Board member Jan Kridla (please protect) 
informed Econoff that Slovakia had experienced technical 
difficulties" relating to the flow of oil for a couple of 

hours on Sunday evening. Volumes remain lower than normal 
today (1/8), but supply continues to flow. Kridla noted, 
however, that Transpetrol has been given advanced notice of 
Va larger event\" scheduled for tomorrow (1/9) that could lead 
to the temporary stoppage of oil along the southern Druzhba 
pipeline. Kridla would not comment on the source of this 
information, but stressed that Transpetrol is taking the 
necessary steps to prepare for this eventuality. 


2. (SBU) The Slovak government has not commented on the 
disruption to the pipeline. Slovnaft refinery, which is 

owned by the Hungarian MOL Group, issued a press release 
stating that \"supplies are in sufficient volumes.\" According 
to local energy experts, Slovakia has an approximately 50 day 
supply of oil and fuel supplies in storage. 
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1. (S) Madam Secretary, internal tensions among GOI leaders 
have intensified since your last visit and have reached the 
point that there appears to be little coordination or even 
dialogue among the key decision makers. Therefore, we will 
need to be sensitive to perceptions that we are favoring one 
faction over another. The divisions at the top here are part 

of an increasingly gloomy public mood, with a new corruption 
allegations making headlines virtually daily, and a growing 
sense of political failure despite Israel\'s strong economy 

and a sustained success rate in thwarting suicide attacks. 
Prime Minister Olmert\'s approval ratings were only 23 percent 
in the latest poll, and Israeli interlocutors across the 

political spectrum are speaking openly of a crisis of public 
confidence in the country\'s leadership at a time when 

Israelis feel an urgent need for strong leadership to face 

the threats from Iran, Syria, Hamas and Hizballah. 


OPTIMISM ERODING 


2. (S) The year 2007 has started off badly for Israelis. 

The good feeling generated by PM Olmert\'s long-delayed 
December 23 summit meeting with Abu Mazen quickly dissipated 
under the weight of reports of a new settlement in the Jordan 
Valley (now suspended by Peretz), continued Qassam rocket 
attacks on Sderot and neighboring kibbutzim, foot-dragging on 
both sides in implementing the transfer of tax revenues, lack 

of progress on the release of Cpl. Gilad Shalit, and the 
unpleasant atmospherics of the January 4 Olmert-Mubarak 
summit, which was overshadowed by a botched IDF daylight raid 
in the center of Ramallah in which four Palestinians were 

killed. 


3. (S) The Ramallah operation, which was authorized by the 
IDF\'s West Bank commander without informing the Minister of 
Defense, served as a stark reminder of the lack of 
coordination between Israel\'s military and its civilian 
leadership. When it comes to Israel\'s strategy for dealing 

with Palestinians, it increasingly seems that military is 

military, civilian is civilian and never the twain shall 

meet! Despite Olmert\'s belated embrace of Abu Mazen as a 
peace partner, there is growing concern that moderate Arab 
willingness to maintain the embargo on Hamas may be eroding, 
and that Fatah may fail to muster the popular support it will 
need to depose Hamas, whether at the ballot box or in the 
streets. Meanwhile, the upcoming release of the results of 

the Winograd Commission\'s investigation of the Lebanon war 
hangs like a sword of Damocles over the heads of Olmert, 
Defense Minister Peretz, and IDF Chief of General Staff 
Halutz. Peretz and Halutz have both publicly stated that 
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they will resign if the Commission holds them responsible for 
serious errors in the conduct of the war, but Olmert has 
refrained from public comments. Olmert is also awaiting the 
results of several separate investigations involving 

corruption allegations, any one of which could further damage 
him severely, if not force his resignation. 


4. (S) While Israeli anxiety over a possible dramatic shift 

of U.S. policy as a result of the Iraq Study Group\'s report 

has been allayed by statements by you and the President, 
there continues to be deep uneasiness here that the 
Baker-Hamilton recommendations reflect the shape of things to 
come in U.S. policy. Israelis recognize that U.S. public 
support for the Iraq war is eroding and are following with 
interest the President\'s upcoming articulation of the 
revamped policy, but they are deeply concerned that 
Israeli-Palestinian issues not become linked in American 
minds to creating a more propitious regional environment for 
whatever steps we decide to take to address the deteriorating 
situation in Iraq. 


5. (S) Iran\'s nuclear program continues to cause great 
anxiety in Israel. Given their history, Israelis across the 
political spectrum take very seriously Ahmadinejad\'s threats 

to wipe Israel off the map. Olmert has been quite clear in 

his public comments that Israel cannot tolerate a 
nuclear-armed Iran, a position stated even more emphatically 
by opposition leader Netanyahu, who compares today\'s Iran to 
Nazi Germany in 1938. Despite the worst-case assessments of 
Israeli intelligence, however, there is a range of views 

about what action Israel should take. The MFA and some of 
the think tank Iran experts appear increasingly inclined to 

state that military action must be a last resort and are 

taking a new interests in other forms of pressure, including 

but not limited to sanctions, that could force Iran to 

abandon its military nuclear program. The IDF, however, 
srikes us as more inclined than ever to look toward a 

military strike, whether launched by Israel or by us, as the 

only way to destroy or even delay Iran\'s plans. Thoughtful 


TEL AVIV 00000064 002 OF 003 


Israeli analysts point out that even if a nuclear-armed Iran 

did not immediately launch a strike on the Israeli heartland, 
the very fact that Iran possesses nuclear weapons would 
completely transform the Middle East strategic environment in 
ways that would make Israel\'s long-term survival as a 
democratic Jewish state increasingly problematic. That 
concern is most intensively reflected in open talk by those 
who say they do not want their children and grandchildren 


Column 3 
growing up in an Israel threatened by a nuclear-armed Iran. 


LIVNI RISING 


6. (C) FM Tzipi Livni is frustrated by Olmert\'s continued 
refusal to coordinate closely, and -- perhaps with an eye on 
polls showing her popularity at over double the level of the 
Prime Minister -- suggested to a HaVaretz interviewer in late 
December that she would challenge Olmert for the prime 
ministership if he continued not to give her his full 

backing. In the same interview, Livni provided an outline of 
her thinking, but not a detailed plan, on the way ahead with 
the Arabs, including negotiating an interim agreement with 
the Palestinians in which the separation barrier would serve 
as the border, and refusing to engage with Syria unless Asad 
takes steps to end support for terrorism and distances 
himself from Iran. Livni\'s policy adviser has confirmed to 

us that she has engaged in her own discrete discussions with 
Palestinians, but very much in an exploratory mode. Livni 
told Senators Kerry and Dodd that she doubted that a final 
status agreement could be reached with Abu Mazen, and 
therefore the emphasis should be on reforming Fatah so that 
it could beat Hamas at the polls. MFA officials tell us that 
Livni is also focused on the need to keep Hamas isolated. 
She and her senior staff have repeatedly expressed concern 
that some EU member-states are wobbly on this point. 
Meanwhile, Livni is keenly aware that unlike Olmert, she has 
little to fear from the Winograd Commission report (nor is 
she tainted by the corruption allegations that dog Olmert). 
Her incipient bid to take Olmert\'s place could become more 
serious once the report\'s preliminary conclusions are 
released next month. 


SHIFTING VIEWS ON SYRIA 


7. (S) Olmert and Livni agree that negotiations with Syria 
would be a trap that Damascus would use to end the 
international pressure on it and to gain a freer hand in 
Lebanon. While they see public relations downsides to 
dismissing Syrian peace overtures out of hand, they continue 
to insist that no negotiations will be possible until Syria 
reduces its support for terrorism and/or takes direct steps 

to secure the release of Israeli prisoners held by Hamas and 
Hizballah. Olmert and Livni are supported in that view by 
Mossad chief Dagan, who takes a dim view of Syrian 
intentions. A significant part of the security 

establishment, however, appears to be reaching the conclusion 
that it is in Israel\'s interest to test Asad\'s intentions -- 
possibly through the use of a back channel contact -- and to 
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seek to wean him away from Tehran. They are joined in that 
view by Defense Minister Peretz, much of the Labor Party and 
the Israeli left, who argue that Israel cannot afford to 

refuse to at least explore AsadWs offer to negotiate, often 
comparing that stance to Golda Meir\'s much-criticized 
decision to spurn Sadat\'s offer to negotiate, which then led 

to the 1973 Yom Kippur War. Press reports January 5 stated 
that the defense establishment had recommended to Olmert that 
he open an exploratory channel to Damascus in two months, a 
timeline reportedly linked to the completion of reviews of 

U.S. policy toward Iraq and the Middle East, as well as to 
clearer indications of Abu Mazen\'s intentions and 

capabilities vis a vis Hamas. 


PERETZ-OLMERT TENSIONS 


8. (C) According to leaks from a recent Labor Party 

leadership meeting, Amir Peretz said that he feels completely 
disconnected from Olmert. Ever since Peretz\' telephone 
conversation with Abu Mazen which infuriated Olmert, the two 
reportedly barely speak to each other. Television news 

reports on January 4 trumpeted rumors that Olmert had decided 
to remove Peretz as Defense Minister and replace him with 
former Prime Minister Ehud Barak, who has already announced 
plans to challenge Peretz for the Labor Party\'s leadership in 
late May primaries. Even though the Prime MinisterYs Office 
almost immediately denied the reports, there is little doubt 

here that someone in the PMO was behind them. While much of 
the Labor Party feels that Peretz has been a failure, both as 
Defense Minister and as Party Secretary General, and Peretz\' 
popularity with the general public has hit rock bottom, Labor 
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members widely condemned the media trial balloon, which they 
saw as an unacceptable attempt by Olmert\'s advisers to 
intervene in their party\'s leadership contest. In any event, 

the incident is yet another indication of the intense degree 

of personal rancor and dysfunction prevailing at the top of 

the GOI. 


PERETZ AND SNEH OUR AMA PARTNERS 


9. (C) Notwithstanding the GONs internal discord, there is 
some good news in our efforts to nudge the GOI toward 
improvements in Palestinian quality of life issues. Despite 

his political woes, Peretz has proven himself a serious 

partner in our efforts to implement the Agreement on Movement 
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and Access (AMA) and more generally in a slow but steady push 
by the MOD to force a reluctant IDF to accept steps to reduce 
barriers to Palestinian movement and to revive the 
Palestinian economy. Deputy Defense Minister Efraim Sneh, 
who will likely accompany Peretz to your meeting, has emerged 
as the point man for these efforts. Sneh shares Peretz\' 
conviction that Israel\'s security stranglehold on the 
Palestinians is \"winning the battle but losing the war,\" but 
Sneh, who in a decades-long career served as a military 
governor of the West Bank, commanded an elite combat unit, 
and took part in the famed Entebbe raid, also has both an 
intimate knowledge of the Palestinians and a combat 
commander\'s credibility with the IDF that Peretz sorely 

lacks. Your meeting with Peretz provides an opportunity to 
express appreciation for his and Sneh\'s efforts and to 
encourage them in their struggle to bring recalcitrant 
elements in the IDF to heel. The more progress we can 
achieve with them on AMA implementation now, the easier it 
will be to achieve meaningful results with both parties in 

the coming year. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SIPDIS 


E.O. 12958: DECL: 01/08/2017 


Column 3 
TAGS: PREL, PHUM, UNSC, BM, IT 
SUBJECT: ITALY SUPPORTS BURMA UNSC RESOLUTION 


REF: STATE 1060 


Classified By: Political Minister Counselor David D. Pearce for reasons 
1.4 (b) and (d). 


(C) Charge provided reftel points requesting Italian 
support/cosponsorship for a draft UNSC resolution on Burma to 
MFA Director General for Political Affairs Giulio Terzi 

January 5. Poloff followed up with MFA Office Director for 

Southeast Asia Giuseppe Mistretta January 5 and with Acting 
Office Director for UN Affairs Leonardo Bencini January 8. 

Italy strongly supports the draft resolution, Mistretta said. 

Italy\'s had some minor comments on the draft their UN 
Mission would share with USUN. Mistretta noted that the new, 
more focused text made it easier for Italy to support the 
resolution. When asked about cosponsoring, both Mistretta 
and Bencini responded that the GOI would need to consider the 
request. 

SPOLGI 
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E.O. 12958: DECL: 01/08/2017 

TAGS: ECON, PGOV, PREL, BL 

SUBJECT: AMBASSADORYS MEETING WITH ELECTORAL COURT 
PRESIDENT ROMERO 


REF: LA PAZ 17 


Classified By: Amb. Philip S. Goldberg for reasons 1.4 (b) and (d). 


SUMMARY 


1. (C) The Ambassador met with Bolivian Electoral Court 
President Salvador Romero Ballivian on January 5. President 
Romero sought the meeting to express his concern about 
attempts by the GOB to co-opt the independent court. 
President Morales, in a December 22 meeting, suggested that 
Romero, whose term expires in 2008, \"resign now and live his 
life without complications.\" Romero is resisting the 
not-so-subtle pressure for the moment, vowing to finish his 
term and protect the independence of the Electoral Court. 

End summary. 


BACKGROUND 


2. (U) The Bolivian Electoral Court has been an independent 
institution since 1991. It is charged with organizing 

elections and maintaining the civil registry of eligible 

voters. The Electoral Court\'s decisions are final and cannot 
be appealed. The court is composed of five judges, each 
serving a four-year term. Four of the judges are appointed 
and confirmed by congress with a two-thirds vote, while one 
judge is appointed by the president. Current Electoral Court 
President Salvador Romero Ballivian, a non-partisian 
technocrat, was appointed by congress, and his term expires 
in 2008. Currently there are two vacancies on the court 
bench. 


MEETING WITH ELECTORAL COURT PRESIDENT ROMERO 


3. (C) President Romero sought the meeting with the 
Ambassador to express his concern about attempts by the GOB 
to co-opt the independent court. The court has been under 
verbal attack by the MAS and President Morales since before 
the December 2005 presidential election. In his inaugural 
speech, President Morales said he won the election in spite 

of the Electoral Court. Although there has been a lull in 

attacks since the July 2006 constituent assembly election, 
Romero says the GOB has recently ratcheted up the pressure. 
On December 22, Morales met with Romero and asked for his 
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resignation, reportedly telling Romero to \"resign now and go 

live your life without any complications.\" Romero said 

President Morales threatened to issue a presidential decree 
removing him from office. Romero told the Ambassador that he 

has decided not to resign, as he feels it is his obligation 

to \"try to maintain checks and balances and separation of 

powers. The Ambassador said he admired Romero\'s commitment 
to these principles. 


COMMENT 


4. (C) MoralesV not-so-sublte pressure on the Electoral 
Court president to resign is consistent with the GOB\'s recent 
efforts to recompose the independent judicial and government 
bodies into more compliant institutions. In this case, the 

GOB is no doubt doing so in anticipation of a possible 
referendum later this year over a new constitution. End 
Comment. 

GOLDBERG 


91787 

OO RUEHMR RUEHPA RUEHRN RUEHROV 

DE RUEHKH #0030/01 0081655 

ZNY CCCCC ZZH 

O 081655Z JAN 07 

FM AMEMBASSY KHARTOUM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5739 

INFO RUEHZO/AFRICAN UNION COLLECTIVE IMMEDIATE 

RUCNFUR/DARFUR COLLECTIVE IMMEDIATE 

RHMFISS/CJTF HOA IMMEDIATE","C ON FIDENTIAL SECTION 01 OF 02 KHARTOUM 000030 


SIPDIS 
SIPDIS 


DEPARTMENT FOR AF A/S FRAZER AND AF/SE NATSIOS 
NSC FOR PITTMAN AND SHORTLEY 


E.O. 12958: DECL: 01/08/2027 

TAGS: PGOV, PREF, PHUM, KPKO, SU, AU-1 

SUBJECT: GOVERNOR RICHARDSON MEETS SUDANESE FM AKOL AND 
PRESIDENT BASHIR 


Classified By: CDA C. Hume, Reason: Section 1.4 (b) and (d) 


1. (C) Summary: On January 8 New Mexico Governor Bill 
Richardson had separate meetings with Sudanese Foreign 
Minister Lam Akol and President Omar al Bashir. Richardson 
asked for progress on four points: implementation of the UN\'s 
three phase plan for peace-keeping in Darfur; a renewed 
cease-fire to relaunch a peace process with non-signatory 
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rebels; action to reduce gender-based violence; and, improved 
security for humanitarian operations. In response, Bashir 
maintained his approval for UN phases one and two, but the 
specifics of phase two had yet to be presented to the 

tripartite committee for final review. The phase three 

hybrid operation could be as large as now planned by the UN, 
with no restrictions on UN support elements, but with 
African-only battalions. Any renewed cease-fire and 

political negotiations would have to take place within the 
framework of the Darfur Peace Agreement. On gender-based 
violence there will be a follow up meeting with the Ministry 

of Justice, and Bashir promised improved security for 
humanitarian operations. Richardson will meet Bashir again 
on January 10. End Summary. 


2. (C) Governor Richardson, accompanied by CDA Hume and three 
representatives of the Save Darfur Coalition, met first with 
Foreign Minister Lam Akol. Richardson said he wanted to use 
his visit to explore several ideas for progress on Darfur. 

First, he wanted explicit government agreement to implement 
the UN\'s heavy support package (phase two) and to approve the 
UN hybrid operation, potentially including peace-keeping 
battalions from outside Africa. Second, he wanted to work 

for a renewed cease-fire and improved security for 

humanitarian operations. Third, he suggested establishing a 
contact group, possibly including the UN, AU, U.S., EU, and 
China, to facilitate and promote a political process. At 
Richardson\'s invitation, representatives of the Save Darfur 
Coalition (Ken Bacon of Refugees International, Michael 
Bergman of the Center for Middle East Peace, and Amjad 
Atallah, Strategic Assessments Initiative) elaborated on 

these ideas. 


3. (C) Foreign Minister Akol said Sudan\'s goal was peace and 
security for its people. The November 16 UN/AU meeting in 
Addis Ababa represented a breakthrough and a position that 
the government would maintain. Although the AU and UN were 
charged with leading political talks, in seven weeks they had 
done nothing. The Sudanese Armed Forces (SAF) observed a 
cease-fire, except for the National Redemption Front (NRF), 
which rejected the Darfur Peace Agreement (DPA) anda 
cease-fire. So far the tripartite committee (AU, UN, and 
Sudan) had no problem with the phase one package, and it had 
yet to receive the phase two package from the UN. As for 
phase three, the UN and AU, taking into account the situation 
on the ground, would determine the size of the force, perhaps 
as large as 15-20,000, and the UN could bring in whatever 
logistics, command and control, medical, transport, 

engineering or other support elements that were needed. Akol 
suggested that the Save Darfur Coalition take a more balanced 
approach to the problems of Darfur. 
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4. (C) Richardson said he would travel to Darfur to push the 
same ideas with rebels on January 9, and Richardson and Akol 
will meet again on January 10. Akol said he would like to 
discuss other problems in the bilateral relationship. 


5. (C) Richardson, accompanied by CDA Hume and Richardson\'s 
Foreign Policy Advisor, Calvin Humphrey, then met President 
Bashir for just over an hour. Richardson said it was 

important for Sudan to resolve the problems of Darfur so that 

it could go on to other more positive issues. He and Bashir 

then discussed the several proposals. 


6. (C) Regarding the UN Plan, Richardson noted Sudanese 
approval for phase one and phase two, subject to review by 
the tripartite committee. Could Bashir affirm that he would 
accept a hybrid operation (phase three) as large as the 
17,000 troop force proposed by the UN, including some troops 
from outside Africa and a special effort to include women in 
the force? Bashir said he had accepted all three phases, 
although only the first phase had been reviewed by the 
tripartite committee. According to the conclusions of the 
Abuja meeting, phase three should be an operation with 
African forces and an African commander. The UN was to 
provide technical, financial, and logistic support, but not 
fighting forces. It would be a hybrid operation, not a 

hybrid force. As agreed with Special Envoy Natsions, they 
could wear UN helmets with AU shoulder patches; the 
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tripartite committee could decide on the size of the force, 
perhaps 17,000; and, Sudan welcomed female troops in the 
force. He described the result as AU plus. 


7. (C) Next Richardson urged the need for a cease-fire and 
involving the rebels in a political process. The EU, U.S., 
China, and perhaps an African country could work with the UN 
and AU to relaunch talks on security in Darfur and security 
along the border with Chad. President Bashir said the 
international community, including the U.S., had worked to 
achieve the DPA, a solid agreement that was the key element 
of Sudan\'s policy. More pressure was needed to get rebels to 
adhere to the terms of the DPA. But some members of the 
international community have given non-signatory rebels arms 
and political support; a negotiation aimed at producing a new 
agreement would be endless. The international community 
should avoid the complexity of a new contact group. The 
answer is to support the DPA and pressure the rebels to 
adhere to it. 
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8. (C) Richardson asked Bashir to announce a unilateral 
cease-fire of 90 days, including the end of aerial bombing, 

as a way to relaunch a political process with the rebels. 

Bashir said the government wanted to go ahead with the 
security arrangements contained in the DPA, including the 
cease-fire, separation of forces, and inclusion of rebel 

troops in the Sudanese Armed Forces and police. When Bashir 
asked for the USG to put pressure on the rebel groups, 
Richardson asked how Bashir would react if the UN and AU 
convened a meeting with rebels to relaunch the political 
process. Bashir said Sudan would agree to any meeting that 
took place within the Abuja framework and took the DPA as its 
starting point. 


9. (C) Richardson urged Bashir to take a forward-leaning 
position to counter the problem of gender-based violence, 
perhaps working jointly with the United Nations. Bashir said 
the only solution for Darfur was full peace and security, and 
that separate programs for separate issues would not work. 
His goal was security for all, with formation of the 

integrated police units specified in the DPA. Despite the 
many media allegations of rape in Darfur, only 64 cases had 
been filed; meanwhile the UN was investigating 16 cases of 
sexual violence involving its own troops in southern Sudan. 
Bashir insisted that Sudanese authorities were pursuing all 
cases filed, and he said he would arrange for Richardson to 
meet with the Ministry of Justice on this issue on January 
10. 


10. (C) Finally, Richardson urged the need to improve 

security for humanitarian operations. In response to his 
specific points, Bashir promised to improve security in 
Geneina, West Darfur (where the attacks on NGO operations 
have been carried out by janjaweed militia allied to the 
government), to offer security for convoys (when requested by 
NGOs), and to reduce the endless red tape that hampers NGO 
operations. 


11. (C) Bashir agreed to meet again with Richardson, after 
his visit to Darfur, on January 10. Bashir said he wanted to 
solve the problem of Darfur, just as he wanted to solve the 
problems of southern and eastern Sudan, and to move on to 
other issues. Such issues included economic sanctions, the 
inclusion of Sudan on the List of State Sponsors of 
Terrorism, and development programs. In closing, he told 
Richardson that the massive media problem confronting the 
development of bilateral relations was caused by \"his own 
people." ¡.e. the Save Darfur Coalition. 


12. (U) Governor Richardson has approved this telegram. 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PREL, KWBG, PBTS, KPAL, PINR, IS 

SUBJECT: SEVERAL CENTRAL WEST BANK CHECKPOINTS REMOVED OR 
EASED; NEW CHECKPOINT ADDED NEAR JERUSALEM 


REF: A. A) 06 JERUSALEM 5032 
B. B) 06 TEL AVIV 4995 
C. C) 12/29 JEREOS-DANIN EMAIL 


Classified By: Consul General Jake Walles, for reasons 1.4 (b) and (d) 


1. (S) Summary. Following discussion on easing movement 
restrictions inside the West Bank between PA President Mahmud 
Abbas (Abu Mazen) and Israeli PM Ehud Olmert, Poloff surveyed 
the changes in Palestinian access/movement in the 
Nablus/Salfit/Ramallah area on January 5. The changes do not 
allow unimpeded access between Palestinian towns or alter 
restrictions on entering Jerusalem, but some duplicative 
checkpoints and roadblocks have been removed, and age/permit 
restrictions at some visited checkpoints have been lifted. 
Palestinian security contacts downplayed the significance of 

the changes, but confirmed removal and easing of inspections 

at several intermediate checkpoints. Consistent with their 
reservations, Post has received reports that two checkpoints 
removed by January 5 were partially reestablished by January 

8. The MoD opened a back-to-back terminal for Palestinian 
produce in the northern Jordan Valley. The IDF opened a new 
checkpoint near Jerusalem, consistent with the MoD\'s stated 
intent to tighten access from the West Bank to Jerusalem and 
Israel while it loosens restrictions inside the West Bank. 

End summary. 


Abbas-Olmert: Agreement 


Column 3 
on Easing WB Checkpoints 


2. (S) President Abbas told the Consul General December 24 
that he had supplied PM Olmert a list of 15 checkpoints that 
are particularly onerous for Palestinians, during his 
December 23 meeting with Olmert in Jerusalem. Olmert had 
agreed to take action to improve the situation, he said, 
without offering specific commitments. (See Ref A). Per Refs 
B and C, on December 26, Israeli MoD representatives said 
that in the first stage, the IDF will remove 11 checkpoints 

and reduce another 16 to random checks, while opening 
Bardalah checkpoint in the northern Jordan Valley for 
agricultural goods. 


NSF Verifies Reductions, 
But Downplays Importance 


3. (C) On January 3, West Bank National Security Forces 
(NSF) commander BG Nidal al-Asuli told ConGen PolSpec that 
the IDF called the Nablus NSF\'s District Coordination Office 
(DCO) and informed them that procedures would be modified at 
16 checkpoints. Al-Asuli said that the NSF had verified the 
information, but on the whole was not impressed by the 
checkpoint modifications. The changes did not provide free 
movement between any Palestinian cities, and none of the 
checkpoints were actually dismantled, he said. He thought 

that movement outside of Nablus would be somewhat expedited, 
however, as the IDF had stopped manning several intermediate 
checkpoints. 


Ground Survey: Some Checkpoints Removed; 


4. (C) On January 5, Poloff surveyed changes in Palestinian 
access/movement in the Nablus/Salfit/Ramallah area. The 
changes do not allow unimpeded access between Palestinian 
towns or alter restrictions on entering Jerusalem, but 

several duplicative checkpoints and roadblocks have been 
removed. Age/permit restrictions at some visited checkpoints 
have been lifted. 


\'Atara: Movement from Ramallah Eased 


5. (C) The VAtara checkpoint was not manned January 5, and 
Palestinian-plated vehicles passed without stopping from Bir 
Zayt (Area B, north of and accessible from Ramallah). An 
Israeli Border Police jeep remained on site, but did not stop 
traffic. Opening VAtara is significant as it allows 
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Palestinians to reach Salfit via local roads, and allows 

passage to Nablus by crossing only one checkpoint (Huwwara), 
instead of two (Note: ZaVatara checkpoint at Tappuah junction 
only inspects southbound traffic. End note). 


Yitzhar CP Abandoned, 
Then Reoccupied 
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6. (C) While lane barrier/concrete obstacles remain at 
Yitzhar checkpoint, no soldiers were present January 5, and 
traffic passed freely in both directions. On January 7, 
however, the NSF reported that the IDF again manned Yitzhar 
checkpoint for several hours, but did not inspect all 

traffic. Yitzhar has been frequently mentioned by 

Palestinian contacts as an annoyance, as Palestinians must 
pass through checkpoints a short distance north/south of 
Yitzhar just to be stopped again at Yitzhar. 


Huwwara: Age/Permit 
Restrictions Lifted 


7. (C) According to BG al-Asuli, Huwwara checkpoint 
continues to inspect 100 percent of travelers into/out of 
Nablus and does not generally permit passage of private cars. 
The permit requirement and age restrictions for males has 
been lifted, however. Poloff observed relatively efficient 

and expeditious inspection of Palestinians at Huwwara, with 
several men aged 16-45 (often previously denied passage) 
allowed access through the checkpoint, and wait times of only 
several minutes. No vehicles crossed Huwwara; 80-90 taxis 
for hire waited in rows on both sides of the checkpoint. 
Awarta and Bayt Furik checkpoints, also blocking roads into 
Nablus, were open for commercial transport only, but trucks 
entering/exiting Nablus only waited a few minutes before 
being allowed to proceed. 


Jit CP Abandoned 


8. (C) Abandonment of Jit checkpoint removes what 
Palestinian contacts have labeled a \"harassment checkpoint\" 
that they say does not serve a security purpose. Palestinian 
contacts noted that settler vehicles pass freely into 
Qedummim settlement, while Palestinians traveling toward 
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Tulkarm, who already have passed a checkpoint to exit 
Ramallah, Salfit or Nablus, also faced long lines at Jit. 
Removal of this checkpoint, which was one of the 15 
checkpoints President Abbas requested be removed, is a 
positive development in shortening transit times between 
Palestinian urban areas. 


Bardalah: Back-to-Back Produce 
Transfers Now Permitted 


9. (C) BG al-Asuli told the ConGen January 7 that the 
Bardalah checkpoint in the northern Jordan Valley has been 
opened for back-to-back transfer of Palestinian agricultural 
goods only. While Palestinian farmers/produce transporters 
will still need to pass through at least one 100-percent 
inspection checkpoint before reaching Bardalah, they will now 
be able to transfer their produce for sale in Israeli markets. 


Flying Checkpoints Still Used 


10. (C) Abandonment of fixed checkpoints positively affects 
freedom of movement for Palestinians, but several Palestinian 
contacts note that the IDF often establishes flying 

checkpoints for short intervals in areas where fixed 

positions have been dismantled, and pulls over vehicles for 
random inspections. Poloff\'s vehicle and Palestinian 

vehicles on the same road were stopped by a flying checkpoint 
near Awarta checkpoint January 5, but passage of all vehicles 
was only delayed a couple minutes. 


New Jerusalem-Area 
Checkpoint at Jaba\'a 


11. (C) On January 6, the IDF reestablished a checkpoint 
between al-Ram and JabaVa village (vicinity junction of Hwy 

60 and Hwy 437) that had been abandoned, according to NSF 
contacts. This checkpoint creates a new obstacle for 
movement out of al-Ram, which is surrounded on three sides by 
the separation barrier, and out of Qalandiya Camp. 


Comment 


12. (C) These steps, if maintained, offer positive if 

limited improvements in internal Palestinian access and 
movement and ability to transport goods between Palestinian 
cities and villages. Most villages are still barricaded from 
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still requires passage through multiple checkpoints and use 

of circuitous routes. The recent changes nonetheless shorten 
Palestinian travel in the West Bank, and reduce the number of 
redundant, intermediate checkpoints. 
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Column 3 
TAGS: EINV, ETRD, ECON, EFIN, BR 
SUBJECT: RECORD BRAZILIAN INVESTMENT OUTSIDE BRAZIL 


SENSITIVE BUT UNCLASSIFIED; PLEASE PROTECT ACCORDINGLY 


Summary 


1. (U) 2006 marked the first time in Brazilian financial history 

that Brazilians invested more overseas during the year than 
foreigners invested in Brazil. This phenomenon is due in large part 
to the internationalization of Brazilian companies, which are 
becoming global players as they search for ways to reduce costs and 
become more competitive. It also reflects Brazil\'s continued 
balance of payments surpluses in recent years. The Central Bank 
recently released figures projecting USD 18.3 Billion in Foreign 
Direct Investment (FDI) in Brazil in 2006, compared to a record USD 
26 Billion in Brazilian Investment Overseas (IBD). Although a 

single multi-billion dollar transaction distorts these statistics to 

a degree, the overall trend is clearly towards greater Brazilian 
investment overseas. It\'s unclear what the overall impact of this 
will be on Brazil, a lower-middle income country that needs greater 
investment at home as well. End Summary. 


2. (U) For the first time in its financial history, Brazilians and 

Brazilian companies are investing more overseas than the country is 
receiving in foreign investment. According to information from the 
Brazilian Institute of Geography and Statistics (IBGE), between 
January and September 2006 Brazilian investment overseas totaled USD 
7.8 Billion, a 226 percent increase over the USD 2.4 Billion 

invested during the same period in 2005. Projections indicate that 
Foreign Direct Investment (FDI) in Brazil will close out the 2006 
calendar year at approximately USD 18 Billion and Brazilian 
Investment Overseas (IBD) will exceed USD 26 Billion. This 
turnaround was propelled by the recent USD 18 Billion acquisition of 
the Canadian mineral company Inco by Brazilian mineral giant Vale do 
Rio Doce, which is leading the way in internationalizing its 
investments, along with other Brazilian companies such as Petrobras, 
Gerdau Steel and Odebrecht (engineering and large construction 
projects). Petrobras, for example, invested USD 3.9 Billion 

overseas from January through September 2006, an increase of 110 
percent over its 2005 foreign investment level for the same period. 


Growing Brazilian Investment Overseas 


3. (U) Brazilian Investment Overseas (IDB) has been on the rise the 
entire year. Claudia Dionisio of the Office of National Accounts at 
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IBGE observed that for the first time, this growth is not tied to 

the external balance of goods and services, but to the drop in 
external debt and the rise in interest rates for capital financing 
overseas. She added that since 2002, when Brazil began to have 
financing capability, the external balance was the principal 
component of growth. Although the positive external balance is no 
longer a principal component in generating GDP growth, it remains 
the principal component in generating the capacity for growth. 
Dionisio added that the main factor causing this upswing was the 
reaction to the lowering of the basic interest rate, which was 18 
percent in 2005 but has since fallen to 13.25 percent. This reduced 
the attractiveness of domestic financial investments. Adriana 
Beringuy, also of the National Accounts Office at IBGE, observed 
that the rise in Brazilian financial activities overseas is related 

as much to trading of stocks and bonds as to the driving momentum of 
Brazilian companies in their desire to become more international. 


SAO PAULO 00000018 002 OF 003 


4. (U) The gross savings rate in relation to GDP has also 

registered high rates for the 3rd quarter at 25.2 percent, higher 

than the 24.3 percent in the same quarter of 2005. This is the best 
rate since 1995, with the exception of 3rd quarter 2004. Eustaquio 
Reis, an economist at the Institute of Applied Economic Research 
(Ipea), commented that the increase in both investment and savings 
rates are positive signs, but probably not sufficient to sustain a 5 
percent growth rate in the economy for the coming year. According 
to Reis, the increase in savings is tied to the change in the 

balance of trade since 2000, when Brazil emerged from its trade 
deficit and began developing a surplus, which in 2006 is expected to 
be around USD 45 billion. He commented, \"The business community 
produced more and then exported and saved the income it earned.\" 
For 2007, the Central Bank projects a 5 percent increase in 

Brazilian exports which should total 145 billion USD. Imports are 
projected to be USD 110 Billion, which will lead to a trade surplus 

of about USD 35 billion. 


Foreign Direct Investment in Brazil 


5. (U) From January through November of 2006, FDI totaled USD 16.29 
Billion, or the equivalent of 1.92 percent of GDP, witha 

performance that was better than forecast by the market. Even the 
Central Bank FDI registered 2.67 Billion for November 2006, more 

than double that of the same period in 2005. According to economist 
Sergio Vale of MB Associates, FDI in November was propelled by 
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investment in the cellulose, paper and telecommunications sectors. 
The Central Bank showed that FDI in the cellulose and paper sector 
totaled USD 1.25 Billion in November 2006 while telecommunications 
totaled USD 780 Million. Altamir Lopes, Head of the Economic 
Department at the Central Bank, also was surprised at the results of 
November 2006 and projects that for December, the flow of foreign 
capital into Brazil will continue to grow, and should reach 2 

Billion USD by the end of December. Thus, the Central Bank has 
adjusted its FDI projection for 2006 from USD 18 to 18.3 Billion, 
which will be a 20 percent increase over the USD 15 Billion in FDI 

in 2005. 


6. (U) The success of Brazil's efforts to attract FDI has had a 
parallel effect on the amount of money remitted overseas. In 
November, remittances from Brazilian earnings and dividends sent 
overseas by multinational companies and foreign investors amounted 
to USD 763 million. For the year through November the amount was 
USD 13.27 Billion, compared to USD 10.44 Billion for the same period 
in 2005. Octavio de Barros, director of macroeconomic research at 
Bradesco Bank, stated that it is only logical that the more 

foreigners invest money in the country and the better their 
investments perform here, the more earnings they will have to send 
back to their home countries, thus raising the IBD amount. 


Tourism Reflects Similar Investment Pattern 


7. (U) A greater amount of money flowing overseas from Brazilians 
is also reflected in the spending patterns of U.S and Brazilian 
tourists while on vacation. Through November of 2006, foreign 
tourists in Brazil spent USD 3.92 Billion, compared to 3.86 Billion 

in the same period of 2005, according to the Central Bank. The 
Ministry of Tourism states that this is a record for tourism 

spending. However, the spending of Brazilian tourists in the U.S. 

is even greater, with USD 5.25 Billion spent through November, as 
compared to 4.72 Billion in the same period of 2005. This accounts 
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for a negative balance of 1.33 Billion in 2006 and 825 Million USD 
in 2005. 


8. (U) The companies leading the Brazilian charge overseas have 
primarily, although not exclusively, been Brazilian commodity giants 
such as Companhia Vale do Rio Doce (CVRD), which is acquiring 
Canada\'s Inco mining in an 18 billion dollar deal. Gerdau Steel has 
made recent large acquisitions in the United States as well. These 
companies have been riding the recent commodity price boom and are 
flush with cash. But not all Brazilian overseas investment is by 
commodity firms, by any stretch of the imagination. In 2005, for 
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example, Brazilian aircraft manufacturer Embraer established a 
facility in Harbin, China to assemble its strong-selling regional 
jets. 


9. (U) Comment: Brazilian companies, in their quest for greater 
competitiveness and profit internationally, are increasing their 
investments outside Brazil. This increased investment has resulted 
in Brazil's annual overseas investments surpassing FDI in Brazil for 
the first time. Outgoing investment was strong throughout 2006, but 
received a major boost from the 18 Billion USD purchase of Canadian 
Inco mining company by the Companhia Vale do Doce Rio in the fall, 
perhaps signaling the beginning of a new wave of Brazilian companies 
expanding outside Brazil\'s borders to become international partners 
in the global economy. While a desire to expand overseas and 
diversify their investments no doubt drives many of these companies\' 
decisions, there are also practical considerations such as seeking 
market access and cutting costs. Brazilian businesses, for example, 
often complain that the GoB\'s failure to pursue a free trade 
agreement with the U.S. hinders their efforts to access the U.S. 
market. They also complain loudly of restrictive labor rules and 

high taxes on the Brazilian economy. To some extent, their 
increased overseas investments also reflect these factors. End 
Comment. 


9. (U) This cable was coordinated with Embassy Brasilia. 
McMullen 
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SUBJECT: SEX ABUSE CHARGES AGAINST UN PEACEKEEPERS 


REF: A. KHARTOUM 0018 


Column 3 
B. STATE 0993 


Classified By: CDA C. Hume, Reason: Section 1.4 (b) and (d) 


1. (U) After a UK newspaper reported that UN Mission in 
Sudan (UNMIS) personnel engaged in sexual exploitation of 
children, the UN confirmed that four Bangladeshi peacekeepers 
had been repatriated over the charges and that their cases 

will be pursued in Bangladesh. The UN also confirmed that 
there are 13 ongoing investigations of serious misconduct, 
\"including sexual exploitation and abuse. Government of 
Southern Sudan (GOSS) officials expressed outrage over the 
allegations, and the fact that UNMIS did not inform them of 

the problem earlier. GOSS officials, and some independent 
observers, also question the timing of the press report, 

which they believe was intended to discredit the UN. The 
Khartoum-based Government of National Unity (GNU) seized the 
opportunity to bash the UN and sanctioned a public 
demonstration over the abuse allegations in Khartoum January 
8. The GNU\'s outrage apparently does not extend to 
allegations of Sudan Armed Forces (SAF) involvement in sexual 
abuse of children in the south. UNMIS and other UN agencies 
in southern Sudan are reviewing and beefing up their existing 
program to combat sexual abuse. End Summary. 


2. (U) The UK\'s Daily Telegraph reported January 2 that it 
had gathered accounts from more than 20 children in Juba, 
southern Sudan, describing prostitution and other sexual 
abuse by UNMIS military and civilian personnel. The report 
added that the Sudanese government in Khartoum had video 
footage of Bangladeshi UN personnel having sex with three 
young girls. The newspaper story cited what it called a 

draft internal report by the United Nations Children\'s Fund 
(UNICEF) in July 2005 detailing UN sexual offenses. Since 
the Daily Telegraph report, other media have published 
similar allegations, including a British Broadcasting 
Corporation (BBC) account describing UN solicitation of child 
prostitutes in Juba and mixed-race children abandoned by 
their UN peacekeeper fathers. 


3. (U) UN Secretary General Ban Ki-moon, on only his second 
day in office, quickly issued a statement reiterated the UN\'s 
\"zero tolerance\" policy toward sexual abuse--\"meaning zero 
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complacency and zero impunity.\" The statement said the UN 
was \"looking into the substance of the press reports to 
determine if the allegations are new or are existing cases 
already under investigation." A UN spokesperson later 
revealed that UNMIS had \"already repatriated four 
peacekeepers from Bangladesh\" in connection with the 
allegations, and said there were 13 ongoing investigations of 
serious misconduct, \"including sexual misconduct and abuse.\" 


4. (C) GOSS officials were outraged over the reports. 
Minister of Presidential Affairs Luca Biong vowed that \"if 

any persons are proved to have committed these terrible 
crimes, the government will take all possible steps to ensure 
the perpetrators are brought to justice.\" GOSS Minister of 
Gender Mary Kiden Kimbo summoned UNMIS and UNICEF officials 
for a tongue-lashing and demanded full disclosure of all 
complaints against UN personnel. She had learned of these 
charges only through the media, Kiden told us, and was not 
aware of the reported 13 ongoing investigations until 
informed by ConGen staff. Kiden later called on members of 
the public to come forward with any additional information 
about sexual misbehavior by UN personnel. 


Questions on the Substance 
And Timing of Allegations 


5. (C) GOSS officials nevertheless question both the 
substance and the timing of the Daily Telegraph report. 
Research on the story was apparently finished long ago, Kiden 
told us. She had been interviewed for the story in March 

2006 and told the journalist truthfully that she was aware of 

no specific allegations against UN personnel. UNMIS regional 
coordinator James Ellery, interviewed in May 2006, told the 
journalist UNMIS had investigated allegations against its 
personnel and found no substantiating evidence. Ellery 
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departed Sudan last October. The July 2005 UNICEF report 
cited in the newspaper story was issued before the GOSS was 
formed, Kiden pointed out indignantly. (The Daily Telegraph 
asserted that GOSS failed to investigate the charges because 
of concern over maintaining good relations with the UN.) 


6. (C) CDA raised the issue of sexual abuse with Deputy 
Special Representative of the Secretary General (DSRSG) for 
the United Nations (UN) in Sudan Manuel Aranda d,Silva 
January 5 (Ref. A). D\'Silva said many of the allegations in 
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the article were false, and claimed that the January 3 

release was timed to coincide with the swearing in of the new 
UNSYG. An independent Sudanese newspaper has speculated that 
the GNU leaked the information to undermine current efforts 

to deploy UN peacekeeping force to Darfur. 


7. (C) ConGen staff examined the July 2005 "UNICEF report" 
quoted by Daily Telegraph. Though identified as the work of 

a WUNICEF Child Protection Consultant," the document is in 
fact a three-page summary of the consultant\'s findings 

drafted by UNMIS, according Juba-based UNICEF personnel. In 
two short paragraphs the document cites the possibility that 
UN staff \"may be involved in sexual exploitation,\" and 
recounts a single instance in which a UN vehicle was reported 
seen picking up three young girls at night. The remainder of 
the document includes far more detailed allegations against 
members of the Khartoum-based Sudan Armed Forces (SAP), 
including child abduction, child prostitution, and the 
abandonment of girlfriends and children. It is unclear why 
those allegations are not mentioned in the article. 


8. (C) UNICEF personnel believe this report has been shared 
with the GNU, and that the GNU is aware of allegations of 
misbehavior by SAF forces. (They add that GOSS is also 

likely aware of misbehavior by the southern-based Sudan 
People\'s Liberation Army (SPLA), and that neither government 
is taking effective action to prevent child exploitation by 

its forces.) The GNU sanctioned a public demonstration 

against the UN over the sex abuse scandal in downtown 
Khartoum January 8. The demonstration ended without incident. 


9. (U) GOSS and UN investigations of reports in the Daily 
Telegraph and other media are underway, but in early stages. 
UNMIS personnel receive training on the UN code of conduct 
prior to deployment, the Sector 1 commander told us January 
5. That training will be reinforced immediately, he said. 
UNICEF staff say that all UN personnel in southern Sudan are 
briefed on the \"zero tolerance\" policy, and posters against 
sexual exploitation figure prominently in UNMIS and other UN 
offices in Juba. Since mid-2005, UN personnel have been 
banned from two locations in Juba believed to be frequented 
by prostitutes. Neither the Sector 1 commander nor other UN 
personnel in Sudan appear to know whether the four deported 
Bangladeshi peacekeepers are in fact facing criminal charges 
in their native country. UNMIS has promised much closer 
cooperation with GNU and GOSS in ongoing investigations of 
specific cases of alleged abuse, and GOSS officials say they 
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will continue public outreach and increase their own 

monitoring of UN behavior. Finally, Bangladeshi peacekeepers 
in southern Sudan have been confined to barracks after dark 
until further notice. 

HUME 
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E.O. 12958: N/A 
TAGS: ETRD, ECON, EFIN, EAGR, ENRG, PE 
SUBJECT: PERU ELIMINATES TARIFFS ON 2,894 ITEMS 


1. (U) SUMMARY: On December 27, the Council of Ministers 
unilaterally eliminated the tariffs on 2,894 product 
subcategories, most of which are capital goods. President 
Garcia announced the measure as part of his government\'s 
\"investment shock" program, saying the tariff reductions 
would: help 50,000 companies (mainly microindustry) purchase 
needed machinery, increase production, improve tax 

collection, generate employment, and immediately help 
consumers through lower prices. These tariff reductions will 
benefit U.S. companies, particularly those involved in the 
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agricultural, information technology and energy sectors. The 
new tariff rates took effect January 1, bringing Peru\'s 
average tariff down from 10.1 to 8.3 percent, and will cost 
the GOP an estimated USD 259 million in tariff revenue. End 
Summary. 


2. (U) The full list of product subcategories whose tariffs 

were reduced from either 4 percent or 12 percent to zero was 
published in El Peruano (Peru\'s Federal Register) on December 
28. The items include machinery, equipment and animals used 
in the agricultural, medical, textile, construction, and 
transportation industries, as well as information technology 
items, gasoline originating outside the Andean Community, 
some agricultural inputs (such as soy products) and 
water-borne vessels (including yachts, sailboats and canoes). 


3. (U) This unilateral tariff reduction was suggested by 

Minister of Economy and Finance Luis Carranza. Carranza 
explained that the measure would help fuel private industry 

and bring private investment to 25 percent of GDP, which is 
necessary to maintain the GOP\'s target annual GDP growth rate 
of 6-7 percent. As for the USD 259 million cost, Carranza 

said this would be offset by increased production and would 
have minimal budgetary impact as the 2007 budget foresaw 
reduced tariff revenue due to the expected entry into force 

of the U.S.-Peru Trade Promotion Agreement (PTPA) in January 
2007. (Note: the PTPA has not yet been approved by the U.S. 
Congress and implementation is months away at best. End 
Note.) 


4. (U) Not surprisingly, the principal opposition to these 
tariff reductions has come from Peruvian producers of the 
affected items. As Minister of Production Rafael Rey noted, 
\"the reduction is across the board, with no differentiation 
for items produced locally, but eliminating protection 
increases competition, leads to better products and benefits 
Peruvians.\" 


5. (U) COMMENT: Peru\'s excellent macroeconomic situation 
makes this tariff reduction relatively easy to swallow. In 
addition to five years of greater than five percent annual 
GDP growth, Peru had a 1.6 percent budget surplus and less 
than two percent inflation in 2006. This tariff cut and 
resulting reduction in production costs are also an effort by 
the GOP to slow the growth of foreign reserves (currently 
about USD 17 billion) and decrease upward pressure on the 
Peruvian currency, which is currently at its highest value in 
eight years. These tariff reductions will benefit U.S. 

investors in Peru and U.S. companies exporting to Peru, 
particularly those involved in the agricultural, information 
technology and energy sectors. End Comment. 
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E.O. 12958: DECL: 01/08/2017 
TAGS: PREL, PHUM, UNSC, BM, FR 
SUBJECT: FRENCH THINKING ON UNSC BURMA RESOLUTION 


REF: STATE 01060 


Classified By: Political Minister-Counselor Josiah Rosenblatt for reaso 
ns 1.4 b and d. 


1. (C) SUMMARY: France continues to support the UNSC 
resolution on Burma as the optimal outcome, but would accept 

a PRST if necessary to avoid a Chinese veto. Whether a UNSCR 
or a PRST, the MFA highlighted two points that remain 
\"non-negotiable:\" support for U/SYG Gambari\'s good offices 
mission and a call to release Aung San Suu Kyi. The MFA 
believes a wavering Indonesia is the linchpin to a resolution 

-- if Burma\'s ASEAN colleagues signal support for a 

resolution, China could be pushed to abstain. END SUMMARY. 


2. (C) Poloff met January 5 with Benoit Guidee, desk officer 

in the MFAVs International Organizations office, and Jeremie 
Petit, Burma desk officer, to deliver reftel demarche. Guide 
and Petit reiterated strong French support for the UNSC 
resolution, but also emphasized the French position that \"the 
substance is more important than the form,\" so France would 
accept a PRST if the Chinese appeared likely to veto a 
resolution. When pressed, Guidee insisted that a PRST need 
not represent a weakened position as long as it retained the 
two points that remain \"non-negotiable\" for the French: 
support for U/SYG Gambari\'s good offices mission and a call 
to release Aung San Suu Kyi. That said, both Guidee and Petit 
emphasized that the GoF continues to prefer a resolution. 


Column 3 

3. (C) The MFA views Indonesia, as Burma\'s neighbor and a 
proxy for ASEAN, as the key swing vote, Guidee said. If 
Indonesia can be brought around to support the resolution, it 
will push ASEAN to acknowledge the regional threat posed by 
its neighbor, and will make China\'s position that much more 
uncomfortable. However, in the French view, a resolution 
that lacks the support of the Security Council\'s regional 
power will carry little weight with the Burmese regime. 


4. (C) Guidee and Petit suggested that \"more temperate\" 
language in the draft resolution could mollify the Chinese 

and even elicit a positive vote from Indonesia. Guidee 

called the use of the word \"condemn\" in PP7 a \"non-starter\" 
for the Chinese, proposing instead \"deplore.\" Further, the 
contention that the situation in Burma \"poses serious risks 

to peace and security in the region,\" resembles too closely 
Chapter VII language for the Chinese taste, he added. 


5. (C) On other swing votes, the MFA is not optimistic. 

Guidee said he does not envision South African support under 
any circumstances. Guidee and Petit did not envision either 
Archbishop Desmond Tutu\'s early support for action on Burma 
or Indonesia\'s hypothetical support for the resolution as 
sufficient inducement. \"What is in it for them?\" Guidee 
asked, explaining that South Africa does not have enough 
self-interest in a stable Burma to provoke China\'s ire. 

Guidee also anticipated that Italy could be \"more squishy 
than expected,\" and more readily willing to accept a PRST, as 
the Italians tend to view engagement with isolated countries 
as the best means to restore them to the international 
community. 


6. (C) COMMENT: While the French position has not changed,the 
GoF views the resolution as primarily a U.S. project. The 

GoF seems disinclined to do any heavy lifting in order to 

push fence sitters such as Indonesia toward an affirmative 

vote, and in the event that a Chinese veto becomes more 

likely, the GoF might promote a PRST in order to placate 

Russia and China. End Comment. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 01/07/2017 

TAGS: PGOV, PREL, IZ 

SUBJECT: KRG PRESIDENT AND SECRETARY OF DEFENSE MEET IN 
SPIRIT OF COOPERATION 


Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: In a meeting on December 21 Kurdistan 
Regional Government (KRG) President Masoud Barzani expressed 
gratitude to Secretary of Defense Gates for U.S. assistance 

and said the Kurds look forward to continued cooperation. 
Accompanied by the Ambassador, General Pace, and Ambassador 
Satterfield, Gates assured Barzani of the U.S. commitment to 

Iraq and the region. Barzani told the SecDef that Iraq needs 
clearly defined positions both physically and politically, 

and explained that moderate political forces are working to 

form a front that will give the government the popular 

backing to make tough decisions and uphold the rule of law. 
Barzani assured the SecDef that the Kurds are committed to a 
single unified Iraq. END SUMMARY. 


2. (C) Barzani expressed his gratitude to the U.S for its 
assistance in toppling the dictatorship. He said Kurds and 
American have bled together, and the Kurds will continue 
working very hard and in cooperation with the Ambassador and 
General Casey to find a solution to the security problem. He 
expressed pride that not one U.S. soldier had been injured in 
the Kurdish Region. He said he speaks for all Kurds when he 
says they would welcome a U.S. base in the Kurdish Region. 


3. (C) Secretary Gates thanked Barzani and assured him of 
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President Bush\'s commitment to Iraq for as long as he is 
President, as well as to a long term presence in the Persian 
Gulf. He said the U.S. is not going to impose a government 
on Iraq, but it is prepared to help Iraqis sort through their 
problems and protect the rights of all. 


4. (C) Barzani predicted the situation will get worse if we 

do not find real solutions. He told the Secretary that the 
Kurds are not part of the problem but will be part of the 
solution. He said the U.S. provided them a great opportunity 
to build a new Iraq, but Iraqis need clearly defined 

positions, both physically and politically. They cannot 

build a democratic state based on chauvinistic views and 
thoughts. He said moderate political leaders have been 
working to create a political front that represents the 

people and provides popular support to the government, but 
some forces are undermining the government from within and 
using government facilities and equipment to violate the law. 


5. (C) Barzani said neither the Kurds nor the U.S. can help 
the Shia and Sunnis if they do not want help. He outlined 
two alternatives to a moderate front. The first option is 
holding new elections, but this requires forming a new 
government with a different balance - the key difference 
would be allowing the majority to form the government. The 
second option is to impose a solution that stops the killing. 
No one wants this, but any alternative improves on the 
status quo. He said they need a government that can uphold 
the rule of law - they cannot participate in a state where 
20-70 bodies are found everyday in the streets. 


6. (C) Barzani described two long-standing conflicts in Iraq: 
one between Sunni and Shia, and one between Kurds and Arabs. 
He told the SecDef that the Kurds have stopped teaching the 
tradition of revenge and adopted a mindset of forgiveness and 
reconciliation. Unfortunately, he said, the Arabs still 

follow the revenge tradition. He expressed his conviction to 
put all that behind them and to focus on the future. He 
outlined two wars underway in lraq - the war against 

terrorism and the sectarian war. He said the Kurds also 
suffer and hurt but have refused to be dragged in to a civil 
war, despite 2,000 Kurds killed and 3,000 families expelled 
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from Mosul. 


7. (C) Another problem, he said, is the mindset of \"our 
brothers the Sunni Arabs.\" They ruled illegitimately for 80 
years, and they still think they should rule. They do not 
believe in the philosophy of partnership - their opposition 

to federalism is grounded in this view. He said he has 
worked hard to create a partnership between them because 
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whether they or we like it or not Iraq is made of three parts 
(Sunni, Shia, and Kurd). 


8. (C) Secretary Gates thanked Barzani and expressed his 
appreciation for the constructive role the Kurds have played 

in Iraq. Then he told Barzani that when he was in Iraq in 
September the Kurds expressed their desire for independence, 
but they thought under current conditions it would last only 

a few months before war broke out. Therefore, they said, the 
framework of a single Iraq is the best way to protect their 
people for now. 


9. (C) Barzani replied that the independence movement in the 
Kurdish Region has gained traction, but his government 
continues to advise them that lraqi unity is the best way. 

He explained that they have been mistreated throughout their 
history, and like every other people they want their own 
nation. He said the Ambassador has visited the Kurdish 
Region and stood where the Barzani family started fighting 
for freedom in 1892, but, he explained, they cannot go on 
fighting forever and they cannot live in an environment of 
partial freedom. 

KHALILZAD 
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Classified By: Political Minister-Counselor Josiah Rosenblatt for reaso 
ns 1.4 (b) and (d) 


Summary 

1. (C) In the traditional New Year\'s remarks to the 

Diplomatic Corps on January 5, President Chirac delivered a 
distillation -- with only a few months left in office, 

perhaps his last -- of his exceedingly \"Gaullist\" 
(France-centric) world view. He broke no new ground, 
restating long-held French views of France \"as the bearer of 
an independent worldview,\" with its own (unchanging) 
prescriptions for making global growth more equitable, 
managing climate change, ending the conflict between Israelis 
and Palestinians, and checking what he called the \"merging of 
different conflicts\" in the Middle East. Chirac did not once 
specifically mention the U.S. However, it was clear by 
implication, through all of his assessments and proposals, 
that the approaches supported by France were to be understood 
as alternatives to those associated with the U.S. He 
disparaged the war to liberate Iraq as an \"adventure,\" and 
presented as self-evident that -- \"as France sensed and 
feared\" -- the U.S.-led war \"triggered upheavals\" that 
continue to reverberate, with negative consequences, 
throughout the region. He didn\'t need to remind either those 
present nor those watching on TV that Chirac sees France\'s 
challenging the U.S. over Iraq in 2003 as a significant 

legacy of his presidency. End Summary. 


Unabashed Commitment to the Gaullist, 


French Exception 
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2. (C) There was a frozen-in-time quality to much of the 
substance and tone of Chirac\'s distillation of his worldview 
delivered to the Diplomatic Corps on January 5. Chirac began 
with the usual underlining of the vast changes wrought by 
globalization, the end of the Cold War, etc. In the current 
\"accelerated and fluid\" context, according to Chirac, \"France 
exercises a special responsibility to serve peace, support 

the European construction and international solidarity and 
multilateralism.\" Throughout the speech there were also 
other affirmations of France\'s independent voice and of 
France\'s vocation for world leadership. 


Champion of \"Liberalism\'s\" Downtrodden 

3. (C) In his remarks, Chirac gave full vent to his 

conception of himself and of France as the sincere champions 
of the third-world poor, and as the leader and country that 
are authentically accepting of the different worldviews of 
other cultures and civilizations. Chirac applauded a 

putative \"end of the proclaimed victory of liberalism\" (read 
free-market globalization) and approvingly noted the \"new 
awareness of the inequalities that persist on most 
continents.\" Chirac explicitly reprised suggestions he has 
long been making -- for example, a tax on international 

flight tickets to fund development assistance, a new UN 
agency dedicated to the environmental protection -- which he 
sees as elements in the substantive application of a 
multifaceted, multilateral tackling of global inequality. 
Returning to one of his signature themes, Chirac pointed to 
the danger of a \"world threatened by a clash of civilizations 
fueled by mutual misunderstanding.\" Chirac characterized 
France as having chosen to \"fight as the vanguard in the 
combat for the dialogue of cultures.\" 


Nothing New on Key Foreign Relations Issues 

4. (C) Persisting in the view that the Israeli-Palestinain 
conflict is both fundamentally unchanging and is at the 

center of the endemic instability throughout the Middle East, 
Chirac decried the \"double standards\" that, he said, \"foster 
a sense of incomprehension and injustice throughout the 
Muslim world.\" Chirac proposed, \"in the context of the 
quartet\" a new type of international conference\" which 
would, \"without pretending to dictate the terms of a 
settlement,\" provide the guarantees needed to prompt 
acceptance of a peace deal by both sides. Chirac reiterated 
France\'s stand against Iranian military nuclear programs, and 
characterized as \"provocative and unacceptable,\" the threats 
against Israel of \"certain Iranian leaders.\" Chirac 

suggested that Iran should freely accept suspension of its 
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enrichment activities to assuage the \"apprehension of the 
world.\" Chirac called for the free development of democracy 
in Lebanon and singled out Syria for persisting in its 

designs to control Lebanon. 


No Apologies for France\'s Iraq Policy 

5. (C) Careful to not specifically mention the U.S., Chirac 

said that France\'s opposition to the U.S-led invasion of Iraq 
was prescient, and that subsequent events have proved him 
right. The dismissive characterization of the war to 

liberate Iraq as an \"adventure,\" was as close as Chirac came 
to breaking with diplomatic etiquette. His stated remedy -- 
\"restoring full sovereignty to the lraqis\" -- went 

unelaborated. 


Against the Death Penalty, for the UN, and for the 


6. Chirac ended his remarks mentioning \"France\'s commitment 
to the abolition of the death penalty throughout the world.\" 

He also thanked outgoing UNSG Kofi Annan for the work done 
during his tenure and saluted the entry on duty of Annan\'s 
successor Ban Ki-Moon. Chirac said the Security Council\'s 
enlargement should understood as \"indispensable for 
re-inforcing its legitimacy.\" Chirac staunchly defended the 
\"European social model,\" and traced the birth of the EU to 
\"Franco-German reconciliation.\" 


Comment 

7. Chirac summed up his dyed-in-the wool, neo-Gaullist 
foreign policy principles and in so doing he recommended that 
France stick to them. In all, the remarks reprised views -- 
including firmly Gaullist insistence on France\'s independent, 
putatively leading role on the world stage -- that are 
tried-and-true, vintage French foreign policy principles. In 

all likelihood, this is the last time Chirac will deliver 

such a widely-followed, comprehensive overview of his vision 
of France\'s foreign relations. In addition, Chirac, just 

four months before a watershed presidential election for 
France, also challenged would-be successors, implicitly 
warning them against adopting a different set of principles 
and approaches for France\'s foreign policy. End Comment. 


8. For English translation of ChiracYs address, see 
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www.elysee.fr 

Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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STATE FOR NEA/MAG (MHARRIS) 


E.O. 12958: N/A 

TAGS: PHUM, KDEM, PREL, TS 

SUBJECT: DEFENDING THE DEFENDERS INITIATIVES PRESENTED TO 
TUNISIA 


REF: A. STATE 200959 


B. STATE 196666 
C. TUNIS 2949 


1. (SBU) In a meeting with MFA Director General Hatem Atallah 
on December 28, Charge presented new USG initiatives to 
support human rights defenders (refs A and B). Atallah 

replied that the MFA would read over the new initiatives 
carefully. He acknowledged that the USG and Tunisia had 
different perspectives on the issue of NGOs. Charge 
mentioned recent crackdowns on NGOs and harassment of NGO 
activists by the GOT (ref C), and emphasized that the USG is 
opposed to any restrictions on freedom of association and 
assembly. Atallah said it is the policy of the GOT that NGOs 
have a role to play, not just in development and social 

areas, but also in the political sphere. He said there was 

\"no problem!" as long as NGOs are in compliance with relevant 
Tunisian law guiding the funding and activity of 

associations. NOTE: On December 23, the MFA sent a dipnote 
to all diplomatic missions reminding them of relevant law 
pertaining to funding of NGOs. END NOTE. 


2. (U) Post distributed a press release on the new 
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initiatives which has also been forwarded to relevant NGO 
contacts. Post will continue to look for opportunities to 
highlight and implement these new initiatives. 

GODEC 
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E.O. 12958: DECL: 01/08/2027 

TAGS: PREL, EFIN, EAID, ECON, LE 

SUBJECT: SINIORA PINS GOL SURVIVAL ON GENEROUS PARIS III 
COMMITMENTS 


REF: A. BEIRUT 0016 
B. 06 BEIRUT 3914 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (S) Ina 90-minute meeting with the Ambassador on 1/8, 

PM Fouad Siniora -- in crisis mode and interrupted frequently 

by security officers working to counter Tuesday\'s anticipated 
opposition escalation -- said that Lebanon\'s political and 
financial stability depends on a successful Paris Ill 

conference. Like Finance Minister Azour (ref a), Siniora 

favored an IMF post-emergency program (although he hoped to 
borrow 100-200 percent of Lebanon\'s quota from the Fund) and 
expressed hope for USD 7-9 billion in grants and concessional 
loans at Paris Ill. His USD 1.5-2 billion estimate for 

\"upfront\" cash was lower than Central Bank Governor Salameh\'s 
USD 2-3 billion target (ref b). Saying that the Saudi 

commitment was key to unlocking good amounts from other Gulf 
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donors, Siniora asked for U.S. help in securing donor support 
from Qatar, Canada, the Europeans, and Japan in particular. 
He himself planned a trip to the Gulf starting this weekend, 
he said. (Siniora\'s comments on security issues discussed 
septel.) End summary. 


PARIS III REFORMS HARD SELL, 
BUT LEBANON HAS NO CHOICE 


2. (C) Between fielding phone calls and barking orders to 
security chiefs whirling in and out of his office trying to 

deal with the anticipated March 8-Aoun labor demonstrations 
scheduled to begin on Tuesday (1/9), Siniora expressed pride 
in the GOL\'s Paris Ill reform papers. The 29-page document 
shared with donors is only a summary of what has actually 
been done, Siniora said, referring to more detailed reports 
on, inter alia, the social safety net to be implemented, 
incentives for SMEs, and development of promising economic 
sectors. He focused in particular on the marketing effort 

the GOL has launched, although he admitted severe 
difficulties in trying to sell future tax hikes during a 

period when March 8-Aounist forces hoped to use all pretexts 
to destroy his government. But Lebanon has no choice, he 
said, but to proceed with credible reforms; already, the GOL 
is having trouble issuing letters of credit to buy fuel for 

the power stations. 


PUSHING FOR LARGE COMMITMENTS 


3. (C) \"We will be in real trouble without a successful 

Paris IIl,\" he said, making an argument that Lebanon\'s 
political and economic stability, \"indeed our survival,\" 
depends on Paris Ill. The amounts of grants and concessional 
loans committed to Lebanon have to be of sufficient magnitude 
at Paris III to calm the financial markets, release private 
capital into the system, and convince the majority of 
Lebanon\'s population that they must stick with the reform 
program in order to benefit from the funds announced at Paris 
Ill. \"Show the people that there\'s too much to lose,\" 

Siniora pleaded. 


4. (S) Pushed by the Ambassador, Siniora said that he 
concurred with Finance Minister Azour\'s estimate (ref A) that 
Lebanon needs an announcement of USD 7-9 billion at Paris 
Ill, in some combination of grants and concessional loans. 
Most of this commitment can be disbursed in accordance with 
actual reform performance, incrementally. But Lebanon needs 
USD 1.5-2 billion upfront, Wa sip now from the drink we\'ll be 
given later, when we deserve it. But we have to quench some 
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of our thirst now.\" (Siniora\'s \"sip,\" we note, is smaller 

than Central Bank Governor Salameh\'s USD 2-3 million upfront 
target covered ref b for upfront funds.) 


5. (S) Although the issue of expectations came up 

repeatedly during the meeting, Siniora rejected the 
Ambassador\'s questions about whether those figures were too 
ambitious: Paris Il in November 2002 yielded USD 2.5 

billion, and far less was at stake than now. Surely you see, 
Siniora said, that a more generous investment in Lebanon 
today will be cheaper over the long run than allowing Lebanon 
to collapse politically and economically. The pro-Syrians 
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want Lebanon to go bankrupt, Siniora argued; Paris III donors 
can prevent this. 


SEEKING U.S. HELP 


6. (C) Siniora noted that he will travel to the Gulf as 

early as this weekend in order to build momentum for Paris 

Ill. French Foreign Minister Douste-Blazy has been visiting 
key capitals, while French President Jacques Chirac has been 
in phone contact with various leaders. Expressing hope for 
the direct engagement of high-level USG officials, Siniora 
asked that we concentrate on securing credible contributions 
from Canada, Japan, the European countries (\"where is the 
UK?\" he asked; where is Germany?\"), and -- especially -- 
Qatar. Siniora argued that the Saudi contribution is 

extremely important: whatever Saudi Arabia gives, the other 
Gulf countries will do an informal calculation and give a 
certain percentage. The higher the Saudi Arabia amount, then 
the higher the amounts from other Gulf countries. Kuwait, 

for example, will probably give roughly 40-50 percent of the 
Saudi donation, Siniora said. 


FAVORABLY INCLINE 
FOR IMF EPCA PROGRAM 


7. (C) Responding to the Ambassador\'s question, Siniora 

said that (like Azour but in contrast to Salameh) he favored 

a formal IMF program, not merely IMF staff-monitored reforms. 
The IMF\'s Emergency Post-Conflict Assistance program (EPCA) 
seemed most appropriate, he said, given initially relaxed 

targets en route to a formal Stand-by Arrangement. Moreover, 

he said, the name will help sell the program locally -- 

everyone knows that Lebanon had a conflict in summer 2006 
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that deeply damaged the economy. But even on this, Siniora 
said, \"| need your help.\" EPCAs typically allow members to 
borrow up to 50 percent of the quota, which in Lebanon\'s case 
would permits only USD 150 million. Siniora said that the 

IMF board has made exceptions in other post-conflict 

situations, allowing countries to borrow 100-200 percent of 

their quota. As IMF staff naturally does not favor such 

exposure for the Fund, \"please help push them," Siniora urged. 


COMMENT 


8. (S) We have tried to lower the expectations of Siniora 
and Azour about what to expect at Paris Ill. But they answer 
by pointing out the windows of the Grand Serail at the white 
tents housing demonstrators and cite the political stakes, 
which are enormous for us and for Siniora. Siniora may be 
citing the opposition against him for opportunistic tactical 
reasons, but the crisis is real and growing. By all 

accounts, Lebanon faces major financial difficulties in the 
weeks ahead, especially as the anticipated labor 
demonstrations will put a further chill into the financial 
markets just as energy letters of credit come due and a 1 
billion Eurobond issue matures in February. 


9. (S) Looking back on the financial crisis that 

accompanied the Israel-Hizballah conflict in summer 2006, we 
wonder whether there is a way to build up impressive-sounding 
numbers by encouraging Arab deposits in the Central Bank of 
Lebanon (CBL). We suggest that we maintain as our first 
priority encouragement of as many grants and concessional 
loans as possible, given our interest in helping to avert a 
political and financial collapse here. But, whatever the 
cumulative figure is, we could then encourage Arab 
governments to \"park\" some of their own cash reserves in the 
CBL, to increase the gross foreign currency reserves of the 
country. Financial analysts, of course, are sophisticated to 
know which funds are available to the GOL and which not. But 
a large donor commitment at Paris Ill, even if it includes 

some smoke and mirrors, has the potential to strengthen the 
Lebanese government considerably in its efforts to stand firm 
against the pro-Syrian opposition. 
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NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 
STATE FOR NEA/ELA, NEA/FO:ATACHCO 


E.O. 12958: DECL: 01/08/2017 

TAGS: PGOV, PREL, PTER, LE 

SUBJECT: LEBANON: MICHEL \"THE COOK\" MURR HAS RECIPES FOR 
METN SEAT, CABINET, AND TRIBUNAL 


Classified By: Jeffrey D. Feltman, Ambassador. Reason: 1.4 (d) 


SUMMARY 


1. (C) Veteran politician, MP and Michel Aoun ally Michel 
Murr is working on a solution to the Metn by-election 
controversy that would bypass President Lahoud and install 
Amine Gemayel in the parliamentary seat left vacant by the 
assassination of his son. Murr also has a formula for the 
resolution of the March 8/March 14 dispute over the cabinet 
expansion, although it is unclear that many observers in or 
out of Lebanon would agree with his constitutional 
interpretations or his math. Justice Minister Charles Rizk 

is corrupt and untrustworthy according to Murr and would have 
no part in a Murr-designed cabinet. Opposition leaders, 
while not opposing the Hariri tribunal in principle, have 
every right to resent the government\'s handling of its 
establishment, and may hold out against it until they obtain 
the political benefits they seek. Finally, Murr\'s theory 

about the assassination attempt on his son Elias contradicts 
his son\'s own belief -- and exonerates the Syrians. End 
Summary. 


2. (SBU) Ambassador called on veteran politician Michel Murr 
-- Orthodox MP from the Metn, ally of Free Patriotic Movement 
(FPM) leader Michel Aoun, former Interior Minister, and 

father of current Defense Minister Elias Murr -- at his 

Rabieh home January 8. Polchief and polstaff accompanied. 


METN BY-ELECTION 
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3. (C) Murr was most eager to discuss his initiative to solve 

the looming crisis over the proposed Metn by-election to fill 

the Chamber of Deputies seat left vacant by the assassination 
of Minister of Industry Pierre Gemayel. Murr is mediating 
between Gemayel\'s father, former head of state Amine Gemayel, 
and Michel Aoun to avert a showdown in the Metn after 
President Lahoud refused to sign a decree calling for a 
by-election. Murr is likely to recommend that Amine Gemayel 
fill the vacated seat of his assassinated son without 

contest, on the condition that Gemayel run as the Kataeb 
candidate and not represent himself as a member of the March 
14 coalition. Murr plans to hold a dinner at his residence 

to try to reconcile Aoun and Gemayel within 10 days, and both 
have tentatively agreed to attend. 


4. (C) Murr supports Amine Gemayel, he told us, so long as 
Gemayel is running (a) unopposed and (b) without association 
with March 14. He reviewed the election probabilities with 
Aoun and stressed to him that there is no reason for an 
election battle in the heavily Christian area. (Murr said 

the empty Metn produces 90,000 Christian votes as opposed to 
1000 Shia, 1000 Druze and 600 Sunni votes.) Murr expects 
Aoun to cooperate. On the other hand, should Gemayel give 
Murr and Aoun cause to oppose him, Gemayel should know that 
his election battle will be a hard one. Murr refused to 

comment on rumors that former Ambassador to Washington 
Abdallah Bouhabib might stand for the seat with support from 
Michel Aoun and the Armenian Tashnaq party. 


5. (C) When asked how he could count on the holding of a 
by-election when President Lahoud had refused to sign the 
decree authorizing it, Murr had no lack of confidence. 
Although eager to show himself a constitutional scholar (he 
produced his copy of the constitution later in our talk and 
made repeated references to several articles to support his 
points), the constitutional requirement to have the President 
authorize by-elections did not pose an impediment in his 
view. Indeed, because the constitution calls for a 
by-election within 60 days of a seat being made vacant, Murr 
argued, the government can refer the decision to the State 
Consultative Council for review and decision in the event 
Lahoud fails to act. Another option, as long as the election 
is unopposed, is to hold it under the authority of the 

Interior Minister. Finally, Murr suggested, the government 
can simply hold an election and seek retroactive approval 
from the president -- whether Lahoud or his successor. 


CABINET EXPANSION 


Column 3 


BEIRUT 00000043 002 OF 003 


6. (C) Murr continues to push his proposal for a cabinet 

formula to solve the political crisis, which he first put 

forward in December alongside the proposals of Arab League 
Secretary-General Amr Moussa and Chamber of Deputies Speaker 


SIPDIS 

Nabih Berri. Under Murr\'s formula, the cabinet would grow to 

26 members, and nine of them would belong to the opposition 

-- the five current/resigned Shia ministers plus four 

ministers nominated by Aoun, to include Begaa MP lly Skaff, a 
Tashnaq MP, and two FPM members. Proud of his long record of 
assembling successful Lebanese governing coalitions, Murr 
informed us that he calls himself \"the Cook\" among Lebanon\'s 
politicians. 


7. (C) When the Ambassador objected that the nine ministers 
would give the opposition a minority large enough (\"more than 
one-third\" under the constitution) to block decisions or 

force the cabinet\'s resignation at any moment, Murr argued 
that nine is not \"more than one-third\" of 26, for some reason 
relating to the indivisibility of an individual minister. 

Twenty minutes of arguing this point and consulting Murr\'s 
copy of the constitution could convince neither \"the Cook\" 
nor us of the other\'s point of view. 


RIZK 


8. (C) One casualty of a Murr-designed cabinet reshuffle, in 

his ideal outcome and that of President Lahoud, would be 
Justice Minister and champion of the international tribunal 
Charles Rizk. The cardinal sin of Rizk (who denied to the 
Ambassador a few days ago a current rumor circulating in 
Beirut that he is of Alawite descent on his father\'s side) 

was to \"betray\" President Lahoud by turning against Lahoud\'s 
pro-Syrian policies after he nominated Rizk for the 

ministerial post in mid-2005. When the Ambassador asked Murr 
whether it is unacceptable to change one\'s mind or policies 
after achieving office, Murr replied that Rizk bears a 

diplomatic passport proclaiming him a \"personal 
representative of President Lahoud.\" (Murr did not mention 
that the other cabinet members, including those who barely 
acknowledge Lahoud\'s existence, bear the same type of 
passport.) 


9. (C) Murr added, if Rizk is willing to betray Lahoud he 
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would be willing to betray March 14 as well. Furthermore, 
Murr alleged, Rizk was paid half a million dollars to change 
sides, and he is the biggest \"merchant\" (\"tajjir\") in the 
government today. (Comment: While many in Lebanon denounce 
Rizk\'s about-face on the principle that it showed a lack of 
loyalty, there are less principled and more likely 
explanations for the attacks on Rizk. Not only is Rizk the 
champion of the tribunal, but his star is rising fast as a 
possible presidential contender. The corruption rumor -- 
including the further detail that Saad Hariri put Rizk on the 
payroll -- also seems to have started at the same time and 
circulated through the same people as the Alawite-father 
allegation. End Comment.) 


\"THERE\'S NO PROBLEM WITH THE TRIBUNAL\" 


10. (C) The Ambassador noted that the pro-Syrian opposition 
continues to stress the need to reshuffle or expand the 
cabinet to ensure decisions are taken by consensus, but that 
all of the more than four thousand decisions taken by the 
cabinet have been by consensus, with only two exceptions. 
Those two exceptions were both -- on December 12, 2005 and 
November 11, 2006 -- concerning the Hariri tribunal. The 
only reasonable conclusion is that the opposition has some 
kind of problem with the tribunal. If it could be revealed 

and discussed, a solution could surely be found, the tribunal 
approved, and life in Lebanon could go on. 


11. (C) Murr replied, as he would repeat several times in the 
conversation (and as many opposition figures repeat, almost 
as a mantra), \"There is no problem with the tribunal.\" Murr 
assured the Ambassador that no party in Lebanon\'s political 
dispute opposes the tribunal, and claimed that following a 
political settlement and a review of the tribunal documents 
by a six-member judicial committee, Speaker Berri and 
Hizballah will pass the tribunal without delay. Murr hinted, 
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though, that the tribunal\'s provision making leaders 
responsible for the actions of their subordinates could cause 
problems. In addition some opposition figures are afraid the 
court could be used for political purposes, issuing 
unwarranted summons to harass or intimidate Hariri\'s 
opponents. The Ambassador noted to Murr that while the UN 
International Independent Investigation Commission (UNIIIC) 
enjoys a relatively broad mandate, the court established 
under the tribunal agreement will be strictly bound by 
international law and will therefore incorporate even greater 
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protection for the rights of the innocent. 


12. (C) The process had also caused problems, Murr alleged. 
The Ambassador noted that Speaker Berri received the tribunal 
documents officially on November 10 and after two months had 
neither acted on them nor (as he claims) even reviewed them. 
Murr charged that he and Berri had asked the Prime Minister 

for the documents November 9 and that the PM had not released 
the documents until after he had shared them with UN 

officials. The total time lag was 24 hours, the Ambassador 
noted. 


13. (C) When pressed to tell us what is the real problem with 
the tribunal, Murr once again asserted that \"there is no 
problem with the tribunal" but hinted that \"Lebanon has many 
problems\" and that passage of the tribunal should be part of 
a \"package deal.\" The presidency, the cabinet, the 
parliament, the administration -- all branches of government 
are blocked, Murr pointed out. Demonstrators are in the 
streets. \"With no government," he added, the Paris III 
donors conference January 25 will be a failure and will 
generate no more than a few million dollars. \"Not billions 

-- millions\" he specified. \"With no government, no court; 
with no court, no government,\" he concluded. (Comment: Murr 
seemed to be hinting that the opposition views the tribunal 

as a bargaining chip. Despite their repeated assertions that 
\"there is no problem with the tribunal\" opposition leaders 
may be withholding their assent to the court until they 

receive the concessions they are seeking, including an 
expansion of the cabinet and of their powers. However, the 
timing of the two Shia walkouts -- almost one year apart -- 
suggests that there is something fundamentally unacceptable 
about the tribunal either to the Shia parties or to their 

Syrian allies. End Comment.) 


ATTACK ON ELIAS MURR 


14. (C) Murr recalled several times during the talk that he 

had been the victim of a bombing attack in 1991, and the 
Ambassador asked who Murr believed responsible for the July 
2005 car-bomb attack on his son, current Defense Minister and 
Deputy Prime Minister Elias Murr. \"My theory is different 
from my son\'s\" he said, and explained that he holds Sunni 
extremists, possibly from the East Biqaa town of Majdal 

Anjar, responsible. When in September 2004 the Internal 
Security Force (ISF, under control of Elias Murr\'s Interior 
Ministry) uncovered a (Syrian-financed) plot to recruit Sunni 
extremists for attacks against the Italian Embassy and other 
sites in Beirut in retaliation for Italy\'s participation in 

Operation Enduring Freedom, several suspects were arrested 
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including Majdal Anjar native Ismail Khatib, who died in 
police custody. His funeral became an extremist rally 
against the Interior Ministry and spawned wide-ranging riots. 
Murr told us that he told his close friend, Syrian 

Intelligence Chief in Lebanon Rustom Ghazali, that he would 
hold Ghazali and Damascus responsible if the extremists 
harmed his son. The fact that no attack occurred until after 
the Syrians pulled out of Lebanon, in Murr\'s view, 
demonstrates that Ghazali kept his word and controlled the 
Sunni extremists until such time as they were out of the 
Syrians\' control. 

FELTMAN 


91798 

OO RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #0075/01 0081802 

ZNY SSSSS ZZH 

O 081802Z JAN 07 

FM AMEMBASSY BAGHDAD 

TO RUEAIIA/CIA WASHDC IMMEDIATE 

RUEKJCS/DIA WASHDC IMMEDIATE 

RUEKJCS/JOINT STAFF WASHDC IMMEDIATE 
RUEHC/SECSTATE WASHDC IMMEDIATE 8978 
RUEKJCS/SECDEF WASHINGTON DC IMMEDIATE 
RHEHAAA/WHITE HOUSE WASHINGTON DC IMMEDIATE 
INFO RUCNRAQ/IRAQ COLLECTIVE PRIORITY","S E C RE T SECTION 01 OF 04 BAGHDAD 0000; 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/07/2017 

TAGS: IZ, MOPS, PREL, PGOV 

SUBJECT: JANUARY 7 MCNS: IRANIAN DIPLOMATS, BSP, AND PIC 
AMONG TOPICS DISCUSSED 


REF: 2006 BAGHDAD 4718 
Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (S) SUMMARY: On January 7, the Ministerial Committee on 
National Security (MCNS) discussed the recent detention and 
subsequent release of Iranian \"diplomats\" involved in 
anti-Coalition and anti-GOl activity, agreeing that steps 

needed to be taken to discourage Tehran from engaging in 
further activities that undermine lraqi sovereignty. The 

MCNS was updated on revisions to the Baghdad Security Plan, 
with Minister of Defense Abdul Qadir Jasim and MNF-I 
Commanding General Casey stressing the need to appoint a 
commander for Baghdad. PM Maliki and FM Zebari expressed 
frustration with the public discussion of the \"secret\" plan, 
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resulting in an order from Maliki that the MoD spokesman be 
kept off of TV. On the subject of Provincial Iraqi Control 

(PIC), PM Maliki was willing to end the Emergency Security 
Committee in Al Amarah so that security responsibility for 
Maysan could be transferred. Casey, however, said he was not 
yet ready to approve the transfer because he believed that 

the militias in the province were stronger than the police. 
Transfer of the three Kurdish provinces remains on hold until 
the Kurdish authorities agree to \"decouple\" PIC from 
Peshmerga transformation; Maliki said he would talk to 

Kurdish President Barzani about this issue. Maliki noted the 
creation of a committee to examine disbanding the militias, 
resulting in a discussion of how thoroughly disarmament 
can/should be carried out. Interior Minister Bolani updated 
participants on several issues in the MOI, including Facility 
Protection Service (FPS) integration. He said he had found 
40,000 non-existent workers on the FPS rolls. Bolani also 
argued for merger of the Ports of Entry authority with his 

Border Security unit and discussed progress in MOI Training 
and Equipping issues. Maliki revived his concerns that both 
the MOI and MOD are ill-equipped. When Finance Minister Jabr 
complained that he had been forced to rush through funds to 
the MOD that he did not think the MOD needed or was prepared 
to spend, Abdul Qadir pushed back, arguing that he was 
working to conclude contracts as quickly as possible. At the 
same time, he made clear that he was going to take the time 

to properly evaluate the quality and costs of equipment 

before agreeing to buy it. END SUMMARY. 


Discussion of Iranian \"Diplomats\" 


2. (S) At the January 7 meeting of the Ministerial Committee 
on National Security (MCNS), Foreign Minister Zebari thanked 
the Ambassador and MNF-I Commanding General Casey for working 
with him in a collegial and professional manner in order to 
resolve the situation of the detained Iranian \"diplomats.\" 

He said that there had never been any doubt in his mind about 
the reliability of Coalition intelligence on the Iranians. 

He also said that the decision to release the Iranians had 

not been an easy one, but had been made within a larger 
political context in which the GOI had not wanted to face a 
crisis with respect to its relations with Iran. 

Nevertheless, he said that his discussions with the Iranian 
Ambassador about the incident had been frank, stressing that 
the GOI was not naive about Tehran\'s intentions and 
emphasizing the need for the Iranians to respect lraq\'s 
sovereignty. He said that he told the Iranians that the MFA 
should be their primary point of contact within the GOI. 

Zebari said that in the aftermath of the incident, the MFA 
intended to update the diplomatic list and take steps to 


Column 3 

centralize how visas were issued. On this last point, PM 

Maliki said that Zebari should consider stripping the Iraqi 
Ambassador in Iran of his authority to issue visas. Zebari 
expressed concern that during the crisis the PM\'s Office and 

the Embassy had often interacted directly in a manner that 
sometimes resulted in delays or confusion because the MFA was 
not in the loop. 


3. (S) Maliki said that it was unacceptable that a 

delegation from another government had come to Iraq to \"help 
on security matters\" in the way that the Iranians had, 
circumventing the MFA. He said that if the Iranians had been 
legitimate in their desire to help Iraq they would have 
coordinated their trip via the MFA per standard diplomatic 
protocol. He said that if a similar group is detained in the 
future, he would not release them. 


4. (S) National Security Advisor Rubaie reinforced Zebari\'s 
point about the need to look closely at visas issued to 
Iranians and to have the MFA as the primary point of contact 
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for Iranian government officials. He also said that a 

problem existed in that agencies from one government often 
talk to their counterpart in another government, but that 

Iraq had no counterpart to Iran\'s Quds Force. When Finance 
Minister Jabr joked that JAM was the Quds Force counterpart, 
he got a hearty laugh from the group. More seriously, Rubaie 
suggested that a high-level GOI delegation should travel to 
Tehran to tell them to stop their support for EFP and other 
attacks against the Coalition, adding that such attacks could 
easily escalate into a direct confrontation between Iran and 
the coalition on Iraqi soil -- a situation that would clearly 

be against Iraqi national interest. He asked that this 
comment be made a part of the permanent minutes of the 
meeting. 


5. (S) Jabr revealed that he had been about to travel to 
Tehran on official business when the detentions happened. He 
said he had considered canceling, but Maliki had asked him to 
continue with his travel out of concerns that a cancellation 
might only further escalate the situation. Jabr said that he 

had taken a private message from the PM to the Iranians that 
he was working the issue, but would need time -- ten days -- 
for the Iranians to be released. Maliki interjected, 

pointing out that the ten days had been based on what General 
Casey had told him he thought he would need to carry out his 
investigations. Jabr said that the Iranians had asked him to 
participate in a joint press conference about the issue, but 


Column 3 
he had declined. 


6. (S) When Chief of Staff of the Iraqi Armed Forces General 
Babbikir noted that the Iranians were still holding an Iraqi 
interpreter from an earlier incident along the Iranian 

border, several people said that they wished they had been 
made aware of this information in order to have tried to use 
the negotiations over the diplomats to obtain his release. 


7. (S) General Casey emphasized that the Iranians were 
intelligence officers engaged in activities to attack the 
Coalition and destabilize Iraq. The Ambassador said that 
while it was natural that some Iraqi politicians had had 
contact with foreign intelligence agencies during their time 

in exile, now that they were a part of a sovereign Iraqi 
government such contact should be done state-to-state. He 
said he thought it was inappropriate that the Quds Force was 
the primary lranian organ for dealing with Iraq. He 
suggested that a set of guidelines be drawn up to govern how, 
by what means, and through what channels, Iraqi officials 
could have contact with Tehran. 


Baghdad Security Plan Update 


8. (S) Minister of Defense Abdul Qadir Jasim updated MCNS 
members on revisions to the Baghdad Security Plan (BSP), 
stressing that it was almost ready for implementation. He 

said the most urgent issue to be resolved was who will be the 
commander of the Baghdad headquarters. General Casey agreed 
that the commander for Baghdad should be named quickly, 
adding that if it was not done within the next day or so a 
committee composed of the MOI and MOD should be convened to 
move certain issues forward. 


9. (S) Maliki asked that an assessment be done of the Iraqi 
Security Forces (ISF) units to be involved in the BSP to 
verify that they were properly equipped and prepared for 
action. He said that after several years of fighting, Iraqi 
soldiers were tired and needed to be evaluated, physically 
and mentally. 


10. (S) Emphasizing the importance of the BSP, Minister of 
State for National Security Waeli said that the security 
situation in the city was getting to the point where even the 
International Zone (IZ) was not secure. In support of this 
assertion, he pointed to a recent incident on Haifa Street in 
downtown Baghdad just \"meters away\" from the IZ. Maliki 
agreed, noting that major parts of the city -- such as Karkh 
-- were \"out of control.\" 
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11. (S) Zebari said that there was a serious problem with 

people -- including parliamentarians -- talking in the media 

about a plan which was supposed to be secret. Maliki agreed, 
focusing particular anger at the indiscreet remarks by the 

MOD and MOI spokesmen. Maliki instructed Abdul Qadir to tell 
his spokesman he was not allowed on TV anymore. Abdul Qadir 
responded that he had already changed the job from 
\"spokesman\" to \"media advisor.\" 
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12. (S) Arguing that \"the new plan is like the old plan,\" 
Deputy Prime Minister al-Zubai said that the latest revision 

of the BSP would not be useful. He said that MCNS members 
should admit that all that had been achieved in the past did 
not bring peace for the people of Baghdad. He said that a 
new strategy should be adopted \"at the level of the American 
administration.\" He also said that the MCNS should be 
serious enough about the issue to agree to meet every day, 
adding that \"otherwise the world won\'t respect us.\" 


PIC Update 


13. (S) Rubaie said that the Joint Committee for the 

Transfer of Security Responsibility was on the verge of 
recommending Maysan be transferred to Provincial Iraqi 
Control, but that the existence of the Emergency Security 
Committee (ESC) in Al Amarah was a major stumbling block. 
Rubaie suggested to Maliki that the ESC be either ended or 
transformed into a political committee. Maliki said he was 
prepared to end the ESC. UK Ambassador Asquith said that he 
thought the ESC was weak and ineffective anyway. 


14. (S) General Casey said that he was not ready to agree to 
transfer the committee, arguing that the militias in the 

province were stronger than the police. When Rubaie pointed 
out that the recommendation to transfer would be based on a 
joint assessment which was conducted with the British forces 
in MND-SE, Casey said he did not necessarily agree with that 
assessment. He asked that decisions on this issue be delayed 
a week in order that he could review the situation more fully. 


15. (S) Rubaie explained that transfer of the three Kurdish 
provinces were still being held up by Kurdish demands that 
transfer be linked to Peshmerga transformation. Maliki said 
that he would talk to KRG President Masoud Barzani about the 
issue. 
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Militia Committee and Disarmament 


16. (S) Maliki noted that a joint GOI-Coalition committee 

was being formed to examine the issue of disbanding militias. 
He said that when the committee had developed ideas on how 
to move forward, the MCNS could discuss them. When DPM Zubai 
said that people should be asked to turn in their weapons, 

Jabr said that citizens could not be asked to disarm when the 
government has proven itself unable to protect them. Abdul 
Qadir pointed out that people would be allowed to keep a 
personal weapon for self defense -- such as a pistol or rifle 

-- but not heavier weapons such as rocket-propelled grenades 
(RPGs) and mortars. Waeli agreed with this point, arguing 

that the government should not take on a \"mission impossible.\" 


MOI Update: FPS, POE, Train and Equip 


17. (S) Following up on the December 24, 2006, MCNS 
discussion of the transfer of the Facility Protection Service 
(FPS) into his ministry (reftel), Interior Minister Bolani 

said that he had conducted an initial review of the 

153,000 FPS employees. The review had discovered 40,000 
\"ghost\" employees who did not actually exist. Finance 
Minister Jabr said that he had taken steps to transfer the 
budget for the FPS to MOI. 


18. (S) Bolani urged the PM to agree to merge Ports of Entry 
responsibility with the MONs Border Security unit. He said 

that it was important there be a single, independent budget 

for the combined unit. He said he had already spoken to the 
Finance Ministry, which had agreed the merger made budgetary 
sense. 


19. (S) Bolani said that efforts to train and equip the MOI, 
including the National Police, were moving forward. He said 
that the Finance Minister had helped provide necessary 
funding for certain life support issues. Maliki, however, 
expressed his frustration that \"we hear a lot, but see 
nothing\" -- particularly when it comes to the fulfillment of 
supply contracts. He said that the MOI never seems 
well-equipped, pointing out that the police lack cars. 


Budgets and Contracts Cause More Consternation 
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20. (S) Jabr said that based on pressure from MNSTC-I he had 
hastily arranged for funds to be transferred to an account 

for MOD use, but that he had since learned no contracts were 
ready to be let. As a result, he said he did not see why the 
issue had been so urgent that he had had to rush through the 
funds. He also warned that if at least 75 percent of the 

funds were not spent within six months, the money would have 
to be sent back to the central treasury. Maliki stressed the 
need to equip the ISF, claiming that there was a desperate 
need for weapons and that soldiers do not have proper 
footwear. Abdul Qadir assured them that he was working to 
agree contracts as quickly as possible and that he expected 

to meet the 75 percent requirement. At the same time, he 
argued that it was important that the GOI take its time to 

outfit its security forces properly and in a cost-effective 

manner. He said the army had weapons, but they were old and 
inferior. He did not want to repeat this mistake. As an 
example, he said that the MoD would conduct an assessment of 
the U.S.-produced M-16 and M-4 rifles and compare them to 
Soviet-style Kalishnikovs. He added that there was a 
significant price difference between these weapons and that 
that too would have to be taken into account before making 
any decisions. Abdul Qadir argued that the contracting 
committee and the public integrity committee were major 
stumbling blocks to his ability to conclude contracts in a 

timely fashion. 
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Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1. (C) Ambassador Feltman and Emboff met with Tashnaq 
Secretary General Hovig Mukhtarian and Members of Parliament 


SIPDIS 

Hagop Pakradunian and George Kassarji in early January. 
Tashnaq politicians distanced their party from the rest of 
the opposition, emphasizing their relative neutrality, 
marginal participation in the demonstrations, and 
preparedness for a new dialogue. They expressed concern 
about the long term decline of the Christian population 
amidst rising Sunni-Shia tensions, and argued for restoring a 
strong, neutral presidency to protect the Christians. While 
Tashnaq had no new ideas to offer, they view all parties as 
seeking a way out of the political stalemate, and called for 
trust-building actions and dialogue. End Summary 


2. (C) Ambassador Feltman and Emboff met with Tashnaq 
Secretary General Hovig Mukhtarian and Members of Parliament 


SIPDIS 

Hagop Pakradunian and George Kassarji in early January to 
deliver the message that U.S. commitment to Lebanon remains 
high, bipartisan, and as an independent policy goal not 

subject to a deal with Syria at Lebanon\'s expense. The 
Ambassador also encouraged Tashnaq, as he has encouraged 
other relatively neutral groups currently in the opposition, 

to find the new ideas needed from inside Lebanon to break out 
of the current political stalemate. 


RELUCTANT OPPOSITION? 


3. (C) Pakradunian seemed to be distancing Tashnaq from the 
rest of the opposition. He described Tashnaq as in the 
opposition for the first time in history because it had no 

choice. Pakradunian blamed Siniora\'s rudeness more than 
politics; Tashnaq was told that because it was not with March 
14 it did not deserve a seat in the cabinet, even though 
opponents Hizballah and other March 8 forces were included in 
the cabinet. 


4. (C) Pakradunian went on to emphasize Tashnaq\'s relative 
neutrality despite its token participation in the 
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demonstrations. He described the opposition as 

differentiated, with each group holding its own position. 

\"There is something wrong with the approaches of both sides,\" 
Pakradunian commented. Tashnagq is trying to avoid 
involvement in the protests, and has not asked opposition 
leaders what they plan next. The group showed restraint 
during the demonstration, with one symbolic tent of 

participants and a single, moderate speech in which 
Pakradunian did not call for the government to resign and 
noted that \"we are all Lebanese.\" The media did not welcome 
moderate speeches, he noted; they are preoccupied with more 
sensational news. 


5. (C) Tashnaq believes March 14 should take advantage of the 
crisis to restart a dialogue, and in line with its 

self-portrait as a neutral party, the Tashnaq sees a small 

role for itself. However its earlier attempts at 

rapprochement during the national reconciliation dialogue and 
after the Pierre Gemayel assassination received no reply. 
Tashnag relations with other Christian groups and with 
Jumblatt are good, but its problems with the Hariri bloc 
remain; even the relatively approachable Prime Minister 
\"forgets\" their requests for appointments. Tashnaq currently 
has no dialogue with the Hariri bloc. 


SUNNI-SHIA TENSIONS 


6. (C) While the future of the current political stalemate is 
uncertain, Tashnaq officials expressed greater concern about 
the long-term decline of the status of Christians in Lebanon. 
The Armenians feel that they cannot count on Sunnis, and 
believe that extremists will supplant Siniora and other 
moderates. The Ambassador noted that, by attempting to 
discredit and weaken the moderate Sunnis like Siniora, the 
pro-Syrian opposition was doing much to create the outcome 
Pakradunian feared. 


7. (C) Pakradunian described Sunni-Shia tensions as playing a 
positive role in the political stalemate, while also 
interfering with security. Sunni-Shia tensions are positive 
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in that they have prevented the Shia from overrunning the 
Serail and prevent the Sunni from removing Shia protestors. 
However sectarian tensions in the military are a concern, as 

a Tashnaq MP related with a recent anecdote. On the evening 
of January 3 a sectarian clash broke out when the Internal 
Security Forces tried to replace the Lebanese Armed Forces in 
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controlling a demonstration of about 300 people outside the 
Grand Serail. Tashnaq viewed this as evidence of sectarian 
strife in the military, and asserted that no Christians were 
involved in the skirmish, in which four ISF members were 
injured. (Note: Regional Security Office contacts unearthed 
an unofficial report of a fistfight over jurisdictional issue 

at the Grand Serail on January 3, but their source denied 
that the fighting was due to sectarian issues. End Note.) 


RESTORING A CHRISTIAN ROLE IN GOVERNMENT 


8. (C) Amidst heightened sectarian tension, it is essential 

to restore the presidency and make the Christians once more 

feel welcome in the government. The next president will need 

to be a Maronite who can sacrifice to be a strong leader for 

the divided Christian community and balance strong Sunni and 
Shia leaders. Candidates such as Riad Salameh and Roger Edde 
who represent Lebanon abroad are inappropriate because they 
cannot represent their community at home. 


9. (C) The next president must be from outside both camps, 
but Aoun may not see yet that he cannot play that role. If 
he does come to see that impasse he would prefer to back 
someone close to him, but it is still early and if he speaks 
out now he may lose popularity he can ill afford. President 
Lahoud\'s refusal to approve a parliamentary by-election to 
replace assassinated Metn MP and Industry Minister Pierre 
Gemayel is an attempt to prevent a proxy presidential race 
against Amine Gemayel and General Aoun. 


WAITING QUIETLY FOR A SOLUTION 


10. (C) Tashnaq leaders once again described their distance 
from the rest of the opposition and said they do not know 

what Hizballah will call for next, but all parties are 

looking for a way out of the situation. Turkish Prime 

Minister Erdogan is working with Moussa and the Saudis on 
another round of mediation which involves forming a new 
government and the tribunal simultaneously, but the general 
solution is probably not in Lebanon. The Lebanese people are 
tired of the situation, frustrated with the same impasse in 

the news each day. 


11. (C) The problem now is a lack of trust between leaders, 
not the formation of a tribunal. Aoun has been sincere and 
frank that he does not oppose the tribunal, and has said that 
when it comes to parliament the opposition MPs will submit it 
without change. Trust will also be important in any new 
cabinet; the Amr Moussa initiative for a 19-10-1 cabinet 
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would require President Lahoud\'s approval of any decision, or 
the approval of a Tashnaq MP or Zahle Bloc MP (such as lly 
Skaff) as minister. A 19-10-1 cabinet could be viewed as a 
victory for both sides. Lebanese need dialogue; there was a 
sense of relief during the national dialogue, but now people 
are afraid or not free to talk, and are personally afraid of 
assassination to the extent that they are not leaving their 
homes. 
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SUBJECT: PRESIDENTIAL ADVISOR SAYS SALAFIST THREAT IN 
TUNISIA HAS BEEN NEUTRALIZED 


REF: A. TUNIS 44 
B. TUNIS 31 
C. TUNIS 30 
D. TUNIS 16 
E. 05 TUNIS 2980 
F. 05 TUNIS 2973 


Classified By: Ambassador Robert F. Godec for reasons 1.4 (b) and (d). 


1. (S) Summary: Minister of State and Special Presidential 
Advisor Ben Dhia today told the Ambassador with quasi 
certitude\" that the Tunisian security services had finished 
their operations against the armed Salafist group (reftels), 
which had been planning to target the US and British 
embassies. He said that GOT security services had found 
detailed plans of the embassies, as well as the names of 
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\"some\" US and UK embassy officials, in the houses used by the 
armed men. Security services also found between 50-60 kg of 
locally produced explosives. Twelve of the suspects had been 
killed and 15 arrested; among the Tunisian security services, 

two had died and three were injured. End Summary. 


Threat Neutralized; 
US, UK Embassies Were Targets 


2. (S) In a 50-minute courtesy call on January 8, Tunisian 
Minister of State, Special Advisor to the President, and 
Official Spokesperson of the Presidency Abdelaziz Ben Dhia 
told the Ambassador with \"quasi certitudeW that the GOT had 
wrapped up its security operations against the Salafist group 
with its December 23 and January 3 operations (reftels). The 
group had intended to target the US and British Embassies, 
according to the GOT\'s investigation of the matter and 
interrogation of the suspects. In the several houses used by 
the group, Tunisian security services found highly detailed 
maps of the US and British Embassies, including some that had 
been downloaded from googleearth.com, as well as lists with 
the names of \"some officials\" of those Embassies. Asked if 
the GOT security services had also found indications that the 
group had been planning to target some of the residences of 
employees of the US, UK, or French Embassies (as had been 
indicated by Foreign Minister Abdallah, ref A), Ben Dhia 
responded negatively. He also said that the group had not 
intended to target Tunisian interests. 


3. (S) GOT security services found between 50-60 kilograms of 
explosives in the group\'s residences. Ben Dhia described the 
explosives as locally produced, \"artisanal\" in nature. Ben 
Dhia explained that the Tunisian security services had been 
monitoring the group since an initial group of six armed men 
had crossed the Algerian border. The security services kept 
these six suspects under surveillance as they were gradually 
joined by 21 others in the Grombalia area. On December 23, 
concluding that the group was beginning preparations for 
attacks planned to coincide with the end of the year, the GOT 
decided to act proactively to take the group down. Noting 

that local newspapers had published photographs of one of the 
residences used by the group, Ben Dhia explained that some of 
the suspects in the house during the December 23 shoot-out 
had managed to flee via an open window. 
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4. (S) In the aftermath of the GOT security operations, 12 of 

the suspects had been killed and 15 arrested, accounting for 

all 27 suspects, according to Ben Dhia. As for GOT 

casualties, Ben Dhia said there had been two killed and three 
wounded. Asked whether the GOT had been able to account for 
the support network that would have been required to sustain 
the group, Ben Dhia responded that the security services had 
investigated this matter, and that they consider the 

operation \"terminated for the instant.\" 


5. (S) Ben Dhia credited the GOT\'s intelligence liaison 
relationships with friendly countries, notably Algeria and 
Libya, with producing the actionable intelligence to 
neutralize this threat. Thanking Ben Dhia for sharing this 
information, the Ambassador also reiterated that the USG 


stands reay to help the GOT in the fight against terrorism,emphasizing that \"We are all in this fight toge 
Ambassador also encouraged Ben Dhia to share his information 

directly with the British and Frnch ambassadors, and other 

key members of the dilomatic corps, a suggestion Ben Dhia 

took on boar. 


6. (C) In addiion to immediately sharing the above 
informationwith his British counterpart, Ambassador will 
folow up on this information in a January 9 meeting ith 
Minister of Interior and Local Development Raik Belhaj 
Kacem. 


7. (S) While we welcome the pparent effectiveness of the 

Tunisian security srvices, and the willingness of two senior 

officils to share some information with us, we are troubed 

by several issues. First and foremost is the ailure of the 

GOT to share information sooner, ad in more detail. Second, 

we are struck by the ontradictions in some of the 

information we are eceiving. Tuesday\'s meeting with the 

Minister o the Interior may (and we underscore may) producemore concrete and detailed information. L 
information, we have only bits and piees of what 

increasingly appears to be a complex nd dangerou puzzle. 
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8. (C) Ben Dhia was confident, friendly, nd gracious during 
the meeting, and he appeared o be in good health. Twice 
invoking President Bn Ali\'s name, Ben Dhia underscored that 
he well nderstands Ben Ali\'s intentions, specifically noting 
that Ben Ali wants tosolidify relations with the United 

States. Ben hia also indicated that he comes from a family 

o imams; as such, he said, he takes particular umbrae at 

the \"deviation\" of Islam represented by IsImic extremists. 
Repeatedly bemoaning how easy itis for Islamic extremists to 
manipulate the ignoant, he ventured that were Mohammed to 
return toearth today, he would not recognize the Islam that 
many practice. Ben Dhia remembered fondly his fist official 
trip to the United States, which he ndertook as Minister of 
Higher Education at a tie when the USG and Tunisia were 
launching an eduational exchange program. He also noted 
that hisson travels to the United States \"almost monthly.\" 
GODEC 


91801 

PP RUEHWEB 

DE RUEHDG #0035 0081948 

ZNR UUUUU ZZH 

P 081948Z JAN 07 

FM AMEMBASSY SANTO DOMINGO 

TO SECSTATE WASHDC PRIORITY 7075 


SIPDIS 
SIPDIS 
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E.O. 12958: N/A 

TAGS: MARR, PGOV, PHUM, DR 

SUBJECT: VETTING REQUEST FOR DOMINICAN MILITARY JOINT 
COUNTER TERRORISM TEAM 


REF: MEIGS/RICARDO E-MAIL 12/12/2006 


1. In connection with U.S. military training planned for the 
Dominican Military Joint Counter Terrorism Team, Embassy 
Santo Domingo requests that Department advise of any 
holdings of adverse information concerning the following 30 
individuals. Embassy has no adverse information. Please 
slug reply for EcoPol and MAAG. 


AQUINO VICIOSO, Marino 

BREA CRUZ, Carlos Manuel 
CABRERA ALCANTARA, Jose Miguel 
CASILLA VOLQUEZS, Ambrocio 


Column 3 

CONCEPCION ANARCO, Rodolfo 

DE LA ROSA RIVERA, Ricardo 

DE LOS SANTEOS MATEO, Pablo 
DEL ROSARIO, Wellintong Jose 
ESTEVEZ MENDOZA, Euclides de Js. 
FELIZ FELIZ, Wascar 

FLORIAN BERIGUETE, Alejandro 
GARCIA LOPEZ, Francisco Antonio 
HIERRO CABRAL, Pedro Efrain 
JAQUEZ ANGOMAZ, Roberto 
JIMENEZ TEJADA, Edward Antonio 
MARCIAL POLANCO, Jose Homero 
MATOS DE LOS SANTOS, Ramon 
MATOS PENA, Jose Luis 

MENCIA CURY, Rafael Jacobo 
MENDEZ MATEO, Christopher de Jesus 
MERCEDEZ PEREZS, Juan 
MONTERO MONTERO, Jose Miguel 
PENA MATOS, Miguel Angel 

PEREZ MEDINA, Romer Antonio 
PUMAROL RODRIGUEZ, Carlos Julio 
RAMIREZ RAMIREZ, Miguel Angel 
RODRIGUEZ MATEO, Francisco Antonio 
SANTANA SOSA, Nilson Antonio 
SOTO TAVERAS, Juan Pablo 

TIFA MORA, Willy Antonio 

HERTELL 
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STATE FOR OES/ENV (HFINMAN) AND OES/PCI (LSPERLING) 
SAN SALVADOR FOR AID (ADIX) 


E.O. 12958: N/A 

TAGS: SENV, PREL, ETRD, EMIN, SOCI, AORC, CS 

SUBJECT: COSTA RICA: DEMARCHE ON MERCURY ISSUES AT 24TH 
SESSION OF UNEP GOVERNING COUNCIL 


REF: 06 STATE 202028 


1. SUMMARY: Environment Ministry contacts confirmed that 
the GOCR had nat yet considered mercury issues in the context 
of the February 5-9 UNEP Governing Council meeting. Ministry 
advisor Maria del Pilar Alfaro noted that a ban on the 
international trade or primary mining of mercury could impact 
Costa RicaWs health sector, which relies on older medical 
equipment that uses mercury. She observed that any domestic 
mercury voluntary reduction strategy would need to be 
preceded by a mercury use/stockpile inventory, which does not 
yet exist in Costa Rica. Alfaro added that the GOCR and U.S. 
EPA are close to finalizing a USD 10,000 agreement on 
replacing mercury-based thermometers and that discussions are 
underway with UNITAR on a second project. END SUMMARY. 


2. REO raised requested demarche (reftel) on January 4 with 
Environment Ministry Directorate of Environmental Quality 
Management (Direccion de Gestion de Calidad Ambiental - DGCA) 
technical advisor Maria del Pilar Alfaro and on January 5 

with Director of International Cooperation Ruben Munoz. Both 
confimed that the Ministry of Environment has not yet 

considered mercury issues in the context of the upcoming 
February 5-9 United Nations Environment Program (UNEP) 
Governing Council meeting in Nairobi. 


3. Alfaro said that Costa Rica does not produce mercury. 
She noted that Costa Rica,s health sector, whose aging but 
serviceable equipment requires mercury, is the country,s 
most important user of the substance. Little if any mercury 
is currently used in the mining sector. She predicted that a 
phase-out of mercury mining or a ban on mercury trade, 
&while ideal,8 would have a major impact on Costa Rica,s 
health system, which currently lacks the funds to upgrade its 
equipment to non-mercury dependent equipment. 


4. Alfaro flagged in particular Costa Rica,s need to 
develop a mercury stockpile inventory, the first step towards 
a domestic mercury reduction strategy. The Health Ministry 
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is undertaking a tentative catalog of mercury use in the 
health sector. Should an inventory be developed, the GOCR 
would have a more complete sense of its exposure to an 
international prohibition against mercury trading and 
possible approaches for reducing mercury use. 


5. Alfaro said that the government had two mercury-related 
projects under development. First, the U.S. Environmental 
Protection Agency and (EPA) and the GOCR are close to signing 
a letter of understanding for a USD 10,000 project to phase 

out mercury-based thermometers. Second, preliminary 
discussions are underway between the GOCR and the United 
Nations Institute for Training and Research (UNITAR) on a 
mercury-related project. 

LANGDALE 
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E.O. 12958: N/A 
TAGS: ECON, EFTA, ETRD, FAS, FCSC, PM 
SUBJECT: PANAMA MARKS CONCLUSION OF FTA (TPA) NEGOTIATIONS 


1. (U) SUMMARY. The GoP is engaged in a full court press to 
solidify public support for the U.S.-Panama FTA (now renamed 
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as a\"Trade Promotion Agreement" or \"TPA\") Working through 
the holidays, President Martin Torrijos led a December 27 

event to mark the conclusion of the TPA negotiations. The 
principal themes were that the TPA negotiations were a team 
effort between the GoP and the private sector, and Panama 
negotiated a TPA on terms more favorable than any other TPA 

in the region. Media coverage of the event and conclusion of 

the TPA negotiations has been largely favorable. END SUMMARY. 


2. (U) On December 27, 2006, the GoP held an event to mark 
the conclusion of the TPA negotiations. The event was 
attended by Torrijos, ForMin Samuel Lewis Navarro, GoP 
Minister of Commerce and Industry Alejandro Ferrer and 
leaders of various business and trade associations who 
participated in the negotiation process. Also present was the 
Ambassador, along with 200 representatives of private sector 
manufacturing, agricultural and services associations, and 
various GoP legislators and vice ministers. The event was 
carried live on Panamanian television. 


3. (U) Each speech carried two principal themes: (1) the TPA 
negotiations were a team effort between the GoP and the 
private sector and (2) Panama negotiated a TPA on terms more 
favorable than any other TPA in the region. There was no 
mention that labor issues are subject to further 

negotiations. Torrijos stated that the TPA negotiations 
represented a \"consensus\" between the private sector and the 
GoP. Ferrer noted that during the negotiations process the 
GoP had over 300 meetings with business and trade 
associations. Various producer group leaders praised Ferrer 
for addressing each constituencies\' concerns. 


4. (U) Several participants suggested that Panama has 
negotiated the most favorable TPA in the region. Torrijos 
and Ferrer made special note of increased sugar quotas, 
sanitary and phyto-sanitary provisions which they 
characterized as maintaining Panamanian sovereignty over 
health standards, special protection for the coffee, potato 

and onion producers, and contract set asides for Panamanian 
companies to participate in the Panama Canal expansion 
project In a full page December 28 newspaper ad paid for by 
the GoP, the headline read \"FTA: The Best Treaty Negotiated 
with the U.S.\" 
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5. (U) Media coverage of the event and conclusion of the TPA 
negotiations has been largely favorable. Most editorials 

have been supportive of the TPA. However, Panama\'s La 
Estrella newspaper reported that the Panamanian Ranchers 
Association (ANAGAN) held a meeting on December 27, 2006 to 
discuss concerns over sanitary and phyto-sanitary issues. 

The newspaper reported that former Agricultural Ministers and 
ANAGAN members, Laurentino Cortizo and Alejandro Posse, 
remain opposed to the TPA, while ANAGAN President Luis 
Martinez supported the TPA, calling it \"positive.\" 


6. (U) GoP Vice Minister of Trade Carmen Gisela Vergara and 
Chief Trade Negotiator Leroy Sheffer are leading the GoP team 
through a series of encounters with various producer groups. 
The team is visiting key agricultural regions and is engaging 
with Panama City-based business leaders to explain the TPA 
deal and build support. 


7. (U) The Chairman of the Assembly\'s Commerce Committee told 
EconChief on December 27 that he expects the Assembly to 

ratify the TPA by a wide margin. (Note: On December 15, 

2006, the Assembly unanimously ratified the Panama-Chile FTA.) 


8. (U) The December 27 event was an attempt to boost momentum 
for TPA support. The event was also meant to show solidarity 
between the public and private sector in the hope of, among 
other things, deflecting any charges that the GoP agreed to a 
TPA without consulting with the private sector. The event 
married the trade and business associations to the GoP on the 
TPA. Few trade or business leaders will be able to attack 

the TPA without, directly or indirectly, attacking their own 

trade association. A failure of the TPA in Panama would 
reflect as badly on the private sector as it would on the 

GoP. Successful conclusion of the TPA negotiations 

solidifies Ferrer\'s standing in the Torrijos Administration\'s 
cabinet. END COMMENT. 

Eaton 
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SIPDIS 

SIPDIS 

WHA/CAR FOR RANDALL BUDDEN 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR US IMET IS 16 
JANUARY 2007 


1. Post requests the Department\'s assistance in screening 
the following candidate of the Jamaican Defense Force (JDF) 
who has been nominated for training in the U.S., pursuant to 
the Leahy Act and Foreign Assistance Act. Post has no 
derogatory information. 


2. The name of the proposed candidate follows: 


Name: MARRIOTT, Terence 

Gender: Male 

Occupation: SGT/JDF 

Unit: 1JR 

Service No.: JDF/24132 

DOB: 04 July 1968 - Kingston, Jamaica 


Type of Training: Foreign Guest Instructor (FGI) Program 
Training Starts: 17 Jan 2007 
Travel Date: 16 Jan 2007 


3. Post appreciates Department\'s assistance. 
JOHNSON 
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E.O. 12958: DECL: 01/08/2017 
TAGS: PHUM, KDEM, SOCI, CU 
SUBJECT: POLITICAL PRISONERS DESCRIBE ANGUISH IN CAMAGUEY 


HAVANA 00000022 001.3 OF 002 


Classified By: COM Michael Parmly for Reason 1.4(d). 


1. (C) Summary: In a letter smuggled out of Cuba\'s infamous 

Kilo 7 prison in Camaguey, 16 political prisoners have 

denounced \"barbaric\" conditions, including violent and 
humiliating repression, a shortage of food, medical neglect 

and a visitation system \"designed to destroy family ties.\" 

The letter, dated January 1, calls on foreign governments and 

the Human Rights Council to intercede with the Cuban 
Government to address the situation. At prisons in Holguin 

and Santiago, other political prisoners are suffering, family 
members told us on January 7. The Cuban Commission for Human 
Rights and National Reconciliation (CCDHRN) will release a 
report on January 9 that puts the number of documented 

political prisoners at 283. Although this represents a 

decline, the GOC in 2006 stepped up its intimidation of human 
rights activists through warnings, citations and 

interrogations. The Cuban Foreign Ministry has published a 
series of books on Cuba\'s human rights record; the chapter on 
prisons calls the GOC\'s prison system \"profoundly humane\" and 
subject to distortion by the United States. End Summary. 


2. (SBU) Sixteen political prisoners, including independent 
journalist Normando Hernandez and Alfredo Pulido of the 
Christian Liberation Movement (MCL), have released a letter 
condemning wretched conditions at Camaguey\'s Kilo 7 prison. 
The two-page letter, addressed to the UN Human Rights Council 
and diplomatic offices in Havana, harshly criticizes the 
penitentiary for its repressive staff, shortage of food, 
overcrowding, poor hygiene, and lack basic materials such as 
towels and sheets. The prisoners said that what little food 

is available is poorly prepared, and that the prison staff 

uses hunger as a political tool. \"If you attend ideological 
classes, you get to eat lunch,\" the letter explains. But not 

all inmates go hungry; double rations are available to common 
prisoners who do the guards\' bidding, including ganging up on 
and even stabbing prisoners who fail to toe the line. 


DAILY BEATINGS 
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3. (SBU) Kilo 7\'s guards do not outsource all of the 
violence, however. According to the letter, prisoners are 
beaten every day, and guards impose discipline through 
violence and physical and verbal mistreatment. \"Blood and 
punches are the symbol of (warden) Didier Fundora Perez.\" 
The signers of the letter also condemned the practice of 
forcing prisoners to march naked past guards, and 
occasionally being required to squat and/or spread their 
buttocks. The letter adds that the intensity of the 

repression contributes to the high number of suicide attempts 
and acts of self-mutilation at the prison. 


JAILHOUSE DENTISTRY 


4. (C) Prisoners alleged serious deficiencies in medical care 
at Kilo 7, regarded as Cuba\'s worst prison by prison expert 
and former political prisoner Elizardo Sanchez. Inmates at 
the Camaguey prison wait years for operations, and those 
suffering from intense tooth pain perform their own 
extractions using wire. The visitation system, the letter 

says, is \"designed to destroy family ties,\" and subjects even 
senior citizens and children to mistreatment. Correspondence 
is read and censored. Telephone access is limited and in 
some cases banned outright. 


SILENCE FROM HOLGUIN PRISON 


5. (C) At Holguin Provincial Prison, political prisoner 

Alfredo Dominguez of the MCL has been incommunicado for more 
than a month, his wife told us on January 7. She said that 

at her last prison visit, on December 5, Dominguez informed 
her that he and three other political prisoners would stage a 
hunger strike on December 9, 10 and 11, to mark International 
Human Rights Day. His wife believes that Dominguez lost his 
phone privileges as a result of the hunger strike. She said 
she had been told by relatives of other prisoners at Holguin 
that when her home telephone number is dialed from the 
prison, the caller is told the line is out of service or the 

number is unassigned. 


AT SANTIAGO PRISON, HEALTH WOES 


6. (C) At the Santiago prison of Aguadores, Dr. Ricardo Silva 
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of the MCL enjoys phone privileges. But as his mother told 
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us on January 7, Dr. Silva is dealing with myriad health 
woes, including giardia and optical nerve damage. On the 
bright side, the mother said, the GOC recently informed the 
family that Aguadores\' visitation system would soon be 
changed; instead of every 45 days, the family would be 
permitted a monthly visit. (Note: Many political prisoners 
are granted visits on a less frequent basis. Grass-roots 
activist Angel Moya Acosta, for instance, is allowed only 
quarterly visits. In some cases, the family visits are 
banned entirely; such was the case for most of the 
incarceration of Hector Palacios, who was released on 
conditional probation on December 6. End Note.) 


GOC DENIES PROBLEMS, ACCUSES U.S. 


7. (U) In late December, the GOC delivered to each accredited 
diplomatic mission in Havana a series of books produced by 
the Cuban Foreign Ministry and titled, Cuba and Human 
Rights: The Upsurge in the Policy of Hostility and Aggression 
against the Cuban People by the Administration of George W. 
Bush. In the chapter on prisons (septel), the GOC claims to 
have established a \"profoundly humane\" prison system, 
characterized by respect for the law. The book accuses the 
United States of \"inventing images of horrible conditions\" 
and a sub-human diet at prisons, and of denouncing \"false 
shortages.\" 


COMMENT 


8. (C) In the absence of access to Cuban prisons by Human 
Rights Watch, Amnesty International and the International 
Committee of the Red Cross, letters smuggled out of prisons 
are enlightening, if disturbing. The report on Kilo 7 tracks 

with what we have heard about conditions at other Cuban 
prisons. Elizardo Sanchez\'s CCDHRN will release a report on 
January 9 stating that the number of political prisoners 
documented by the CCDHRN at the end of 2006 stood at 283. 
Although this marks a reduction from the year-earlier figure 

of 333, the GOC stepped up its intimidation of dissidents in 
2006 through increased reliance on official warnings, 

citations and interrogations. 


9. (C) The Kilo 7 account is among the most authoritative and 
compelling reports we have received in recent months from 
inside a Cuban prison. It highlights a problem long known to 
Cuba watchers, and which we describe at length in the 
forthcoming Human Rights Report. Post recommends that at 
Washington\'s rollout of the HRR, this issue be highlighted. 
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10. (C) Post also recommends that Washington agencies add to 
their databases and watchlists the name of Didier Fundora 
Perez, warden at Kilo 7. 

PARMLY 
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E.O. 12958: N/A 
TAGS: KICC, PREL, MARR, PE 
SUBJECT: PERUVIAN REACTION TO DEPARTMENT\'S SOFA TEXT 


REF: 06 STATE 197183 


1. (SBU) Pol Mil Officer and MAAG Chief met with Ambassador 
Bellina, Political Advisor to the Ministry of Defense and 
Director of Policy and Strategy, on December 20 to discuss 
the Department,s proposed SOFA text. Bellina reiterated the 
Peruvian position that any SOFA should be grounded in the 
Vienna Convention and the 1952 US-Peru Military Agreement. 
He then enumerated the outstanding issues, categorizing them 
according to their level of difficulty as: technical matters, 

points for negotiation, and issues difficult to resolve 

because they would involve legal/constitutional changes. 
Bellina noted that the GOP was hiring an eminent 

international jurist to examine ways in which the 1952 
agreement can be used to reach a SOFA with the U.S. End 
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Summary. 


2. (SBU) Pol Mil Officer and MAAG Chief met with Ambassador 
Bellina, Political Advisor to the Ministry of Defense and 

Director of Policy and Strategy, on 12/20/06 to discuss the 
Department,s proposed SOFA text. Bellina repeated the 
Peruvians\' basic stance, that the best way to achieve a SOFA 
is to ground desired changes in the Vienna Convention and the 
1952 US-Peru Military Agreement. Bellina then gave us his 
assessment of the outstanding issues, dividing them by 
difficulty into three categories: 


-Technical matters that could likely be worked out soon or 
are already granted in practice by the GOP; 


-Points that required negotiation; 


-ltems that would be difficult for Peru to concede due to 
conflicts with existing law and/or the constitution. 


3. (SBU) Bellina,s bird\'s-eye view of the SOFA challenges 
should not be taken as a negotiating position, but rather his 
experienced understanding of where things likely stand. He 
also stated that the MOD was hiring an outside international 
legal jurist, Juan Jose Ruda of the Catholic University, to 
peruse our proposed text and see how it could best be covered 
by the Vienna Convention and the 1952 US-Peru Agreement on 
Military Cooperation. 


4. (SBU) Bellina said that the following points should be 
easy to continue in practice and to add to our dip notes or a 
possible SOFA: 


-- U.S. military personnel should have no problem obtaining 
immunities equivalent to those according to the 
administrative and technical staff (A and T status) of a 
Diplomatic Mission under the Vienna Convention. (In effect, 
this enables U.S. personnel to avoid Peruvian jurisdiction 
and civil/criminal charges from actions taken in the line of 
duty.) 


-- Peru already recognizes US drivers licenses for 90 days, a 
time period which covers almost all exercises and deployments. 


--Recognition of U.S. professional licenses should not be a 
problem, but the Ministry of Health requires a formal 
accreditation process. 


--U.S. Armed Forces personnel can wear uniforms and bear arms 
when carrying out their official duties. 
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--Tax exemptions for imports or exports of personal property, 
equipment, supplies, training, etc. by U.S. personnel 

involved in approved deployments should not be a problem, 
since the Embassy already enjoys this privilege, though it 
would have to be coordinated ahead of time through the Office 
of Privileges and Immunities at the Ministry of Foreign 

Affairs. 


-- U.S. military forces already enjoy freedom of movement and 
use of the radio spectrum. Bellina did not think it would be 
difficult to spell out these items in future diplomatic 

notes. He did say, however, that access to the radio 

spectrum needed to be further detailed. The present text 

says that U.S. Armed Forces \"can use the radio spectrum. He 
suggested that this be changed to read that the U.S. would do 
this \"in consultation with the Government of Peru." 


5. (SBU) Bellina said that the following items are likely 
negotiable: 


--Yearly agreements that list a series of exercises and 
deployments with weapons. 


--Exemption from Customs charges or inspections would be 
possible, but would require previous coordination with 
Customs. 


--U.S. aircraft and vessels could likely be freed from 

boarding and inspection, though Bellina recommended that we 
add language stating that this exemption applied ¿when on 
official duties in Peru8 and that such exemption would be 
obtained \"with prior coordination between the USG and the 
GOP. 


--The United States W'shall pay reasonable charges for 
services requested and received at rates no less favorable 
than those paid by the Armed Forces of Peru." 


6. (SBU) Bellina said the following would be difficult to 
achieve: 


--Having US Military personnel enter Peru with only United 
States identification and travel orders. Bellina said that 

since the immunities granted to U.S. personnel are based on 
the Vienna Convention, and hence on status as administrative 
and technical personnel attached to the Embassy, they must 
have a passport with an official visa to have A&T status. 


--Peru will not agree to explicit language that gives the USG 
exclusive criminal jurisdiction over U.S. military personnel 
while they are in the country, since this would appear to 


Column 3 

derogate the powers of the Peruvian courts. Instead, he 
pointed out, A&T status essentially grants the same 
privileges, but does so by offering immunity rather than by 
canceling or limiting Peruvian courts\' criminal jurisdiction 
over DOD personnel in Peru\'s sovereign territory. To do the 
latter would require constitutional changes, to which the 
Peruvian Congress would never agree, Bellina concluded. 


--Exemption from all tolls and transit fees would be 

difficult to achieve, since some such fees are levied by 
private owners like Jorge Chavez airport or the Port 

Authority (ENAPU), both independent corporations. Peruvian 
government official vehicles, with the exception of police 
vehicles or military troop transports, pay road tolls. U.S. 
vehicles escorted by Peruvian police and military vehicles 
would likely be waved through, but a permanent exemption 
would be difficult to achieve since MOD and Armed Forces 
vehicles pay tolls. 


--Bellina said that tax exemptions for articles and services 
acquired in Peru and for those acquired by contractors would 
be difficult to achieve. He said the GOP would need to get a 
legal opinion on how this would be squared with Peru,s tax 
laws. Regarding exemptions for US contractors, Bellina asked 
if the phrase referred to anyone contracted by the U.S. or 

U.S. citizen contractors. 


7. (SBU) On this last point, the Department,s text needs 
clarification. Bellina stated that this type of exemption 
should be possible for U.S. citizen contractors, but not for 
Peruvian or third country national contractors. He mentioned 
that we might present all DOD purchases as U.S. Embassy 
purchases to take advantage of the tax benefits already 
granted to the Embassy by the 1993 exemption law. 


8. (SBU) In contrast to an initial early December meeting in 
which Bellina was dismissive of a SOFA based on the draft 
model text, in the December 20 meeting we found encouraging 
elements in Bellina\'s list, particularly in PeruVs commitment 
to hiring an international jurist. His comments are 

especially germane given that he was the Director for 
National Security and Defense in the Ministry of Foreign 
Affairs prior to assuming his current position as political 
advisor to the Minister of Defense. A professional diplomat 
who knows the nuances of Peruvian law, Bellina understands 
the larger context of what we are requesting in this SOFA 
text. 
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E.O. 12958: DECL: 01/09/2017 

TAGS: PREL, MARR, PHUM, PINR, ASEC, CASC, FJ 

SUBJECT: FIJI UPDATE 1/9/07: MORE INTERIM MINISTERS; 
BAINIMARAMA ADDS HATS; WORRIES ABOUT THE JUDICIARY 


REF: SUVA 018 (AND PREVIOUS) 
Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (C) The total of ministers tapped for Fiji\'s interim 
administration reached 16 with the swearing in of 6 on Jan. 
9, including former PM Chaudhry as Finance Minister. They 
join Interim PM Bainimarama, 8 interim ministers sworn in 
yesterday (ref), and Ratu Epeli Ganilau to be sworn in next 
week. Ratu Epeli and his National Alliance Party (NAP) have 
been obvious and vocal backers of Bainimarama. One relative 
surprise was Bernadette Rounds-Ganilau, long a social 
activist and only recently a politician. Reportedly 
Bainimarama intends to retain the Home Affairs and 
Information portfolios. We hear Fiji's judges are pondering 
how to react to the military\'s effort to meddle in judicial 
matters. Some seem willing, even perhaps complicit; others 
are very upset. As events in Fiji continue to unfold, a 
credible, neutral judicial system will be crucially 

important, but it is not a sure thing. End summary. 


More interim ministers: Chaudhry, Ganilau 
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2. (C) Six more interim-government ministers were sworn in on 
Jan. 9, with another in the cards. They include: 


-- Mahendra Chaudhry, Interim Minister for Finance, Sugar 
Reform, and National Planning. See reftel for comment. The 
head of the National Federation Party (NFP), the arch-rival 
within Fiji\'s Indian community to Chaudhry\'s FLP, said 
accepting the jobs was \"a betrayal of democracy.\" In remarks 
after the swearing in, Chaudhry noted the incongruity of 

having been removed as Minister of Finance by the RFMF\'s 
Rabuka coup in 1987 and now reassuming the job following the 
Bainimarama coup. When asked about Bainimarama\'s \"no running 
in the next election" mandate for interim ministers (see 

ref), Chaudhry suggested that it would be a shame if those 

who perform really well couldn\'t run, so maybe the issue can 
be revisited one day in Cabinet. 


-- Lekh Ram Vayeshnoi, Interim Minister for Youth and Sports. 
Vayeshnoi, an FLP stalwart and a very close associate of 
Chaudhry, was Minister for Energy in Qarase\'s multi-party 
cabinet. In the 1999 Chaudhry Government, Vayeshnoi was 
Information Minister. He has also been FLP spokesman. When 
first elected to parliament in 1994, he was the youngest ever 
MP in Fiji. He is a farmer by background, from Sigatoka. 


-- Bernadette Rounds-Ganilau, Interim Minister for Labor, 
Industrial Relations, Tourism, and the Environment. 
Rounds-Ganilau entered politics in 2006, winning a surprise 
victory in the Suva General Communal seat over incumbent Ken 
Zinck. Rounds-Ganilau and General-Voters colleague Mick 
Beddoes served as the opposition in the 2006 Parliament, so 
she was Deputy Opposition Leader. Rounds-Ganilau has long 
been a social activist. She has a strong record in the NGO 
community. Some former colleagues were quite shocked that 
she accepted a ministerial job. She told an embassy spouse 
yesterday that she agonized over the decision after receiving 
daily phone calls from Bainimarama for three weeks. In the 
end, she decided Fiji needs her right now. 


-- Jone Navakamocea, Interim Minister for Local Government 

and Urban Development. Navakamocea won a parliamentary seat 
in 2006 under Qarase\'s SDL banner and served as State 

Minister for National Planning in the multi-party cabinet. 

He reportedly formally applied for a cabinet position in the 

interim administration and resigned from the SDL Party. 
Novakamocea was previously Deputy Secretary of Finance. 


-- Tevita Vuibau, Interim Minister for Lands and Mineral 
Resources. Vuibau is a former principal science officer in 
the Office of Marine Geology, Mineral Resources Department. 
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-- Jainend Kumar, Interim Minister for Agriculture, 
Fisheries, and Forestry. Kumar formerly was Director of 
Research at the Koronivia Research Center, Ministry of 
Agriculture. 


-- Ratu Epeli Ganilau, reportedly to be Interim Minister for 
Fijian Affairs. Ganilau informed the media today that he has 
accepted the job but will not be sworn in until next week 
when he returns to Suva from Taveuni, his home island. 


SUVA 00000020 002 OF 002 


Ganilau is son of former Fiji President Ganilau, who was one 
of Fiji's three highest chiefs, and he is married to Adi 

Ateca Mara, a daughter of Ratu Mara. Ratu Epeli Ganilau was 
Commander of the RFMF in the 1990s and chose Bainimarama to 
succeed him. Ganilau headed the Great Council of Chiefs 
after the 2000 coup but lost that job when he failed to get 
re-nominated to the GCC. He and his National Alliance Party 
(NAP) competed in the 2006 elections, accenting 

multi-cultural themes. The NAP had a disastrous showing, not 
coming close to winning any seats. Ganilau reportedly has 
had severe financial difficulties and was staying at the Army 
camp recently. Ganilau has been presumed to be one of the 
\"shadowy figures\" behind Bainimarama\'s coup. By many 
accounts he is a nice guy but is very shallow intellectually. 


Bainimarama: Home Affairs and Information 

3. (C) RFMF spokesman Leweni told the media today that 
Interim PM Bainimarama will retain the Home Affairs and 
Information portfolios in addition to continuing as Commander 
RFMF. Home Affairs and Information are both crucial 
responsibilities. The Home Affairs Minister is technically 

the boss of the military commander, though Bainimarama often 
ignored that relationship. Information is the propaganda 
function, something the RFMF has always accented. There is 
no way Bainimarama can actually manage all four of his 
important hats. Presumably he will delegate most 
responsibilities to subordinates. 


The Judiciary\'s role 

4. (C) A well-placed source tells us Fiji\'s High Court 
Justices are still attempting to decide how to react to 
Bainimarama\'s decision last week to send Chief Justice 
Fatiaki and the Chief Magistrate on indefinite leave. 
Reportedly some, like Justice Tony Gates, are prepared to 
accept responsibilities assigned by the military. Very 
possibly, Justice Nazhat Shameem is positioning herself to 
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become Acting Chief Justice, if called. Others reportedly 

are extremely troubled by Bainimarama\'s imposition of 
authority over judicial prerogatives. Our source predicted 

the Fiji judiciary will split asunder if Shameem is promoted. 

A problem is that the Judicial Services Commission (JSC), 
which is charged with regulating 
judicial-administration/personnel issues under the 
Constitution, is currently non-functional. The JSC\'s members 
are the CJ (forced to be on leave), the Chair of the Public 
Services Commission (recently replaced extra-constitutionally 
by the RFMF), and the head of the Fiji Law Society (who has 
been outspoken against the coup but who presumably could not 
override Bainimarama in the present environment). 


Comment 

5. (C) It is possible a few more ministerial appointments 

will dribble in, but the interim administration\'s cast is 

nearing completion. Ethnic Fijians dominate (11 of 16), but 
Chaudhry, an Indian, has the important Finance and Sugar 
portfolios. There were rumors that Bainimarama would make 
Chaudhry Deputy PM today, but it didn\'t happen. Most 
ministers appear reasonably competent; some, like Chaudhry, 
are extremely savvy. How they work together will be 
interesting to observe. Bainimarama appears to us to prefer 
issuing orders, not accenting collegiality. A number of the 
interim ministers will chafe at that. 


6. (C) The state of the judicial system is a worry. 
Admittedly, there have long been complaints that CJ Fatiaki 
is lazy and a poor administrator and that some of Fiji\'s 
magistrates are corrupt. But many people thought an 
increasingly professional police force under Commissioner 
Hughes (now departed) and a credible set of High Court 
Justices were bright spots. We are already seeing 
indications that the police under military oversight may be 
retreating from professionalism in some criminal 
investigations, such as the murder on the margins of the 
wedding reception of Bainimarama\'s daughter. If and when 
cases concerning coup-related issues start reaching the 
courts, a neutral, credible, \"rule of law\"-oriented judiciary 
will be essential, but it is not guaranteed. 

DINGER 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: EINV, CS 


SUBJECT: DUE DILIGENCE FOR OPIC-SUPPORTED INVESTMENT FUND 
REF: State 200498 (2006) 


1. The administration of President Oscar Arias has given a priority 
to improving the supply of housing for low and middle income sectors 
as part of the administration\s complementary agenda for 
development. The Alsis Latin America Mortgage Fund goal to 
originate and securitize mortgages of approximately $30,000 is 
consistent with the goals of the Arias administration. 


2. Post is aware that the Overseas Private Investment Corporation 
(OPIC) recently provided loan guarantees to Citibank for a program 
in Costa Rica designed to make loans to small and medium sized 
enterprises and for moderate income mortgages. 


3. Post has no information, derogatory or otherwise, regarding the 
prospective fund manager, nor was post able to locate any reference 
to the fund manager in a web search of local press. 


LANGDALE 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: PRESIDENT CHEN SHUI-BIAN\'S TRIP TO 
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NICARAGUA, SADDAMVS EXECUTION 


1. Summary: Taiwan\'s major Chinese-language dailies focused their 
coverage January 6-8 on the insolvency crises involving The Chinese 
Bank and the Enterprise Bank of Hualien. Coverage also focused on 
legislative elections in 2007, the pairing of possible candidates as 
running mates in the 2008 presidential elections, and the trial 
operations of Taiwan\'s new high-speed railway system. 


2. In terms of editorials and commentaries, Washington correspondent 
Norman Fu noted in the pro-status quo \"China Times\" that President 
Chen Shui-bian\'s relationship with Washington will not return to 
normal before he leaves office, because Chen wants to push himself 
out of the box while the United States will try to box him in. An 

editorial in the limited-circulation, conservative, pro-unification, 
English-language \"China Post\" argued that Chen should not make a 
trip to Nicaragua, as President Daniel Ortega of Nicaragua has vowed 
to cut diplomatic ties with Taiwan. An editorial in the 
limited-circulation, pro-independence, English-language \"Taiwan 
News,\" however, said Chen can revamp the island\'s ties with 
Nicaragua and that Washington\'s decision to allow Chen to transit 

the continental United States \"signifies the repair of the rift 

between Washington and Taipei." A separate China Post" editorial, 
on the other hand, discussed the execution of Saddam Hussein. The 
article said Bush \"has succeeded in hunting down Saddam and sending 
him to the gallows, but he has failed to extricate American troops 

from the Iraqi quagmire and from preventing Saddam\'s ghost from 
haunting him.\" End summary. 


3. President Chen Shui-bian\'s Trip to Nicaragua 
A) \"Bian\'s Transit Unexpectedly Placed Under the \'China\' Category" 


Washington correspondent Norman Fu noted in the \"Washington Outlook\" 
column in the pro-status quo \"China Times\" [circulation: 400,000] 
(1/8): 


Y... What\'s regretful is that the United States has gone so far as 

to link A-Bian\'s transit with the Vone China\' policy and the \'three 
communiqus;\' this is something that has never happened before. It 
is believed that such a move by Washington is related to Chen 
Shui-bian\'s statement in his New Year Day\'s address that \'Taiwan is 
part of the world, but absolutely not part of China.\ As the KMT 
stated, Washington\'s new way of addressing [Chen\'s transit] was a 
result of Chen\'s looking for trouble. If he did not say the 

sentence above in his New Year Day\'s address and strongly emphasize 
the need to break away from the narrow framework of Von China\' and 
\'cross-Strait\' [relations], perhaps the United States would not have 
put it in such a way as to target him directly. 
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\"But the real irony was that while A-Bian was vowing to draw a clear 
line between [Taiwan] and China, the U.S. State Department has 
unexpectedly put his request for transit under the \'China\' category 
[of its daily press briefing]. ... In fact, based on the State 
Department\'s record of its previous press briefings, Bian\'s transits 
and other matters involving Taiwan were all placed under the 
\'Taiwan\' category. The change this time was not without the 
intention to embarrass Bian deliberately. There is an analogy to 
Washington\'s move - namely, it\'s like putting Bian into a box, and 
as long as he intends to break out of the box, the United States 

will not hesitate to squeeze him back into the box and stop him from 
acting ostentatiously. To quote the American saying, A-Bian is 
really Vboxed in.\' 


\"Of course Bian will not surrender easily; instead, he will wait for 

a chance to try to push himself out of the box. Washington, to 
prevent him from doing so, will naturally move carefully every step 
of the way and watch [him] closely. As a result, Bian\'s relations 
with Washington will not return to normal before he completes his 
term. This is basically a relationship based on a \'battle of wits.\' 
One can hardly blame the United States, because over the past six 
years since Bian came to power, there have been plentiful examples 
of his failure to keep his promises and creating surprises for the 
United States. How can the United States try not to guard against 
[him] ?\" 


B) \"The Presidential Voyage That Should Not Be Made\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (1/8): 


Y... We cannot bring ourselves to wish President Chen a happy trip, 
because it is a voyage that should not be made. There is no reason 
why Chen has to make the trip to extend his congratulations in 
person to Ortega, who has vowed to cut of diplomatic relations. The 
Sandinistra president made that promise to Beijing in the run-up to 
his election. ... Another purpose of the visit, which is much more 
important, is to avenge the slap in the face Uncle Sam dealt Chen in 
May last year. He was going to San Jose to attend the inauguration 
of the Costa Rican president, but Washington, offended by his 
NICARAGUA, SADDAM\'S EXECUTION 


end-run to terminate the National Unification Council, denied him 
transit stopovers in the contiguous United States. As a result, the 
president had to make two long detours to and back from Costa Rica. 


\"Of course, President Chen learned a lesson. So this time around, 

he took every caution not to offend Uncle Sam again in delivering 

his New Year\'s Day address. He had his spokesman state that 
Washington had not asked to read his speech. Washington had to make 
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sure he did not mention a new constitution for Taiwan before 
permission was given for him to lay over in San Francisco and Los 
Angeles. ...\" 


C) \"Chen Can Revamp Nicaragua Ties\" 


The pro-independence, English-language \"Taiwan News\" [circulation: 
20,000] editorialized (1/8): 


\"... The mainstream media has [sic] interpreted this presidential 
excursion as an effort to \'regain the high post\' [sic] in Taiwan\'s 
domestic politics and to rise above the past months of being mired 
in controversy over a series of alleged scandals in the presidential 
office and the first family. Any exercise in \'head of state 
diplomacy\' is bound to have domestic ramifications. In this case, 
Washington\'s arrangement to allow Chen to land in the two most 
important cities on the continental U.S.Ys west coast signifies the 
repair of the rift between Washington and Taipei over the flap of 
the president\'s refusal to stopover in Anchorage on his way to the 
inaugural of Costa Rica President Oscar Arias last May. Moreover, 
Washington\'s decision marks a mild rebuke to opposition Chinese 
Nationalist Party (Kuomintang) Chairman Ma Ying-jeou by both [sic] 
refusing to deny U.S. transit to Chen, whom the KMT has painted as a 
\'corrupt\' president. ...\" 


4. Saddam\'s Execution 
\"The Death of a Dictator\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (1/6): 


\"... There is no denying that Saddam was a brutal despot, and 
aggressor to boot. His invasion and occupation of Kuwait prompted 
the first Gulf War. He was eying Kuwait\'s oil the same way as 
America is eying Iraq\'s. Saddam knew this, and he told the world 
that George Bush\'s attack on Iraq was not because of his false 
accusation that Iraq possessed weapons of mass destruction, but 
because it possessed oil. It turned out that Saddam was telling the 
truth. Bush\'s hubris plus his over-confidence in America\'s military 
might has bogged the world\'s sole superpower down in a costly and 
unpopular war. He has succeeded in hunting down Saddam and sending 
him to the gallows, but he has failed to extricate American troops 
from the Iraqi quagmire and from preventing Saddam\'s ghost from 
haunting him. 


\"Far from being Van important milestone in Iraq becoming a 

democracy,\' as President Bush so brazenly put it, Saddam\'s hanging 

is not an example of Western justice but instead of jungle justice. 
Saddam\'s worst crimes were committed when he was an American ally in 
the Iran-Iraq war in the 1980s, but he was condemned only after he 
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became America\'s enemy. Saddam Hussein, the tyrant, dictator and 
despot, has suddenly become a martyr and hero in the Muslim world, 
and possibly beyond. In contrast, George Bush is seen as a bully 
and an aggressor. A milestone? Probably not. It is a millstone 
around Bush\'s neck. The mid-term elections last November spoke 
volumes of the voters\' resentment of Bush, resulting in the GOP\'s 
resounding defeat in both houses of Congress. It seems that Bush\'s 
nightmare is just beginning, now that Saddam Hussein is dead.\" 


YOUNG 
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SIPDIS 
STATE FOR ISN, lO, NEA, AND WHA/MEX 


E.O. 12958: N/A 
TAGS: MNUC, KNNP, UNSCR, MX, IR 
SUBJECT: DEMARCHE REGARDING UNSCR 1737 DELIVERED 


REF: STATE 202585 


POLOFF delivered reftel points to Secretariat of Foreign 
Relations (SRE) Deputy Director General for UN-Related 
Security and Legal Issues Julian Juarez Cadenas. As the SRE 
was closed for the holidays until January 8, we have not yet 
received any response, but will check back with SRE for a 
read-out of the GOM\'s thinking on this issue. 


Visit Mexico City\'s Classified Web Site at 
http://www. state.sgov.gov/p/wha/mexicocity 
GARZA 
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INFO RUEHIL/AMEMBASSY ISLAMABAD 1422 
RUEHNE/AMEMBASSY NEW DELHI 9541 
RUEHBY/AMEMBASSY CANBERRA 0260 
RUEHOT/AMEMBASSY OTTAWA 0621 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/08/2017 
TAGS: PREL, PGOV, PTER, CASC, BG 
SUBJECT: NATIONWIDE BLOCKADE CONTINUES 


REF: A. DHAKA 25 
B. DHAKA 30 
Classified By: Deputy Chief of Mission Geeta Pasi; Reason 1.4(d) 


1. (C) Summary: The AL-led alliance\'s nationwide blockade 
continued for a second day as police and protesters clashed 

in Dhaka and roads in and out of Dhaka remain blocked. Police 
reported protesters used small bombs equivalent to large 
firecrackers and, in one instance, police received small 
weapons fire. Chittagong port remains open, but the 
transportation blockade means goods are stuck at the port. 
The blockade was observed peacefully in other cities. Post 
held an EAC meeting. (ref B) End summary. 


2. (C) The level of violence increased on the second day of 

the Awami League (AL) led alliance blockade program as 
protesters threw stones and \"small bombs\" (Molotov cocktails) 
at police in several locations in Dhaka. Police responded 

with tear gas and rubber bullets and arrested dozens of 
protesters. The number of protest sites increased from a few 
key intersections in Dhaka (ref A) to include additional 
intersections, including Old Dhaka and Mirpur. As of 1600 
local, estimates varied on the number of injuries among 
demonstrators and police from a low of 100 to as many as 300, 
but no fatalities have been reported. 


3. (C) Police reported the use of small arms fire by some 
protesters within the narrow alleyways of Old Dhaka, injuring 
one police officer. Police responded by shooting rubber 
bullets. At one point an officer fired a shotgun, aimed at no 
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one, into the air. Awami League Organizing Secretary Ahkter 
Ahkteruzzaman told poloff that he was unaware of the use of 
the small arms against police, opining it had to be an 
\"isolated incident as we are a people\'s movement.\" 


4. (C) As of 1600 local, media reported that roads in and out 
of Dhaka remain effectively blocked. Large groups of 
protesters gathered at the port city of Chittagong without 
incident. Authorities reported that the port is full of 
containers further hampering port operations and keeping 70 
plus ships waiting at anchor. In addition, the blockade 
means roads to the port are closed preventing movement of 
cargo to and from the port. In Sylhet, sources reported that 
protesters stopped a local train and passenger bus without 
violence. In Rajshahi, police kept AL-led alliance 
demonstrators away from a BNP political rally led by BNP 
party mayor Mizanaur Rahman without incident. Sources also 
reported that Khulna observed the nationwide blockade 
peacefully. 


5. (C) Comment: The AL-led alliance has announced plans to 
lay seige to the President\'s compound, Bangabhaban, tomorrow 
(ref A), as part of their three day nationwide campaign. 

While the demonstrators have effectively shut down Dhaka and 
Chittagong port operations, the political stalemate continues. 
BUTENIS 
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RUEHSA/AMEMBASSY PRETORIA IMMEDIATE 1150 

RUEHRO/AMEMBASSY ROME IMMEDIATE 0816 

RUEHKO/AMEMBASSY TOKYO IMMEDIATE 8690 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/08/2017 
TAGS: PREL, PHUM, BM, TH 
SUBJECT: UNSC RESOLUTION ON BURMA: THAIS CONSIDERING DRAFT 


REF: STATE 1060 
Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


1. (C) Responding to reftel instructions, the Ambassador on 
January 8 called MFA Permanent Secretary Krit 
Garnjana-Goonchorn and requested that the RTG express support 
for the draft UNSC resolution on Burma to UNSC member states. 
Krit replied that he had read the draft resolution, which we 

had faxed to his chief of staff, and he would provide a 

substantive response to our request on January 9. We also 

raised the matter with several MFA officials at the working 

level. 

BOYCE 
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SIPDIS 

E.O. 12958: DECL: 01/08/2017 

TAGS: PREL, KNNP, KN, PARM, FR, GE, IT, UK 

SUBJECT: ADDITIONAL IRAN DESIGNATIONS UNDER E.O. 13382 
Classified By: Classified by ISN PDAS Patricia A. McNerney, 
Reasons: 1.4 (b) and (d). 


1. (SBU) This is an action request, please see paragraph 2. 
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OBJECTIVES 


2. (SBU) Washington requests that addressees provide 
courtesy pre-notification OOB, Tuesday, January 9 (local 

time) to host government officials that the United States 

will designate two additional entities and one individual 

under E.O. 13382 (\"Blocking the Property of Weapons of Mass 
Destruction Proliferators and their Supporters") on January 

9, 2007 at 10:30am EST for their support for Iranian entities 
engaged in proliferation activities. Host governments should 
be informed that this information is embargoed until after 

the designations have been publicized in the United States. 
Washington informed the Embassies of France, Germany, Italy, 
and the United Kingdom of the designations on January 8. 
These designations are aimed at protecting the U.S. financial 
system from ongoing proliferation financial activity 

facilitated by Bank Sepah and persons owned or controlled by, 
or acting or purporting to act on behalf of, Bank Sepah. 
Addressees are requested to provide the non-paper in 
paragraph 4 to host governm 

ent officials. 


REPORTING DEADLINE 


3. (U) Public announcement of the designation in the U.S. 

will occur at January 9, 2007 at 10:30am EST. Please report 
delivery of the U.S. non-paper and any immediate response by 
January 9, 2007. Please slug replies for ISN, T, TREASURY, 
EUR and NEA. 


BACKGROUND/NONPAPER 


4. (S/REL TO UK, FRANCE, GERMANY and ITALY) Begin text of 
background/non-paper for UK, FRANCE, GERMANY and ITALY: 


The U.S. would like to inform your government that the U.S. 
Treasury Department will designate two additional entities 
and one additional individual for their support for 
proliferation activities by lranian entities pursuant to 
Executive Order (E.O.) 13382 (\"Blocking the Property of 
Weapons of Mass Destruction Proliferators and their 
Supporters\"), an authority aimed at freezing the assets of 
proliferators of weapons of mass destruction and their 
supporters and prohibiting transactions and trade between 
those designated entities and banks in U.S. jurisdiction, on 
January 9, 2006. 
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The United States has used E.O. 13382 to designate eight 
other Iranian entities as proliferators or supporters of 
proliferation activities. 


This information is embargoed until after the publication of 
the designations by an official statement from the U.S. 
Treasury Department. 


The following names will be added to Treasury\'s Office of 
Foreign Assets Control (OFAC) list of Specially Designated 
Nationals and Blocked Persons (\"SDN list\") and published in 
the U.S. Federal Register pursuant to Executive Order 13382. 


1. BANK SEPAH, Imam Khomeini Square, P.O. Box 11364-9569, 
Tehran, lran: all offices worldwide (NPWMD) 


2. BANK SEPAH INTERNATIONAL, PLC, 5/7 Eastcheap, London, 
EC3M 1JT, United Kingdom (NPWMD) 


3. AHMAD DERAKHSHANDEH, c/o Bank Sepah, No 33 Hormozan 
Building, Pirozan St., Sharak Ghods, Tehran, Iran; DOB 11 
August, 1956; POB Iran (NPWMD) 


Bank Sepah is being designated for providing financial 

support and services for three entities previously designated 

for proliferation activities under E.O. 13382: the Aerospace 
Industries Organization (AIO), the Shahid Hemmat Industries 

Group (SHIG), and the Shahid Bakeri Industries Group (SBIG). 
Bank Sepah International, PLC, UK and Ahmad Derakhshandeh are 
being designated because they are owned or controlled by, or 

act or purport to act for or on behalf of, Bank Sepah. 


These designations are one part of the U.S. strategy to 
counter the proliferation of weapons of mass destruction. 


The U.S. action also helps to implement UN Security Council 
Resolution 1737, which requires States to prevent assistance 
to Iran related to its nuclear and delivery system programs. 
As you know, SHIG and SBIG were included in the Annex of 
UNSCR 1737. 


SBIG is also involved in Iran\'s missile programs. Among the 
weapons SBIG produces are the Fateh-110 missile, with a range 
of 200 kilometers, and the Fajr rocket systems, a series of 

North Korean-designed rockets produced under license by SBIG 
with ranges of between 40 and 100 kilometers. Both systems 
are capable of being armed with at least chemical warheads. 


SHIG is responsible for some of Iran\'s ballistic missile 
programs, most notably the Shahab series of medium range 
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ballistic missiles which are based on the North 
Korean-designed No Dong missile. The Shahab is capable of 
carrying chemical, nuclear, and biological warheads and has a 
range of at least 1300 kilometers. SHIG has received help 
from Russia, China and North Korea in the development of this 
missile. 


Both SHIG and SBIG are affiliates of Iran\'s AlO, which is a 
subsidiary of the Iranian Ministry of Defense and Armed 
Forces Logistics, and is the overall manager and coordinator 
if Iran\'s missile program. AlO oversees all of Iran\'s 

missile industries. The United States intends to propose the 
designation of AIO to the UNSCR 1737 Committee. 


One way States should implement the requirements of the 
resolution is to refrain from facilitating Iran\'s nuclear or 
missile programs by ceasing dealings with entities involved 
in these activities and blocking or seizing accounts or 
transactions associated with such programs or activities. 


The U.S. actions today are aimed at ensuring that Iranian 
entities engaged in ballistic missile proliferation - AlO, 
SHIG, and SBIG-are not able to fund these activities using 
the U.S. financial system. 


It is critical that the international community present Iran 

with a consistent and uniform front to press Iran to comply 

with its obligations and seek swift, full and effective 
implementation of the measures contained in UNSCR 1737 by all 
UN members. 


We therefore urge your government to undertake similar 
actions against Bank Sepah, AlO, SHIG, and SBIG, and to 
investigate financial relationships and transactions in which 
Bank Sepah and other E.O. 13382 designated Iranian 
proliferation entities have an interest. 


We look forward to working with you on this and other related 
security matters and are prepared to provide additional 
assistance as appropriate. 


End background/non-paper. 


POINT OF CONTACT 


5. (U) Questions may be directed to ISN/CPI (Michelle New, 
202-647-0186, or Jennifer Chalmers, 202-647-9715). 
RICE 
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Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


4) LDPYs Taku Yamasaki off to Pyongyang today in personal effort to 
find clues to resolution of nuclear, abduction issues 


China connection: 

5) China\'s President Hu Jintao in meeting with New Komeito head Ota 
effectively using Japan-visit card to contain Yasukuni issue 

6) Text of conversation between Ota, Hu in Beijing 


7) Prime Minister Ave, Foreign Minister Aso leave on separate trips 
to Europe today, with aim of expanding exchanges with NATO on agenda 


8) Japan to present new proposal for UNSC reform that would add six 
seats, take US concerns into consideration 


Defense and security ties: 

9) Japan, US to issue joint statement that will include goal of 
strengihening relations with NATO 

10) Foreign Minister Aso, Chief Cabinet Secretary Shiozaki dismiss 
JDA chief Kyuma\'s call for a revision of the Futenma relocation plan 


11) Senior Pentagon official, dismissing JDA chief\'s call, rules out 
revision of V-shaped runway plan for Futenma relocation 
12) New unit at Yokota to strengthen military functions at the base 


13) Governor Ishihara announces agreement by US forces to cooperate 
with city\'s plan in case of a natural disaster 

14) US seeking Japan\'s cooperation in area of laser-guided missile 
intercept system 

15) LDP bill to allow limited military use of outer space, including 
intelligence gathering 


16) Mainichi poll of voters: 40% expect LDP to with summer Upper 
House election; 38% favor DPJ 


17) Agricultural Minister Matsuoka now admits contact with shady 
organization that sought help to get NPO status and provided 
unreported political donations 

Articles: 


1) TOP HEADLINES 


Asahi: 
Health, Labor and Welfare Ministry to establish new drug-oriented 40 
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hospitals for speedy approval 


Mainichi: 
Ruling and opposition blocs agree to revise child abuse law to 
specify parental responsibility 


Yomiuri: 
Lawmaker Eto\'s secretary collected over 100 million yen as 
subscription fees from local firms in nine years 


Nihon Keizai: 
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Health, Labor and Welfare Ministry eyes fixed-rate, 
per-hospitalization system to raise efficiency in medial care 


Sankei: 
Health, Labor and Welfare Ministry to keep closer eye on 
unscrupulous firms abusing foreign trainees 


Tokyo Shimbun: 
Land and Transport Ministry to obligate large vehicles to tighten 
bolts in inspections starting in April for preventing accidents 


Akahata: 
JCP, local residents succeed in revising Kita Ward\'s criteria for 
home-visit caretakers for the aged 


2) EDITORIALS 


Asahi: 
(1) Attacks on homeless people mirror decaying morals 
(2) Welfare system requires mutual assistance 


Mainichi: 
(1) Cooperation essential for international situation 


Yomiuri: 
(1) Time right for overhaul of education system 


Nihon Keizai: 
(1) Given dropping birthrate, domestic-demand-oriented industries 
need realignment 


Sankei: 
(1) Abe, Aso off to Europe to kick of strategic diplomacy 
(2) Market testing requires strong political leadership 
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Tokyo Shimbun: 
(1) Thoughts at beginning of year: Strategic China essential 


Akahata: 
(1) White-collar exemption, a corporate crime, must not be allowed 


3) Prime Minister\'s Official Residence (Kantei) 
Prime MinisterYs schedule, January 8 


NIHON KEIZAI (Page 2) (Full) 
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Morning 
Stayed at his private residence in Tomigaya. 


13:39 
Went to the fitness club at Park Hyatt Tokyo. 


16:44 
Arrived at his private residence. 


19:30 
Arrived at residence in Kantei. 


4) Yamasaki to visit N. Korea today 
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Taku Yamasaki, former vice president of the ruling Liberal 
Democratic Party, arrived yesterday in Beijing, China, on a Chinese 
plane from Narita Airport. Yamasaki is expected to visit Pyongyang, 
North Korea, today. Ryotaro Tanose, senior vice secretary general of 
the party, will accompany Yamasaki to Pyongyang. During his stay in 
Pyongyang, Yamasaki will meet with North Korean officials and would 
like to grope for a clue to resolve pending bilateral issues, such 

as the issue of Japanese nationals abducted to North Korea. 


According to informed sources, Yamasaki will meet with Chinese Vice 
Foreign Minister Wu Dawei this morning to exchange views about North 
Korea. After that, Yamasaki will head for Pyongyang, the sources 

say. Yamasaki plans to stay in North Korea for 4-5 days to meet with 
North Korean officials, he told the Mainichi Shimbun before leaving 
Japan. Tanose pointed to the lack of dialogue in Japan\'s policy 

toward North Korea. \"So,\" he added, \"we\'d like to make up for 
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that.\" 


5) Chinese president plays Japan-visit card effectively: Aim may be 
to contain Yasukuni Shrine visit by Abe 


NIHON KEIZAI (Page 2) (Excerpts) 
January 9, 2007 


Beijing, Takeshi Kumon 


Chinese President Hu Jintao indicated his desire to visit Japan at 

an early date, but he did not touch on a specific timeframe. This is 
presumably because he is aiming at probing Prime Minister Shinzo 
Abe\'s stance toward improving relations between Japan and China. 
Hu\'s refraining from mentioning any specific timeframe for his 
possible Japan visit also glimpsed his motive to contain the prime 
minister\'s visit to Yasukuni Shrine using a Japan-visit card in an 
effective manner. Though Abe\'s visit to China last October marked 
the first step in resuming exchanges of the leaders of the two 
countries, Hu\'s response epitomizes the current situation where 

there still remains the thorny Yasukuni Shrine issue between the two 
countries. Hu noted to New Komeito head Akihiro Ota, \"Please convey 
to Prime Minister Abe that | will be happy to accept his invitation 

to visit Japan.\" The meeting between Hu and Ota was enveloped in an 
amicable and relaxed atmosphere all the way to the end. Hu did not 
directly refer to the Yasukuni issue. He instead gave high scores to 

the prime minister\'s visit to China last October, noting, \"Our 

meeting wound up successfully, overcoming political obstacles. We 
have thus resumed high-level talks.\" However, he did not give any 
assurance about a timeline for his own visit to Japan to the end. 


Yasukuni Shrine enshrines Class-A war criminals along with the war 
dead. China\'s opposition to former Prime Minister Junichiro 
Koizumi\'s visits to Yasukuni Shrine, which took place six times, has 
chilled bilateral relations to this extent. Abe is taking an 

ambiguous strategy toward his own visit to Yasukuni, saying, \"I will 
not reveal whether | had visited it or not.\" However, the Chinese 
side is hardly satisfied with such an explanation. 


6) Main points of talks between New Komeito head Ota and Chinese 
President Hu Jintao 


YOMIURI (Page 21) (Full) 
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Shozo Nakayama, Beijing 
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Japan-China relations 


New Komeito Representative Ota: Nearly 100 days have passed since 
the Abe cabinet came into being. The most important matter during 
that time was to improve relations with China. Prime Minister Abe is 
pleased to see his recent visit to China appreciated. The prime 
minister has a strong desire to mend relations with China. He hopes 
President Hu will visit Japan as soon as possible. He will be happy 

if you visit Japan, for instance, in June. 


President Hu: Improvement and progress in Japan-China relations will 
lead to bringing peace, stability, and development to Asia and the 

rest of the world. | accept your invitation with great pleasure. I\'d 

like to visit Japan at a time convenient to both sides. 


North Korea 


Ota: The abduction issue is an important issue for Japan. We hope to 
see the issue put on the negotiating table in the six-party talks. 

We ask for China\'s cooperation for that. If that were realized, a 
dramatic shift in the Japanese public\'s sentiment toward China would 
arise. 


Hu: | hope to have good communication with Japan and play a 
constructive role. | understand the abduction issue is a matter of 
concern for the Japanese people. 


7) Prime Minister Abe, Foreign Minister Aso to leave for Europe 
today, with the aim of expanding exchanges with NATO 


NIHON KEIZAI (Page 2) (Full) 
January 9, 2007 


Prime Minister Shinzo Abe and Foreign Minister Taro Aso will travel 
to Europe starting today. Abe will visit such major European Union 
members as Britain, France, and Germany, while Aso will visit 
Romania, Bulgaria, Hungary, and Slovakia. The purposes of their 
visits are to boost international cooperation on the North Korean 
issue, as well as to expand exchanges to the North Atlantic Treaty 
Organization (NATO). 


Abe is scheduled to deliver a speech as the first Japanese prime 
minister at the NATO board of directors meeting on Jan. 12, in which 
he will appeal on the need to bolster relations (with NATO) by means 
of, for instance, disaster reconstruction and antiterrorism 

measures. Japan has built a cooperative relationship via its 

Maritime Self-Defense Force\'s refueling activities in the Indian 
Ocean with NATO. NATO, too, is moving to step up relations with 
Japan and Australia. By upgrading the current senior working-level 
talks and political dialogue with NATO to periodic ones, Japan 
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intends to intensify such talks. 


The countries in Eastern Europe Aso plans to travel to are 

cooperative toward the war on terrorism led by the US. Aso pays 

special attention to Slovakia, which serves as the chair of the 

Visegrad Agreement (VA) with Poland, Czech Republic, and Hungary, 
and which also serves as a nonpermanent member of the United Nations 
Security Council. By increasing relations with them, Aso intends to 
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further surround North Korea, and also he apparently aims to counter 
China and Russia, which are looking for opportunities to expand 
their influence over Eastern Europe. 


8) Government considering new proposal for six new UNSC seats: Aim 
is to secure US support with stricter conditions 


YOMIURI (Page 1) (Slightly Abridged) 
January 6, 2007 


The Japanese government is now considering a new proposal for a 
resolution for reform of the United Nations Security Council (UNSC). 
According to the outline of the unveiled draft, a proposed increase 
in the number of seats at UNSC, now 15, should be constrained at 
around six. The draft also proposed that (1) nations that bid for a 
permanent seat should have a certain track record in shouldering UN 
expenses; and that (2) obtaining a permanent seat should require 
support from more than two-thirds of UN member nations. The draft 
thus features stricter conditions for entry into the UNSC. The aim 

is to obtain support from the US, which is cautious about the idea 

of expanding the number of UNSC member nations. 


The government wants to start coordinating views this month with 
Germany, India and Brazil, members of the Group 4, which aims at 
securing permanent seats along with Japan. It then intends to sound 
out the views of related countries so that the issue can be taken up 
at a session to discuss UN reform at the African Union summit to be 
held in Ethiopia at the end of the month. The government aims at 
submitting the draft resolution to the UN after obtaining approval 
from various countries by the end of July. 


The new resolution requires candidate countries to meet with a 

certain set record of shouldering UN expenses as well as to obtain 
recommendations from 15-20 countries. African countries are expected 
to oppose the idea of making a track record for shouldering UN 
expenses a condition. 


The draft will also include a clause of disqualifying a country that 
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failed to obtain approval from more than two-thirds of the UN member 
nations in a vote, even if it obtained an agreement for it to become 

a permanent member. Newly elected permanent members would not be 
awarded the veto rights given to the US, Britain, China, France and 

Russia. Of the six seats to be created, two to three members would 

be given permanent membership. Three to four countries would be 
allowed into the UNSC as non-permanent members. These seats would be 
allocated either to Asia, Africa, Latin America and Europe 

(including East Europe) or only three of those four regions. 


9) Japan-US Security Consultative Committee to release joint 
statement emphasizing \"strengthening ties with NATO\" 


MAINICHI (Page 8) (Full) 
January 8, 2007 


Nobutake Yamashita 


The Japanese and US governments are now undertaking coordination in 
order to release a joint statement declaring the stepping up of 

relations with such organizations as the North Atlantic Treaty 
Organization (NATO) during the Japan-US Security Consultative 
Committee (2 + 2) of the foreign and defense ministers expected to 

take place possibly late this month. Behind this move was the United 
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States\' strong request. Supposedly, the aim is to facilitate the 
spread of the ballistic missile defense (MD) system, but some in the 
Defense Agency (JDA) are concerned about deepening ties with 
military alliances. 


According to an official concerned, the US, in the process of giving 
shape to a joint statement, insisted on mentioning in the joint 
statement the bolstering of relations with NATO and such countries 
as Australia and New Zealand that the US thinks share the common 
values. Japan accepted this request. The statement is also expected 
to incorporate a mention of the need for a steady implementation of 
the realignment plans for the US forces in Japan. 


During the NATO summit meeting in late November, the US proposed 
stepping up cooperation with non-NATO members, such as Japan, South 
Korea, and Australia. America\'s aim in this regard is presumably to 
facilitate the introduction of the MD system now jointly developed 

by Japan and the US into Europe and the Pacific region. 


Tokyo is positive about bolstering ties with NATO and Australia. 
Prime Minister Shinzo Abe is scheduled to deliver a speech at the 
NATO headquarters in Brussels on Jan. 12. A senior Foreign Ministry 
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official explained that by strengthening ties with countries sharing 

such universal values as freedom and democracy, W Japan can boost its 
diplomatic capability.\" 


However, given that Afghanistan, where NATO has played a leading 
part in bringing peace to that country, remains in the worsened 
security situation, if Japan strengthens relations with NATO, Tokyo 
may be asked to provide more of assistance to the NATO-led 
International Security Assistance Force (ISAF) in Afghanistan by 
means of, for instance, ground troop dispatches and financial aid. 


The Foreign Ministry stresses the need to \"step up cooperation 
within the bounds of the Constitution\" through such contributions as 
rescue operations in international disasters. On the other hand, a 
senior JDA official stated, \"The move to strengthen relations is a 
matter we should welcome, but we need to carefully discuss what we 
will implement exactly.\" 


Coordination is underway between Tokyo and Washington to hold the 2 
+ 2 meeting on Jan 22 or 23. 


10) Aso, Shiozaki reject JDA chief Kuma\'s remark about \"review of 
the V-shaped runway plan\" 


SANKEI (Page 2) (Full) 
January 6, 2007 


Defense Agency Director-General Fumio Kyuma indicated that he did 
not dwell on the plan for the construction of V-shaped airstrips as 
agreed on the Japanese and US governments regarding the relocation 
of the US Marines\' Futenma Air Station (in Ginowan City, Okinawa) to 
a coastal area of Camp Schwab (in Nago City). But Foreign Minister 
Aso and Chief Cabinet Secretary Yasuhisa Shiozaki during their 
respective press conferences on Jan. 5 stressed that the 

construction would be pushed forward as agreed on by both Japan and 
the US. 


Kyuma told reporters in Bangkok on Jan 3, where he was visiting: 
\"It\'s acceptable even to construct one runway. Any plan the three 
parties (the central government, local governments, and the US 
TOKYO 00000036 007 OF 011 
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government) can agree on is fine.\" This remark is apparently 
intended to obtain understanding of Okinawa Gov. Hirokazu Nakaima, 


who remains unwilling to accept the current construction plan. 


Aso, however, rejected that remark, saying: \"Our basic policy is to 
do things along the direction decided at the 2+2 (Japan-US Security 
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Consultative Committee) meeting (held in last May).\" Following Aso, 
Shiozaki also stated: \"The plan agreed on by Japan and the US is the 
basis of our policy. No shift will be made.\" 


11) Senior US official will not accept changes in Futenma relocation 
plan, backs V-shaped runway 


ASAHI (Page 3) (Full) 
January 7, 2007 


By Yoichi Kato in Washington, DC 


In an interview with the Asahi Shimbun Jan. 5, John Hill, senior 
director for East Asia at the US Defense Department, expressed his 
view about Defense Agency (JDA) Director General Fumio Kyuma\'s 
wanting to change a portion of the plan to relocate Futenma Air 
Station in Okinawa to Henoko Point in Nago City. He stressed the US 
intention of holding fast to the current plan, noting, \"The Japanese 
government guaranteed that the current plan could be implemented. 
The US governmenti\'s position is to carry out this plan as agreed 
with Japan.\" 


Hill also commented on Kyumal's thinking of moving the runway, which 
under the current plan is V-shaped, to shallow waters offshore, and 
making it into a single runway: \"Although there was a single runway 
planned in the agreement reached in Oct. 2005 (interim report), it 
became V-shaped due to concerns about noise from local residents." 
He took the view that this would be a stumbling block. 


In addition, Hill pointed out: \"The reason why the Futenma 
relocation, originally agreed to in 1996, has still not been carried 
out, even though 10 years have passed, has been because (the 
Japanese side) keeps trying to renegotiate to change the plan.\" He 
indicated that the US did not intend to make any more changes. 


In Okinawa Prefecture, Governor Hirokazu Nakaima and other officials 
are opposed to the current plan, but Hill insisted: \"The Japanese 
government, our negotiating partner, clearly stated that this plan 

could be implemented. | think that local coordination is already 
finished.\" 


Regarding a 2 plus 2 meeting of foreign and defense ministers of 
Japan and the US, regarding which coordination had been taking place 
for a mid-January date, Hill said: \"There has been a change in our 
Iraq policy and personnel shifts, so | think such would be difficult 

for the next month or two.\" He revealed the outlook that a 
postponement was most likely. 


12) US Air Force deploys new unit to Yokota airbase 


MAINICHI (Page 23) (Full) 
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The US Air Force\'s 13th Air Force, headquartered in Hawaii, held a 
ceremony yesterday at the US Yokota Air Base in Tokyo for its first 
deployment of a unit to Yokota. In addition to the 5th Air Force 
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currently based at Yokota, the 13th Air Force will also strengthen 
its relations with the Air Self-Defense Force and consolidate its 
readiness for air defense in areas surrounding Japan. Yokota will 
step up its military functions. 


The newly deployed unit is the 1st Detachment, which is made up of 
about 50 military personnel from the 13th Air Force and is commanded 
by Col. Michael MacWilliam. The detachment will coordinate airborne 
operations in Japanese airspace with the 5th Air Force, 613th Air 

and Space Operations Center, and Air Self-Defense Force. 


The ceremony was held at the Yokota airbase with about 100 
attending. Lt. Gen. Chip Utterback, commander of the 13th Air Force, 
handed a new flag to Col. MacWilliam. In his press remarks after the 
ceremony, Lt. Gen. Utterback underscored the significance of the 
newly deployed detachment to Yokota as \"very important\" to fulfill 

its mission for Japan\'s national security, adding that the 

detachment\'s establishment at Yokota would make it possible to make 
very close and fine-grained decision even in the case where a 

decision is needed in a short time for air operations. 


\"We can Say it\'s the first step to making a strongpoint for missile 

defense between Japan and the United States,\" says Yoichi Endo, a 
member of Fussa City\'s municipal assembly, who represents RIMPEACE, 
a group of local assembly members watching US military bases in 

Japan. \"The base will be built up for its permanent presence, and 

there\'s no doubt that it will be even more dangerous (to local 
communities in the vicinity of the Yokota base),\" Endo added. 


13) Ishinara unveils plan to produce Tokyo disaster prevention plan 
specifying cooperation with USFJ in time of disaster 


NIHON KEIZAI (Page 35) (Full) 
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The Tokyo metropolitan government has decided to draw up a local 
disaster prevention plan specifying the role of US Forces Japan, 
Gov. Shintaro Ishihara said in an interview with the Nihon Keizai 
Shimbun on Jan. 5. The metropolitan government envisions the 
mobilization of US military aircraft and ships in transporting 
supplies and workers unable to get home from work in time of a 
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disaster. 


The Basic Law on Natural Disasters, which requires each local area 
to produce a disaster prevention plan, also prescribes the functions 
of administrative organizations. Ishihara categorically said: \"An 
army is not only for war. (US Forces Japan) has mobility, and that 
is too good to pass up.\" 


US Forces Japan took part for the first time in Tokyo\'s disaster 

drill last September. In the drill, a US military helicopter 

airlifted medical supplies from Yokota Air Base to central Tokyo and 

a frigate transported hypothetical disaster victims from Tokyo Bay 

to Yokosuka, Kanagawa Prefecture. A South Korean rescue team was 
also invited to the drill. 


Based on such a drill, the metropolitan government will incorporate 
in its disaster prevention plan requests for assistance by foreign 
troops in addition to the role of USFJ. According to the Fire and 
Disaster Management Agency, neither the role of USFJ nor requests 
for foreign troops has ever been specified in any local disaster 
prevention plans. 
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The metropolitan government began reviewing its disaster prevention 
plan last March following the revised projection of damage from a 
major earthquake in Tokyo. The metropolitan government intends to 
finish drafting a plan within FY2006 for approval in May by the 
disaster prevention council. 


14) US asks Japan for technical, fiscal cooperation on missile 
defense using lasers 


NIHON KEIZAI (Page 1) (Abridged) 
January 9, 2007 


The United States has asked Japan for technological cooperation on a 
missile defense system designed to intercept ballistic missiles in 

the boost phase, sources have revealed. The system\'s concept is to 
destroy enemy ballistic missiles in the boost phase with laser beams 
from aircraft. The US government is expecting Japan to transfer its 
private sector\'s technology and extend fiscal assistance. The 
Japanese government is studying a framework for cooperation. 
However, there are also many challenges, such as technical 

feasibility and financial resources. 


According to Japanese officials, the United States has selected 
three types of lasers that can destroy ballistic missiles. \"The 
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United States wants to deploy them in five years," says one of the 
Japanese government. The system needs to be miniaturized, and the US 
government has asked for technical cooperation while citing 

Mitsubishi Heavy Industries and several other corporations. 


The Japanese government has been withholding its answer since it 
wants to ascertain the trends of those named companies. The 
government will shortly tap them. In the case of extending 

cooperation, the government will envision concluding a memorandum of 
understanding (MOU) that determines how to use transferred 
technologies. 


15) LDP drafts basic space legislation enabling country to develop 
spy satellites for defense purposes 


MAINICHI (Page 2) (Excerpts) 
January 8, 2007 


The Liberal Democratic Party has drafted legislation tentatively 

called the Basic Space Law. The legislation is chiefly designed to 

open space development for defense purposes, reviewing the 1969 Diet 
resolution limiting space development to nonmilitary peaceful 

purposes. This will enable Japan to develop and launch 

state-of-the-art military reconnaissance satellites. The LDP plans 

to submit it to the next regular Diet session as lawmaker-initiated 
legislation after undertaking coordination with the New Komeito. 


The draft legislation notes in its basic vision that space must be 
developed and used in a way to contribute to the peace and security 
of the international community and Japan. The legislation also calls 
for the country\'s independent efforts for developing technology, 
noting, \"Measures must be implemented in order to promote space 
development contributing to the security of Japan.\" 


16) Poll: 40% would like LDP to win, 38% favor DPJ in upper house 
election 
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The Mainichi Shimbun found from its telephone-based nationwide 
public opinion survey conducted in December last year that 40% of 
the public would like the ruling Liberal Democratic Party to win, 

almost even with those 38% who would like the opposition Democratic 
Party of Japan (Minshuto) to win this summer\'s election for the 

House of Councilors. \"Other political parties\" accounted for 14%. In 


Column 3 

the survey, respondents were also asked which political party they 
supported. In response to this question, 31% picked the LDP, while 
17% preferred the DPJ. These figures indicate that non-DPJ 
supporters also have expectations for the DPJ against the LDP. 


Respondents were also asked whether they were interested in the 
upcoming election for the House of Councilors. In response, \"yes\" 
totaled about 70%, broken down into those \"very interested\" at 20% 

and \"somewhat interested\" at 51%. Meanwhile, 22% said they were \"not 
very interested,\" with 5% saying they were \"not interested at all.\" 


Respondents were further asked what they would consider first when 
voting. In response, 56% picked \"policy,\" topping all other answers. 
Among other answers, \"personal character\" ranked second with 14%, 
\"each candidate\'s political party" with 11%, Wcareer, actual 

results\" with 8%, and \"image\" with 4%. 


17) NPO application screening: Agriculture Minister Matsuoka admits 
to having made inquiry; Cabinet Offices document records the fact; 
His claim, \"| have nothing to do with the matter,\" found to be a 

lie 
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Fukuoka Prefectural Police searched FAC, a capital management 
consulting company located in Fukuoka City, on suspicion of 
violating the Investment Law. In this connection, it was learned on 
Jan. 5 that the police confiscated a Cabinet Office document noting 
that a secretary to Agriculture, Forestry and Fisheries Minister 
Toshikatsu Matsuoka inquired about the situation of the screening of 
the application for NPO status by WBEF, an organization affiliated 
with FAC. Matsuoka on Jan. 5 admitted in effect to having made the 
inquiry, disconfirming his explanation that he himself and his 

office had nothing to do with WBEF. 


According to a related source, the document, issued March 28, 2006, 
reportedly noted that a person who claimed himself as a secretary of 
Matsuoka\'s office on March 13 asked the Cabinet Office about the 
situation of the screening of the application by WBEF. An official 

in charge of the matter replied, \"The application is now being 
screened.\" The secretary told this Cabinet Office official, "Please 
see to the matter.\" 


It had already been found that WBEF purchased tickets for Matsuoka\'s 
fund-raising party tickets worth 1 million yen in December 2005, but 
Matsuoka failed to include the fact in his income and expenditures 
report on political funds. 


Matsuoka told a news conference last September, \"My supporter asked 
WBEF to purchase the party tickets.1 He also stressed, \"| am not 
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acquainted with WBEF. | have never been asked by them to do 
something for them, either." 
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He during a press briefing after a cabinet meeting on Jan. 5 

admitted to having inquired about the matter in question, noting, 
\"According to one of my supporters who is acquainted with WBEF, the 
company has had my office check procedures for its establishment. My 
understanding is, therefore, such an inquiry might have been made.\" 
He added, \"Our office has just asked about a screening schedule. 
There is no such fact that we worked on or solicited a favor on the 
matter.\" 


Tatsuo Nishi, Quality of Life Bureau director general, said, \"I 

heard that a person who claimed to be a secretary to Mr. Matsuoka\'s 
office made a query on the phone, but | did not hear that the call 

was to ask for or work on a favor.\" 
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STATE PLEASE PASS USTR 

STATE FOR EAP/RSP/TC, EAP/EP 

USTR FOR ALTBACH 

USDOC FOR 3132/USFCS/OIO/EAP/WZARIT 

TREASURY FOR OASIA/LMOGHTADER 

TREASURY ALSO PASS TO FEDERAL RESERVE/BOARD OF 
GOVERNORS, AND SAN FRANCISCO FRB/TERESA CURRAN 


E.O. 12958: N/A 
TAGS: EINV, EFIN, EIND, ECON, PINR, TW 
SUBJECT: Taiwan Takes Over Two More Banks 


REF: (A) 06 TAIPEI 4175, (B) 05 TAIPEI 2546 


SUMMARY 


1. (U) Only three weeks after taking over the insolvent 
Taitung Business Bank (TBB, reported ref A), Taiwan 
ordered takeover of two more banks, one insolvent and the 
other suffering a bank run. Financial regulators 
guaranteed 100%-protection of deposits to prevent 
financial instability. END SUMMARY. 


Enterprise Bank of Hualien Insolvent 


2. (U) On the afternoon of January 5, Taiwan\'s Financial 
Supervisory Commission (FSC) ordered the Central Deposit 
Insurance Corporation (CDIC) to take over Enterprise Bank 
of Hualien (EBH, Hualien Qiyin). FSC indicated that EBH 
had lost capability to fulfill its liability obligations. 

FSC had repeatedly urged EBH to improve its financial 
status on its own ever since Taiwan\'s legislature in June 
2005 denied additional funding for the Financial 
Reconstruction Fund (FRF), equivalent to the Resolution 
Trust Corporation (RTC) in the United States (ref B), to 
support EBH and several other problem banks. However, 
EBH has failed to raise additional capital from major 
shareholders or from prospective domestic and foreign 
investors. 


3. (U) FSC referred board directors and key executives 
of EBH to law enforcement agencies for investigation and 
requested they be barred from transferring properties or 
from leaving Taiwan. EBH has 31 banking offices, 
including 19 in Taipei City and County and eight in 
Hualien. By November 2006, EBH reported negative net 
worth of NT$7,781 million (US$239 million). lts capital 
adequacy ratio was negative 17.73%. lts non-performing 
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loan ratio reached 30%, the highest among local banks. 


Second Takeover 


4. (U) Only 90 minutes after the FSC\'s January 5 
announcement on EBH, FSC received a request from Chinese 
Bank (CB, Zhonghua Yinhang) to take over CB because the 
bank was suffering a run caused by the reorganization 
announcement of China Rebar and Chia Hsin Food & 
Synthetic Fiber, its two major shareholder companies. On 

the afternoon of January 5, depositors withdrew NT$15 

billion (US$461.5 million) from CB, with a long line 

waiting even after office hours. 


5. (U) In response, FSC ordered CDIC to take over CB and 
assured 100% protection of deposits with CB. Until the 
possibility of illegal conduct is investigated, the FSC 
suspended all CB board directors from their duties and 
urged law enforcement agencies to restrict them from 
transferring properties or leaving Taiwan. Although CB 
suffered a pre-tax loss of NT$5,267 million (US$162 
million) in 2006, its net worth was still positive 

NT$10,017 million (US$308 million). Its non-performing 
loan ratio was 8.13%, higher than the 5% limit set by the 
FSC. With official support, CB remains open, though on 
January 8 customers continued to withdraw funds. 
According to FSC Vice Chair Susan Chang, CB customers 
pulled out NT$7.6 billion (US$233.8 million). 
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Insufficient Funds 


6. (SBU) Premier Su Tseng-chang, Central Bank Governor 
Perng Fai-nan, and Minister of Finance Ho Chih-chin all 
supported the FSC\'s 100% guarantee of deposits at EBH and 
CB. However, combined with the the CDICVs recent 

takeover of Taitung Business Bank (TTB) in the mid- 
December 2006 (ref A) this obligation could easily exceed 
funding available for resolution of other problem banks. 
According to CDIC, the funding available to the FRF prior 

to the recent three takeover cases totaled only NT$53 

billion (US$1.6 billion). 


7. (SUB) By delaying funding for the FRF since 2002, the 
legislature has stymied the efforts of financial 
regulators to fully resolve Taiwan\'s banking crisis of 
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2001. Problem financial institutions that should have 
been shut down long ago have been allowed to continue 
doing business. Delays in dealing with the remaining 
problem banks will postpone Taiwan\'s development of an 
efficient banking sector. 
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STATE FOR I/RF, PA/PR/FPG/W, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION - JAPAN-CHINA TIES - TOKYO 


LEAD STORIES: Most Tuesday morning papers front-paged the 
upgrading of the Defense Agency Tuesday to the Ministry 
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of Defense. 


1. "Japan Should Adopt Strategic Diplomacy Toward China!" 
The moderate Tokyo Shimbun editorialized (1/9): \"...Japan 
and China have established close economic ties similar to 
the US-Japan economic relationship. Both Japan and China 
are opposed to North Korea\'s nuclear test. The removal of 
nuclear weapons from the Korean Peninsula would eliminate 
a nuclear threat posed to both nations. A reciprocal 

strategic relationship would involve cooperating to 

maximize their mutual interests, and it is imperative for 

both sides to speak their minds. China, which is hopeful 

of reunification with Taiwan, welcomes North Korea\'s role 

in attracting the presence of US troops in South Korea 

and thus provides Pyongyang with massive relief and 
support. Japan and the US need to urge China to exert its 
influence on the DPRK.... Should China be tempted to 
retake Taiwan by force, the peace and prosperity of 

China, Taiwan, and the rest of East Asia would be 
threatened. Japan not only needs to strengthen its 

alliance with the US but also should push China to 
peacefully resolve the Taiwan issue.\" 
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E.O. 12958: N/A 


TAGS: PGOV, PREL, PHUM, ECON, EPET, ENRG, BO 
SUBJECT: EMBASSY MINSK WEEKLY POL/ECON REPORT - JANUARY 5, 2007 


1. The following are brief items of interest compiled by Embassy 
Minsk. 
TABLE OF CONTENTS 


ELECTIONS 
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- Prosecutor Not to Investigate Election Fraud (para. 2) 


DOMESTIC ECONOMY 


- Finance Ministry to Adjust 2007 Budget (para. 3) 
- Belarus Worst Country for Taxpayers (para. 4) 
- Baranovichi Fabric Factories May be Privatized (para. 5) 


INTERNATIONAL RELATIONS 


- GOB Condemns Saddam\'s Hanging (para. 6) 
- Suspected Belarusian Spy Appeals Extradition (para. 7) 


INTERNATIONAL TRADE AND INVESTMENT 


- Belarus Suspends Russian Oil Contracts (para. 8) 
- Russia to Supply Belarus With Electricity (para. 9) 
- Russian Customs Suspends Belarusian Sugar Release (para. 10) 


CIVIL SOCIETY 


- Kozulin Seeks Common Opposition Policy on Russia (para. 11) 
- Pro-GOB Youth Picket Russian Embassy (para. 12) 

- Polish Community Member Appeals Criminal Charge (para. 13) 
- Roman Catholics Hunger Strike (para. 14) 

- Opposition Youth Leader Awarded Literary Prize (para. 15) 

- Former Parliamentary Candidate Charged (para. 16) 


- QUOTE OF THE WEEK (para. 17) 


2. Prosecutor Not to Investigate Election Fraud 


On January 4, the Prosecutor General\'s Office notified United 
Civic Party chairman Anatoliy Lebedko that it had rejected his 
appeal to launch an investigation over Aleksandr Lukashenko\'s 
statement that the 2006 presidential election was rigged. The 
Prosecutor General\'s Office wrote that it did not have evidence 
of election falsification. 


DOMESTIC ECONOMY 


Column 3 


3. Finance Ministry to Adjust 2007 Budget 


On December 29, newly appointed Deputy Finance Minister Vladimir 
Amarin announced that the Finance Ministry is prepared to amend 
the 2007 State Budget Law to take into account the increase in 

the price of Russian gas. The Finance Ministry made the 

country's 2007 budgetary estimates in July and August 2006 based 
on governmentVs projections for a maximum 15-percent rise in the 
price of Russian gas. Amarin also said the Ministry plans to use 
USD 560 million of the National Development Fund, which receives 
extra taxes from the best performing enterprises. 


4. Belarus Worst Country for Taxpayers 


On December 28, independent media reported international audit 
experts naming Belarus as the worst country for taxpayers. 
PricewaterhouseCoopers and the World Bank Group compared the 
level of tax rates and tax collection methods across 175 
economies. In Belarus, companies are subject to 12 taxes on 
inputs and outputs and make approximately 125 payments to three 
agencies by paper, spending an average of 1,188 hours. Tax 
refunds take up to two years to process and despite the many 
deductions and exemptions, in extreme cases companies\' payments 
can add up to 186 percent of profits causing 42 percent of 
business activity within the country to go unrecorded. 


5. Baranovichi Fabric Factories May be Privatized 


On December 31, President Aleksandr Lukashenko tasked the 
government with privatizing a group of cotton fabric factories in 
Baranovichi, Brest region. The Minsk-based private lingerie 
company, Serge, would receive control of the factories. 
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6. GOB Condemns Saddam\'s Hanging 


On December 31, the Belarusian Foreign Minister\'s \"Special 
Representative for relations with European Parliamentary 
Organizations\" Sergey Gaydukevich condemned the execution of 
Saddam Hussein as a hasty lynching. In 1982 and 1983, 
Gaydukevich served as a Soviet military \"expert\" in Iraq. 
Gaydukevich claimed that the execution would prove a symbol 
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towards further struggles against the United States and increase 
tension within the divided nation. 


7. Suspected Belarusian Spy Appeals Extradition 


On January 2, the lawyer for Sergey Monich, a Belarusian citizen 
wanted in Poland for alleged espionage, filed an appeal against 
his extradition from Lithuania. The Vilnius County Court 
approved extraditing Monich to Poland in accordance with the 
European Convention on Extradition and Lithuanian regulations 
after authorities arrested him in Vilnius on November 25 on 
suspicion of spying against Poland. 


8. Belarus Suspends Russian Oil Contracts 


On December 30, the Belarusian State Petrochemical Industry 
Concern (Belneftekhim) suspended all 2007 contracts with Russian 
oil companies, stating that the economy will suffer huge losses 

if Belarusian companies continue buying oil from Russia. Russia 
imposed an export duty of USD 180.1 per ton on crude oil 
delivered to Belarus as of January 1. 


9. Russia to Supply Belarus With Electricity 


On January 3, Belarusian State Energy Concern aide Vladimir 
Korduba announced that Russia\'s national power utility has 
contracted to supply Belarus with 3.5 billion kilowatt-hours of 
electricity this year for an undisclosed value. This statement 
contradicts a public comment by Russian Ambassador Aleksandr 
Surikov in November 2006 that Russia would not sell electricity 
to Belarus in 2007 due to increased domestic use. 


10. Russian Customs Suspends Belarusian Sugar Release 


On January 3, Belarusian State Food Industry Concern 
(Belpisheprom) Head Ivan Danchenko said that the customs 
clearance of Belarusian sugar heading for Russia was again 
suspended on December 29. Belarusian sugar producers have been 
experiencing customs delays as the Russian Union of Sugar 
Manufacturers complained that the sugar was made from imported 
raw cane sugar instead domestically refined sugar beets. 

Belarusian sugar producers claim losses of approximately USD 2 
million and 50 percent of their sales due to the delays. 
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11. Kozulin Seeks Common Opposition Policy on Russia 


On December 30, imprisoned former presidential candidate 
Aleksandr Kozulin urged Belarusian opposition forces to present 
Moscow with a common opposition strategy for Belarusian relations 
with Russia. The previous day, Kozulin\'s wife Irina denied media 
reports that her husband was hospitalized. She stated that 
although he was examined at the Vitebsk Regional Hospital in 
connection with his recent hunger strike, authorities returned 

him to the prison the same day. Kozulin conducted his hunger 
strike from October 20 through December 11 to protest the illegal 
reelection of Aleksandr Lukashenko for a third term and draw the 
UN Security Council's attention to the situation in Belarus. 


12. Pro-GOB Youth Picket Russian Embassy 


On December 29, 50-60 pro-government Belarusian National Youth 
Union activists picketed the Russian embassy in Minsk displaying 
Belarusian and Russian flags and chanting to protest an expected 
rise in the gas price for Belarus and a possible gas cutoff. The 
protesters, who played to state media, displayed posters with 
various anti-Gazprom and pro-Union State slogans. 


13. Polish Community Member Appeals Criminal Charge 
On December 29, the lawyer for Mieczyslaw Jaskiewicz, an activist 
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from the Polish community in Belarus, appealed to drop a 
hooliganism charge in connection with a November 5 fight. The 
appeal claimed that the client\'s actions had not constituted any 
crime and the witnesses\' reports contradicted each other. 
Authorities failed to notify Jaskiewicz of the charge against him 
until December 27. 


14. Roman Catholics End Hunger Strike 


On December 28, Roman Catholics in the village of Lazduny, Grodno 
region, went on a hunger strike to protest the authorities\' 

refusal to extend the Belarusian visa of Polish priest Mariusz 
lliaszewicz. The priest has served the community for 13 years. 

The parishioners suspended the hunger strike on December 31 after 
learning that Grodno Regional Executive Committee chair Vladimir 
Savchenko had agreed to discuss their demands. On January 3, the 
Roman Catholic community e-mailed a letter to Aleksandr 
Lukashenko asking him to extend their priest\'s visa. (On 
September 20, 2006, authorities refused to extend the visas of 12 
Roman Catholic priests in the Grodno Diocese, citing the need to 
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provide young priests with positions.) 


15. Opposition Youth Leader Awarded Literary Prize 


On December 29, independent media reported that the Belarusian 
PEN Board awarded the 2006 Ales Adamovich Literary Prize to 
convicted opposition youth leader Pavel Severinets for his recent 
series of stories \"Letters from the Forest" published by the 
private newspaper WNasha Niva.\" Severinets was sentenced to 
three years of restricted freedom in May 2005 for staging 
unauthorized demonstrations against the fraudulent 2004 
parliamentary elections. 


16. Former Parliamentary Candidate Charged 


On January 3, authorities brought a formal charge of resisting 
police against Konstantin Lukashov, a candidate in Belarus\' 2004 
parliamentary elections. Authorities charged Lukashov on his 15 
day of detention in connection with a police attempt to arrest 

his half-brother prominent opposition activist Vyacheslav 

Sivchik, on March 29. Plainclothes police flashing police ID 

cards attempted to arrest Sivchik as he was leaving the hospital 
in Minsk, saying that he had been charged with disorderly 
conduct. 


17. On January 1, during his traditional New Year\'s address to 
the nation President Aleksandr Lukashenko warned the Belarusian 
people: 


“We should be ready for having to make difficult and unusual 
decisions because those seeking to grab little morsels of 
property in Belarus will not abandon their attempts to break us 
economically and politically.\" 
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SIPDIS 
SIPDIS 


DEPT. FOR SCA/PB ATTN: BRENT CHRISTENSEN 
DEPT FOR SCA/RA ATTN: JOSEPH BRENNIG 
DEPT FOR DRL ATTN: ROD MORGAN OR LEROY POTTS 


E.O. 12958: N/A 

TAGS: PHUM, MASS, MARR, PREL, KCRM, BG 

SUBJECT: HUMAN RIGHTS VETTING FOR BALANCED BUFFALO COURSE 
IN SYLHET APRIL-MAY, 2007 


1. This is an action request. See para three. 


2. The following units have been selected for participation 

in the 2007 Balance Buffalo exercise in Sylhet, Bangladesh 
from April 23 to May 22, 2007. Post vetting was completed on 
January 3, 2007. Post requests the department conduct Leahy 
vetting for the following units: 


Unit: Bangladesh Army, Para Commando Battalion 
Name of Commander: Lt. Col. Md. Touhidul Islam, psc. 
Commander Personal Number: BA-2777 

Commander DOB: 11/20/64 


Unit: Bangladesh Navy, BNS Haji Mohsin 

Name of Commander: Capt. M. Nurul Amin, (N), ndc., psc. BN 
Commander Personal Number: P. No. 126 

Commander DOB: 01/10/54 


Unit: Bangladesh Rifles, Adjutant, 38 Rifle Battalion 
Name of Commander: Capt. Md. Shahnewaz Taskin 
Commander Personal Number: BA-6245 
Commander DOB: 11/25/77 


Unit: Bangladesh Rifles, 21 Rifle Battalion 

Name of Commander: Junior Commissioned Officer (Warrant 
Officer) Md. Abdul Kader 

Commander Personal Number: 5121 

Commander DOB: 03/07/56 


Unit: Bangladesh Rifles, 38 Rifle Battalion 

Name of Commander: Junior Commissioned Officer (Warrant 
Officer) Shekh Abdul Jabbar 

Commander Personal Number: 5056 

Commander DOB: 03/07/56 
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3. Post requests that the Department of State authorize post 
to make the following statement to the relevant DOD units: 
\"Embassy verifies that the Department of State possesses no 
credible information of gross violations of human rights by 

the above named individual or unit.\" 


4. Post Human Rights Officer is Luke Zahner, unclass 
e-mail:zahnerlv@state.gov. 


5. COMMENT: Embassy has no information to indicate this 
individual or any unit he has served in has been involved in 
gross violations of human rights. 
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E.O. 12958: DECL: 01/08/2016 

TAGS: PGOV, KDEM, PK 

SUBJECT: NGO HOSTS POL PARTIES ON THE QT TO DISCUSS 
DEMOCRATIC DEVELOPMENT 


REF: ISLAMABAD 12265 
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Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b), (d) 


1. (C) Summary: On December 22, The Asia Foundation\'s 
Pakistan office convened a multiparty dialogue to discuss how 
political parties can assist democratic development with the 

goal of making some concrete recommendations ahead of 
upcoming parliamentary elections. The session was meant to be 
low profile, and although high-level participants from 

Pakistan\'s major mainstream parties attended, there was no 
media coverage of the event. Participants deemed the event a 
success. They also agreed to meet again to continue the 
dialogue. The Asia Foundation has high hopes, especially 

given President Musharraf\'s support of the process. At the 
moment, the dialogue is filling a hole left by Pakistan\'s 

Election Commission, which has not yet convened the parties 
for any substantive engagement on what preparations should be 
made to help ensure a transparent election process. End 
Summary. 


2. (C) On December 22, The Asia Foundation\'s Pakistan office 
convened the first of what it hopes will be a series of 

multiparty dialogues to discuss what political parties can do 

to assist democratic development. Organizers initiated the 
process by posing strategic questions to generate discussion 
on Pakistan\'s weak institutions. One of the goals of the 
meeting was to use the dialogue to make concrete 
recommendations to help improve the prospects for more 
transparent parliamentary elections. 


3. (C) High-level participants from Pakistan\'s major 
mainstream parties attended, including the ruling Pakistan 
Muslim League (PML) Secretary General Senator Mushahid 
Hussain Sayed, ruling coalition member Muttahida Quami 
Movement (MQM) Minister of Ports and Shipping Babar Khan 
Ghauri, opposition Pakistan Muslim League-Nawaz (PML-N) 
former Minister of Finance Senator Sartaj Aziz, and 
opposition Pakistan People\'s Party (PPP) Secretary General 
Raja Pervez Ashraf. 


4. (C) The three-and-a-half hour session -- that received no 
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media coverage -- focused on two topics: (1) What does \"free 
and fair\" mean in terms of elections? and (2) What role 
should PakistanVs institutions (including the military) play 

in elections? To frame the discussion, The Asia Foundation 
brought in outside experts, including keynote speaker 
Hasan-Askari Rizvi, a civil-military relations expert (and 

the 2006-7 Annual Pakistan Studies Scholar at John Hopkins 
University\'s School of Advanced International Studies); LTG 
(retired) Talat Masood; Dr. Mohammad Wasim (author of two 
books on elections); and Professor Tahir Amin (International 
Relations Department, Qaid-e-Azam University). 


5. (C) The Asia Foundation Country Representative Hamid 
Sharif told poloffs that participants deemed the session a 
success and agreed on a number of election-related issues. 
The draft recommendations are still being transcribed, but 
once they are finished The Asia Foundation staff will 
circulate them to the participants. Program Officer 
Shahnawaz Mahmood told poloff he hopes the parties will 
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decide to forward consensus recommendations to the Election 
Commission of Pakistan, but that is a step that the parties 
will have to take for themselves. 


6. (C) At the end of the session, Senator Mushahid Hussain 
suggested that the group meet again to continue the 
discussion about institutions and civil-military relations 

(the next meeting is scheduled for February 10). Sharif said 
that he is optimistic about the prospects for future 

meetings, especially if they continue to happen outside the 
media\'s gaze. The low-profile environment, Sherif said, was a 
crucial element in generating real dialogue, rather than 
providing a platform for re-hashing stale political rhetoric. 
(Note: Sharif noted that most participants -- high-profile 
politicians who never met a press photographer they didn\'t 
like -- were stunned to find no/no media coverage of the 
event. As the dialogue progressed, however, they saw the 
utility of the low-profile strategy. End Note.) 
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Musharraf Gives Two Thumbs Up 


7. (C) Sharif said he discussed the Asia Foundation 
initiative, which is co-funded by a number of donors, 
recently with President Musharraf. The President was 
supportive and said that the chosen candidates were a good 
group to initiate discussion. Musharraf also promised to 
encourage former Secretary of Defense Lieutenant General 
(Retired) Hamid Nawaz Khan to attend the next session to help 
participants come up with realistic solutions. Another key to 
success, Sherif said, will be enticing a greater number of 
influential representatives from the ruling Pakistan Muslim 
League to attend. 


8. (C) Comment: Interparty dialogue is a critical 

prerequisite to improving the election process. This is not 
the first time we have seen the seeds of agreement. Ata 
June 2006 dinner hosted by Ambassador Crocker (reftel), 
high-level representatives from both the ruling and 
opposition parties agreed on some basics: a free and fair 
process, a level playing ground for all parties, an Election 
Commission deemed strong and independent, a joint code of 
conduct, and the need to avoid political victimization of 

their opposition in the future. 


9. (C) Comment, cont.: For the interparty dialogue at the 
Asia Foundation to meaningfully address long-standing 
election issues that are prickly and solvable, but stuck, the 
institutional venue for finally resolving such issues -- the 
Election Commission of Pakistan -- must function. Clearly, 
one of the most pressing issues from our perspective is that 
political parties and the Election Commission clearly do not 
know how to talk to one another to solve substantive 
problems. The forum may find a way to bridge that divide and 
post continues to press the Election Commission to engage 
with political parties. Whether the Asia Foundation is 
successful in encouraging the political parties to do any of 
this will depend on its skill as a moderator and the 

political parties willingness to engage in a meaningful way 
-- especially the ruling Pakistan Muslim League. Post will 
continue to do what we can to support the process. End 
Comment. 

CROCKER 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: US/Russia, Syria/lsrael, Syria/lraq, Syria/EU, HAMAS, 
Lebanon, Bush\'s Strategy on Iraq (1/5-7) 


1. Summary: Syrian papers over the weekend reported that the 
Russian Ministry of Foreign Affairs has criticized the latest US 
sanctions against Russian arms firms for \"selling arms to Syria,\" 
describing these sanctions as \"groundless.\" The Ministry said in a 
statement that \"yet once again, the United States is embarking on 
this vicious circle.\" \"As a result of its politicized actions, the 
American state also denies itself and US firms the right to 

cooperate with our advanced companies,\" Russia\'s Foreign Ministry 
said. \"In business language, this is called Vlost opportunities\',\" 

the statement added. 


Papers also reported that Israeli security chiefs recommended to 
Prime Minister Ehud Olmert that he open a secret channel of talks 
with Syria. Yedioth Ahronot quoted a security official as saying 
Israel believed Asad was truly interested in renewing peace 
negotiations with Israel. 


On the execution of former Iraqi President Saddam Hussein, Syrian 
papers reported Syria\'s astonishment at the timing the execution and 
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its hope this would not destabilize Iraq. In an interview with 
Al-Jazeera, Minister of Information Mohsen Bilal said the execution 
of the former Iraqi President was \"painful and catastrophic\" since 
it came on the first day of Eid Al-Adha and with Eid\'s prayers as 
well as with Muslim pilgrims\' visit to Mecca where there is safety, 
peace and fraternity. \"Making public the fearful photos of Saddam 
Hussein\'s execution is considered a breach of the simplest 
principles and international agreements,\" Dr. Bilal said voicing 
Syria\'s hope this would not \"inflame the situation in Iraq nor 
contribute to destabilizing Iraq again." Dr. Bilal also expressed 
Syria\'s hope that this execution would not destabilize the political 
process that Syria wants to go ahead to build an integrated and 
independent Iraq who is an active member in the international 
community and the Arab League. 


Papers also reported that the Arab-British Organization announced 
that a delegation including European and British MPs will visit 
Syria and Lebanon to be briefed on the situation in the region. In 

a statement issued Jan. 6, the organization said the delegation will 
be informed about the aftermath of the recent Israeli aggression 
against Lebanon and the latest developments in the region. The 
source said that the delegation will include former president of the 
EU commission Jacques Santer, Lord David Steel, former British 
Secretary of State for International Development Clair Short, and 
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British parliament members John Grogen and John Mann in addition to 
others. 


Government-owned Al-Thawra on Jan. 5 reported that HAMAS political 
bureau Chief Khalid MishVal delivered a speech in Al-Zahra Mosque 
after Friday prayers, which were attended by thousands of 

worshippers. The paper said that Mish\'al discussed the message of 
jinad in Palestine and the nation\'s duty of protecting mujahidin. It 

said Mish\'al stressed the need to prevent infighting in Palestine 
because it serves Israel\'s objectives. Mish\'al answered questions 

from worshippers on HAMAS\'s policy in the government and parliament 
and the efforts that are being made to prevent civil war among the 
Palestinians. 


End of summary. 

2. Selected Headlines: 

\"Russia protests US sanctions on some Russian companies for selling 
arms to Syria: We work according to our international legislations 

and international commitments\" (Government-owned Tishreen, 1/7) 
\"Israeli security chiefs recommend to Prime Minister Ehud Olmert to 


open a secret channel of talks with Syria\" (Government-owned 
Al-Thawra, 1/7) 
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\"Lebanon: A massive laborers\' strike on Tuesday in Beirut. Berri 
warns the governing team: The team will regret foiling Arab 
initiatives on reconciliation. Aoun: We call for early 
parliamentarian elections. Al-Hoss: Israel is our real enemy. 
Arslan: The February 14 group is the godfather of a US agenda\" 
(Government-owned Tishreen, 1/7) 


\"Israel reiterates rejection to release the Lebanese prisoner Samir 
Qentar\" (Government-owned Tishreen, 1/7) 


\"Israel deeply penetrates the Gaza Strip. Palestinian President 
Mahmoud Abbas decides to consider the executive authority as 
illegal. The Palestinian government describes the decision as 

hasty, resulting from provocation\" (Government-owned Tishreen, 1/7) 
\"Washington and Paris object to announcing names of countries that 
failed to cooperate with the UN investigating commission\'s new chief 
Serge Brammertz\" (Government-owned Al-Thawra, 1/7) 


\"The Iraqi People Conference warns against silence on armed groups. 
Assaults in Baghdad following the new security plan\" 
(Government-owned Tishreen, 1/7) 


\"British-European Parliamentary delegation visits Syria\" 
(Government-owned Al-Thawra, 1/6) 


\"A US writer: The July war has surprised decision- makers in 
Washington\" (Government-owned Al-Thawra, 1/6) 


\"Egyptian President Mubarak: America blocks peace between Syria and 
Israel\" (Government-owned Al-Thawra, 1/6) 


\"President Bush to send more troops to Iraq\" (Government-owned 
Al-Thawra, 1/6) 


\"A lady to purify the US Congress! Nancy Pelosi calls on Syria and 
Iran to join a regional dialogue over Iraq\" (Government-owned 
Al-Thawra, 1/6) 


\"Mike McConnell is named as new Director of US Intelligence and John 
Negroponte becomes Rice\'s Deputy\" (Government-owned Al-Thawra, 1/6) 


\"Four Palestinians martyred, 20 injured in an Israel incursion into 
Ramallah. Abbas and Hanieh meet to halt confrontations in the Gaza 
Strip\" (Government-owned Al-Thawra, 1/5) 


\"Former Lebanese PM Al-Hoss: Lebanon is at a critical juncture. 
Hizbollah depicts meeting with Saudi king as frank\" 
(Government-owned Al-Thawra, 1/5) 


3. Editorial Block Quotes: 
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Muhammad Khair al-Jammali, a commentator in government-owned 
Al-Thawra, wrote (1/5): WPresident Bush\'s new strategy in Iraq will 
apparently be based on two factors: rejecting withdrawal from Iraq 
and continuing war in that country for eight, ten, or more years... 


\"The Bush administration refuses to accept the logic that withdrawal 
from Iraq is the only way for an honorable exit from the crisis and 
for the restoration of the United States\' international standing and 
prestige. Rather, it insists on achieving a victory it knows more 

than others will never come. The evidence is that the harvest of 

four years of war was a miserable failure to turn Iraq into a model 

of the American plan in the Middle East, and a military and 

strategic impasse for the United States similar or even worse than 
Vietnam... 


\"The strategy of a continuous war in Iraq would only mean further 
American and lraqi losses.... President Bush might be planning to 
fight until the last American soldier....\" 


Abd-al-Fattah al-Awad, Chief Editor of government-owned Al-Thawra, 
commented (1/6): \"They wanted Saddam Hussein\'s hanging to provoke 
civil strife par excellence. It would be naivety bordering on 

stupidity for anyone to rule out that the timing of the execution 

was booby-trapped and preplanned. 


\"Although it is not useful to focus on the timing as if it were the 
problem, the timing, added to the events that led up to the 

execution and to what happened during and after the hanging, proves 
beyond a doubt that the aim was to open a new door to civil strife, 

to be added to the many doors that the presence of the occupation 
opened and inflamed in many ways. 


\"The execution is part of a general scheme that is no longer secret 
to anyone, a scheme planned and implemented very carefully by the 
occupation. 


\"The sympathy Saddam Hussein won while on the gallows was definitely 
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not sympathy for Saddam Hussein as Saddam Hussein. Rather, it was a 
manifestation of anger and outrage at the policies of the US 
Administration. 


\"The Bush administration did everything in its power to make Saddam 
Hussein\'s image better than it was before the occupation. It simply 
made Iraq\'s situation much worse than it was during Saddam\'s rule. 


\"It is ridiculous for Bush to say that he was hoping to see the 
execution carried out in an appropriate manner! 


\"The timing, the reason, the holding of the trial under occupation, 
and then the leak of images that stir sentiments of strife were the 
last things that the Iraqis needed at this stage. 


\"This takes place just before Bush\'s announcement of a new strategy. 
The parts that have been leaked of this strategy so far give a 

strong impression that the Bush administration has not learned from 

its previous lessons. While we expect correction of mistakes, the 
United States surprises the world with its ability to continue to 

commit follies... 


\"At any rate, the steps before the announcement of Bush\'s new 
strategy do not indicate that the US Administration has learned the 
lessons it received in the recent years. 


Ahmad Hamadah, a commentator in government-owned Al-Thawra, wrote 
(1/6): \"President Bush\'s political movement is extremely restricted 
now that the Democratic Party controls Congress... 


\"Democrats now insist on opening the thorny files the Bush 
administration has embroiled Americans in and through which it has 
brought disasters, bad reputation, and world public hostility upon 
the American people and the United States.... 


\"The discussion of Guantanamo, the Iraq war, secret prisons, and 
other issues will constitute a de facto trial of the 
neoconservatives\' policy and extremist doctrine....\" 


Roebuck 
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E.O. 12958: N/A 

TAGS: PTER, KFRD, ASEC, OTRA, AEMR, TH, RP, JA 

SUBJECT: COUNTRY CLEARANCE FOR TERRORIST INTERDICTION 
PROGRAM REPRESENTATIVE 


REF: SECSTATE 01342 


1. (U) Embassy welcomes and grants country clearance for 
the January 18-20, 2007 visit to Japan by Robin Reichenbach, 
S/CT Terrorist Interdiction Program (TIP) representative. 

Post understands, per reftel, that no further assistance is 
required. 


2. (U) Point of Contact for the Tokyo portion of the visit 
will be Mary Wilson. She can be reached at: 


Office phone: (81-3)3224-5340 

Home phone: (81-3)3224-6832 

Mobile phone: (81-90) 4168-4950 

Fax: (81-3)3224-5322 

E-mail: wilsonmt@state.gov (unclassified) 


3. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limosine bus 
counter is located in the Tokyo Narita Airport Arrival lobby. 
Look for the orange signs as you walk through the doors from 
the customs area to the main lobby. The bus fare is 3,000 
Yen. The NEX train in located in the basement of the airport 
terminal. The train fare is 2,900 Yen. Twenty-four hour 
currency exchange facilities are available in the customs 

area and the arrival lobby of the airport. Travel time from 
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Tokyo Narita Airport to downtwon Tokyo is 90-120 minutes, 
depending on traffic. 


4. (U) For departure visitors are advised to take the 

airport \"limousine\" bus from the hotel directly to the Tokyo 
Narita Airport. The bus fare is 3,000 Yen. Reservations 
should be made through the hotel concierge. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers ona 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
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Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 
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8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

DONOVAN 
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PARIS PLEASE PASS USOECD 
STATE PLEASE PASS TO USTR 


E.O. 12958: N/A 

TAGS: ETRD, ECON, JA, ZO, EAGR 

SUBJECT: The Japan Economic Scope - Economic News At-A- 
Glance. 


Sensitive but unclassified. Please protect accordingly. 
1. (SBU) Table of Contents 


3. Unemployment Dips to Under 4% 

4. Cabinet Approves Conservative Regular Budget for FYO7 

5. New Tax Commission Chairman Pro-Growth 

6. METI \"Investment Security" Study Group: Japan\'s \"Exon-Florio\"? 
7. CPRR Issues Mixed Final Reform Recommendations 

8. Japan Post: Rules of the Road Will Apply to Yu-Pac Too 

9. Japanese Skeptical of Government\'s View of the Economy 

10. Execs Concerned about Foreign M&As 

11. IPR, Doha, Asean +3/+6: Osaka ABAC and APEC Hanoi Meetings 
Readout 

12. Civair: GOJ to Study 24-hour Use of Haneda Airport 

13. Mizutani Construction Allegedly Paid Bribes for Airport Work 

14. Kobe Airport Changes Flight Schedule 

15. Ports: GOJ to Ease Customs Clearance 

16. Call for Swift Establishment of Basic Ocean Law 

17. Auto Friction Speculation in the News 

18. Manufacturers: Aiming for Profits while Meeting Emission Limits 


19. FDI/FTA: Sharp Builds Mexican LCD TV Plant for U.S. Market 

20. Kobe: Government and Business Views on 2007 Economic Prospects 
21. Japan\'s Fiscal Consolidation: Smaller Required Adjustment 
Estimated 

22. Cabinet Office and BOJ Updated Economic Indicators 


2. (U) The Japan Economic Scope (JES) is a weekly e- 
newsletter produced by Embassy Tokyo\'s ECON section in 
collaboration with other sections and constituent Posts 

and published every Friday. It provides a brief 

overview of recent economic developments, insights 
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gleaned from contacts, summaries of the latest cables 
and a list of upcoming visitors. This cable contains 
the January 5, 2007, JES, minus the attachments that 
accompany many of the individual stories in the e-mail 
version. To be added to the e-mail list, please email 
ProgarJ@state.gov. 


3. (SBU) Unemployment Dips to Under 4% 


Japan\'s seasonally adjusted unemployment rate fell slightly to 3.99% 
in November, the first time it has dropped below four percent since 
March 1998. The job offers-to-applicants ratio remained 1.06. 


While a tighter labor market could encourage workers to change jobs 
in search of better pay and benefits, one market observer predicted 
that the rate will continue a gradual decline, possibly to the mid-3 
percent range, into 2008. 


4.(U) Cabinet Approves Conservative Regular Budget for FY07 


The Cabinet approved the central government\'s regular budget for 
FY07 (April 2007 Q March 2008) on December 24, clearing the way for 
its submission to the Diet. 


As is the typical budgetary pattern, the regular general account 
budget for FYO7 shows an increase of 4.0 percent in overall outlays 
over the initial FYO6 budget, but a decline of 0.7 percent from the 
revised FY06 budget, inclusive of the supplemental. 


The FY07 budget projects a record %4.5 trillion (nearly one percent 
of GDP) reduction in government bond issuance, thanks to the 
expected brisk growth in tax revenues. 


Due to the sizable cut in the deficit, Finance Minister Omi said in 

a December 20 press conference that there is the possibility of 
moving up the current FY11 target to achieve primary fiscal balance 
of the central and local governments by one or two years. See 
attached for details. 


5. (U) New Tax Commission Chairman Pro-Growth 


Prime Minister Abe selected Yutaka Kosai to replace disgraced 
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Masaaki Honma as head of the government\'s Tax Commission. Kosai, an 
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economist, is a known reformer. 


There was speculation that tax reform would be derailed because of 
the personal scandal that brought down Honma, but Kosai is expected 
to pursue pro-growth changes to support the Abe administration\'s 
reform efforts. 


6. (SBU) METI "Investment Security" Study Group: Japan\'s 
\"Exon-Florio\"? 


METI announced the establishment of a \"Study Group on the 
International Investment Climate in a Globalized Economy\", under the 
chairmanship of Waseda University Graduate School Professor Shujiro 
Urata, which is tasked with reviewing regulations concerning inward 
FDI (especially the Foreign Exchange Law), with a view toward 
securing sensitive technologies and national security. 


Such a review was included among the recommendations regarding 
Japan\'s M&A laws issued by Keidanren (KDR) on December 12. 

The METI proposal addresses concerns expressed by some business 
leaders that increased foreign merger activity risks the loss of 
\"sensitive\" Japanese technology and appears to be a step toward 
setting up a formal review procedure for cross-border merger deals 

in sensitive sectors similar to the U.S.Y CFIUS process. 


The 20-member study group consists of academics, leading M&A lawyers 
and executives of several large corporate enterprises including 

Canon (the company led by KDR chairman Mitarai), Nippon Steel, 
Toyota, Mitsubishi Heavy Industry and Sumitomo. 

According to a METI press release, the group met for the first time 

on December 19 and will advise the Director Generals of the Trade 

and Economic Cooperation Bureau and the Economic and Industrial 
Policy Bureau on \"measures to address problems arising from the 
growth of international investment activities and changes in the 

national security environment.\" 


Separately, a January 4 Sankei Shimbun press report said METI plans 
to tighten its regulations on foreign M&A to prevent the 

proliferation of technology that can be used for WMD. The article 
hinted the target of the new rules were Chinese state-owned 
enterprises. 


7. (U) CPRR Issues Mixed Final Reform Recommendations 


The Council for the Promotion of Regulatory Reform (CPRR) issued its 
third, final and much watered-down report of recommendations of 
issues on which the GOJ should focus its reform efforts on December 
25. 

Press articles state that key recommendations from the interim 
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version issued in July were dropped, including several on education 
and collective bargaining reform. 


The CPRR did recommend revising work hour legislation to eliminate 
the need to pay white-collar workers overtime. 

Other recommendations, most notably on Haneda Airport slot 
allotment rules and pharmaceutical approvals, however, simply 
suggest continued study and discussion rather than specific action. 


Separately, the Cabinet Office announced the appointment of fifteen 
new members to the Council effective January 2007. Eight current 
members, including current Chairman Takao Kusakari, will continue 
their reform work. For more details, see Tokyo 7180. 


8. (SBU) Japan Post: Rules of the Road Will Apply to Yu-Pac Too 


National Police Administration officials told Econoffs that, 
beginning June 2007, new license plates will be issued to 
distinguish between Japan Posts Yupac express mail delivery 
vehicles and those vehicles delivering Japan Post\'s universal 
service mail. 


The former will have to abide by the same parking rules and 
enforcement private express mail delivery companies. If a truck is 
found in violation of this separation of Yupac and Universal 
Service, the license will be revoked. 
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This issue has been a major industry concern due to the recent 
crackdown in parking enforcement and the resulting increase in the 
cost of doing business. 


9. (U) Japanese Skeptical of Government\'s View of the Economy 


In a Yomiuri Shimbun poll conducted on December 9-10, 78 percent of 
respondents stated they \"felt the government\'s view that the economy 
was recovering was unrealistic or doubtful.\" A similar number 

believe the gap between rich and poor was widening. The full 

article can be found here. 


10. (SBU) Execs Concerned about Foreign M&As 


The Embassy and the foreign business community here clearly have a 
continuing challenge to convince corporate leaders that M&A has 
benefits both to the Japanese economy as a whole as well as to 
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individual companies. 

Vs top executives are \"concerned\" about new rules for triangular 
mergers that are to take effect in May 2007, according to year-end 
Nikkei poll. Ironically, 84% percent of respondents also said they 
were \"actively considering\" M&A strategies to increase their firmsY 
competitiveness in an increasingly global market. 


The seeming disparity comes from the strong aversion of Japanese 
managers to \"hostile\" takeovers, although only nine percent 
considered this an inevitable risk for a listed company. 


According to the poll, Japanese executives still view cross-border 
triangular merger as inherently \"hostile\" and \"abusive\" and 
potential foreign acquirers as only interested in short-term 

profits. 

Forty percent of those opposed to foreign M&A cited fears \"their 
firm would be dissolved immediately,\" while 23% worried their 
company \"would immediately be resold.\" 


11. (SBU) IPR, Doha, Asean +3/+6: Osaka ABAC and APEC Hanoi Meetings 
Readout 


Kansai Economic Federation (Kankeiren) held a briefing on the recent 
APEC Business Advisory Council (ABAC) and APEC meeting in Hanoi in 
late December. 


ABAC consists of private sector committees that formulate advice and 
requests to their government counterparts in APEC. 

The ABAC Japan Committee is currently composed of Mr. Yukio Shotoku, 
Advisor from Matsushita Electric, Mr. Yoshio Ishizaka, Advisor from 
Toyota, and Mr. Yasuo Kanzaki, Advisor from Nikko City Group 
Securities. 


Mr. Nobuhiko Sasaki, APEC negotiator from METI, and Mr. Masashi 
Mizukami, Deputy Director-General from MOFA also attended the 
meeting to report on the meetings in Hanoi (Click here for further 
details). 


The GOJ and ABAC Japan representatives present in Osaka were very 
much interested in American commitments made in Hanoi. 

ABAC urged PM Abe to help resolve Japanese firms\' IPR protection 
problems in East Asia, and to restart WTO DDR talks prior to APEC 
Hanoi. Mr. Shotoku said that the IPR issue was one of the most 
important issues for all participants in Hanoi. 


METI\'s Sasaki mentioned that most Asian countries did not welcome 
the concept of either ASEAN +3 or +6. 


The Kansai region around Osaka is home to many SMEs operating in 
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China and Southeast Asia, and there was a high level of interest in 
the Osaka debriefing on how APEC can protect small business 
investors. Mr. Mizukami commented that unfortunately the discussion 
in APEC has not followed the issue, but it should be covered in the 
near future. 


The business audience also expressed strong interest in business 
opportunities available through APEC initiatives. 
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12. (U) Civair: GOJ to Study 24-hour Use of Haneda Airport 


The Abe administration will establish a study group this January to 
examine the 24-hour use of Haneda airport as part of PM Abe\'s \"Asia 
Gateway!" initiative according to the Tokyo Shimbun. 


Special Advisor to the Prime Minister Nemoto will lead the group and 
it will produce a report with specific measures for the full 24-hour 
use of Haneda airport by May 2007. 


13. (SBU) Mizutani Construction Allegedly Paid Bribes for Airport 
Work 


Mizutani Construction spent about 1.5 billion yen ($13 million) on 
bribes and kickbacks, with the bulk going to yakuza groups and a 
lesser amount to Diet members\' aides, according to the Asahi 
Shimbun. 


Many of the bribes were allegedly tied to Mizutani\'s land 
reclamation work for Osaka\'s Kansai International and Nagoya\'s Chubu 
International Airports. 


Mizutani\'s chairman and other staff pleaded guilty in December to 
hiding 3.8 billion yen ($32 million) in corporate income. 

Among the Diet members previously reported to have received 
legitimate political donations from the Nagoya-area based Mizutani 
between 1998 and 2004 were then-Health Labor and Welfare Minister 
Jiro Kawasaki, then Science and Technology Minister lwao Matsuda, 
and then-DPJ Vice President Ichiro Ozawa. 


Those donations were all relatively small, in the two to three 
million yen (about $20,000 to $30,000) range. 


14. (SBU) Kobe Airport Changes Flight Schedule 
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Kobe City announced that JAL and ANA would change flight schedules 
and routes to and from Kobe Airport due to the gap between routes 
with high/low load factors, and increasing fuel costs. 


Since the opening of UKB in February 2006, Haneda, Naha, and Sapporo 
routes reached 60-70 percent load factors, but routes to Sendai, 
Niigata, and Kagoshima are only selling at 30-40 percent. 


ANA will discontinue its Kagoshima route and add one flight each to 
Haneda and Naha in April, and discontinue its Niigata route and add 
one flight to Sapporo in June. 


JAL will also discontinue its Sendai and Kumamoto routes and 
increase coverage of Sapporo and Ishigaki Island, Okinawa in June or 
July. There will be no change in each carrier\'s total flights 

servicing Kobe. 


A Kobe City official told ConGen that he expects an increase in 
revenue from higher landing fees due to the larger aircraft likely 
to be used by both ANA and JAL. 


However, he noted that the city government was surprised to learn 
how airlines quickly react to changes in profitability on their 

routes, signaling that the city has a long way to go in 
understanding the aviation industry. 


15. (SBU) Ports: GOJ to Ease Customs Clearance 


The government\'s Asian Gateway council plans to recommend changing 
cargo handling at ports and airports to improve efficiencies and cut 

costs under the heading \"Distribution Big Bang,\" according to the 
Yomiuri Shimbun. 


The GOJ aims to bring port handling costs more in line with the 
other major Asian ports in order to promote trade and stimulate the 
economy. 


Further discussions on promoting efficiency are to begin in January 
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and the council intends to have a final report by late May. 


Foreign maritime operators told Econoff in interviews over the past 
several weeks that Japanese ports have high cargo handling costs and 
as a result have been losing business Q particularly the 

transshipment of goods -- to the more efficient Asian ports, 

especially Korea. 
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Shippers, even from Japan\'s west coast, find it more economic to 
aggregate smaller loads into larger shipments at Pusan, Korea. 

The GOJ over the last year has been seeking measures to counteract 
this trend. 


16. (U) Call for Swift Establishment of Basic Ocean Law 


Underscoring the interest in revising Japan\'s marine policy, a 
Yomiuri Shimbun editorial on December 31 called for swift 
establishment of Basic ocean law, which is expected to be submitted 
to the ordinary Diet Sessions this year. For more background on the 
maritime bill, see JES Volume 2 Issue #50 Q December 22, 2006. 


17. (U) Auto Friction Speculation in the News 


High level of car exports to the United States Q the highest since 

the early 1990s when auto trade friction was at its peak -- 

increasing sales in the United States Q Toyota taking third place in 
sales in 2006 in the United States received wide coverage here Q and 
the Democrat Party\'s control of the new Congress have fueled 
Japanese press reports about Japanese automakers worries over a 
possible rise of protectionism in the United States. 


18. (SBU) Manufacturers: Aiming for Profits while Meeting Emission 
Limits 


Even as large Japanese manufacturers, including Osaka-based 
Matsushita and Sharp, enjoyed a surge in sales over the past year, 

they have bumped up against a new problem: the requirement to reduce 
CO2 emissions under Japan\'s Kyoto Protocol commitments. 


The problem is acute for firms relying heavily on coal-dependent 
manufacturing plants in China and electronics and auto 
manufacturers, whose products contain higher levels of toxic 
substances like lead or cadmium or which produce high levels of 
carbon emissions while operating. 


Some firms, however, are taking a long-range view of these emissions 
requirements by rethinking the entire production line in order to 
improve total energy efficiency and increase recyclability, while 
making their goods more profitable and attractive to American 
consumers. 


Matsushita, whose carbon emissions have otherwise risen by almost 14 
percent since 2002, has had remarkable success in eliminating all 

lead from its flat glass displays, which made up approximately 97 
percent of the total lead content in their popular flat panel TVs. 
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The firm has begun emphasizing its corporate responsibility and 
environmental consciousness in meetings with ConGen staff. 

By incentivizing \"green\" production for its engineers and designers, 
Matsushita executives are confident they will beat a GOJ Environment 
Ministry goal of 25 percent reduction in CO2 output from 1990 levels 
among electronics manufacturers by 2012. 


19. (U) FDI/FTA: Sharp Builds Mexican LCD TV Plant for U.S. Market 


Sharp Corp, the strongest LCD flat screen TV manufacturer in Japan, 
will build a new five billion yen ($41.7 million) LCD TV assembly 

plant in Mexico\'s Baja California region this year, next to an 

existing Sharp facility. 


Due to the current boom in flat TV sales in the United States, Sharp 
aims to produce 150,000 TV sets a month by the fall, increasing 
current production capacity threefold. 
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Sharp has been slow to join Sony and Matsushita in increasing 
production within NAFTA. Sharp had a 9.7 percent and falling share 
of the U.S. market in summer 2006. 


Japanese competition in the flat TV market in the United States is 
set to accelerate in 2007. 


20. (U) Kobe: Government and Business Views on 2007 Economic 
Prospects 


Highlights of today\'s Kobe-Hyogo Joint New Year\'s Party organized by 
the Hyogo Chamber of Commerce included Mayor Yada\'s call for 
improving local business conditions in Kobe by making more use of 

the city\'s transportation links, including Kobe Airport (UKB) and 

the Port of Kobe, the latter of which is about to enter its 140th 

year of operation as an international seaport. 

Citing its designation as a super hub port, Yada hoped to see an 
increase in the flow of goods and people this year to celebrate this 
anniversary. 


Although some said the corner had finally been turned on Kobe\'s 
recovery from the 1995 Hanshin Earthquake, at least one SME business 
group representative said things were still bad for small business 
owners due to the increased competition from Chinese textiles and 
manufacturing. 
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Business, government, academic and military leaders all variously 
sought greater cooperation from the USG on economic and political 
issues. 


Governor Ido specifically asked Econoff to make progress in efforts 
to promote greater U.S. SME investment in local markets. 


21. (U) Japan\'s Fiscal Consolidation: Smaller Required Adjustment 
Estimated 


The Cabinet Office presented to the Council on Fiscal and Economic 
Policy a revised estimate on the required adjustment to achieve a 
combined central/local government primary surplus on a national 
accounts basis by JPFY11 on December 26. 


According to the estimate, the required adjustment was revised 
sizably downward, from the initially projected %16.5 trillion (3.2 
percent of GDP), to %9.5 trillion (1.9 percent of GDP), reflecting 
restrictive discretionary spending and brisk tax revenues projected 
in the Cabinet-approved budget for FYO7. 


Central/local government expenditures for FY07 are estimated to 
total %107.3 trillion in FYO7, about %3.5 trillion smaller than the 
amount without spending reforms. 


Tax revenues for FY11 are now projected to be about %3.5 trillion 
larger than the initial estimate. See attached for details. 


22. (U) Cabinet Office and BOJ Updated Economic Indicators 


The Cabinet Office kept its overall assessment of JapanYs economy 
unchanged, noting that the economy is recovering, although there is 
some weakness in consumption. 


The monthly economic report, submitted to the Cabinet on December 
25, indicated that personal consumption will increase if the growth 

of income changes for the better with improvement in employment. 

It added that consumer prices are flat, while growth of corporate 

goods prices has slowed with declines in oil prices. 

The BOJ report, released on December 19, also left unchanged its 
core economic assessment, indicating that the economy is \"expanding 
moderately.\" 


However, the BOJ indicated somewhat a cautious view on personal 
consumption, noting an increasing trend, although at a moderate 
pace. 


The BOJ outlook expects the economy to continue expanding 
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moderately. See attached document for further details. 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, KDEM, SR 

SUBJECT: DS-DSS COALITION MOST LIKELY AFTER SERBIAN 
ELECTIONS 


SUMMARY 

1. (SBU) Although both DS and DSS officials deny that they 
have a pre-cooked deal to share power after elections, a 
coalition centered around the DS and DSS is the most likely 
outcome of 21 January elections. Prime Minister Kostunica 
has made clear his intention to retain his position in the 
next government, and the DS has not tried hard to counter 
the perception that the party is prepared to accept 
Kostunica as head of a DS-DSS government. G17 Plus (and 
possibly the Socialists) could further tip the scales in 

favor of Kostunica, with party leader Mladjan Dinkic 
rumored to have cut a deal with Kostunica. Although we 
cannot completely count them out, the Radicals reportedly 
see little chance that they can form the next government 
and may be saving resources for presidential, local, and 
Vojvodina elections later this year. Ceda Jovanovic\'s 
Liberal Democratic Party also is preparing to sit in 
opposition if its coalition passes threshold, but has not 
ruled out supporting a minority DS-DSS government if 
necessary to keep the Radicals out of power. In theory, a 
series of deadlines imposed by Serbia\'s election law and 
new constitution should lead to a new government being in 
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place by mid-March, although this is by no means a sure 
thing. End Summary. 


DS CLOSING GAP ON RADICALS 

2. (SBU) The latest tracking polls from IRI show eroding 
support for the Radical Party (SRS) and the Democratic 
Party (DS) within striking distance of becoming the biggest 
vote-getter in 21 January elections. The poll shows only 
four parties--the SRS, DS, Democratic Party of Serbia 
(DSS), and G17 Plus--definitively above the five-percent 
election threshold. lt also shows the United Pensioners 
Party (PUPS) helping to put at risk the chances that the 
Socialist Party (SPS) has to cross the threshold. Here are 
the results of a survey conducted at the end of December: 


SRS 26 percent 


DS 24 
DSS 18 
G17 8 
LDP 5 
SPS 4 
PUPS 2 
SPO 2 


3. (SBU) Serbian President Boris Tadic and his Democratic 
Party (DS) continue to send mixed signals about their post- 
election goals and expectations. Tadic\'s close adviser 
Dragan Djilas recently stated publicly that the DS 

prioritizes taking over the economic, health, and education 
portfolios in the next government because these are the 
domains in which the DS can best fulfill its promise of 
securing a better life for Serbian citizens. Similarly, 

other members of Tadic\'s cabinet have expressed privately 
to Poloffs a willingness to accept a power sharing deal 

with the Democratic Party of Serbia (DSS) in which DSS 
leader Vojislav Kostunica remains prime minister, his party 
retains control of the Interior and Justice Ministries as 

well as the Security Information Agency, and the DS is 
given a deputy prime minister slot, all major economic 
portfolios, and the Ministries of Foreign Affairs and 
Defense. 


4. (SBU) The DS\'s refusal so far to put forward their own 
prime minister candidate has reinforced the perception that 
the party is prepared to accept Kostunica as head of a DS- 
DSS government. On the other hand, in an interview with the 
Blic daily published on 2 January, Tadic asserted that the 
DS would surely win significantly more votes than the DSS 
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and therefore would be entitled to appoint the next prime 
minister. He and other senior DS leaders have said that 

the DS has at least five (unspecified) PM candidates, with 
most pundits mentioning ex-Finance Minister Bozidar Djelic, 
People\'s Office Director Dragan Djilas, ex-Minister Gordana 
Matkovic, Ambassador to the US lvan Vujacic, and Tadic 
himself. Tadic said in an interview that appeared on 1/7 
that he plans to run for re-election as President of Serbia 
later this year. 


DSS COUNTING ON LEADING THE NEXT GOVERNMENT 
5. (SBU) DSS Executive Board President Jovan Palalic 
denied to Poloffs that the DSS has made a pre-cooked deal 
with the DS for a governing coalition headed by Kostunica. 
He noted, however, that the Radical Party (SRS) and Liberal 
Democratic Party (LDP) have already voluntarily opted out 
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of any potential coalition with the DSS -- the SRS due to 
party leader Vojislav Seselj\'s last will and testament that 
identified Kostunica and DS leader Boris Tadic as equal 
nemeses of the Radicals, and the LDP because of its 
willingness to accept the reality of an independent Kosovo. 
(Note: Kostunica in a recent interview with daily Vecernje 
Novosti stated that the DSS will determine its coalition 
partners first and foremost according to their stance on 
Kosovo, which suggests he would be less disinclined to 
cooperate with the SRS than with the LDP. Nevertheless, an 
official in Kostunica\'s closest inner circle categorically 
ruled out to us recently the possibility of DSS 

participating in a coalition with the SRS. End note.) 


6. (SBU) Palalic also confirmed that the DSSVs firm goal 

in any governing Coalition is for Kostunica to remain as 

prime minister and for the DSS and its main coalition 

partner New Serbia to retain their most important current 
ministry portfolios, including Interior, Justice, and 

Capital Investments. Given the inordinate weight that 
Kostunica continues to place on Kosovo during the campaign, 
itcan also be assumed that the DSS intends to retain 

control over the government\'s Coordination Center for 
Kosovo. 


G17 PLUS COULD DECIDE WHO HEADS THE NEXT GOVERNMENT 


7. (SBU) G17 Plus deputy leader Ivana Dulic-Markovic 
(protect) told Poloffs that party chairman Mladjan Dinkic 
almost certainly would refuse to join or support a 
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governing coalition unless he was reappointed Finance 
Minister or offered a powerful Deputy Prime Minister 
position. She dismissed the possibility that Dinkic would 
settle for his old job as central bank governor as a 
consolation prize in any potential government formation. 
Dulic-Markovic also said she strongly suspected that Dinkic 
had already cut a secret deal with Kostunica guaranteeing 
Dinkic one of these plum portfolios in exchange for G17 
Plus\'s support for Kostunica as head of the next 
government, though she hastened to add that Dinkic would 
never confirm this information with her because he knows 
that she cannot stand Kostunica. Dulic-Markovic herself 
does not intend to participate in the next government, 
preferring instead to focus her attention on preparing G17 
Plus for local elections in Novi Sad and Vojvodina\'s 
provincial elections. 


RADICALS FOCUSING ON ELECTIONS LATER IN THE YEAR 
8. (SBU) The Radicals continue to conduct a relatively 
subdued campaign, apparently after soberly assessing that 
they have little chance of forming a governing coalition 
after elections. Post sources say that the SRS\'s top 
officials expect the Socialist Party (SPS), their most 

viable potential coalition partner, to struggle to pass the 
election threshold and, even if they do, to continue to 
gravitate toward the DSS away from the Radicals, 
particularly after Ivica Dacic\'s victory as new SPS 
chairman at last month\'s party congress. At the same time, 
even before SRS leader Vojislav Seselj\'s last will and 
testament, these same SRS officials reportedly had written 
off any chance of enticing the DSS to form a coalition with 
them. 


9. (SBU) As a result, SRS acting leader Tomislav Nikolic 
reportedly has decided to marshal the party\'s resources for 
presidential, local, and Vojvodina elections due later in 

the year. Nikolic appears to be counting on capitalizing on 
a negative decision on Kosovo by the spring and ensuing 
tensions within the DS-DSS government to defeat Tadic in 
presidential elections. Perhaps an even bigger prize that 
the SRS is eyeing is control of Belgrade, which SRS 
Secretary General Aleksandar Vucic fell 7,000 votes short 


SIPDIS 

of claiming in the 2004 mayoral race against DS Vice 
President Nenad Bogdanovic. Bogdanovic reportedly now is 
suffering from cancer, which raises uncertainty about his 
ability to run an effective campaign or for the DS to 

produce another viable candidate to defeat Vucic. Winning 
Belgrade would provide the SRS an almost limitless revenue 
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stream, in the form of kickbacks and bribes that the party 
is reportedly carrying out on a smaller scale in Novi Sad, 
SerbiaWs second biggest city, and its best opportunity yet 
to sanitize its image and escape its pariah status at the 
republic level. 


LDP ANGLING TO SERVE IN OPPOSITION 

10. (SBU) Liberal Democratic Party (LDP) leader Ceda 
Jovanovic told Poloff that the LDP-led coalition, which 

also includes the Civic Alliance (GSS), the League of 
Social Democrats of Vojvodina, and the Social Democratic 
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Union, has no intention of joining a governing coalition 
that includes the DSS. He said that his goal is for the 
coalition to win 10 percent of the vote on 21 January and 
then serve as a forceful but constructive opposition. This 
role would mean supporting a DS-DSS government on 
legislation that moves Serbia in a pro-Western, reformist, 
and civic direction and sharply criticizing and obstructing 
the government when it pursues more nationalist and 
populist policies. Jovanovic\'s public statements in which 
he has ruled out joining a government that includes 
Kostunica, Dinkic, or Velimir Ilic underscores his 
preference to serve in opposition, since a government with 
none of this trio is virtually inconceivable. 


11. (SBU) GSS Vice President and one of the LDP 
coalition\'s two deputy campaign managers Ivan Andric joked 
to Poloffs that the coalition\'s leaders already have plans 

to go into hiding to preempt any potential pressure by the 

US or European countries for them to join a DS-DSS 
government. He indicated that the coalition\'s leaders 
already have a strategy that would enable them to go into 
opposition but avoid helping the SRS ascend to power, if 
necessary by supporting a minority DS-DSS government. LDP 
Presidency member Dejan Randjic said that the LDP 
coalition\'s guiding principle in such a role would be to 

stiffen the DS\'s spine and \"force the DS to be the DS.\" 


COMMENT 

12. (SBU) Coalition wrangling will be fierce regardless of 
the election results, and the outcome of these negotiations 
will depend on two main factors: how well the DS does 
relative to the Radicals and the DSS and how many of 
Serbia\'s smaller parties surpass the five-percent 
threshold. For instance, the DS will have greater leverage 
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to dictate the terms of the ruling coalition, and Tadic 

will face greater internal pressure to demand the 

appointment of a DS official as prime minister, if the 

party outpaces the DSS. Unless DSSVs results are miserable 
(and polling strongly indicates they will not be), we 

expect the DSS to strongly demand that Kostunica retain the 
PM job. 


13. (SBU) On the other hand, with the LDP coalition\'s 
plans to voluntarily consign itself to the opposition and 

the SPS facing continuing marginalization and possibly 
exclusion from parliament, G17 Plus could also emerge as 
kingmaker of SerbiaWs next government. Although G1 7\'s rank- 
and-file are more personally and ideologically inclined 
toward the DS, a pre-electoral \"deal\" between party leader 
Mladjan Dinkic and Kostunica could help tip the scales in 
favor of the prime minister keeping his post and the DSS 
gaining far greater weight in the government than its 
popularity could command on its own. Kostunica could also 
seek out Socialist support to strengthen his hand, if the 
SPS crosses the threshold. 


14. (SBU) In any event, the new constitution places time 
constraints on the parties to form a governing coalition, 
dictating that the parliament convene its first session 

within 30 days of the certification of the election results 

and that it elect the new government sometime during this 
session. Since the Republican Election Commission is likely 
to certify election results by early February, and this 

first parliamentary session is likely to last a number of 
days, it is theoretically possible for Serbia to have a new 
government in place by mid-March. That said, the Kosovo 
status process, combined with inter-party squabbling, could 
conceivably delay this timetable. 
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DEPARTMENT FOR AF/C and AF/PD, LONDON AND 
PARIS FOR AFRICA-WATCHERS 


E.O. 12958: N/A 
TAGS: PGOV, KPAO, PHUM, CD 
SUBJECT: CHAD: CENSORSHIP UPDATE 


REF: 06 NDJAMENA 01414 


1. (SBU) Summary: Nearly one month after declaring a 
state of emergency throughout the country, the Government 
of Chad continues to talk a tough line vis--vis the national 
press. The state of emergency, under which the GOC has 
implemented a hard line censorship policy, has been 
extended for six months. Both Arabic and French media 
contacts have expressed grave concerns for the near term 
future of freedom of the press in Chad, and for the viability 
of their own media if strong censorship continues. Actual 
examples of censorship in newspapers appear to have 
diminished somewhat, potentially due in part to self- 
censorship on the part of struggling papers. End 
Summary. 


2. (SBU) As reported in reftel, the GOC considers 
censorship justified as long as Chad is in a state of war with 
rebel movements trying to destabilize the country. The 
GOC asserts that the state of emergency declared in late 
November extends to NDjamena due to rebel threats to 
attack the capital, as they did on April 13, 2006. 

However, because there have been no recent major security 
problems in NDjamena as a result of conflict in the east, 
several media contacts have reported their suspicion that 
the state of emergency was extended to NDjamena to 
allow the GOC to control the independent media. 


3. (SBU) In a December 11 meeting (reftel), the 


Column 3 

Ambassador discussed the censorship issue with Minister 
er 

of Communication Moussa Doumgor, expressing USG 
concerns about the clear threats to the free press in Chad. 
The meeting clearly resonated with the Minister, who 
mentioned it and the Ambassador on several occasions 
during a December 27 television interview. The Minister 
The Ambassador of the United States told me what the 
impact [of censorship] on Chadian public opinion would 
be, stated the Minister. [But] our press is not yet capable 
of assuming its national responsibilities; because its not 
about pleasing the outside world its about contributing 

to making things better in Chad. In the current context, 
the minister continued, we can close a radio station. Who 
will oblige us to reopen it? Neither France, nor the United 
States, nor the UN. 


4. (SBU) After declaring a state of emergency in late 
November, the government immediately began to require 
all media (print and radio) to submit their reporting for 
review by the HCC (High Council for Communication, the 
tion, the 

GOCs press regulatory board) and the Ministry of 
Communication. Whole articles on the front pages of 
several independent newspapers (both French and Arabic) 
were blacked out in early December. Initially, newspapers 
covered these black areas with the word censored, but 
stopped after a warning from the GOC that censored 
material should only appear in black. 


5. (SBU) Following a two-week hiatus in protest of 
government censorship policy, the independent newspapers 
are publishing again. The first run after the hiatus saw 
many censored articles. However, the latest editions of the 
most prominent independent papers have not been 
censored. Several French language journalists reported to 
the Public Affairs Section (PAS) that they felt obliged to 
return to the marketplace for the good of their papers. They 
believed that they would go out of business forever if they 
stopped publishing for too long, and would certainly lose 
their advertising base. At the same time, French language 
ge 

media leaders reported to the PAS that they no longer feel 
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the content of their papers reflects their editorial line. They 
have significantly softened their direct criticisms of the 
government, and stopped reporting on events in eastern 
Chad almost entirely. 
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6. (SBU) Journalists in the Arabic-language media also 
spoke openly with the PAS about their concerns. The 
Arabic-language press stopped publishing for two weeks to 
protest government censorship. However, staff at three 
Arabic-language papers reported receiving an indirect 
message from the GOC, via press officers at the 
presidency, that they would be considered as siding with 
the rebels if they did not publish. As a result, the 
journalists report, at least three Arabic-language papers 
plan to publish this week, but not report on domestic 
politics or events in the East. Similarly, Arabic-language 
programming on RNT (National Chadian Radio) and FM 
Liberte (independent) now consists only of social and 

d 

cultural programs, and Chadian traditional music. 


7. (SBU) Al Jazeeras Arabic language service has been 
filling the media void in Chad in recent weeks. They now 
have a full-time correspondent covering domestic politics 
in Chad, and a correspondent on the eastern border region 
who has at several points been embedded with rebels. 
The domestic correspondent was briefly detained by GOC 
security forces last week, then released, apparently without 
clear cause. Al Jazeeras correspondent on the border, 
meanwhile, conducted a lengthy interview with UFDD 

rebel leader Mahamat Nouri, broadcast on Al Jazeera on 
January 2 and 3. 


8. (SBU) Official censorship has also touched Chadian 
musical tastes. Sudanese music, which is very popular in 
Chad, especially among Arabic speakers and Muslims, is 
no longer played on the radio, nor at official parties or 
events, by official decree. According to a close contact 
with strong government ties, the absence of Sudanese 
ese 

music significantly dampened the ambiance at an official 
New Year s Eve celebration attended by President Deby, 
many cabinet members and high-ranking military, and 
former rebel leader Mahamat Nour. 
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STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL 
PACOM FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH 


E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PREL, PHUM, TH 

SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIGHTS 
VETTING FOR: BAKER TORCH 07-2A - UDON THANI, TH - MARCH 1 

- 28, 2007 


REF: A. JUSMAG/THAI MEMO DATED 12 DEC 2006 
B. 05 STATE 021314 - GUIDANCE 
C. 03 STATE 34981 - GUIDANCE 


1. (U) This is an action request for human rights 
verification required by the Leahy Amendment; see Para. 2. 


2. (U) Jusmag Thai has requested that the Embassy/State 
Department complete human rights vetting request for 
individuals listed below, who have been selected to attend 

the above-mentioned course. Embassy Bangkok possesses no 
credible information at this time of gross violations of 

human rights by these persons. Embassy Bangkok 
Political/Military Officer, Mark B. Lambert, is the verifying 

officer for the Embassy/Department of State. 


BORDER POLICE PATROL, REGION 2 


1. PolCapt. Taweesak MAIPRAYOON, DPOB: May 18, 1965, 
Chachoengsao, Th 

2. PolCapt. Surapol THEPRUNGSARIDI, DPOB: Nov. 27, 1959, 
Udon Thani, TH 

3. PolSgt. Viangmon PHOSRI, DPOB: Nov. 16, 1970, Khon Kaen, 
TH 

4. PolSgt. Sanit POOYANDEE, DPOB: Nov. 6, 1970, Kalasin, TH 
5. PolSrSgtMaj. Surajit SRIMUNGKHUN, DPOB: March 16, 1964, 
Kalasin, TH 

6. PolSrSgtMaj. Phoupong KOOYUN, DPOB: Sept. 13, 1962, Khon 
Kaen, TH 

7. PolSrSgtMaj. Pattanaphong PETHSANG, DPOB: Apr. 17, 1967, 
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Ratchaburi, TH 

8. PolSr SgtMaj. Vichearn Piwkhom, DPOB: Oct. 21, 1970, 
Khon Kaen, TH 


BORDER POLICE PATROL 21 


1. Pol.Sub-Lt. Kal KLINSRI, DPOB: May 3, 1980, Nakhon 
Sawan, TH 

2. PolSrSgtMaj. Payong WISATVONGSA, DPOB: June 19, 1969, 
Roi Et, TH 

3. PolSgiMaj. Suriya SAYYOD, DPOB: May 29, 1962, Surin, TH 


BORDER POLICE PATROL 22 


1. PolSrSgtMaj. Amka WANSOPA, DPOB: May 8, 1963, Amnat 
Jaroen, TH 

2. PolSrSgtMaj. Kowit NAMMANEE, DPOB: Nov. 1, 1965, 
Bangkok, TH 

3. PolSrSgtMaj. Rattawut KRAUSOL, DPOB: Apr. 18, 1960, Ubon 
Ratchathani, TH 


BORDER POLICE PATROL 23 


1. PolSrSgtMaj. Wirote SITTHISRICHAN, DPOB: Aug. 24, 1972, 
Sakhon Nakhon, TH 

2. PolSrSgtMaj. Pichayanun DACHPONGHA, DPOB: Dec. 16, 1967, 
Sakhon Nakhon, TH 

3. PolSgt. Sawat JANTASRI, DPOB: Aug. 27, 1971, Maha 
Sarakham, TH 


BORDER POLICE PATROL 24 


1. PolCapt. Jarubut RUANGSRI, DPOB: Sept. 7, 1972, Udon 
Thani, TH 

2. PolSrSgtMaj. Nujan NORACH, DPOB: Jan. 2, 1967, Maha 
Sarakham, TH 

3. PolSrSgtMaj. Narainthon GONCON, DPOB: Dec. 16, 1971, 
Nong Bua Lampoo, TH 


BORDER POLICE PATROL #3 


1. Pol.Sub-Lt. Chumlong KUMMAYEE, DPOB: Feb. 14, 1966, 
Nakhon Ratchasrima, TH 

2. Pol.Sub-Lt. Somkid SARNKHODGUAD, DPOB: Feb. 11, 1963, 
Nakhon Ratchasrima, TH 

3. PolSrSgtMaj. Bundol THONGMA, DPOB: Feb. 16, 1965, Ubon 
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Ratchathani, TH 

4. PolSgiMaj. Narunart RUANGNA, DPOB: Oct. 14, 1972, Nakhon 
Ratchasrima, TH 


5. PolSgtMaj. Chaiya PHUENGNA, DPOB: Jan. 7, 1972, Ubon 
Ratchathani, TH 

6. PolSgtMaj. Paisan THOPTHUM, DPOB: Dec. 1, 1969, Nong 
Khai, TH 

7. PolSgtMaj. Saksit POOBUANAK, DPOB: July 25, 1972, Chiang 
Rai, TH 

8. PolSgtMaj. Suchart YATDON, DPOB: March 23, 1969, Nakhon 
Ratchasrima, TH 

9. PolSgtMaj. Komson LADKRATHOK, DPOB: Aug. 1, 1970, Nakhon 
Ratchasrima, TH 

10. PolSgtMaj. Anurat CHASUREE, DPOB Oct. 15, 1968, Ubon 
Ratchathani, TH 


BORDER POLICE PATROL TRAINING #4 


1. Pol.Sub-Lt. Prachuap PRASITKAEW, DPOB: June 1, 1964, 
Maha Sarakham, TH 

2. Pol.Sub-Lt. Pipat PHANPROM, DPOB: Feb. 6, 1966, Udon 
Thani, TH 

3. PolSgtMaj. Chalermpol INGCHAIYAPHUM, DPOB: Feb. 1, 
19166, Chaiyaphum, TH 

4. PolSgiMaj. Amporn CHAMALI, DPOB: Jan. 8, 1968, Sakon 
Nakhon, TH 

5. PolSrSgtMaj. Narong KIPAWAT, DPOB: March 28, 1963, Roi 
Et, TH 

6. PolSgt.Maj. Nipon AONSAMARRNG, DPOB: Jan. 20, 1972, 
Karasin, TH 

7. PolSgtMaj. Narong KONGDEE, DPOB: July 7, 1971, Nakhon 
Ratchasrima, TH 

8. PolSgt. Samrit CHATUWAENG, DPOB: Aug. 21, 1969, Maha 
Sarakham, TH 

9. PolSgt. Niyom CHAROENSIRI, DPOB: Oct. 5, 1972, Maha 
Sarakham, TH 

10. PolSgt. Surat KAMHANGPOL, DPOB: Nov. 14, 1971, Khon 
Khaen, TH 

BOYCE 
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SIPDIS 
SIPDIS 


STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL 
PACOM FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH 


E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PREL, PHUM, TH 

SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIGHTS 
VETTING FOR: BAKER TORCH - 07-4 A/B - NAKHON SI THAMMARAT, 
TH - APRIL 2 - JUNE 11, 2007 


REF: A. JUSMAG/THAI MEMO DATED 18 DEC 2006 


B. 05 STATE 021314 - GUIDANCE 
C. 03 STATE 34981 - GUIDANCE 


1. (U) This is an action request for human rights 
verification required by the Leahy Amendment; see Para. 2. 


2. (U) JUSMAG/THAI has requested that the Embassy/State 
Department complete human rights vetting request for 
individuals listed below, who have been selected to attend 

the above-mentioned course. Embassy Bangkok possesses no 
credible information at this time of gross violations of 

human rights by these persons. Embassy Bangkok 
Political/Military Officer, Mark B. Lambert, is the verifying 

officer for the Embassy/Department of State. 


BORDER POLICE PATROL (BPP) REGION 4 


1. Pol.L/C Sathaban SUWANKAN, DPOB Aug. 8, 1978, Songkhla, 
TH 

2. Pol.L/C Pirapong PROMPOON, DPOB: Jan. 2, 1978, 
Narathiwat, TH 

3. Pol.L/C Sommai KHOTCHALONG, DPOB: Nov. 3, 1980, Ubon 
Ratchathani, TH 

4. Pol.Sm Panthayut THAMMASORN, DPOB: Jan. 2, 1979, Chiang 
Rai, TH 

5. Pol.L/C Somchoke MANKHONG, DPOB: Oct. 7, 1983, Nakhon Si 
Thammarat, TH 

6. Pol.L/C Surapong SIWONG, DPOB: Sept. 9, 1977, Buriram, TH 


BPP SUB-DIVSION 41 
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1. Pol.L/C Pornchai THONGAPO, DPOB: Feb. 28, 1983, 
Chumporn, TH 

2. Pol.L/C. Apiwat BOONYU, DPOB: Feb. 13, 1981, Kanchaburi, 
TH 

3. Pol.L/C Thanet CHANKLHAI, DPOB: Feb. 11, 1981, 
Kanchaburi, TH 


BPP SUB-DIVISION 42 


4. PolSrSgtMaj. Sunthon KAEWJITNGAM, DPOB: Feb. 18, 1968, 
Nakhon Si Thammarat, TH 

5. PolSgt. Pongrat RAMPUENGNIT, DPOB: Oct. 14, 1972, Nakhon 
Si Thammarat, TH 

6. PolSgt. Wichian PROMTHIP, DPOB: Nov. 11, 1972, Nakhon Si 
Thammarat, TH 

7. PolSgt. Theeraporn PHETANAN, DPOB: March 7, 1972, Nakhon 
Si Thammarat, TH 


BPP SUB-DIVISION 43 


8. Pol.L/C Samer Butakhian, DPOB: Sept. 6, 1982, Sisa Ket, 

TH 

9. Pol.L/C Sakhon PHUKABPHET, DPOB: March 14, 1980, 
Kalasin, TH 

10. Pol.L/C. Uthai BOKBUA, DPOB: Dec. 12, 1980, Amnat 
Charoen, TH 

11. Pol.L/C Sathit KAEWKANRAI, DPOB: May 20, 1980, Nakhon 
Ratchasima, TH 

12. PolSgiMaj. Boonyarit ATTABUT, DPOB: Oct. 29, 1966, 
Trang, TH 

13. Pol.L/C Thawatchai ITTHIPAIBOON, DPOB: May 11, 1977, 
Trang, TH 

14. Pol.L/C Sayan PRABKHET, DPOB: May 17, 1977, Trang, TH 
15. Pol.L/C Singha SAISA, DPOB: Feb. 7, 1980, Nonk Khai, TH 
16. Pol.L/C Pichit PPANDEE, DPOB: Jan. 27, 1969, Satun, TH 

17. PolSgt. Prapat THUMPORN, DPOB: May 21, 1970, Satun, TH 
18. PolSgt. Santichai CHAROENSUKE, DPOB: July 8, 1980, 
Krabi, TH 

19. Pol.L/C Natthapon HEMSA-ARD, DPOB: Feb. 5, 1981, Nakhon 
Pathom, TH 


BPP SUB-DIVISION 44 


20. PolSgt. Nipon ONRAK, DPOB: Dec. 2, 1970, Satun, TH 

21. PolSgt. Sudee JEH-ASAE, DPOB: Oct. 19, 1978, 

Narathiwat, TH 

22. Pol.Sgt. Sucheep THAOCHU, DPOB: March 15, 1972, Nakhon 
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Si Thammarat, TH 


23. Pol.L/C Naruepon NUTHONG, DPOB: May 19, 1978, Pattani, 
TH 

24. PolCpl. Anuwat BAMRUNGWONG, DPOB: Sept. 16, 1979, 
Songkhla, TH 

25. Pol.L/C Ayudhaya CHOONYONG, DPOB: Oct. 27, 1976, Nakhon 
Si Thammarat, TH 

26. Pol.L/C Somchai BUAMANEE, DPOB: June 3, 1975, Surat 
Thani, TH 

27. Pol.L/C Jirapong Kaewkosaba, DPOB: Sept. 12, 1978, 
Songkhla, TH 

28. PolLt. Chetthawit NIRAHING, DPOB: Dec. 13, 1968, 

Pattani, TH 

29. PolSrSgtMaj. Chanchai WANGSAWANG, DPOB: April 12, 1960, 
Chumporn, TH 

30. Pol.L/C Anucha INTHAKAN, DPOB: July 13, 1976, Pattani, 
TH 

31. Pol.L/C Sirapat SUDNAEN, DPOB: Feb. 15, 1978, Chumporn, 
TH 

32. PolSgtMaj. Charan CHANTHONG, DPOB: Nov. 18, 1968, 
Songkhla, TH 

33. PolSgtMaj. Charoon PATTHASONG, DPOB: Nov. 23, 1966, 
Nakhon Si Thammarat, TH 

34. Pol.L/C Chanan MUANGSUKE, DPOB: Jan. 30, 1978, Surat 
Thani, TH 

35. Pol.L/C Khomsan THIPPRASERT, DPOB: June 29, 1979, 
Chiang Rai, TH 


SPECIAL TRAINING DIVISION 8 


36. PolSrSgtMaj. Chamnan SURKHOPRASOPCHAI, DPOB: June 30, 
1967, Ratchaburi, TH 

37. PolSrSgtMaj. Sayan NUKAEW, DPOB: Dec. 6, 1968, Nakhon 

Si Thammarat, TH 

38. PolSgtMaj. Chanan JAIKOED, DPOB: Sept. 25, 1970, Nakhon 

Si Thammarat, TH 

39. PolSgt. Wimon KETKAEW, DPOB: June 10, 1971, Chumporn, TH 


SPECIAL TRAINING DIVISION 9 


40. PolSrSgtMaj. Charoon UDOMSIN, DPOB: Oct. 4, 1963, 
Songkhla, TH 

41. PolSgtMaj. Aduldej BOONTHIMA, DPOB: Dec. 27, 1965, 
Phayao, TH 

42. PolSgtMaj. Pradung SICHANSA, DPOB: Oct. 18, 1968, 
Mahasarakham, TH 

43. PolSgt. Aek HONGTHONG, DPOB: Feb. 6, 1974, Songkhla, TH 
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ALTERNATES: 


44. Pol.L/C Khomsak KHAMPAN, BPP Region 4, DPOB: April 4, 
1980, Yasothon, TH 

45. Pol.L/C Decha BOONWATE, BPP Sub-Division 41, DPOB: Nov. 
5, 1979, Nakhon Si Thammarat, TH 

46. PolSgt. Niwatchai KHAONIM, BPP Sub-Division 42, DPOB: 
Dec. 9, 1967, Nakhon Si Thammarat, TH 

47. Pol.L/C Pornchai KOEYMAT, BPP Sub-Division 43, DPOB: 
May 29, 1975, Sisa Ket, TH 

48. Pol.L/C Sitthipong PUTHONG, BPP Sub-Division 43, DPOB: 
Oct. 20, 1979, Bangkok, TH 

49. Pol.L/C Rewat CHANTHARASIRI, BPP Sub-Division 44, DPOB: 
Dec. 22, 1977, Pattani, TH 

50. Pol.L/C Thanuwat SOMPRAKOB, BPP Sub-Division 44, DPOB: 
May 18, 1978, Pattani, TH 

51. Pol.L/C Sampan SAK, BPP Sub-Division 44, DPOB: Sept. 

28, 1979, Surat Thani, TH 

52. Pol.L/C Sukit SUKKHONG, Special Training Division 8, 

DPOB: June 5, 1971, Phatthalung, TH 

53. PolSrSgtMaj. Preecha Wanmanee, Special Training Division 

9, DPOB: Oct. 9, 1957, Songkhla, TH 
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E.O. 12958: DECL: 01/07/2017 

TAGS: NATO, PGOV, PREL, LU 

SUBJECT: AMBASSADOR WAGNER PRESSES AFGHANISTAN AND MIDDLE 
EAST ISSUES WITH FOREIGN MINISTER ASSELBORN 


Classified By: DCM Steven Kraft for reasons 1.5 (b) and (d). 


1. (C) On January 8, Ambassador Wagner met with Luxembourg 
Foreign Minister Jean Asselborn. She outlined four priorities 

for the USG in the Middle East: success in Iraq; the MEPP; 
stability in Lebanon; and Iran. She noted that the U.S. 


Column 3 

would vigorously support creation of an independent 
Palestinian State as a key element in stabilizing the Middle 
East. She also told the FM that Syria and Iran\'s economic 
and political dominance in Lebanon was a serious challenge 
that had to be countered and that the U.S. was developing 
additional ideas in this area. 


2. (SBU) The Ambassador also told him that the U.S. will 

soon be engaging with its partners to increase financial 
support of NATO provincial rescontruction efforts in 
Afghanistan and that Luxembourg could play a role in this 
regard. She emphasized that Europe needs to stay focused on 
seeing Kosovo successfully through the coming critical 

months. 


3. (C) The Foreign Minister appreciated the AmbassadorYs 
comments and indicated he planned to attend the Lebanon 
international donorYs conference in Paris January 25 and the 
January 26 NATO Ministerial. His principal substantive 
comment on the Ambassador\'s points concerned Syria. 
Asselborn echoed Prime Minister Juncker\'s opinion that Syria 
is the key to many of the problems in Lebanon, Iraq, and 
elsewhere in the Middle East and should be engaged at senior 
levels. Finally, he encouraged Secretary Rice to become more 
closely involved with the Quartet and said he welcomes the 
news on the MEPP. 

WAGNER 
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STATE FOR INR/AA 
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E.O. 12958: DECL: 01/05/2017 

TAGS: PREL, PGOV, KDEM, NI 

SUBJECT: JONATHANVS MEDIA ADVISOR: CANDIDATE TAKING NOTHING 
FOR GRANTED 


REF: LAGOS 3 


LAGOS 00000013 001.2 OF 004 


Classified By: Consul General Brian L. Browne for reasons 1.4 (B) and ( 
D) 


1. (C) Summary: Francis Sheen, media manager for Bayelsa 
State Governor Goodluck Jonathan\'s 2007 People\'s Democratic 
Party (PDP) vice presidential campaign (strictly protect), 

told Pol/Econ Chief and Poloff on December 28 that the PDP 
must still court the military\'s support for the 
Yar\'Adua-Jonathan ticket. Jonathan is taking nothing for 
granted, aware that President Obasanjo could shuffle the 
ticket before the February deadline for changes of candidates 
by political parties. If Obasanjo makes a shift, Jonathan 
could replace the current PDP nominee and run again for 
Governor of Bayelsa State. End Summary. 


2. (C) On December 28, Francis Sheen, media manager for 
Bayelsa State Governor Goodluck Jonathan\'s 2007 vice 
presidential campaign and assistant to the Governor\'s Special 
Advisor on Economic Development and Finance (strictly 
protect), told Pol/Econ Chief and Poloff that though the 
People\'s Democratic Party (PDP) machinery is \"big and 
strong,\" that is not enough to win. The military 

establishment, which includes not only those currently 

serving in the military but also National Assembly members, 
many of whom have military backgrounds, are not comfortable 
with the PDP\'s choice of \"these two strange fellows\" neither 
of whom have military backgrounds, Sheen said. To have any 
chance of winning the presidency, PDP presidential aspirant 
Katsina Governor Yar\'Adua and running mate Jonathan will need 
to give the military establishment assurances they will be 
\"taken care of\" and know where \"the bread is going to be 
buttered,\" Sheen said. 


Column 3 

3. (C) If former military ruler Muhammadu Buhari, the All 

Nigeria People\'s Party (ANPP) presidential candidate, chooses 
Senate President Ken Nnamani from Enugu State to be his 
running mate, the ANPP may have a stronger ticket than the 
PDP, Sheen fretted. As a former military leader, Buhari\'s 
candidacy would seemingly address the military\'s concerns. 
Buhari is already so popular that he could beat Yar\'Adua in 
Katsina, his home state, Sheen said. Although Buhari has 
already named ANPP National Chairman Edwin Ume-Ezeoke as his 
running mate, a stronger choice would be Senate President Ken 
Nnamani. (Note: Ume-Ezeoke was former Speaker of the House 
under Shagari and most recently ANPP National Chairman. 
However, many observers consider Ume-Ezeoke as a placeholder 
until Buhari chooses his actual running mate before the 

February 20th deadline. End note.) With Nnamani as a 

running mate, Buhari would also take the south-east, Sheen 
believes. Nnamani would also win the ANPP Igbo support 
throughout Nigeria, particularly in Lagos, Ibadan, Kano and 
Kaduna where there are large, strong Igbo populations, Sheen 
contended. Another factor in the ANPP\'s favor would be that 
the public does not consider either Buhari or Nnamani to be 
under the control of President Obasanjo. By contrast, 

Yar\'Adua and Jonathan will have to work hard and use 
Jonathan\'s \"humble background\" to convince the public that he 
and his running mate are not part of the current 

establishment, Sheen said. 


4. (C) Atiku would split the vote with Buhari in the north 

and the southwest because of his backing by Lagos Governor 
Tinubu, among others, Sheen said, but the military will never 
let both Atiku and Buhari run at the same time. Atiku will 

likely throw in the towel for Buhari because Buhari has the 
military\'s support, which Atiku can never attain, according 

to Sheen. Ibrahim Babangida is out of the race because, when 
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summoned to attend a \"truth and reconciliation\" panel, he 


refused to participate; as a result, the PDP has him where 
they want him, Sheen said. 


5. (C) Jonathan is not taking the vice-presidential 


Column 3 

candidacy for granted, Sheen said; President Obasanjo could 
\"turn on\" Yar'Adua and/or Jonathan at any time. The party 
has until February 14 to change candidates for Governor and 
the State Assemblies, and until February 20 to change 
candidates for the Presidential and National Assembly races. 
Governor Jonathan finds himself in a precarious 
situation--currently divorced from the gubernatorial ticket 

but not fully and irrevocably wedded to the presidential 

slate, Sheen explained. If the PDP is able to secure the 
military\'s backing and if Obasanjo does not reshuffle the 
ticket, Jonathan will most likely go to Abuja. If, however, 
Obasanjo executes a February surprise, Jonathan will remain 
in Bayelsa. 


6. (C) Jonathan has a contingency plan which will enable him 
to reclaim the governorship. The key to this plan is retired 
banker and 2003 ANPP gubernatorial candidate Chief Francis 
Doukpola, who came in third during the PDP\'s Bayelsa 
gubernatorial primaries. Doukpola, Sheen explained, is an 
ideal door-stop candidate. The plan is for Doukpola to run 

for governor under the PDP with Dr. Godknows Igali, Secretary 
to the State Government (SSG), as the running mate. Should 
Jonathan for some reason not make the final PDP Presidential 
ticket, Doukpola can easily be \"thrown aside,\" to be replaced 
either by Jonathan or someone else. Dr. Igali, Sheen 
intimated, will be instrumental in seeing this plan through. 

As for Timi Alaibe, the controversial Niger Delta Development 
Commission (NDDC) Finance Director and Bayelsa State 
gubernatorial aspirant, President Obasanjo called him and 
told him to \"let Jonathan run Bayelsa State\", Sheen said. 


7. (C) The Bayelsa State government has handled the 
militants in such a way as to allow Governor Jonathan and 
others to move to higher office, Sheen believes. Militant 
activity will settle down in January, he optimistically 
predicted, explaining that \"everything is under our control.\" 
There are currently several projects intended to create 
jobs opportunities that will affect the Niger Delta 
situation, Sheen said. 


-- The Bayelsa government has a plan by which to offer 
militants employment in a regional bus system. The Bayelsa 
government has entered into negotiations with the Chinese to 
purchase the vehicles, and plans to engage the local 
communities to act as private operators. 


-- Bayelsa also has a project to create jobs by providing 


Column 3 

low income housing. Through a contract with Princeton Global 
Housing, which helped to plan the project, and the 
Oppenheimer Foundation, which has agreed to provide funding 
for mortgages, Bayelsa State will construct 2,000 low-income 
housing units for civil servants. The cost to the civil 

servant of purchasing a housing unit will be approximately 30 
percent of his/her annual wage; the government will 
automatically withhold a portion of the worker\'s salary to 

pay for the housing. Bayelsa has already overcome a major 
obstacle to the project by working to amend Nigeria\'s Land 
Use Law, which does not allow foreclosures. With the 
Minister of Housing, legislation amending the Land Use Law 
was submitted to the National Assembly and will be read a 
third time during the week of January 1. To generate 
employment opportunities through the housing project, the 
International Finance Corporation (IFC), the private sector 
arm of the World Bank, will provide USD 30 million for use in 
training women to manufacture roof and floor tiles. Sheen 
has been working with an NGO from India which will provide 
kilns and a model for the project. Sheen hopes to see an 
expansion of the project to build 1,000 housing units in each 
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local government area. 


-- USAID is supporting direct cassava processing which, 
through cluster farms, will be used at methanol plants. The 
BPI will contribute 30 percent of this project\'s budget. 

Shell and the International Institute for Tropical 

Agriculture (IITA) will soon begin to aid Bayelsa ina 

catfish farming project under the BPI. 


-- Bayelsa State has arranged for 200 scholarships through 
which Bayelsa graduates may attend traditionally black 
colleges in the United States, Sheen said. The Carmen Group 
has been working to arrange this program, Sheen said. 


8. (C) If Jonathan is elected Vice President, Sheen thinks it 
will be at least a year or two until he can spread 
development programs through the south. The Bayelsa 
Partnership Initiative (BPI) is just beginning to get off the 
ground in Bayelsa and has not yet yielded any fruits; until 

it does, Sheen was doubtful Jonathan would try to replicate 
it elsewhere. 


Column 3 

9. (C) In dealing with hostage crises, the Bayelsa State 
Government does not hand over cash to the militants, but does 
give \"gifts\", Sheen said. In the current hostage situation, 

in which three Italians and a Lebanese citizen are being 
held, the Bayelsa State Government went to the militants\' 
mothers in the communities to intercede for the hostages\' 
release. (Note: Sheen was under the incorrect assumption 
that the State Government\'s negotiations had resulted in the 
release of the hostages the night of December 27. As of 
January 4, the hostages had not been released. End note.) 


10. (C) The Economic and Financial Crimes Commission (EFCC) 
has become a Nigerian fixture, Sheen asserted. The EFCC has 
\"done a good job,\" except for its failure to obtain the 

release of funds stashed in Swiss bank accounts during 

previous regimes, Sheen commented. 


11. (C) Supreme Court Chief Justice Salihu Modibbo Alfa 

Belgore is the best thing to have happened to Nigeria\'s court 
system, Sheen said. Sheen believes the judiciary has done a 

fine job upholding the rule of law, as evidenced by its 

decision to void criminal charges brought against Vice 

President Atiku by the Federal Government. Sheen also 
commented that he and members of the Bayelsa State Government 
were surprised that Oyo State did not \"go up in flames\" when 
Governor Ladoja was impeached. 


12. (C) The voluble Sheen offered some valuable insights 
into the machinations that continue to swirl around the 
nomination process. That Sheen sees possibility in Obasanjo 
jettisoning Yar\'Adua and Jonathan at the last moment speaks 
volumes about the power Obasanjo still wields over the party 
process, the lack of restraint in the PDP as well as other 
parties and the low level of trust President Obasanjo now 
commands. While it is unlikely that Obasanjo will tinker 

with the ticket, Sheen\'s reservations are representative of a 
school of thought that has sufficient enough members that it 
cannot be ignored. If he is correct, the move to oust 
Jonathan would have to begin soon. Sheen appears to be 
playing a key role in Bayelsa Partnership Initiative programs 
that are, by his own admission, in their early stages. 

Whether Bayelsa will be able to move forward with these 
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programs in the upcoming months, especially as the electoral 
campaign asserts its gravitational pull, is unclear. Even if 
the projects get off the ground, it is too soon to tell 

whether they will make the difference to the people of the 
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Niger Delta that Sheen so confidently predicts. End Comment. 
BROWNE 
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(1) Taku Yamasaki of LDP to visit Pyongyang to find a diplomatic 
breakthrough; Seeking way to restore Japan-DPRK Pyongyang 
Declaration 


YOMIURI (Page 4) (Full) 
January 9, 2007 


Taku Yamasaki, former vice president of the ruling Liberal 

Democratic Party (LDP), yesterday left Narita Airport for Beijing 

and continued on to North Korea today. The purpose of his trip to 
North Korea is to meet with a high-level North Korean official to 
confirm that the Japan-North Korea Pyongyang Declaration, seen now 
essentially as a dead letter, is still valid. He also will seek 

clues for breaking the deadlock in Japan-North Korea relations. 
Yamasaki\'s planned visit to the North is a private one that does not 
involve the Japanese government. 


Just before leaving for Beijing yesterday afternoon, Yamasaki stated 
that he wanted to restore the Japan-North Korea Pyongyang 
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Declaration. He stated that the nuclear, abduction, and missile 
issues must be resolved together, and in order to reach that goal, 
he said he wanted to exchange views with senior officials, taking 
much time. 


Yamasaki will leave Beijing this morning and arrive in Pyongyang 
this afternoon. Deputy LDP Secretary General Ryotaro Tanose 
(Yamasaki faction) will travel with him. They are expected to stay 
in Pyongyang until Jan. 13. 


As to whom he plans to meet with during his visit, Yamasaki stated: 
\"\'ve asked for meeting a ranking official close to North Korean 

leader Kim Jong Il. | may meet with Ambassador Song II Ho, who is in 
charge of Japan-DPRK talks. He is not the communication channel used 
for this visit.\" 


Ahead of his trip, Yamasaki met with relevant US and Chinese 
officials as part of the preparations. When he visited the United 
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States last July, Yamasaki secretly met with a journalist having 

close ties with the North and received (from the journalist) an 
\"invitation to visit that country" in the name of General Secretary 
Kim. He also met with Senator John McCain, former Deputy Secretary 
of State Richard Armitage, and other officials to exchange views on 
diplomatic strategy toward the North. 


After the Abe administration was established in last September, 
Yamasaki met with Chinese Ambassador to Japan Wang Yi in Tokyo and 
conveyed to him a plan to travel to North Korea. 


Their series of talks reportedly made Yamasaki more convinced that: 
(1) in order to denuclearize the Korean Peninsula, it is vitally 
important to bring North Korea back to the Nuclear 

Non-proliferation Treaty (NPT) and have it accept inspectors from 
the International Atomic Energy Agency; and (2) Japan should give 
more weight to dialogue and persuasion instead of increasing 
pressure on the North by sanctions. 


Late last year, Yamasaki met with former Prime Minister Koizumi and 
strongly advised him to make a third trip to Pyongyang so as to 
confirm with General Secretary Kim the restoration of the Pyongyang 
Declaration and to break the current impasse in bilateral relations. 
Yamasaki describes his visit to Pyongyang this time as setting the 
stage for Koizumi to make a third trip to North Korea. 


The Japanese government, however, has been cool about Yamasaki\'s 
visit. 
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A government official concerned stated critically: “Mr. Yamasaki\'s 
tour of the North would be seen as no more than a part of \'spying 
activities by North Korea. Some in Japan fall victim to North 

Korea\'s allurement and become cautious about economic sanctions.\" 


A senior LDP member, too, pointed out: \"In diplomatic talks, it is 
customary for the North Koreans to seek a reward. But in the case of 
diplomacy led by an individual lawmaker, there is a limit to what he 
can promise to the other side, for example, food aid.\" 


(2) New Komeito head says, \"It\'s too early to set constitutional 
revision as a campaign issue\" for Upper House election 


ASAHI (Page 2) (Full) 
January 8, 2007 


Toshinari Etori, Beijing 


New Komeito Representative Ota, now on his tour of China, when asked 
by reporters accompanying him in Beijing on the night of Jan. 7 

about Prime Minister Abe\'s move to make constitutional revision a 
campaign issue in this summer\'s Upper House election, made this 
comment: \"I deem it important for every party to have in-depth 
discussion. A hasty discussion of the details of constitutional 

revision would not lead to bringing about a good result. Isn\'t it 

too early to make constitutional revision a campaign issue for the 

Upper House election?" 


Ota also revealed that when he had telephoned the prime minister on 
Jan. 6, the two agreed to enact a national referendum bill 

prescribing the procedures for constitutional revision into a law 
during the ordinary Diet session, which is to be convened on Jan. 

25. 
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Moreover, speaking of the problem that a person associated with 
Agriculture Minister Matsuoka had made an inquiry about approval for 
an non-profit organization to the Cabinet Office, Ota indicated that 
Matsuoka\'s account was insufficient to obtain public understanding, 
noting: \"First of all, Mr. Matsuoka needs to provide a much clearer 
account." 


On the night of Jan. 7, Ota met with Wang Jiarui, head of the 
International Department of the Communist Party of China in Beijing 
and made this request about the abductions of Japanese people by 
North Korea: “The Abductions are an emotional issue and a matter of 
sovereignty. We strongly hope to see the issue put on the 

negotiating table in the six-party talks (which are now in recess).\" 
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Wang responded, \"We\'d like to give due consideration to your 
request" indicating a positive attitude about taking up the 
abduction issue in the six-party talks. 


(3) Central, local governments agree to discuss Futenma relocation 
plan on Jan. 19 


ASAHI (Page 2) (Full) 
January 9, 2007 


Deputy Chief Cabinet Secretary Seiji Suzuki arrived in Okinawa on 
Jan. 7 and held talks on the relocation of the US Marine Corps 
Futenma Air Station (in Ginowan City, Okinawa) with Okinawa Gov. 
Hirokazu Nakaima and heads of relevant municipalities. Both sides 
agreed in principle to hold the third round of talks between the 
central government and local governments on Jan. 19. 


Later in the day, Suzuki met with Nago Mayor Yoshikazu Shimabukuro 
and heads of Kim Town, Ginoza Town, and Higashi Town, in addition to 
Gov. Nakaima. On the Futenma relocation plan, Defense Agency 
Director-General Kyuma made a remark implying a review of the 
current plan for the construction of V-shaped runways. But after a 
series of meeting yesterday, Suzuki told reporters: \"| conveyed to 

them that the (central government) would like to go ahead with the 
V-shaped runway plan as previously agreed on (by Japan and the US).\" 
He thus made it clear that the central government would advance the 
current plan. 


(4) Finance Ministry plans to simplify domestic procedures for EPAs 


NIHON KEIZAI (Page 3) (Abridged slightly) 
January 9, 2007 


The Finance Ministry has decided to simplify the domestic process 
each economic partnership agreement (EPA) has to undergo before 
taking effect with the aim of helping the government implement trade 
pacts speedily. Under the current system, it takes an inked EPA 
about one year to go into effect. The ministry aims to pass EPA 
advantages speedily on to domestic industries in line with the 
government\'s policy direction to utilize EPAs in revitalizing the 
economy. 


The Finance Ministry plans to submit related bills to the Diet in 

the regular session scheduled to open on Jan. 25. The simplified 
procedures could be applied to all the EPAs inked on April 1 or 
beyond. Japan has reached basic accords on EPAs -- a step short of 
signing pacts -- with Thailand, Chile, Indonesia, and Brunei. 


Once an EPA is signed under the current system, the government is 
required each time to draft a bill to amend the Temporary Tariff 
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Measures Law specifying tariffs on specific items and other factors 
for deliberations in the Diet. In concrete terms, the legislation 
specifies: (1) a bilateral safeguard (import curb) system allowing 
the government to suspend tariff cuts in stages for protecting 
domestic producers hard hit by rapid increases in imports; and (2) a 
bilateral tariff quota system to impose high tariffs on imports of 
certain items in excess of specific levels. 


In the case of Singapore, Japan\'s first EPA partner, it took Tokyo 
about 10 months to make preparations for the pact to go into effect. 
In the event of the EPA with Malaysia that was inked last July, the 
procedures took seven months. 


The Finance Ministry intends to submit to the Diet a plan to 
establish a general provision in the Temporary Tariff Measures Law 
to apply the safeguard and the bilateral quota systems widely so 
that the government would not have to revise the law every time a 
pact is inked. This will result in reduced costs for administrative 
work, such as drawing up bills and conducting Diet deliberations. 


To date, Japan has concluded or reached basic accords on EPAs with 
eight countries. The government\'s Council on Economic and Fiscal 
Policy has come up with a plan to triple the number of EPAs over the 
next two years. With major powers, including China and the United 
States, accelerating efforts to conclude EPAs, speedily implementing 
trade pacts has been a policy task for Japan. 


(5) Japan, US to draw up nuclear energy promotion action program 
featuring technological cooperation, funds assistance 


NIHON KEIZAI (Page 3) (Full) 
January 9, 2007 


The Japanese and US governments will draw up an action program by 
April for promoting a project to construct nuclear facilities in the 

US. The program will feature joint research on nuclear fuel 
reprocessing technology and economic assistance to Japanese firms 
entering the US nuclear power plant construction market. An official 
agreement is expected to reach in talks on Jan. 9 in Washington 
between Economy, Trade, and Industry Minister Akira Amari and US 
Secretary of Energy Samuel Bodman. 


SIPDIS 


Last February, the US came up with the Global Nuclear Energy 
Partnership (GNEP) featuring a new approach to recycling of spent 
nuclear fuel. Japan, a country with an excellent record in 
developing fast-breeder reactors, will extend technological 
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cooperation for realizing the US plan. Japan and US will jointly 
produce an action plan by putting together specific contents of 
cooperation, a timetable for joint research, and other factors. 


The US had been reluctant to build new nuclear power plants since 

the 1979 Three Mile Island accident, but the country shifted its 

policy in 2005. The US is expected to make 25 nuclear reactors 
operational by 2020. The action program is expected to incorporate 
financial assistance and other measures to a give boost to Japanese 
firms eager to join the project to construct nuclear power plants in 

the US. As financial assistance, the US government plans to 
implement tax cuts and debt guarantees and the Japanese government 
intends to apply trade insurance to the project. 


Amari and Bodman are also like to reach an accord on promoting clean 
use of coal and bio-fuel. 
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(6) China hunting for crude oil: Obtains concession rights to 29 
sites in 15 African countries in exchange for financial assistance 


YOMIURI (Page 10) (Excerpts) 
January 4, 2006 


Facing a sharp increase in the prices of energy, such as crude oil 
and natural gas, many countries are strategically trying to secure 
interests in natural resources. Natural resources nationalism, 
meaning natural-resource-rich nations enclosing their natural 
resources, is rising. This newspaper will report this situation in 
detail and probe into how Japan should deal with the situation. 


|. Scramble for natural resources 
Part 1: Clashes of national interests 


Lagos, a port city in southwestern Nigeria, is lively due to the 
boom to develop oil fields on the coastal area. 


Many Chinese are working at crude oil drilling sites. However, there 
is no sign of the Chinese workers because those other than persons 
in charge are denied access to the area that is seen as a potential 
target of anti-government terrorists. 


Even so, the presence of Chinese workers can be felt here and there. 
Chinese companies are undertaking the construction of 
infrastructure, including the construction of roads and 
communications cables, in the city. Construction overseers are also 
Chinese. 
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Nigeria is the largest oil-producing nation in Africa with its 

output at 2.5 million barrels a day. Three Chinese state-run oil 
companies have advanced into Nigeria and obtained rights to explore 
and develop minerals. 


China\'s top-level diplomatic efforts have resulted in China National 
Petroleum Corporation\'s (CNPC) obtaining a development right in the 
No. 4 mining area. President Hu Jintao visited Nigeria in April 

2006. He offered financial assistance worth 4 billion dollars 
(approximately 470 billion yen) for the construction of a power 

plant and other facilities and obtained the developing right in 
exchange for that. 


China is constructing railways, hospitals, houses and power plants 
in many African countries. Its strategy is to obtain 
energy-development rights by establishing close political relations 
through generous financial assistance. 


A survey by the Yomiuri Shimbun found that China has obtained rights 
to develop 29 oil fields in 15 countries since it started advancing 
into African nations. 


China hosted the China-Africa Cooperation Forum Beijing Summit on 
November 4-5 last year, inviting leaders of 48 African countries. 
Declaring that China is Africa\'s partner that can be trusted 

forever, Hu pledged to extend low-interest loans worth 3 billion 
dollars for the next three years and forgive debts of heavily 

indebted nations. 


China attaches importance to Africa, because international oil 
measures have already obtained rights to develop major oil fields in 
the Middle East or those oil fields are already under strict 
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government control. Chinese companies have even advanced into Sudan 
and Angola, countries which European, US and Japanese companies find 
ittoo risky to embark on business due to great political risks, 

such as unstable political situations or human rights suppression. 

It does not care about international criticism. 


Demand for crude oil is skyrocketing in China, where high economic 
growth topping 9% a year is continuing. Its crude oil imports 
doubled from 60.26 million tons in 2001 to 122.72 million tons in 
2004. Imports in 2006 are estimated to have reached around 140 
million tons. 


Commenting on China\'s all-out efforts to obtain interests in natural 
resources, Ken Koyama, research director of the Japan Energy and 
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Economic Research Center, pointed out: YA sharp increase in crude 
oil imports by China has made the crude oil market a sellers\' market 
politicizing the market, where prices are supposed to be set by 
market mechanisms." 


The price of crude oil, which stood at the 20-dollar-per-barrel 
level (West Texas Intermediate) in the beginning of 2001, soared to 
78 dollars at one point. 


Japan losing one development right after another 


Moves to secure crude oil through political clout are spreading to 
other countries in order to counter China. 


South Korean President Roh Moo Hyun visited Nigeria in March 2006 
and obtained an oil-development right there in exchange for 
investment of 6 billion dollars for the construction of a power 

plant and other facilities. He also invited leaders of more than 20 
African countries to the Blue House in Seoul and announced a plan to 
triple official development assistance (ODA) to those countries. lt 

is acting exactly the same as China. 


On the other hand, Japan has lost rights to develop oil fields 
independently one after another. It drilled in the Khafji oil field 
stretching over Saudi Arabia and Kuwait for 40 years but lost the 
rights in Saudi Arabia when negotiations to renew the contract with 
that nation ended in rupture in February 2000. 


Japan had pinned hopes on the Azadegan oil field as a major oil 
field replacing the Khafji oil field. However, its stake was reduced 
from 75% to 10% last October. Japan\'s stake in the Sakhalin-2 
project, a project to develop oil and natural gal in Sakhalin, was 
also reduced 50% last December. It is being overpowered by 
resource-rich countries, which are trying to regain interests in 
their own resources. 


Occasioned by China\'s economic rise, the world has begun to undergo 
a sea change into the age of hegemony. 


(7) Poll on this summer\'s upper house election 


MAINICHI (Page 15) (Full) 
January 6, 2007 


Questions & Answers 
(T = total; M = male; F = female) 


Q: Are you interested in this summer\'s election for the House of 
Councillors? 
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T M F 
Very interested 20 25 15 
Somewhat interested 51 51 51 
Not very interested 22 18 26 
Not interested at all 5 6 5 


Q: Which political party between the Liberal Democratic Party and 
the Democratic Party of Japan would you like to win in this summer\'s 
election for the House of Councillors? 


T M F 
LDP 40 36 44 
DPJ 38 48 29 
Other political parties 14 11 18 


Q: What will you consider first when voting in the forthcoming 
election? 


T F 
Personal character 14 12 16 
Image 4 3 
Career, actual results 8 8 8 
Policies 56 56 56 
Each candidate\'s political party 11 16 7 


Requests from acquaintances, relatives 3 2 4 


Q: What would you like politicians to consider first when they are 
elected in this summer's election? 


T M F 

National policies 

61 65 58 

Liaising with government, ruling party officials 
5 6 5 

Contributing to home constituencies 

28 25 30 


Q: There is also an opinion saying the House of Councillors is 
unnecessary. What do you think about this upper chamber of the 
Diet? 


T M F 
All right to maintain it 29 27 32 
Empower it further 36 40 33 
Abolish it 26 29 23 


Q: Prime Minister Abe came into office after Prime Minister Koizumi. 
Do you think the LDP has changed under Prime Minister Abe? 
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T M F 
Changed for the better 6 7 5 
Changed for the worse 18 22 15 
No change 69 67 71 


Q: (Only for those who said the LDP has \"changed for the better\") 
How do you think the LDP has changed for the better? 


T M F 
The LDP is now again what it used to be before Prime Minister 
Koizumi 41 45 36 
The LDP is further destroyed 41 48 32 
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Q: (Only for those who said the LDP has \"changed for the worse\") How 
do you think the LDP has changed for the worse? 


T M F 
The LDP is now again what it used to be before Prime Minister 
Koizumi 68 74 60 
The LDP is further destroyed 25 19 33 


Q: Internet electioneering on websites and through emails is 
currently prohibited under the Public Offices Election Law. 
Meanwhile, there is an opinion insisting on revising the law to 
allow electioneering on the Internet. What do you think about this? 


T M F 

Allow both website and email electioneering 
18 20 15 

Allow website electioneering only 

39 44 34 

Internet electioneering should not be allowed 
29 27 31 


(Note) Figures shown in percentage, rounded off. \"0\" indicates that 
the figure was below 0.5%. \"No answer\" omitted. 


Polling methodology: The survey was conducted Dec. 9-10, 2006 over 
the telephone with the aim of calling a total of 1,500 voters across 

the nation on a computer-aided random digit sampling (RDS) basis. 
Answers were obtained from 1,451 persons. 


(8) Poll on living, economy 


YOMIURI (Page 11) (Full) 
December 27, 2006 
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Japan is currently in the postwar longest phase of economic 

expansion. However, the general public cannot actually feel its 
blessings. This was endorsed in a recent nationwide public opinion 
survey conducted by the Yomiuri Shimbun. That is presumably because 
steady corporate performance has not reached the livelihood of 

people in general. Furthermore, the general public is strongly aware 

of the nation\'s social divide, such as the income disparity and the 
urban-rural gap. This shows that the nation\'s economic expansion is 

a boom for those on the winning side. 


Questions & Answers 
(Figures shown in percentage) 


Q: The government has declared that JapanYs economy has been 
smoothly recovering. Do you actually feel economic recovery? 


Very much 2.0 
Somewhat 19.0 
Not very much 41.9 
Not at all 36.0 


No answer (N/A) 1.0 


Q: Are you better off now when compared with this time last year? 


Very easy 0.7 
Somewhat easy 5.0 
No change 68.5 


Somewhat hard 19.8 
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Very hard 5.5 
N/A 0.5 


Q: Has your household\'s before-tax income increased over the past 
year? 


Increased very much 0.9 
Increased somewhat 11.2 
No change 56.4 
Decreased somewhat 23.2 
Decreased very much 6.5 
N/A 1.8 


Q: Have you constrained your spending when compared with a year 
ago? 


Constrained very much 12.1 
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Constrained somewhat 50.8 
Not constrained very much 27.9 
Not constrained at all 6.4 
N/A 2.9 


Q: Do you now feel less reluctant to buy expensive goods when 
compared with this time last year? 


Yes 8.4 
Yes to a certain degree 16.6 
No to a certain degree 30.6 
No 40.9 
N/A 3.6 


Q: Did you spend more money this year for clothing and fashion than 
you did last year? 


More than last year 9.2 


No change 61.3 
Less than last year 29.0 
N/A 0.5 


Q: How about money for eating out? 


More than last year 13.5 


No change 57.6 
Less than last year 28.3 
N/A 0.6 


Q: How about travel and leisure spending? 


More than last year 11.7 


No change 56.8 
Less than last year 30.8 
N/A 0.7 


Q: Are you thinking of spending more money for shopping and other 
purposes? 


Yes 11.3 
No 79.2 
N/A 9.5 


Q: (Only for those who answered \"no\" to the foregoing question) Why? 
Pick as many as you like from among those listed below. 
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Can\'t expect my income to increase 56.5 
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Feel uneasy about future life, such as pension, medical service, 


nursing care. 49.3 

Can\'t take it easy 35.3 

Want to save money for future purposes 34.7 
Feel uneasy about the future of the economy 30.8 
A tax hike seems inevitable 23.2 
There\'s nothing to buy 9.9 

No particular reason 3.7 

Other answers (O/A) + N/A 1.2 


Q: If there\'s anything for which you want to spend more money, pick 
as many as you like from among those listed below. 


Health 43.5 
Eating 20.3 
Clothing, fashion 10.6 


Housing, interior furnishings 15.8 
TV, other electric appliances 11.4 


PCs 5.5 

Autos, motorcycles 6.8 
Travel, leisure 27.6 
Hobbies 27.5 

Get a license, enlighten myself 9.1 
Education 15.8 
Communications 7.2 
O/A 0.3 

Nothing in particular 16.8 
N/A 0.2 


Q: Whats your level of living? Pick only one from among those 
listed below. 


Upper 15 
Upper middle 12.1 
Average 45.9 
Lower middle 32.5 
Lower 6.5 
N/A 1.5 


Q: Do you think the gap between rich and poor people in Japan has 
widened, or do you otherwise think it has narrowed? 


Widened 46.0 
Widened to a certain extent 27.8 
No change 22.2 
Narrowed to a certain extent 2.0 
Narrowed 0.5 

N/A 1.5 


Q: Do you think the economic gap between urban and rural districts 
have widened, or do you otherwise think it has narrowed? 
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Widened 40.9 
Widened to a certain extent 26.2 
No change 24.4 
Narrowed to a certain extent 1.6 
Narrowed 0.9 

N/A 5.9 


Q: Recently, companies tend to hire part-time or temporary workers, 
instead of hiring permanent employees, to constrain personnel costs. 
Do you think it is a problem? 
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Yes 50.1 
Yes to a certain degree 25.7 
No to a certain degree 10.1 
No 10.2 
N/A 3.9 


Q: Do you think Japan\'s economy will be better than now in a year, 
or do you otherwise think it will be worse than now? 


Better 16.8 
Remain unchanged 61.7 
Worse 17.8 

N/A 3.7 


Q: What\'s the size of your family now? Pick only one from among 
those listed below. 


A big family with grandparents and grandchildren 20.1 


A family with parents and children only 48.4 

A family with husband and wife 23.4 
Living alone (bereaved, divorced, separated, etc.) 3.7 
Living alone (unmarried) 3.5 

O/A 0.3 

N/A 0.6 


Polling methodology 

Date of survey: Dec. 9-12, 2006. 

Subjects of survey: 3,000 persons chosen from among all eligible 

voters throughout the country (at 250 locations on a stratified 

two-stage random-sampling basis). 

Method of implementation: Door-to-door visits for face-to-face 

interviews. 

Number of valid respondents: 1,751 persons (58.4% ) 

Breakdown of respondents: Male-44%, female-56% ; persons in their 
20s-10%, 30s-15%, 40s-16%, 50s-22%, 60s-21%, 70 and over-16% ; big 
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cities (Tokyo\'s 23 wards and government-designated cities)-23%, 
major cities (with a population of more than 300,000)-19%, 
medium-size cities (with a population of more than 100,000)-24%, 
small cities (with a population of less than 100,000)-23%, towns and 
villages-11%. 
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SIPDIS 
SIPDIS 


DEPT FOR EAP/MTS AND EB/IFD/OMA 

TREASURY FOR IA-SETH SEARLS 

COMMERCE FOR 4430/GOLIKE 

DEPARTMENT PASS FEDERAL RESERVE SAN FRANCISCO FOR FINEMAN 
DEPARTMENT PASS EXIM BANK 


E.O. 12598: N/A 

TAGS: EFIN, EINV, ECON, PGOV, ID 

SUBJECT: INDONESIA - ECONOMIC AND FINANCIAL HIGHLIGHTS DECEMBER 
2006 


1. Summary. The Central Bureau of Statistics (BPS) announced on 
January 2, 2007 that December inflation rose to 1.21% month-on-month 
(MoM), mainly due to higher rice prices. On January 4, Bank 

Indonesia (Bl) cut its benchmark interest rate by 25 basis points 

(bps) to 9.5%, a signal that the bank is likely reducing the rate of 
monetary policy loosening after five consecutive months of 50-bps 

cuts. On December 5 the Ministry of Finance (MOF) swapped $687 
million worth of bonds maturing in 2007 - 2011 for bonds maturing in 
2025 an 11% yield. A December 14 MOF budget realization report 
showed actual Government of Indonesia (GOI) spending was only 75% of 
budgeted expenditure as of late November 2006, but spending rose to 
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96% of targeted levels by the end of December. The MOF also 
announced that unlike in 2005, it would not simply carry over 

unspent funds into the same spending categories in the next fiscal 

year. On December 14, 2006 Parliament approved salary increases of 
3-10% for Bl employees. Indonesia\'s Financial Intelligence Unit, 

the Pusat Pelaporan dan Analisa Transaksi Keuangan (PPATK), signed 
memoranda of understanding (MOU) on December 5 with South Africa and 
the Cayman Islands to fight money laundering. Surabaya Stock 
Exchange (SSX) shareholders agreed on December 6 to merge with the 
Jakarta Stock Exchange (JSX) by the end of 2007 to increase 

efficiency. On December 15, Fitch Ratings announced confirmed 

ratings for four domestic banks: Bank Negara Indonesia (BNI), Bank 
Danamon, NISP, and Bank Buana. This report uses an exchange rate of 
Rp 9,025/USD. End Summary. 


Inflation Increases as Rice Prices Surge 


2. On January 2, the Central Bureau of Statistics (BPS) announced 
that Indonesia\'s inflation rate accelerated in December for the 

first time in seven months, to 6.6% year-on-year (YoY) and 1.21% 
month-on-month (MoM). The significant MoM jump is mainly due to 
higher prices for rice, which experienced an 8% spike in the first 
three weeks of the month. The increase in rice prices contributed 
around 40% to December inflation. Core inflation remained 
relatively low and within BI\'s target range at 0.65% MoM and 6.03% 
YoY. \"Inflationary pressures need to be watched. The government 
and the central bank will continue to target inflation of 6.5%,\" 
Finance Minister Sri Mulyani noted after the announcement. 


Foodstuffs 3.12 12.94 
Prepared food, beverages, 

tobacco 1.11 6.36 
Housing, water, electric, fuel 0.74 4.83 
Clothing 0.13 6.84 
Health 1.05 5.87 


Education, recreation/sports 0.07 8.13 
Transportation, communication 


and financial services 0.10 1.02 
Total 1.21 6.60 


(1) Core inflation is a measure of inflation that excludes certain 
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items that exhibit volatile price movements, ¡.e. energy and food 
products. 


Source: Central Bureau of Statistics (BPS) 


Bank Indonesia Slows Interest Rate Cuts 


3. On January 4, 2007 Bank Indonesia (Bl) cut its benchmark 
interest rate by 25 bps to 9.5%, following five monthly 50-bps cuts 
since August 2006. Analysts agree Bl appears to be slowing the rate 
of monetary policy loosening and attempting to strike a prudent 
balance between the need to bring down interest rates to encourage 
bank lending while guarding against the flight of funds if the 

interest rate differentials become too narrow. BI Governor 
Burhanuddin Abdullah noted that the Board considered the 
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macroeconomic situation in 2006 and future prospects for the economy 
when making its decision. \"We are considering future risks as well 

as inflation targets for 2007 and 2008,\" he said. He added that 

there are still structural problems in Indonesia\'s economy such as 

the weak investment climate and market structure, inadequate 
infrastructure and low productivity. \"These have resulted ina 
slow-performing economy,\" he said. Despite more than a half dozen 
interest rate cuts, BI still faces public pressure by the GOI to 

reduce interest rates, including from President Yudhoyono and other 
senior GOI officials. 


GOI Swaps Bonds 


4. On December 5, the MOF swapped bonds maturing in 2007-201 1 
totaling Rp 6.2 trillion ($687 million) for 19-year debt priced to 

yield 11%. With this final debt swap, the MOF exchanged in 2006 a 
total of Rp 37.8 trillion ($4.2 billion) in bonds maturing in 

2007-2011 for longer maturity bonds, an amount equivalent to 
approximately 23% of GOI debt amortizations in 2007-2011. The GOI 
has been re-profiling its debt for several years through a series of 
maturity-extending swaps and buybacks to reduce the large number of 
bonds coming due in 2007-09. 


Date Amount Old Bonds\' New Bonds\' New Bonds 
(Rp Yield Yield Tenor 
trillion) (%) (%) (yrs) 
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March2 7.6 12.8-13.2 12.8 15 
March 23 8.5 11.8-13.2 12.1 5 
June 27 3.1 12.1-12.6 13.2 6 
July25 24 95-14 12.8 15 
August8 4.4 9.5-14 12.0 15 
August 29 0.2 11.2-12.1 11.8 12 
Sept.26 0.1 9-10 11.3 19 
Oct.17 43 95-14 11.0 15 
Nov.21 0.9 9.3-11.3 11.0 8 
Dec.5 62 85-114 11.0 19 


Source: Ministry of Finance 


2006 Budget Deficit Smaller than Target 


5. On January 4, the MOF issued a report on the implementation of 

the 2006 budget showing that actual GOI spending up to December 29, 
2006 was Rp 669.9 trillion ($74.2 billion), or 95.8% of the budgeted 
amount. The report demonstrates that government spending was heavy 
in December 2006, since realized spending at the end of November was 
only been 75% of the targeted amount. The central government spent 
Rp 443.5 trillion ($49.1 billion) or 92.7% of the targeted Rp 478.2 

trillion ($53 billion). Local government spending reached Rp 226.4 
trillion ($25.1 billion) or 102.5% of the targeted Rp 220.9 trillion 

($24.5 billion). MOF Director General for the Treasury Herry 

Purnomo said Parliament and GOI have agreed that unlike in 2005, 
unspent funds will not be carried over to 2007 in their existing 

allocation categories. Instead, unused 2006 funds will be 

re-allocated, possibly between ministries, a decision that should 
encourage ministries to spend their full budget allocations in the 

current fiscal year. 


6. As of December 29, GOI revenues reached Rp 637.8 trillion ($70.7 
billion), or 96.8% of the full year target. Tax revenues make up 

the largest component of total revenues at Rp 409 trillion ($45.3 
billion) or 96.2% of the targeted Rp 425.1 trillion ($47.1 billion). 
Non-tax revenue reached Rp 226.9 trillion ($25.1 billion) or 98.7% 

of the targeted Rp 229.8 trillion ($25.5 billion). The budget 

realization report indicated that the budget showed a deficit of Rp 

32.1 trillion ($3.6 biillion billion), equivalent to 1.0% of Gross 

Domestic Product (GDP). The 2006 budget passed by Parliament 
targeted a deficit equivalent to 1.3% of GDP. 


No Rupiah Intervention 
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7. Ina December 29 interview with the Asian Wall Street Journal 
(ASWJ), Finance Minister Sri Mulyani Indrawati reportedly said that 
the Indonesian government does not believe its currency is 
overvalued and has no intention of intervening in financial markets 

to cool inflows of foreign capital into stocks, bonds and other 

assets. She added that the GOI economic team believes that 
continued foreign investment will be critical to maintaining high 

GDP growth. \"The (competitiveness) of the economy should not rely 
on exchange-rate policy. We are not manipulating the level (of the 
rupiah) -- we maintain policy consistency. This is what investors 
want to hear from us,\" Mulyani said. She also argued that 
Indonesia\'s economic situation is different from that of Thailand. 
According to the ASWJ report, the rupiah has appreciated about 7% 
against the dollar this year, less than half the increase in the 

value of the Thai baht. The average Rp/USD exchange rate stood at 
9,166/USD in 2006, compared to 9,500/USD in 2005. The currency 
closed at 9,020/USD at the end of 2006. 


JSX Third Best Performing Bourse in 2006 


8. The Jakarta Stock Exchange\'s (JSX) composite index closed at 
1,805 on December 28, the last trading day in 2006. The index 
increased by 55.3% in 2006, compared to a 16.4% increase in 2005 and 
44.6% in 2004. The JSX was the third best performing stock exchange 
in the world in 2006 after bourses in China and Russia. JSX market 
capitalization surged by 55.6% in 2006, reaching Rp 1,246 trillion 

($138 billion) compared to Rp 801 trillion ($89 billion) in 2005. 

There were 12 new listings in 2006, bringing the total number of 

listed companies in the JSX to 344. 


Stock Exchanges Agree To Merge 


9. In an extraordinary general meeting on December 6, shareholders 

of the Surabaya Stock Exchange (SSX) agreed to merge with the JSX. 
Management expects the merger to be completed by the end of 2007 and 
looks forward to improved efficiency by combining the exchanges. 

The SSX lists about 200 stocks and 66 corporate bonds, while the JSX 

lists 344 stocks. JSX shareholders previously agreed to the merger 

in May 2006. The GOI recommended the two exchanges merge by the end 
of 2006 to improve the efficiency of Indonesia\'s capital markets 

under its July 2006 financial sector policy package. 


Salary Increases for Central Bank 


10. At a December 14 hearing, Parliament\'s Commission XI for 

Banking and Finance approved a salary increase for Bank Indonesia\'s 
employees of 3-4% for the board, and 7-10% for middle management and 
staff. Commission Chairman Awal Kusumah stated that the increase 
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aims to adjust the current wage system and reduce the gap between 

the levels of employees. The Commission also approved BI\'s proposed 
budget for human resource management of Rp 2.8 trillion ($310 

million) in 2007. The approval is based on BI\'s projected revenue 

for 2007. 


PPATK Signs Anti-Money Laundering MOUs 


11. On December 5, the Financial Transaction Reporting and Analysis 
Center (Pusat Pelaporan dan Analisa Transaksi Keuangan or \"PPATK\") 
signed memoranda of understanding (MOUs) with the financial 
intelligence units of the Cayman Islands and South Africa. Under 

the MOUs, the parties agreed to exchange information linked to money 
laundering and terrorist financing. Indonesia launched the PPATK in 
October 2003 to help combat illicit money flows. The unit has 

already entered similar cooperation agreements with 17 other 

financial intelligence agencies. 


Fitch Ratings for Danamon, NISP, Buana, BNI 


12. In a December 15 press release, Fitch Ratings affirmed the 
ratings for Indonesia\'s third largest bank, state-owned Bank Negara 
Indonesia (BNI). Fitch also re-affirmed the ratings of Indonesia\'s 
fifth largest bank, Bank Danamon; fourteenth largest bank, Bank 
NISP; and sixteenth largest bank, Bank Buana. The outlook for all 
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the ratings is stable. Fitch\'s press release made the following 
points about the ratings for the four banks: 


--BNI\'s ratings reveal its continued weak asset quality, while 

noting moderate improvement in profitability and capital position. 

More stringent regulation of loan classification and weakening 
economic conditions in 2005 resulted in BNIVs non-performing loans 
(NPLs) increasing from 13.7% of gross loans at the end 2005 to 16.6% 
in Q3 2006. Fitch viewed \"with some concern\" the rising trend in 
NPLs for the SME segment from 9.6% at end-2005 to 17.5% at the end 
of the third quarter of 2006, given that the SME segment will be a 
focus for future loan expansion (along with consumer loans). The 
agency also believes that BNI needs stronger reserves cover than the 
40% level (of NPLs) at end-September 2006 given the generally weak 
recoveries expected for impaired loans. 


--Danamon\'s ratings reflect its adequate capital position and 
reduced but still reasonably strong profitability due to its 
high-yield loan business, which helps to offset higher provisioning 
costs following weaker loan quality from end-2005. 


Column 3 


--Bank NISP\'s ratings reflects support from its financially strong 
parent, Singapore-based OCBC Bank, which became a majority 
shareholder in early 2005, as well as its satisfactory profitability 
and a reasonably strong balance sheet with higher NPL offsets. 


--Buana\'s ratings also indicates the strength of Singapore-based 
parent United Overseas Bank, as well as the bank\'s own solid capital 
position and profitability. 


and BNI 


Long-term foreign currency BB- BB- BB- BB- 
Short-term foreign currency B B B B 


National long-term AA- AA+ AA+ A+ 
Individual C/D C/D C/D D 
Support 4 3 3 4 


Source: www.fitchratings.com 


Table 4: Selected Economic, Financial, and Trade Statistics, 
September - December 2006 


CPI inflation (YoY) 14.55 6.29 5.27 6.60 

CPI inflation (MoM) 0.38 0.86 0.34 1.21 
Rp/USD Exch. rate(1) 9,235 9,107 9,140 9,020 
30-day SBI rate (1) 11.25 10.75 10.25 9.75 
Foreign Res. ($ bn)(1) 42.3 39.9 41.6 42.6 
JSX Composite Index(1) 1,534 1,583 1,719 1,805 
Exports ($ billion) 8.8 87 89 

Percent change (YoY) 16.7 16.4 17.6 

Imports ($ billion) 57 45 59 

Percent change (YoY) 40 3.1 6.1 


Trade Balance 31 42 3.0 
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Source: Bank Indonesia, BPS, JSX 
(1) End of period 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: AGAO, OTRA, KS, JA 
SUBJECT: COUNTRY CLEARANCE FOR GAO VISIT TO JAPAN 


REF: STATE 01064 


1. (U) Embassy welcomes and grants country clearance for 
the January 20-31, 2007 visit to Japan by Mr. Mark Little, 
Ms. Nelsie Alcoser, and Ms. Erika Prochaska. Post 
understands, per reftel, that no further assistance is 
required. 


2. (U) Embassy Point of Contact for the Tokyo portion of 
the visit will be Chris Gunning. He can be reached at: 


Office phone: (81-3)3224-5342 

Home phone: (81-3)3224-6910 

Mobile phone: 81-80-5479-4214 

Fax: (81-3)3224-5322 

E-mail: GunningCJ2@state.gov (unclassified) 


3. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
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doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. For departure visitor 
are advised to take the airport \"limousine\" bus from the 
hotel directly to the Tokyo Narita Airport. Reservations 
should be made through the hotel concierge. 


Visa 


4. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


5. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


6. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 

Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
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their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


7. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


8. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


9. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 
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SIPDIS 


SIPDIS 
DS/DSS, DS/IP/NEA, DS/IP/ITA, NEA/EX, NEA/I 


E.O. 12958: DECL: 1/8/2017 
TAGS: ASEC, PTER, AMGT, IZ 
SUBJECT: REO BASRAH EAC MEETING ON 01/08/2007 


REF: BASRAH 002 


CLASSIFIED BY: Bryan T. Bachmann, RSO, REO Basrah, Department of 
State. 
REASON: 1.4 (g) 


1. (U) SUMMARY: REO Basrah\'s Emergency Action Committee (EAC) 
convened on 01/08/07 to address the recent volley of rocket 
attacks that injured 3 U.S. Chief of Mission personnel and 3 
British personnel. In order to mitigate the security threat 

posed by frequent indirect fire (IDF), the EAC agreed to 

relocate the few offices remaining under soft cover to hard 
cover, mandated that no one spend more that 20 minutes in their 
trailer at a time, limit the number of times we fly in and out 

of the Palace, and that all personnel will wear PPE when outside 
of hard cover. In addition, post will re-evaluate staffing needs 
and supervisors will look for signs of stress or other mental 
health issues in the staff. END SUMMARY. 


2.(U) The Regional Director (RD) chaired a meeting of the 
Emergency Action Committee (EAC) on January 8, 2007, to discuss 
the latest attacks on the Basrah Palace Compound (BPC). 
Attending the meeting were the regional security officer, 
management officer, ORA chief, and representatives from the 
Strategic Counter-Intelligence Directorate (SCID) and KBR. 


3. (S) REO Basrah was attacked by IDF three times in the past 
24 hours. (Note: The latest and heaviest attack today took 
place just 15 minutes after Iraqi Major General Latif, the 10th 

ID Commander, departed the REO compound. END NOTE.) Two of the 
attacks consisted of heavy volleys of 107mm rockets, which 
resulted in six impacts on the REO compound. During the third 
attack, two U.S. Army National Guard soldiers assigned to SCID 
and one local national KBR employee sustained non-life 
threatening injuries. One soldier suffered lacerations to his 

head and back caused by flying debris, and the other suffered a 
minor cut on his chin and some loss of hearing. The soldiers 
were treated by REO medical staff and transported via helicopter 
to the British Army hospital at the Shaiba Logistics Base in 
Basrah. (Note: Both soldiers were in the process of relocating 
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the SCID office from a soft to hard cover structure when the 
attack occurred. End note.) The local national (LN) employee 
sustained an injury to his leg from shrapnel. He was treated by 
REO medical staff and released. REO medical staff will continue 
to monitor his injury. (NOTE: REO medical staff determined it 
was not necessary for the LN to seek further medical treatment 
at a local hospital where he could be targeted by militia. End 
note.) The British military reported three non-life threatening 
injuries on their compound as well. 


4. (S) Through our cooperation with the UN, REO Basrah has 
ensured that all personnel (American and third country national) 
are sleeping, eating, and exercising under hard cover. 


5. (S) The following actions are to be taken as a result of 
today\'s EAC meeting: 

1) Relocate the few remaining offices under soft cover to 
hard cover; 

2) Instructed every section to re-evaluate their staffing 
needs; 

3) RD and RSO mandated that no one spend more that 20 
minutes in 

their trailer at a time, and only for the purposes of 
personal hygiene; 

4) RD directed each supervisor look for signs of stress or 
other mental 

health issues in the staff; 

5) RD and RSO mandated that all personnel will wear PPE 
when 

outside of hard cover on January 7th after the first 
attack. (Previously, 

personnel were required to wear PPE from 1800-0600) 

6) The EAC concurred with the KBR Flight Ops Coordinator 
that we 

should limit the number of times we fly in and out of the 
Palace. 

7) REO Basrah EAC will reconvene in a few days time to 
reassess 

the situation. 


6. (S) REO Basrah will continue to work closely with MND-SE on 
their countermeasure efforts to reduce the threat of indirect 

fire, and with Embassy Baghdad to address the recently elevated 
security concerns. 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 4504 
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SIPDIS 
SIPDIS 


STATE FOR EAP, PM, AND EAP/MTS 
USPACOM ALSO FOR FPA HUSO AND J5 
SECDEF/OSD/ISA/AP (TOOLAN/BAILEY) 
JOINT STAFF/J5 (WILKES/ROBINSON) 


E.O. 12958: N/A 

TAGS: PREL, MARR, CASC, KCRM, RP 

SUBJECT: MARINE CASE: NEW MOTION TO SUPREME COURT AND 
CALLS FOR VFA REVIEW 


REF: MANILA 38 AND PREVIOUS 


1. (U) The private prosecutor in the case of Lance Corporal 
Daniel J. Smith (refs) on January 8 filed a petition with the 
Philippine Supreme Court requesting that it \"nullify\" the 
Philippine government\'s December 29 transfer of Smith to U.S. 
custody and declare Article V paragraph 6 of the Visiting 
Forces Agreement regarding custody as \"unconstitutional.\" 
The petition, which also sought Smith\'s arrest and return to 
Philippine custody, argued that Philippine officials had 
committed grave abuse of discretion in entering into an 
agreement with the U.S. Embassy on the transfer. 


2. (U) Approximately 60 anti-VFA protesters demonstrated 
near the Embassy on January 8. Police dispersed the 
demonstrators without incident. 


3. (U) On January 7, Malacanang fired Visiting Forces 
Commission Executive Director Zosimo Paredes, after he 
publicly criticized the Administration\'s transfer of custody 

to the U.S. Embassy without a court order as \"taking the law 
into their own hands.\" He also announced his intent to 
resign. Malacanang Executive Secretary Ermita defended the 
dismissal, stating that Paredes had taken a position 
\"contrary\" to what the courts had ruled to be legal. 


4. (U) Administration statements increasingly make clear that 
calls to review the VFA should be deferred until after all 
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appeals in the Smith case are resolved, which is not expected 
for some time. While Malacanang Press Secretary Bunye said 
in a January 6 press statement that the government had 
\"resolved to review the VFA and would work with Congress to 
amend certain provisions,\" Bunye later clarified that the 
Philippine government was willing to reassess some provisions 
of the agreement at a time deemed \"mutually appropriate.\" 
Executive Secretary Ermita separately stated that Malacanang 
would not insist on a complete review of the VFA, but perhaps 
would want to clarify the \"extraordinary circumstances\" 
provision -- which provides that in \"extraordinary cases\" the 
Philippine government may request custody of U.S. personnel. 
Ermita commented that any such discussion could wait until 
the Smith case is finally resolved. Presidential Legal 

Counsel Apostol confirmed on January 8 that the VFA may 
require review, but only after conclusion of the Smith case. 


5. (U) Media coverage of the case has also softened, and a 
number of less emotional, more thoughtful editorials on the 
VFA have begun to appear. Some columnists are now focusing 
on the larger national interests served in honoring 

international commitments and on the positive role played by 
U.S. forces under the VFA in strengthening Philippine 

national defense and in aiding disaster-affected communities. 
One anti-VFA columnist even provided space in his column to 
his dissenters. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 
Classified SIPRNET website: 
http:// www.state.sgov.gov/ 
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STATE FOR EAP/CM AND DRL 
PACOM FOR FPA 


E.O. 12958: DECL: 01/09/31 

TAGS: PHUM, PGOV, CH 

SUBJECT: Human Rights: Guo Feixiong Finally Allowed Legal 
Counsel 


Ref: A) Beijing 24741; B) Guangzhou 30533; C) Guangzhou 
29575 


1. (U) Classified by Consul General Robert Goldberg. 
Reason 1.4 (d). 


2. (C) SUMMARY AND COMMENT: On January 8, legal activist 
Guo Feixiong (arrested on September 28) was allowed to 
retain legal counsel according to fellow rights protection 
activist Tang Jingling. Tang believes Guo\'s case, unlike 
that of his former boss Gao Zhisheng, has been delayed 
because Guo lacks pressure on his behalf from the 
international community. Tang predicts the trial will 

begin in a month and that Guo will likely be found guilty 

and sentenced to three years in prison. Beijing-based 
lawyer Mo Shaoping will defend Guo; he is backed 
financially by Guo\'s sympathizers in China and abroad 
(though funds remain sparse). Guo has been detained four 
times since 2005, mostly in connection with his defense of 
the Taishi villagers. END SUMMARY AND COMMENT 


3. (C) On January 9, South China rights protection lawyer 
(weiquan) Tang Jingling (ref C) told Congenoff that legal 
proceedings for detained activist Guo Feixiong (real name 
Yang Maodong) could begin in a month. Guo was initially 
detained on September 14, 2006 and formerly arrested on 
September 28, charged with \"illegal business operation!" for 
allegedly publishing and selling 20,000 books in an 

improper manner. He was accused of setting up a fake 
publishing house and using an ISBN without permission (ref 
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B). Guo first gained national attention in the summer of 
2005 when he provided legal counsel for victims of the 
Taishi village incident. Tang said Guo Feixiong\'s wife 
Zhang Qing told him that she had received a letter from the 
Guangzhou Procuratorate informing her that she is allowed 
to hire a lawyer for Guo\'s case. According to Tang, Zhang 
planned to visit the Guangzhou Procuratorate on January 9 
to retrieve the legal documents related to Guo\'s case and 
pass them to Beijing-based human rights lawyer Mo Shaoping, 
who will represent Guo. 


4. (C) Tang said he was surprised that Guo\'s case has been 
delayed much longer than that of Gao Zhisheng (ref A), 
Guo\'s former boss at the Beijing-based Shengzhi law firm, 
although both lawyers were detained at approximately the 
same time (Gao, August 15, 2006; Guo, September 14). Tang 
had originally predicted that Guo would be released before 
January 1, (or approximately three months after his formal 
detention date, September 28). In fact, Tang had urged 
Guo\'s wife not to complain to officials because he was sure 
of an early release. Tang believes that Gao Zhisheng\'s 
speedier trial was because of international pressure. Tang 
said that Gao\'s connection and defense of Falun Gong 
practioners was the source of his fame, while Guo remains 
relatively unknown. 


Current Condition and Future 


5. (C) Zhang has not seen her husband since September 13, 
so Tang was unable to comment on his condition. The South 
China Morning Post, however, reported that in September Guo 
faced daily questioning exceeding the standard 11-hour time 
limit and was only allowed to sleep one hour a day. Tang 
expects the trial could start by February or March, perhaps 
concluding after one month. Tang predicted that Guo would 
be found guilty, likely to face the maximum sentence of 

three years. 

International Support 


6. (C) Both Tang and U.S.-based human rights activist Hu 
Ping (leader of the U.S-based NGO, Human Rights in China 
and editor of the journal \"Beijing Spring\") have been 
collecting money on Guo\'s behalf. Since Guo\'s detention, 
Tang said he has collected 80,000 RMB (USD 10,000) just 
among his close friends, while Hu has collected between USD 
4,000-6,000 from overseas Chinese in the United States. 

The money will be used for Mo Shaoping\'s travel fees and 
hotel expenses. 


Column 3 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PGOV, PHUM, BO 

SUBJECT: ELECTION SITREP 3: DESPITE REPRESSION, REGIONAL 
OPPOSITION CAMPAIGNS CONTINUE 


REF: A. MINSK 010 
B. 06 MINSK 1273 
Classified By: Classified By Charge Jonathan Moore for reason 1.4 (d). 


Summary 


1. (C) Despite omnipresent surveillance by GOB agents and 
state media, the opposition political party leaders and 
independent media candidly discussed the politically 
repressive conditions in which they are conducting their 

local election campaigns in the run up to local elections on 
January 14. As the candidates begin their last week of 
campaigning, the opposition remains divided on the question 
of boycotting the elections. End summary. 


2. (U) This cable includes information from Charge\'s travel 

to Beloozersk/Beryoza, Brest Region, and Grodno on December 
22 and January 4, respectively, and information from Acting 
Pol/Econ Chiefs visit to Borisov, Minsk Region, on December 
26. 


Candidate Registration 


3. (C) Belarusian Popular Front (BNF) representatives 
Dmitriy Tretyak and Tamara Shchepetkina told Charge that all 
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eight opposition initiative groups and their candidates for 
the Beloozersk City Council were registered after gathering 
over 300 signatures and enjoy significant support among the 
population. Borisov City Election Commission Chair Nikolay 
Zelenkevich observed that authorities registered 60 percent 
of those who applied for candidacy and that 38 candidates 
were running in 34 districts. Similarly, Grodno City 

Election Commission Chair Vladimir Khlyabich reported the 
registration of 55 of 81 potential candidates. However, in 
each community, Grodno and Borisov, only four opposition 
candidates were registered. 


...And Intimidation 


4. (C) According to Beloozersk, Borisov, and Grodno 
opposition and civil society activists, fear pervades 
Belarusian society as local authorities use the one-year 
contract employment system and other economic threats to 
subdue GOB opponents. All opposition candidates experience 
threats of job loss and pressure on their spouses, children, 
and parents by the BKGB and other government agencies. 
According to Tretyak and Borisov opposition United Civic 
Party (UCP) Head Lev Margolin, authorities frequently 
disperse opposition meetings in privately-owned residences 
and deny opposition activists use of public conference rooms. 
(Note: During the trips to Beloozorsk and Borisov, 
opposition leaders were forced to change the venue of their 
meetings with Charge and Acting Pol/Econ Chief because of 
authorities\' \"safety concerns.\" End note.) Due to GOB 
harassment, mass rallies remain extremely difficult to 
organize. 


Access to State Radio 


5. (C) Candidates in Beloozersk were allotted radio spots, 

as mandated by Belarus Election Code, but only two-minute 
spots that played at non-peak listening hours of 0500 and 
0600 (ref A). Opposition Belarusian Popular Front (BPF) 
candidate Sergey Antusevich told Charge that he had refused 
to record a five-minute spot after Grodno authorities also 
scheduled similar early morning broadcasts. Unsurprising, 
Borisov City Election Commission Chair Nikolay Zelenkevich 
claimed that authorities in Borisov offered all registered 
candidates five-minute spots but no opposition candidates had 
\"taken advantage\" of the opportunity. 


Mistreatment by State Media 


Column 3 

6. (C) According to opposition representatives in all three 
communities, state media often belittle the opposition 
candidates and refuse to publish their platforms. Echoing 
similar complaints heard in Borisov, Belarusian Helsinki 
Committee representative Roman Yurgel showed Charge several 
local state-controlled newspapers in Grodno that placed the 
names of the regime\'s candidates prominently on the front 

page as part of holiday announcements. UCP Political Council 
member and opposition entrepreneur association head Viktor 
Gorbachev complained that state-controlled Borisov newspapers 
scattered opposition candidates\' names, with inaccurate 
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biographical information, out of alphabetical order among 
names and biographies of pro-GOB candidates. 


Repression of Independent Newspapers 


7. (C) In Beloozersk, Shchepetkina described widespread 
repression of independent media by the authorities and noted 
that authorities no longer permit her independent newspaper 
\"Gazeta dlya Vas\" to be distributed via state kiosks and 
postal service, decreasing subscriptions from 20,000 to 

3,000. Although her paper is still registered, authorities 

issue warnings to people who are observed possessing copies. 
Anatoliy Bukas, the Editor-in-Chief of Borisov\'s only 

remaining independent newspaper \"Borisovskie Novosti,\" told 
Acting Pol/Econ Chief that his paper\'s subscriptions have 
plummeted from 19,000 to below 7,000 also because of 
exclusion from the state post and kiosks and described other 
forms of economic repression, such as restrictions on 
advertisements and subscriptions and special punitive tax 
rates for independent newspapers. (Note: Grodno opposition 
leaders could not complain about repression of independent 
newspapers since there are no independent newspapers 
published in Grodno. End note.) 


Censorship of Opposition Campaign Materials 


8. (C) Opposition activists in all three communities 

reported GOB censorship and/or confiscation of printed 
campaign materials. Such repression is particularly acute in 
Grodno, where opposition Belarusian Social Democratic Party 
\"Gramada\" (BSDP) city council candidate Vladimir Kiselevich 
reported that authorities threatened to confiscate campaign 
leaflets which discussed the politically motivated 
imprisonment and recent hunger strike by BSDP leader and 
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former opposition presidential candidate Aleksandr Kozulin. 
Grodno Regional United Civic Party (UCP) Head and council 
candidate Yuriy Istomin showed Charge an elaborate, four-page 
synopsis of the UCP plan for Grodno\'s economic development 
that authorities pressured him to reduce to a single page 

leaflet. UCP Grodno City Chair and City Council candidate 
Dmitriy Slutskiy described similar censorship by city 

election authorities. 


To Boycott or Not To Boycott? 


9. (C) Despite the repression and the withdrawal of 11 
opposition Belarusian Party of Communists in Brest region, 
the Beloozersk BPF activists with whom Charge spoke still 
view local campaigns as the best avenue by which to engage 
voters in a dialogue about Belarus\' future and did not appear 
to support a boycott. Similarly, in Grodno, Antusevich and 
even Kiselevich, in spite of Kozulin\'s recent endorsement of 
a boycott, pledged to see their races through to the end. 
However, the Borisov opposition leadership did not signal any 
change of plan since Gorbachev related to Ambassador his 
plans to stage a boycott during the final week of the 

election (ref B). 


Comment 


10. (C) There were clear common threads in each visit - not 
just the consistent appearance of the Embassy\'s BKGB handler 
- and the trips to Beloozersk, Borisov, and Grodno were 
simultaneously disheartening and inspiring. The GOB\'s 
treatment of pro-democracy activists is no less repressive 
than during the March 2006 presidential elections and, to a 
large extent, is generating momentum for boycotting 
elections, which everyone in the oppositions regard as a 
farce. However, opposition activists remain undeterred and 
determined to use these elections to communicate with the 
Belarusian people. 

Moore 
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E.O. 12958: DECL: 01/08/2016 

TAGS: PHUM, PK, PREL 

SUBJECT: EMBASSY PROTESTS ASSAULT ON NEW YORK TIMES 
JOURNALIST 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


2. (C) On the morning of December 19, post received a 
message from S/ES-O and SCA that New York Times (NYT) 
reporter Carlotta Gall had been assaulted in her hotel room 
while on assignment in Quetta, Balochistan. On December 20, 
posts Information Officer contacted Gall by telephone to 
inquire into her condition. After Gall\'s return to Islamabad 

on December 21, she briefed post\'s Information Officer and 
Political Counselor on the details of the incident. 


3. (C) According to Gall, she and her Pakistani colleague 
Akhtar Soomroo, a freelance photographer, had arrived in 
Quetta on December 14 to research a story on the recruitment 
of suicide bombers in Pakistan for deployment by the Taliban 
insurgency in Afghanistan. On the evening of December 19, 
plainclothes officials who identified themselves as Special 
Branch police officers knocked on Gall\'s hotel room, 
requesting an interview. Gall declined to open the door to 
speak to them. Plainclothes officers then detained Soomro 
and seized his computer and cameras. Later in the evening, 
four plainclothes security officials broke into Gall\'s hotel 

room, seizing her computer, notebooks and telephones. When 
Gall objected to the officers\' taking her handbag, the men 
pinned her arms and punched her in the face. The men 
accused Gall of being in Quetta without permission and 
visiting an area of the city -- Pashtunabad (the Afghan 
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quarter) -- that is off-limits to foreigners. Gall\'s 

belongings were returned to her late the same night. Gall 
left Quetta on a commercial flight to Islamabad the next day. 


4. (C) After debriefing Gall, emboffs contacted relevant 
Pakistani officials to protest the incident in Quetta. The 
Ambassador personally protested to Information Minister 
Durrani and Foreign Minister Kasuri. The DCM and PolCouns 
demarched MFA (Americas) Additional Secretary Shaid Kamal, 
presenting a diplomatic note that had been cleared with the 
SCA front office. Post\'s Information Officer contacted 
Information and Broadcasting Ministry. In response to the 
Embassy protests, Pakistani officials expressed concern upon 
hearing the story of Gall\'s ordeal, pledged to investigate 

the incident and to advise the Embassy of their findings. 
(Note: Post coordinated its protest of the harrassment of 

Gall with the British High Commission, as Gall is a UK 
national. End note.) On December 30, a senior Pakistani 
security official informed the Ambassador that Quetta 

officials have been reprimanded for the assault on Gall. 


5. (C) Comment: Gall\'s experience is all too familiar to 
Pakistani journalists, who have reported extensive 
harrassment from Pakistani security agencies as they pursue 
stories in Balochistan and the border areas. Gall\'s report 

that Islamic militants have used the North Waziristan Agency 
jirga agreement to consolidate their hold in northern 

Pakistan, published in the December 11 issue of the New York 
Times, deeply irritated Pakistan\'s establishment. At least 

one of Gall\'s Pakistani colleagues, the editor of an 

influential Engligh-language paper, attempted to alert her 

that she had touched a raw nerve. Gall admitted to emboffs 
that she did not understand the full import of the editor\'s 
cryptic warning, delivered via cell phone, until he contacted 

her after the Quetta incident. Pakistani officials in both 
Islamabad and Washington clearly received instructions on how 
to respond to questions regarding the Gall case within hours 
of the assault, as Department and Embassy officers heard 
exactly the same talking points blaming Gall for unlawfully 
entering Pakistan and traveling to Quetta. (Note: Gall 

denies this charge, saying that she arrived in Pakistan on 
December 13 on an NGO charter flight and cleared passport 
control at the Islamabad Airport with a multiple-entry visa. 

End note.) That said, Pakistani officials contacted by the 
Embassy reacted with genuine dismay at the description of the 
harrassment Gall suffered, regretting the assault itself and 

the possible repercussions for Pakistan\'s international 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - DAVID FIRESTEIN 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS 


Summary: As the insolvency crisis involving The Chinese Bank stayed 
in the Taiwan media\'s spotlight, news coverage on January 9 also 
focused on President Chen Shui-bian\'s transit of San Francisco and 
on the personnel reshuffle currently going on in the KMT. In terms 
of editorials and commentaries, an editorial in the pro-unification 
\"United Daily News\" looked at President Chen\'s transits of the 
United States as the result of a \'short-term tradingW style in 
U.S.-Taiwan interaction. The article said Washington\'s Pavlov-style 
means of conditioned stimuli toward Chen is a great insult for Chen 
and for Taiwan. An editorial in the limited-circulation, 

conservative, pro-unification, English-language \"China Post,\" on the 
other hand, discussed the three links across the Taiwan Strait and 
the possibility for Taiwan to sign a free-trade agreement with the 
United States. The article urged President Chen to open the three 
links as his first and last chance to leave a legacy. End summary. 


A) \"Conditioned Relations between the United States and Chen 
Shui-bian\" 


The pro-unification \"United Daily News\" [circulation: 400,000] 
editorialized (1/9): 


\"Chen Shui-bian set out for an overseas visit yesterday, and he has 
resumed the level of treatment of [being able to] Vtransit the 
continental United States,\' a move of special significance indeed. 
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As it stands now, one can say that Chen has already got out of the 
trough in terms of his situations inside and outside Taiwan; an 
opportunity has appeared for him to rearm and to prepare for a 
comeback. For Chen, the current situation he is facing within and 
outside Taiwan is: First, [results of] the Taipei and Kaohsiung 
mayoral elections have put the DPP on a more stable footing; second, 
[Chen\'s remarks that] V[he] will not step down unless [his wife] is 
found guilty in an initial trial\' and his dilatory tactics at the 

court hearings have alleviated the pressure caused by the scandals 
of the Presidential Office and the First Family; third, the 

[government decision] to allow [Taiwan semiconductor manufacturers] 
to move 0.18-micron manufacturing technology to China, and the 
upcoming moves to allow the Renminbi be exchanged in Taiwan and 
allow mainland Chinese tourists to visit the island have all helped 

to ease tensions cross the Taiwan Strait; fourth, the United States\' 
conditional decision to resume [Chen\'s] treatment to \'transit the 
continental U.S.\' is akin to endorsing Chen\'s political struggle. 


\"A lasting tacit agreement built on solid mutual trust is obviously 
missing from the interaction between Washington and Chen, which has 
turned into a \'case by case\' and \'retail\' behavior. One Vcasel that 
people can hardly bear to look back on took place last May when 
Washington, due to its deteriorating ties with Taiwan as a result of 
[Chen\'s decision to] Vcease the functions of the National 

Unification Council,\' ordered Chen to transit Alaska in a 

humiliating manner, while Chen, angered as a result of 
embarrassment, staged an Vodyssey! in return. 


\"This time, Chen knocked on the U.S. door again. Rumors had it at 
first that Washington wanted to \'review\' Chen\'s New Year Day\'s 
address in advance, but it turned out that there was no wording 
regarding a Vcampaign for Taiwan\'s new constitution\' in his address. 
As it followed, the United States, while announcing that it agreed 

to Chen\'s transit request, has unprecedentedly said [such a 
decision] Vaccords with the United States\' one China policy.\' 
Afterwards, Chen said in a roundabout way when receiving foreign 
guests that he supports Vthe foundation of a consensus reached 
during the [cross-Strait] talks in Hong Kong in 1992,Y a move that 
seemed to have made a revision to his \'anti-China\' remarks in the 
New Year Day\'s address, as the \'1992 Consensus! is precisely Vone 
China, with both sides free to interpret what that means.\' Or even 
Chen\'s recent endorsement of [Premier] \'Su\'s revisionist line,\' as 
one recalls now, seemed to be a kind of political leverage he used 

to pave for the way to [be able to] \'transit in the continental 

United States.\'... Given all these moves above, the haggling 
between the Taiwan and U.S. authorities over \'[Chen\'s] transit of 
the continental U.S.\ this time have thus constituted yet another 
\case.\ 


\"Evidently, the interaction between Taiwan and the United States has 
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turned out to be a \'short-term trading\' style of operation. When 
Chen deviated from the normal track last May, the United States 
punished him for that; when he appears to be tamed as now, 
Washington awards him. This is the United States\' way of [using] 
\'Pavlov\'s means of conditioned [stimulus-response],\' but it is a 
great insult for Chen and for Taiwan. ... After Chen returns from 

his trip, he should drop the \'short-term trading\' style of 

operation, which will only sabotage mutual trust between Taiwan and 
the United States. He should re-establish credibility in 

U.S.-Taiwan relations and develop a lasting and strong tacit 
agreement between the two. In addition, he should, without a doubt, 
get rid of the always-changing \'short-term trading\' style of 
manipulation when it comes to making other major domestic and 


foreign political and economic policies. Only by doing so can 
Taiwan embrace a great and lasting future.\" 


B) \"San Tong a Chen legacy?\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (1/9): 


\"Taiwan\'s most important ally, the United States, has refused to 
negotiate a free trade agreement (FTA) with the island in an 
apparent rejection of Taipei\'s repeated China-provoking policies 
that threaten to jeopardize U.S. geopolitical, military and economic 
interests. Frequent policy surprises of independence-leaning 
President Chen Shui-bian have diverted U.S. focus from crises in 
Iraq, Iran, Afghanistan and North Korea. 


\"Washington thus has also been forced to plead with Beijing not to 
raise tensions in the Taiwan Strait as the U.S. tries to abort those 
provocations. President Bush has been \'Taiwan\'s guardian angel. 
But Chen has angered him with many surprises. Last May, Washington 
sent a ranking official to openly voice U.S. displeasure with the 

Chen administration\'s mainland policy. But the U.S. warnings were 
overshadowed by sensational stories of corruption scandals involving 
the president, his wife, in-laws and close aides. Few heard them. 


\"Deputy Trade Representative Karan K. Bhatia, the highest U.S. 
official to visit Taipei in six years, came to formerly turn down 
President Chen\'s appeal for an FTA. \'Washington has a very full 
trade agenda until 2007, making new FTA discussion (with Taiwan) 
impossible,\' Bhatia told Chen. ... Bhatia also bluntly warned 
against Chen\'s China-phobic economic policy, saying restrictions 
towards the mainland -- such as the ban on direct air and sea 
transport links (the three-links or san tong) -- \'create uncertainty 
as well as a distinctive competitive disadvantage for Taiwan.\' 


\"Stephen Young, director of the American Institute in Taiwan (AIT), 
offered similar advice last month. \'We encourage Taiwan to 
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negotiate with China to open the three links as soon as possible. 
Young said in an address to the American Chamber of Commerce here. 
\'The longer Taiwan waits to open the three links, the greater risk 

it faces of placing itself outside of regional integration trends.Y 

Year 2007 is the last year for Chen to achieve anything. \'San tong\' 

is his first and last chance to leave a legacy.\" 
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SIPDIS 


E.O. 12958: N/A 
TAGS: EPET, ENRG, EINV, PREL, ID 
SUBJECT: ENERGY HIGHLIGHTS - DECEMBER 2006 


1. Summary. The Ministry of Energy and Mineral Resources (MEMR) 
announced on December 13 that 18 companies and consortia won tenders 
for 18 oil and gas blocks across Indonesia, committing $235.8 

million in exploration funds over three years. On December 20, the 
Ministry of Finance signed memoranda of understanding (MOUs) with 
local banks to provide subsidized financing to plantations in 

support of the Government of Indonesia\'s bio-energy initiative. The 

GOI sold a 5.3% stake in gas state-owned gas distribution company 
Perusahaan Gas Negara (PGN) on December 15, earning Rp 2.1 trillion 
($233 million) from the sale. Minister of State-Owned Enterprises 
Sugiharto swore in a new Board of Commissioners for state-owned oil 

and gas company Pertamina on December 14. Pertamina raised the 
wholesale price of liquefied petroleum gas (LPG) supplied to medium 

and large manufacturers by 10.8 percent on December 13. On December 
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12, Pertamina announced it had decided to obtain $500 million in 
loans from local banks to finance eight oil and gas projects in 

2007. Severe flooding in Aceh and North Sumatra provinces near the 
end of December affected oil and gas operations of Pertamina and 
ExxonMobil. On December 18, state electricity company Perusahaan 
Listrik Negara (PLN) opened tenders for 25 coal-fired power plant 
projects outside of Java. Local energy and electricity company 

Truba signed an MOU with Hong Kong-based Shanghai Electric 
Generation Group on December 14 to jointly build and operate a $200 
million coal-fired power plant in Kuala Tanjung, North Sumatra. On 
December 19, Pertamina\'s exploration and production subsidiary, 
Pertamina EP, the Korean oil and gas firm Kodeco Energy, and 
Indonesian energy company Lapindo signed seven supply contracts for 
695.8 trillion British thermal units (TBTU) of gas worth $2.8 

billion, of which roughly 79 percent will be allocated to gas-fired 
power plants in Java. Bermuda\'s Kalimantan Gold Corporation 
finalized an option deed with Australia\'s Oxiana on December 18 for 
cooper and gold prospecting in Kalimantan. This report uses an 
exchange rate of Rp 9,025/USD. End Summary. 


GOI Announces Winners of Oil And Gas Tenders 


2. The Ministry of Energy and Mineral Resources (MEMR) announced on 
December 13 that 18 companies and consortia won tenders for 18 oil 
and gas blocks across Indonesia through a direct offer system. A 
MEMR press statement noted that the companies have committed 
investments of $235.8 million over three years, including $25.5 

million for geological and geophysical studies, $37.8 million for 
three-dimensional seismic surveys of over 1,780 square kilometers, 
$33.6 million for two-dimensional seismic surveys of over 9,170 

square kilometers, and $138.9 million for drilling 32 exploration 

wells. 


Block Area Onshore/ Winner 
Offshore 


Duyung Natuna Offshore Transword Exploration 
Pari Natuna Offshore Indoreach Exploration 
Tonga Sumatra Onshore Mosesa Petroleum, 
Kencana Surya Perkasa, 
Petros 


Batu Gajah Sumatra Onshore Ranhill Jambi Inc. 


Lemang Sumatra Onshore Hexindo Gemilang 
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Batanghari Sumatra Onshore Gregori Gas Perkasa, 
CNOOC 


Karang Sumatra Onshore Odira Energy Perkasa 
Agung 


Sekayu Sumatra Onshore Star Energy Holding 
Alas Jati East Java Onshore Insani Bina Perkasa 


North East Java Offshore Petro Java 
Kangean International Inc. 


Sibaru East Java Offshore Mitra Energy Ltd, 
Pearl Oil 
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West East Onshore Kalimantan Kutai 
Sangata Kal. Energy 


Wain East Onshore Pandawa Prima Lestari 
Kal. 


Kutai East Onshore Ephindo, Serica 
Kal. and Energy 
Offshore 


Buton Southeast Onshore Japex, Premier Oil, 
Sulawesi and Kufpec 
Offshore 


Budong West Onshore Gema Tera, Manley NV, 
Sulawesi TGS Nopec 


Kuma West Offshore ConocoPhillps, Stat 
Sulawesi Oil ASA 


Karana Makassar Offshore Pearl Oil 
Strait 


Source: Media Accounts. 


3. An initial GOI offer of 21 blocks through the direct offer system 
drew 23 bids from 8 consortia and 15 companies, including several 
foreign companies such as ConocoPhilips, Stat Oil ASA, Premier Oil, 
and Kufpec. According to the terms of the tenders, the GOI will 
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receive $31.5 million in signing bonuses from the 18 investors 30 
days after finalizing actual contracts. 


GOI Signs Biofuel MOUs With Local Banks 


4. On December 20, Minister of Finance Sri Mulyani Indrawati signed 
memorandum of understanding (MOUs) with state-owned Bank Mandiri, 
Bank Rakyat Indonesia, Bank Bukopin, and two regional banks, to 
provide up to Rp 25.6 trillion ($2.8 billion) for the finance the 
development of agricultural crops for bio-energy and the 

revitalization of existing plantations. The banks will disburse the 

loans in stages over the next few years according to plantations\' 

needs. Under the terms of the MOU, interest rates on loans to 
plantations will be capped at 10%, with the GOI subsidizing any 

further interest charges. The GOI pledged in its Fiscal Year 2007 
budget to provide interest-rate subsidies of up to Rp 1 trillion 

($111 million) to support the program. Coordinating Minister for 

the Economy Boediono, Minister of Agriculture Anton Apriyantono, 

Bank of Indonesia Governor Burhanuddin Abdullah and local government 
heads witnessed the MOU signing. 


Bank Loan Commitment 
(in Rp trillion) 

Bank Rakyat Indonesia (1) 12.0 

Bank Mandiri (2) 11.4 

Bank Bukopin (3) 1.0 

BPD Sumbar (4) 1.0 

BPD Sumut (5) 0.5 


Source: Ministry of Finance 
(1) Fourth largest bank by asset; state-owned; well-known for micro 
financing. 


Fifteenth largest; partly owned by government. 
West Sumatra\'s Regional Development Bank. 
North Sumatra\'s Regional Development Bank. 


2DE Bil 


( 
( 
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5. On December 15, the GOI divested itself of a 5.3% stake in 
state-owned gas distribution firm Perusahaan Gas Negara Tbk (PGN), 
raising Rp 2.1 trillion ($233 million) in proceeds. With the 

divestment, the GOl\'s stake in PGN decreased to 54.1%. The GOI had 
hoped to raise as much as Rp 3 trillion ($332 million) from the sale 

to plug an expected budget shortfall this year of Rp 40 trillion 
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($4.4 billion). The GOI raised Rp 1.2 trillion ($133 million) from 
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the company\'s initial public offering in 2003, but cancelled plans 
to sell 7.3% of PGN\'s shares in 2005 following strong opposition in 
parliament. 


GOI Appoints New Pertamina Board 


6. On December 8, Minister of State-Owned Enterprises Sugiharto 

swore in retired Indonesian Military General Endriartono Sutarto as 

the new Chairman of the Board of Commissioners of state-owned oil 

and gas company Pertamina. Sugiharto also swore in two other new 
members of the Board of Commissioners: Ministry of State-Owned 
Enterprise Assistant Deputy for Strategic Industries Irnanda and 

OPEC Representative Board Chairman Maizar Rahman. Sutarto replaced 
Martiono Hadianto, while the other two new members replaced Energy 
and Mineral Resources Department Director General of Electricity and 
Energy Usage J. Purwono, and lin Arifin Takhyan, who was appointed 

as Pertamina Vice CEO last March. According to press reports, the 

GOI decided on the new Pertamina board lineup on December 5 during a 
closed shareholders meeting with President Susilo Bambang Yudhoyono. 


Chief Commissioner Endriartono Martiono Hadianto 
Independent 
Commissioner Umar Said Umar Said 
Commissioner Muhammad Abduh Muhammad Abduh 
Commissioner Irnanda J. Purwono 

Laksanawan 
Commissioner Maizar Rahman lin Arifin Takhyan 


Source: Ministry of State Owned Enterprises 


Pertamina Raises Industry LPG Price 


7. Effective December 13, state-owned oil and gas company Pertamina 
raised the price of bulk liquefied petroleum gas (LPG) for medium 

and large manufactures by 10.8 percent from Rp 5,280 ($0.58) per 
kilogram (kg) to Rp 5,852 ($0.64) per kg. Pertamina spokesman 
Toharso said that the move would cut losses Pertamina incurs by 
selling LPG below the price it purchases it from suppliers. 
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Pertamina said it would try to avoid increasing the price of LPG for 
households and smaller industries through the end of the year. 


Pertamina To Secure Local Loans For Eight Projects 


8. During its December 12 general shareholders meeting, Pertamina 
management agreed to secure a loan of $500 million from a local bank 
consortium including Bank Mandiri and Bank Negara Indonesia (BNI). 
The proceeds of the loan will finance eight oil and gas projects 
commencing in 2007. Newly appointed Pertamina Board of 
Commissioners Chairman Endriartono Sutarto said that the bank 
consortium had initially offered $1.4 billion, but Pertamina decided 

to obtain only $500 million. Pertamina Director for Finance 

Frederick T. Siahaan told the press that a portion of the loan 
proceeds will finance the Cepu Block development project ($50 
million), the construction of the Kamojang Geothermal Power Plant 
Unit 4 ($80 million), and the development of Pondok Tengah field in 
Bekasi, West Java. Pertamina will also use a portion of the loan to 
purchase eight 70,000 deadweight tonnage capacity oil tankers; build 
a primary transit terminal in Tuban, East Java; and revamp several 

oil refineries, including those in Balongan and Cilacap on Java 

Island, and another in East Kalimantan. 


Aceh Flooding Affects Oil Production 


9. Severe flooding in Aceh and North Sumatra Provinces starting on 
December 22 has significantly affected Pertamina\'s Rantau upstream 
oil production operations located in the border area of the two 
provinces, according to the company. Pertamina partially suspended 
operations in Rantau where, as of December 25, 98 percent of its 
facilities were flooded by water. Rantau is a mature Pertamina\'s 

oil and gas field operation, which has been supplying gas to North 
Sumatra\'s Belawan power plant at a declining rate. The flooding has 
also affected facilities at the Arun block gas fields in Aceh owned 
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by ExxonMobil. In spite of the floods, ExxonMobile has been able to 
continue its production activities at full capacity. 


Tender For Coal-Fired Power Plants 


10. State-owned electricity company Perusahaan Listrik Negara (PLN) 
on December 18 opened tenders for the construction of 25 coal-fired 
power plants outside Java Island. The tenders are part of the GOI\'s 
\"fast track\" program to build an additional 10,000 watts of 

electricity generating capacity by 2009. Pre-qualification 
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documents for construction of power plants on Java Island allow 
tender participants to provide 85 percent of project funding in the 
form of export credits. However, the pre-qualification invitation 

for coal-fired power plants outside Java Island allows tender 
participants to propose financing through any form of export credit 
scheme or local financing to cover the entire project cost. PLN 
Director for Finance Parno Isworo, however, said that funding 
schemes for the construction of coal-fired power plants outside Java 
Island are still under discussion. Head of the \"fast track" 

program\'s implementation team Yoga Pratomo added that PLN would 
cover some of the projects cost by issuing bonds through Indonesian 
banks. PLN raised $1 billion through an international bond issuance 
in October. 


PLN Appoints Contractor To Build Power Plant 


11. On December 14, publicly listed engineering and electricity 

company Truba Alam Manunggal (Truba) and Hong Kong-based Shanghai 
Electric Generation Group Co. Ltd. (SEG) signed an MOU agreeing to 
jointly build and operate a 2x125 megawatt, $200 million coal fired 

power plant in Kuala Tanjung, North Sumatra. PLN directly appointed 
SEG to develop the power plant. Head of the local mining and energy 
office Washington Tambunan said that PLN made the direct appointment 
due to the acute electricity crisis in the province. Truba 

President Director Arifin Wiguna said construction of the power 

plant would start in January 2007 and begin commercial operation in 
2008. He noted that his company would soon sign an agreement 
whereby PLN would purchase electricity from the plant at $4.5 cents 

per kilowatt-hour (KWH). Earlier in November, Truba and SED signed 
another MOU with local company Central Pertiwi Bahari to build a 

2x25, $60 million coal fired power plant in North Lampung. 


Natural Gas Sellers And Buyers Sign Agreements 


12. Pertamina subsidiary Pertamina Eksplorasi & Produksi (Pertamina 
EP), Korean oil and gas firm Kodeco Energy, and Indonesian energy 
company Lapindo signed seven supply contracts on December 19 for 
695.8 trillion British thermal units (TBTU) of gas, of which roughly 

79 percent will be allocated for gas-fired power plants in Java. 

Total value of the agreements is $2.8 billion. Upstream oil and gas 
authority BP Migas Chairman Kardaya Warnika said he hopes the 
agreements will encourage other production sharing contracts (PSCs) 
aimed at meeting domestic gas supply requirements. 


Agreement Gas Volume 
(TBTU) 
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Pertamina EP - Sumber Petrindo Perkasa 219 
12-year period starting 2009 
Central Java 


Pertamina EP - Cikarang Listrindo 394 
21-year period starting 1995 (Amended) 


West Java 

Kodeco Energy - MKS n/a 
Expected to start 2007 

East Java 

Kodeco Energy - PGN 51.3 


6-year period 


Lapindo - Indogas Kriya Dwiguna 10.2 
10-year starting 2007 
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Pertamina EP - Pertiwi Nusantara 4.3 
Pertamina EP - Fajar Surya Wisesa 17.0 
Source: BP Migas 


13. Elsewhere, BP Migas said in a December 19 statement that it had 
facilitated a Cargo Loading Agreement between PT Pertamina EP and 
state-owned fertilizers PT Pupuk Iskandar Muda (PIM) in Aceh and PT 
Pupuk Kalimantan Timur (PKT) in East Kalimantan. Under the deal, 
Pertamina will swap a total of 8.9 TBTU of gas or about 3 cargoes of 
liquefied natural gas (LNG), which was previously allocated for PKT, 
to support the operation of PIM. According to the BP Migas 
statement, the swap will begin in January 2007 and support the 
operation of the PIM fertilizer plant for six months. 


Kalimantan Gold And Oxiana Close Deal 


14. According to press reports, Bermuda mining company Kalimantan 
Gold Corporation Limited (KGC) announced on December 18 that it had 
finalized an option agreement with Australian copper and gold mining 
company Oxiana Ltd. for exploration of Kalimantan\'s copper and gold 
prospects. The agreement covers three key areas, Baroi, Beruang and 
Mansur, which form part of KGC\'s 941 square kilometer holdings in 
Central Kalimantan. Under the agreement, Oxiana will reportedly 
initially invest $2.5 million to drill 12 deep prospecting holes 
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over a period of twelve to eighteen months. Oxiana then has an 
option for taking a 40 percent stake in completing a pre-feasibility 
study and an option for a 66.7% stake for completing a bankable 
feasibility study. If any of the projects proceed to the mine 
development stage, the deed allows Oxiana to provide significant 
funding assistance for financing KGC\'s share of mine development. 
KGC reportedly starting working on the Kalimantan project in 1996, 
and has reportedly invested to date roughly $12 million for the 
drilling of 70 prospecting holes. 


PASCOE 
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OO RUEHCHI RUEHDT RUEHHM 

DE RUEHML #0072 0090933 

ZNR UUUUU ZZH 

O 090933Z JAN 07 

FM AMEMBASSY MANILA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4514 

INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS IMMEDIATE 
RHEHNSC/NSC WASHDC IMMEDIATE 

RHHMUNA/CDRUSPACOM HONOLULU HI IMMEDIATE 

RUEKJCS/JOINT STAFF WASHINGTON DC IMMEDIATE 

RUEKJCS/SECDEF WASHINGTON DC IMMEDIATE","UNCLAS MANILA 000072 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP, PM, EAP/MTS, AND S/CT 
USPACOM ALSO FOR FPA HUSO AND J5 
SECDEF/OSD/ISA/AP (TOOLAN/BAILEY) 
JOINT STAFF/J5 (WILKES/ROBINSON) 


E.O. 12958: N/A 

TAGS: PTER, PREL, EAID, MOPS, MARR, RP 

SUBJECT: ARROYO SHOWCASES US-PHILIPPINE PARTNERSHIP ON JOLO 
AND DEFENDS VFA 


1. (SBU) President Arroyo invited Charge Jones to accompany 
her on a January 8 trip to the southern island of Jolo, where 
the Philippine military, with the help of U.S. Joint Special 
Operations Task Force-Philippines (JSOTF-P) and USAID, 
continues to battle terrorists of the Abu Sayyaf Group and 
Jemaah Islamiyah. She highlighted for the Philippine public 
the benefits of what she called the US-Philippine \"strategic 
alliance against terrorism and poverty." 


2. (U) While on Jolo, President Arroyo and Charge inaugurated 
a $1 million USAID-financed road in the former terrorist 
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stronghold of Parang, which will reduce driving time to Jolo 
City from a day to just a half hour. Armed Forces of the 
Philippines Chief of Staff General Esperon, who later led a 
command briefing to the President, remarked to Charge that, 
as a young officer, it had taken him a week of hard fighting 
to reach the previously remote area. President Arroyo and 
Charge also inaugurated a refurbished military trauma center 
at Camp Bautista, which will be used to treat wounded 
soldiers. In her remarks to the soldiers and the press, 
President Arroyo especially applauded the Philippine military 
for its successful January 6 operation killing six 

significant terrorists (septel). 


3. (SBU) Beginning on January 6 and 7, the government-owned 
television station aired a new documentary explaining the 
Visiting Forces Agreement (VFA) and the terms of the Smith 
custody transfer. The documentary highlighted the importance 
of the VFA and joint military exercises to the US-Philippine 
relationship. Malacanang has also commissioned US-based 
journalists to make a documentary on the US-Philippine joint 
activities on Jolo and the upcoming Balikatan exercises. 
Mission officers will provide all possible support for this 
endeavor. These public outreach efforts will complement the 
upcoming release of a Mission-produced documentary on the 
success of joint US-Philippine development and military 
operations on the former terrorist stronghold island of 

Basilan, as part of the Balikatan-02 military exercise. 


4. (SBU) Comment: Under President Arroyo\'s personal 
leadership, the Philippine government is now engaged in a 
more pro-active and sophisticated approach to explain 
publicly the value and importance of the Philippine 
partnership with the United States in the fight against 
terrorism and poverty, with a special emphasis on how the VFA 
makes such cooperation possible. We plan to reinforce this 
message in the coming weeks with the release of our Basilan 
documentary, the portcalls of the USS BLUE RIDGE, the 
Balikatan-07 exercise, and the visit of Undersecretary Karen 
Hughes, among other ongoing activities. 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
Jones 


91840 

PP RUEHWEB 

DE RUEHRB #0038 0090933 

ZNR UUUUU ZZH 

P 090933Z JAN 07 

FM AMEMBASSY RABAT 

TO RUEHPH/CDC ATLANTA GA PRIORITY 


Column 3 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: KSCA, OTRA 

SUBJECT: HHS/CDC COUNTRY CLEARANCE AMENDMENT TO CHANGE 
DATES OF TRAVEL FOR JOSEPH MULINARE 


REF: A. ATD 0048 


B. ATLANTA GA 49 
C. RABAT 2282 


1. Embassy Rabat is pleased to acknowledge and concur with 
traveler\'s change in travel dates to Morocco. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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FM AMEMBASSY KUWAIT 
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RUEKJCS/SECDEF WASHDC IMMEDIATE 
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SIPDIS 

SIPDIS 

STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MR, I/GNEA, 
B/BXN, B/BRN, NEA/PPD, NEA/IPA 

LONDON FOR TSOU 

PARIS FOR ZEYA 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: KUWAIT MEDIA REACTION - PROVOCATION AND SADDAM EXECUTION 
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Block Quotes 


Tuesday, January 09, 2007 


-- Islamist Adel Al-Qassar commented in progressive Arabic daily 
Al-Qabas under the title Muslim Hatred... An American Product" 
(01/09): 


\"On the occasion of Christmas, America found one means of provoking 
the feelings of Muslims and planting the spirit of hatred and 

animosity against anything Islamic. It was the production by an 
American company of an abominable computer game in which, in order 
to win, the players force Muslims to adopt Christianity or be 

killed. Media productions encouraging and feeding sources of terror 
and extremism are American-made.\" 


-- In moderate Arabic daily Al-Rai Dr. Jassem Al-Fuhaid penned under 
the title \"Iraqi Justice on the Line\" (01/09): 


\"If the Iraqi Government led by Al-Maliki attributes its speed in 
executing Saddam on the first day of Eid to its keenness on 
enforcing the just verdict, then observers have the right to ask a 
question. To what extent is the government keen to spread justice 
and punish criminals, especially those whose crimes are classified 
as war crimes related to ethnic annihilation and sectarian 
cleansing?\" 


-- Under the title "They Made Him a Hero\" Salafi Dr. Wael Al-Hasawi 
commented in moderate Arabic daily Al-Rai (01/09): 


\"We must not forget the United States of America\'s extreme hatred 
towards our people as demonstrated by its shameful actions and 
policies daily carried out. It has become that every person whom 
the United States labels an enemy is given hero status in the minds 
of the people, even if he lacks any heroic characteristic. Saddam 
Hussein was able, during the period of his trial and execution, to 
superbly play the role required from him. | do not know if the 

United States has helped him to play this role.\" 


-- Dr. Khaled Al-Qahs editorialized in conservative Arabic daily 
Al-Watan under the title "American Strategy... Changing Faces to the 
same Policy\" (01/09): 


\"Many believe that America has not lost the war in Iraq and that it 
has fallen into a quagmire that brings back memories of the Vietnam 
War in which over 45,000 soldiers perished.... | believer that the 
death of 3,000 American soldiers in Iraq, a number that will 
increase, is well worth the sacrifice when compared with the gains 
made during America\'s presence in Iraq." 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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TO USAID, ADMINISTRATOR\'S OFFICE (FOR SR DEPUTY ASSISTANT 
ADMINISTRATOR MARK WARD), JOINT STAFF FOR J5/COL CICCHINELLI 


E.O. 12958: DECL: 01/08/2017 

TAGS: PINS, PREL, SNAR, PTER, PNAT, PGOV, EAID, ECON, ECIN, 
MOPS, MCAP, KCRS EUN, G-8, AF, PK, GM, XD 

SUBJECT: GASTRIGHT DELEGATION DISCUSSIONS IN BERLIN ON 
AFGHANISTAN(U) 
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Classified By: POL M-C JOHN BAUMAN, FOR REASONS 1.4 (b) AND (d) 


1. (C) (Summary) In an productive and timely visit, South and 
Central Asian Affairs Deputy Assistant Secretary John 
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Gastright, International Narcotics and Law Enforcement 
Affairs Bureau Principal Deputy Assistant Secretary Tom 
Schweich, USAID Senior Deputy Assistant Administrator Mark 
Ward, and Joint Staff Central Asia Division Chief Col. 
Matthew Cicchinelli visited Berlin December 13-14 2006 to 
discuss a wide range of issues relating to Afghanistan with 
German counterparts and members of Parliament. With the 
upcoming dual EU and G8 Presidencies, all eyes will be on 
Berlin to increase its profile in Afghanistan. The visit 

helped give their German interlocutors a greater appreciation 
for the comprehensive U.S. strategy: reconstruction and 
infrastructure development; counter-narcotics; security and 
justice sector reform; and good governance. End Summary. 


MFA Lays Out Presidency Goals 


2. (C) In a private meeting with Ambassador Michael Koch, the 
MFAVs Afghanistan Special Director, DAS Gastright briefed on 
the recent completion of an interagency Strategic Review of 

U.S. efforts in Afghanistan. While violence this past 

summer\'s violence was expected, its intensity was not. More 
time, more money, and more manpower are needed. The report 
finds that a comprehensive approach integrating security, 
governance, and development programs has been most effective 
in stabilizing provinces. 


3. (C) Gastright noted that we hope to employ this strategy 

in more parts of the country and plan to ask for a major 
infusion of funds from Congress to do so. Gastright stressed 
the U.S. and EU need to raise the profile of civilian 

activities in Afghanistan, particularly through the Joint 
Coordination and Monitoring Board (JCMB). The US team 
welcomed the EU\'s plans to commit long-term to Afghanistan in 
the Commission\'s 2007-2013 budgets, at around 150 million 
euros per year. The U.S. wants EU member states to consider 
significant bilateral pledges, as well, and hopes are high in 
Washington that Germany will emerge a strong leader on this 
front during its EU Presidency. 


Multi-faceted Approach Lauded 


4. (C) In an interagency meeting with high-level Afghan 
experts from the German Ministries of Foreign Affairs, 

Interior, Defense, and Economic Development, the delegation 
highlighted the full range of U.S. support offered the region 
and went in depth on the role of Pakistan in improving cross 
border problems. Participants on the German side included 
the MFA\'s Ambassador Koch; Dirk Brengelmann, NATO office 
director; Christof Weil, ESDP action officer; Maren Richter, 
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Police Training action officer. From the MoD, the Division 
Chief for J5, Col. Jobst Schoenfeld, attended. The Mol sent 
Deputy Officer Director Michael Jansen and action officer 
Jonny Sommerfeld. Finally, the Ministry for Economic 
Cooperation sent its Afghanistan Director, Ralf-Matthias Mohs 
and two additional colleagues. 


5. (C) Koch began by outlining upcoming meetings on 
Afghanistan to take place in Berlin, including an 
EU-Afghanistan Troika meeting January 29, a Political 
Directors JCMB meeting January 30, and possibly a regular 
JCMB meeting January 31. It was agreed that strengthening 
coordination in Kabul, rather than developing a new 
mechanism, is preferable. Koch was interested in Ward\'s idea 
of showcasing at the JCMB the work of the more successful 
sub-groups, in hopes this could reinvigorate those parts of 

the JCMB process that have less progress to show. 


6. (C) The bottom line in Afghanistan remains our 
determination to help Afghanistan build a safe, economically 
viable and well governed country, stated DAS Gastright. 
Getting there is a long process and the U.S. side highlighted 
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areas where we are focusing our efforts. Those include: 


(A) The role of Pakistan (and its plan for regional 
development in the tribal areas); 

(B) The role of good governance (a make-or-break factor 
in AFG\'s future); 

(C) Increasing infrastructure development (which puts 
money in the pockets of workers and is essential for those 
trying to get their goods to market); 

(D) Security (getting the Afghanistan security forces 
up to speed and ready to take on insurgents, terrorists and 
narco-traffickers); 

(E) Justice Sector Reform (removing corrupt officials 
and supporting the new Attorney General); and 

(F) Counter Narcotics (keeping the 85% of those not 
involved in the drug trade on our side while moving toward 
eradication of crops as part of the Afghan Government\'s 
comprehensive plan). 


7. (C) German reactions were generally positive. Koch agreed 
that Pakistan\'s latest efforts were an improvement but hoped 
they could do more. Koch said Germany would use its G8 
Presidency to urge Pakistan and Afghanistan to develop 
initiatives for the tribal areas along their border. 
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8. (C) The German side highlighted its \"country-wide\" efforts 
in areas like water supply, capacity building, energy sector 
development, education, and private sector initiatives. 

While many German projects continue to be focused in the 
north, Germany is open to assisting elsewhere, starting with 
a four-to-five million Euro fund for emergency development 
aid projects throughout the belt south of Kabul. Senior USAID 
DAA Ward said that power is a new focus for major 
infrastructure projects in Afghanistan, and Germany\'s 
expertise and support in this area is particularly timely. 


9. (C) Col. Cicchinelli reviewed Afghan National Army 
reforms, stating that the deficiencies in size, capabilities 

and equipment severely hinder the ANA\'s ability to fight 
insurgents and terrorists. U.S. thinking on Afghan security 
forces has evolved over the last five years, he said. Afghan 
armor, commando capabilities, vehicles and medevac support 
were severely limited. The U.S. supports increasing the ANA 
from 50,000 to 70,000 troops, which the Germans present 
supported. Col. Cicchinelli continued that Afghanistan needs 
\"fully participating partners\" in its effort to improve its 
security apparatus. 


10. (C) In discussing police training, Germans raised 
concerns about a public \"blame game\" for continued problems 
in this area. Sensitive in their role as lead nation for 

police training, MOI representatives stated that Germany had 
trained 17,000 police to date, and is studying plans to 
increase the presence of EU trainers in Afghanistan threefold 
during its upcoming Presidency. Germany views its presence 
as along term engagement and has focused on quality of 
trainees at times to the detriment of quantity. The MOI is 
now considering constabulary units and other multi-pillared 
approaches to create a force able to ensure the security of 
Afghan citizens. 


Counter-Narcotics Efforts Raise Concerns 


11. (C) PDAS Schweich went into detail on implementation of 
the Afghan government\'s counter-narcotics plan, highlighting 
the need to eradicate in areas where alternative livelinoods 
were available and to provide funds to governments that did 
more to eliminate illegal drug trade in their regions. 

Schweich highlighted that the GoA probably would pursue a 
ground-based spraying approach to eradication in 2007. 
Badakhshan, in the north, was the second-largest 
poppy-producing province. Amb. Koch made clear Germany has 
\"grave concerns\" about spraying. The German government is 
contemplating the things it can do in the north on the 
counter-narcotics front, and expects the U.S. (and the UK) to 
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consult with Berlin on any intended eradication in 
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Badakhshan. Schweich reinforced that poppy production is a 
crime in Afghanistan and counter-narcotics activities would 
be done in a way to limit alienating farmers and local 
communities. However, he stated, 85% of Afghans are not 
involved in drug trade, and this huge majority is beginning 

to tire as their criminal neighbors reap the profits from 

illicit activities. 


12. (C) The German delegation\'s Mohs complained that the new 
Afghanistan AG arrests those involved in narco-trafficking, 

but within hours or days they are released. This sort of 
backsliding is counterproductive. Furthermore, Mohs believes 
interdiction rather than eradication is the key to slowing 

the growth of drug trade in AFG. \"If we lose the hearts and 
minds of the farmers, we\'ve lost the country" claimed Kohs. 
NOTE: In a private conversation, Kohs informed USAID SAA Ward 
that Germany\'s interagency process needs help and he hopes to 
open up enhanced lines of communication with the U.S. both in 
Afghanistan and in the capitals. 


Chancellery Welcomes Information; Urges Coordination 


13. (C) Meeting next with Deputy National Security Advisor 
Rolf Nikel, Gastright outlined the U.S. Government\'s 
Strategic Review of Afghanistan policy. To the reviews 
conclusions -- that more people, money, and time were needed 
-- Nikel added one thing: coherence. This was important not 
just between civilian and military authorities active in the 
country, but also among international donors and the Afghan 
government and population. Nikel noted that about 2 billion 
USD is spent annually on aid to Afghanistan. Some argued 
that that the real problem was the absorptive capacity of the 
Afghan Government (a view Nikel said he did not share). 
Greater coordination and Afghan ownership is essential. 
Gastright and Ward took note of Nikel\'s view and outlined 
U.S. capacity-building efforts, from the national, 

provincial, and district levels. 


14. (C) Deputy NSA Nikel asked whether reconstruction and 
development were the key factors for the United States. The 
delegation agreed, and emphasized the U.S. focus on power 
generation and roads. Nikel welcomed this point; Germany is 
active in the north and elsewhere, and is interested in 
projects that had visibility. 
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15. (C) Colonel Cicchinelli briefed on security sector reform 

in Afghanistan, especially regarding the ANA and ANP. PDAS 
Schweich reviewed the contents of the Inspector General 
report on police training, which had gotten attention in 

recent press articles. Schweich pointed out that the IG 

report, on the whole, considered the international training 
efforts to be well-conceived and well-executed. Nikel was 
particularly grateful for this information. 


16. (C) Nikel said there is increasing confidence that an 
expanded EU police training mission might be within reach. 
It is important to keep the problems in mind at the same time 
-- after officials are trained, they return to \"Afghan 

reality,\" including a \"non-existent\" judicial system, and 
difficulties paying wages. There was a proposal as well that 
the European Commission take a greater role in judicial 
sector reform, but this is a slow process. Any ESDP police 
mission has to increase the quantity of trainers -- Nikel 
reiterated the MONs statement of increasing by a factor of 
\"two, three, or more\" while also improving the quality of the 
training. Some EU countries are already interested. 
Gastright said that would be a huge step and said the JCMB 
should also address increasing police salaries so that they 
are comparable with the army. A ten-year commitment would be 
needed. 


17. (C) PDAS Schweich outlined counter-narcotics efforts. 
Nikel asked if Alternative Livelinoods (AL) programs would be 
in place in areas where eradication took place, which 
Schweich confirmed. Nikel said the \"modalities\" of 
eradication were important: Afghan authorities had to be on 
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board, and they had to be sustainable (i.e., to have public 
support). Schweich emphasized the counter-narcotics plan was 
and remained an Afghan Government plan, and it was a GoA 
decision to carry out a more aggressive eradication program. 
He highlighted the role of Badakhshan in producing poppy. 
Nikel noted that eradication there could have an affect on 

the military situation and said he hoped the U.S. would 

consult with Germany on this. 


18. (C) Gerd Bischof, Senior Director for Defense, asked 
whether genetically modified poppy could be introduced to 
reduce yields. Schweich said that many options had been 
considered and he would be glad to discuss them further on a 
separate visit, but that in the short term there was no 
alternative to spray eradication. 
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19 (C) Nikel called the discussion WencouragingW and 
highlighted the importance for Germany of mutually 
reinforcing civilian and military efforts, as well as a 
comprehensive strategy that incorporates the Afghan 
Government. Germany is in for the long haul. 


Parliamentarians Open But Critical 


20. (C) Following a brief for press representatives, the 

delegation next met with seven key members of the German 
Bundestag: Ruprecht Polenz (CDU-Chairman of the Foreign 
Relations Committee), Hans-Ulrich Klose (SPD-Deputy Chairman 
of the Foreign Relations Committee), Andreas Schockenhoff 
(CDU-Deputy Caucus Chairman), Walther Kolbow (SPD-Deputy 
Caucus Chairman), Kerstin Mller (Greens-Caucus Spokeswoman 
on Foreign Affairs), Rainer Stinner (FDP-Defense Committee 
Member) and Bernd Siebert (CDU-Caucus Spokesman for Defense). 
The parliamentarians were open-minded, though somewhat 
critical on counter-narcotics. 


21. (C) A number of parliamentarians said they could not be 
too far in front of their electorate regarding out of area 

military operations. They expressed concerns that additional 
German casualties could turn already-skeptical public opinion 
against German efforts in AFG. The U.S. side clarified its 
understanding and discussed ways forward and where the U.S. 
and Germany could coordinate efforts, including in 
Badakhshan. Fears were raised that without a more concerted 
effort to rebuild Afghanistan we could see the \"Iragization\" 

of the country. DAS Gastright responded that \"Afghanistan is 
not lraq\" to which several parliamentarians simultaneously 
chimed \"not yet.\" 


MOI Responds to CT and Police Training Goals 


22. (C) Meeting with Interior Ministry Deputy DG for Police 
Affairs, Dr. Hans-Juergen Foerster, he said the progress 
report of the German fact-finding commission on the police 
training mission is expected the week of December 18. He 
added Germany hopes to expand the police training mission 
from the current 42 German trainers to 150-160 trainers from 
throughout the EU (but with Germany still the lead country). 
The end goal is to train 60,000 Afghan police. Foerster 
noted the Bundestag needs to approve the mandate for the 
German training mission annually, as is the case for the 
military deployment. 

23. (C) As in the Nikel meeting, PDAS Schweich outlined 
counter-narcotics efforts. He also focused on the need to 
amend the training curriculum to enhance counter-narcotics 
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and counter-insurgency capabilities as well as the importance 
of pay and rank reform. He cited with concern evidence of 
growing ties between narcotics producers/traffickers and the 
Taliban, noting that this was a 180-degree departure from the 
Taliban\'s policy of banning opium when in power. 

24. (C) Foerster outlined Germany\'s interest in strengthening 
controls along Afghanistan\'s borders, particularly with 

China, since much of the chemicals needed for opium 
processing in Afghanistan originate in China. The German 
Federal Office of Criminal Investigation (BKA) has been 
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tasked with producing a feasibility study for a project 
designed to tighten border controls. 

25. (C) Colonel Cicchinelli briefed on security sector issues 
and listed areas for police-training improvement, including 
(1) crowd control, (2) force protection, including IED 
removal, (3) counter-insurgency capabilities, (4) 
counter-narcotics capabilities, (5) rapid response 
capabilities and (6) beefed up border monitoring. 


26. (C) Comment: The four U.S. Principals were well-received 
and provided a great deal of information to German 

counterparts in a short visit, eliciting requests for future 

meetings. With Germany wearing the dual EU/G8 Presidency hat 
for the coming six months, post would welcome future visits 

by one or more of the delegation to hone our message as 
Germany attempts to move the ball forward in Afghanistan. 

This cable has been cleared by Washington. 

TIMKEN JR 
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E.O. 12958: DECL: 10/12/2015 

TAGS: PGOV, PREL, KCRM, SY, IR, IS, LE, IZ 

SUBJECT: ADVISOR TO MFA SAYS SYRIANS REMAIN NERVOUS ABOUT 
TRIBUNAL 


CLASSIFIED BY: CHARGE DVAFFAIRES WILLIAM ROEBUCK, PER 1.4 B,D. 


1. (C) SUMMARY: THE SYRIAN REGIME CONTINUES TO FEAR THE 
FORMATION OF A SPECIAL LEBANON TRIBUNAL, WORRYING THAT IT 
COULD FIND ITSELF UNDER SUSTAINED INTERNATIONAL OPPROBRIUM 
AND ISOLATION, EVEN IF SENIOR MEMBERS OF THE REGIME ARE NOT 
ACCUSED OF INVOLVEMENT IN THE ASSASSINATION OF LEBANESE PM 
RAFIK AL-HARIRI, ACCORDING TO DR. SAMIR AL-TAQI, AN ADVISOR 

TO THE MFA AND A CONFIDANT OF FM WALID MUALLIM. ON THE 
INVESTIGATION, THE REGIME BELIEVES IT HAS STEERED BRAMMERTZ 
TOWARDS EVIDENCE IMPLICATING SUNNI EXTREMISTS, IN WAYS THAT 
WILL MAKE IT MORE DIFFICULT FOR HIM TO IMPLICATE REGIME 
FIGURES. FOR AL-TAQI, SYRIAN FEARS OVER THE TRIBUNAL LARGELY 
EXPLAIN THE POLITICAL UNREST IN LEBANON AND PRESAGE GROWING 
INSTABILITY IF SYRIA HAS ITS WAY. ON OTHER ISSUES, AL-TAQI 
ASSESSED THAT SYRIAN OFFICIALS ARE SINCERE ABOUT REACHING A 
PEACE DEAL WITH ISRAEL ON THE GOLAN, BUT WOULD PREFER AN 
EXTENDED NEGOTIATING PROCESS TO REACH THAT GOAL SINCE IT 
WOULD ALSO SERVE TO PROLONG THE LIFE OF THE REGIME. 
INTERNALLY, THE REGIME IS IN A STRONG POSITION BUT REMAINS 
EXTREMELY NERVOUS. THE EXECUTION OF SADDAM HAS BEEN VIEWED 
IN SYRIA AS A TROUBLING EXAMPLE OF ASCENDANT SHIA AND IRANIAN 
REGIONAL POWER. END SUMMARY. 


2. (C) REGIME MOTIVATED BY FEARS OVER TRIBUNAL: INFORMAL 

MFA ADVISOR ON LEGAL STRATEGY TOWARDS THE UNIIIC 
INVESTIGATION DR. SAMIR AL-TAQI TOLD CHARGE JANUARY 8 THAT 
THE REGIME IS NERVOUS ABOUT THE FORMATION OF THE SPECIAL 
LEBANON TRIBUNAL (SLT) AND THAT THESE FEARS HAVE AFFECTED TO 
SOME DEGREE THE SARG\'S ATTITUDE TOWARDS BRAMMERTZ\'S ONGOING 
EFFORTS. THE REGIME FEARS RETURNING FOR A SUSTAINED PERIOD 
TO THE POSITION OF OCTOBER 2005, WHEN IT FELT ITSELF UNDER 
TREMENDOUS INTERNATIONAL PRESSURE AND SCRUTINY, A SITUATION 
IT WOULD FIND INTOLERABLE, NOTED AL-TAQI, A FOREIGN AFFAIRS 
ANALYST AND CONFIDANT OF FM MU\'ALLIM WHO ALSO MAINTAINS 
AMICABLE RELATIONS WITH GID HEAD ALI MAMLUK. THE FEAR IS 

THAT A RETURN TO SUCH A POSITION IS POSSIBLE EVEN IF THE 
HIGHEST-LEVEL FIGURES IN THE REGIME ARE NOT ACCUSED OF 
COMPLICITY IN THE ASSASSINATION OF FORMER LEBANESE PM RAFIK 
AL-HARIRI. 


3. (C) NOT BOTHERED AS MUCH BY UNIIIC INVESTIGATION: THE 
REGIME IS NOT BOTHERED SO MUCH ABOUT ANY SPECIFIC 
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DEVELOPMENTS WITH THE INVESTIGATION ITSELF, SENSING THAT 
UNIIIC\'S ENERGY AND THE COHESIVENESS OF ITS TEAM HAVE FALLEN 
OFF A BIT IN THE PAST FEW MONTHS. ACCORDING TO AL-TAQI, A 

FEW FIGURES IN UNIIIC WHO PROVIDED CONTINUITY BETWEEN THE 
MEHLIS AND BRAMMERTZ INVESTIGATIONS ARE LEAVING THE TEAM, 
ALTHOUGH HE DID NOT PROVIDE SPECIFICS. IN ADDITION, THE 
REGIME FEELS IT HAS PROVIDED UNIIIC WITH ENOUGH INTELLIGENCE 
ON AL-QAIDA IN LEBANON AND ON OTHER RADICAL SUNNI GROUPS TO 
CREATE A PLAUSIBLE ARGUMENT THAT SOME OF THESE ELEMENTS WERE 
INVOLVED IN THE KILLING OF HARIRI. THIS HAS TO SOME DEGREE 
INSULATED SENIOR SYRIAN REGIME FIGURES FROM BEING IMPLICATED 
IN THE EVIDENCE BEING COMPILED ABOUT THE EXECUTION OF THE 
PLOT TO KILL HARIRI AND, ACCORDING TO AL-TAQI, WILL COMPEL 
BRAMMERTZ AND THE TRIBUNAL TO CONSTRUCT ELABORATE, 
ESSENTIALLY SPECULATIVE SCENARIOS OF COMMAND AND CONTROL THAT 
ARE NOT LIKELY TO STAND UP IN COURT. (COMMENT: IN PREVIOUS 
CONVERSATIONS, AL-TAQI HAS MADE CLEAR THE SARG, WHICH HAS 
EXTENSIVE INTELLIGENCE ON THESE GROUPS, HAD SELECTIVELY 
PROVIDED SUCH INFORMATION TO BRAMMERTZVS TEAM, AS A WAY OF 
HELPING SHAPE THE TEAMS CONCLUSIONS.) 


4. (C) TRIBUNAL CONCERNS EXPLAIN LEBANON SITUATION: AL-TAQI 
ACKNOWLEDGED THAT SYRIAN FEARS ABOUT FORMATION OF THE 
TRIBUNAL EXPLAINED TO A LARGE DEGREE INTERNAL POLITICAL 
DEVELOPMENTS IN LEBANON OVER THE PAST FEW MONTHS. IN HIS 
VIEW, THE SARG SUPPORTS FURTHER ESCALATION IN LEBANON THAT 
WOULD SERVE TO DERAIL PROSPECTS FOR SETTING UP THE TRIBUNAL. 
HOWEVER, SYRIA\'S ALLIES ALL HAVE SOMEWHAT DIFFERENT TAKES ON 
THE DANGERS POSED BY THE TRIBUNAL. HIZBALLAH IS NERVOUS 
ABOUT AN OVERLY ZEALOUS APPROACH THAT COULD JEOPARDIZE ITS 
POLITICAL COVER AND FORCE IT INTO A OVERTLY SECTARIAN 

POSITION THAT WOULD BE POLITICALLY DAMAGING IN LEBANON, 
ASSESSED AL-TAQI. THE IRANIANS ARE WORKING BEHIND THE SCENES 
WITH THE SAUDIS TO DE-ESCALATE THE SITUATION IN LEBANON, 
ANOTHER TREND THAT BOTHERS THE SYRIANS AND THAT DIVERGES WITH 
THE SARG\'S CALCULATION OF ITS INTERESTS IN LEBANON, HE ADDED. 


5. (C) INAN ASIDE, AL-TAQI ASKED WHY THE U.S., IF IT 
BELIEVED IN LEBANESE PM SINIORA SO MUCH AND WANTED TO SEE HIM 
SURVIVE POLITICALLY, DID NOT EXERT MINIMAL PRESSURE ON THE 


ISRAELIS TO TAKE MODEST STEPS, OR SEND SIGNALS, THAT COULD 
HELP HIM TREMENDOUSLY. AL-TAQI MENTIONED \"THE PRISONER ISSUE\" 
AND SHEBAVA FARMS AND SAID THAT ISRAELI SIGNALS OF 

FLEXIBILITY ON EITHER ISSUE COULD PROVIDE SINIORA WITH 
POLITICAL-LIFE-SAVING SUPPORT. AL-TAQI CLARIFIED THAT HE WAS 
REFERRING TO LEBANESE POLITICAL PRISONERS BEING HELD BY THE 
ISRAELIS. 
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6. (C) IN AL-TAQIS ESTIMATION, SYRIA HAS RECEIVED SOME 
GUARANTEES FROM THE RUSSIANS ON THE TRIBUNAL. IN HIS VIEW, 
PUTIN SUPPORTS FORMATION OF THE TRIBUNAL, AT LEAST IN THE 
ABSTRACT, ALTHOUGH HIS POSITION IS LESS FORTHRIGHT IN THE 
ABSENCE OF CLEAR LEBANESE GOVERNMENT ENDORSEMENT OF THE 
TRIBUNAL, SOMETHING THUS FAR LACKING. GIVEN THEIR EXPOSURE 
OVER CHECHNYA THE RUSSIANS ARE ANXIOUS ABOUT LEGAL PRECEDENTS 
INVOLVED IN TRIBUNALS BEING FORMED WITHOUT EXPLICIT 
GOVERNMENT ENDORSEMENT, OR AT LEAST ARE USING THIS ARGUMENT 
AS A PRETEXT TO ATTENUATE THEIR SUPPORT FOR THE SLT, ASSESSED 
AL-TAQI. HE ALSO FELT THAT THE RUSSIANS WOULD NOT SUPPORT 

ANY UNSC TRIBUNAL FORMATION UNDER CHAPTER VII, IN THE EVENT 
THE LEBANESE ARE UNABLE TO MOVE FORWARD BY THEMSELVES. 


7. (C) BRITISH LEGAL TEAM IN TOWN: AL-TAQI TOLD CHARGE THAT 
MEMBERS OF A BRITISH LEGAL DEFENSE TEAM ASSISTING THE SARG IN 
ITS DEALINGS WITH UNIIIC, LED BY ATTORNEY CLAIRE MONTGOMERY, 
HAD ARRIVED SOMEWHAT UNEXPECTEDLY IN DAMASCUS JANUARY 7 AND 
THAT HE HAD BEEN SUMMONED THE MORNING OF JANUARY 8 TO MEET 
WITH THEM. HE HAD BEEN TOLD THEY HAD RETURNED FROM 
CONSULTATIONS IN NEW YORK WITH UN OFFICIALS. AL-TAQI 
DESCRIBED THE LEGAL DEFENSE EFFORTS OF TEAM AS ONE PRONG OF 
THE SARG STRATEGY TO COUNTER THE UNIIIC INVESTIGATION AND 
FORMATION OF THE SLT, THE OTHER CRITICAL EFFORT BEING THE 
BEHIND-THE-SCENES SUPPORT FOR EFFORTS TO DESTABILIZE THE 
SINIORA GOVERNMENT. 


8. (C) ON GOLAN SIGNALS: REGARDING RECENT SARG SIGNALS OF 
FLEXIBILITY ON RE-OPENING NEGOTIATIONS WITH ISRAEL ON THE 
GOLAN, AL-TAQI DISCOUNTED TO SOME DEGREE A MINORITY VIEW 
POPULAR IN OPPOSITION CIRCLES WHICH ARGUES THAT ASAD DOES NOT 
REALLY WANT -- AND CANNOT REACH -- A PEACE AGREEMENT WITH 
ISRAEL THAT WOULD RESOLVE THE GOLAN ISSUE. IN HIS VIEW, THE 
REGIME IS INTERESTED IN REACHING SUCH AN AGREEMENT, AND IS 
CAPABLE OF REACHING SUCH AN AGREEMENT. AL-TAQI ADDED, 
HOWEVER, THAT THE REGIME PREFERS EXTENDED NEGOTIATIONS. 
GETTING THE NEGOTIATIONS RE-STARTED WOULD PROVIDE THE REGIME 
WITH A VLIFE INSURANCE POLICY\" (FOR AT LEAST AS LONG AS THEY 
CONTINUED), AND THE PROSPECT OF OBTAINING THAT \"POLICY,\" IN 
ADDITION TO THE FUTURE PROMISE OF A RETURN OF THE GOLAN, 
MOTIVATES THE REGIME TO MAKE CONTINUAL EFFORTS TO SPARK 
RENEWED INTEREST IN A GOLAN PEACE PROCESS. 


9. (C) INTERNAL POLITICAL SCENE, UPCOMING ELECTIONS: 

ADDRESSING THE INTERNAL POLITICAL SCENE, AL-TAQI ACKNOWLEDGED 
THAT SARG PRESSURE ON SYRIAN CIVIL SOCIETY AND 
ALREADY-WEAKENED OPPOSITION VOICES REMAINS OVERPOWERING. IN 
HIS VIEW, THE PRESSURE REVEALS THE LEVEL OF REGIME 
NERVOUSNESS, DESPITE ITS OVERWHELMINGLY DOMINANT POSITION 
INTERNALLY. WHEN ASKED WHY THE CONTINUED NERVOUSNESS, GIVEN 
THE LEVEL OF CONTROL, AL-TAQI NOTED THAT THE GOVERNMENT, 
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DESPITE THE BA\'ATH PARTY AND SECURITY SERVICES, DOES NOT HAVE 
GOOD CONTROL OF THE POLITICAL PROCESSES AT THE GRASS-ROOTS 
LEVEL. IT CAN STILL USE FORCE AND COERCION TO GET ITS WAY, 

BUT IS NOT VERY ADEPT AT USING POLITICAL METHODS. HE LIKENED 

IT TO SUCCESS WITH \"THE FIST\" BUT NOT WITH THE DEXTERITY AND 
MANIPULATION OF POLITICAL PROCESSES THAT EVEN BASHAR 
AL-ASAD\'S FATHER, HAFEZ, USED WITH GREATER SUCCESS. 

REGARDING UPCOMING PARLIAMENTARY ELECTIONS AND A PRESIDENTIAL 
REFERENDUM IN THE SPRING, AL-TAQI POINTED TO REGIME 
NERVOUSNESS THAT EVEN A SMALL NUMBER OF MP\'S MIGHT, FOR 
EXAMPLE, SUGGEST WAYS \"TO IMPROVE\" THE PRESIDENTIAL ELECTIONS 
(CURRENTLY AN UNOPPOSED REFERENDUM THAT WILL BE USED TO 
RE-ELECT ASAD). IN THE GEZIRA AREA IN THE NORTHEAST, THE 

REGIME WORRIES THAT KURDS AND ARAB TRIBESMEN, FOR EXAMPLE, 
ARE CLOSER TO EACH OTHER THAN EITHER GROUP IS TO THE 
GOVERNMENT, SAID AL-TAQI. 


10. (C) SADDAM AND FEARS OF GROWING IRANIAN INFLUENCE: 
COMMENTING ON THE EXECUTION OF SADDAM HUSSEIN, AL-TAQI SAID 
THE HANGING HAD UPSET MANY SYRIANS (PRIMARILY IN THE MAJORITY 
SUNNI COMMUNITY), WHO SEE IT AS AN EXAMPLE OF UNSETTLING -- 
BUT GROWING -- SHIA AND IRANIAN INFLUENCE IN IRAQ AND THE 
REGION. AL-TAQI NOTED THAT IRANIAN INFLUENCE IN SYRIA 
CONTINUES TO EXPAND, ALSO CREATING UNEASE IN MANY CIRCLES, 
INCLUDING THE MILITARY AND DAMASCENE BUSINESS ELITES. IN THE 


SYRIAN MILITARY, FOR EXAMPLE, THE REGIME IS TRYING TO KEEP 
INCREASING COOPERATION WITH IRAN LOW-PROFILE, TO AVOID 
CREATING TOO MUCH RESISTANCE, ALTHOUGH HE DESCRIBED SUCH 
MILITARY COOPERATION AS SIGNIFICANT AND \"AGGRESSIVE.\" 


ROEBUCK 
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E.O. 12958: DECL: 01/09/2017 

TAGS: PGOV, PTER, NP 

SUBJECT: NEPAL: GOVERNMENT AND MAOISTS AGREE ON INTERIM 
CONSTITUTION 


REF: A. 06 KATHMANDU 3256 
B. 06 KATHMANDU 3013 
C. KATHMANDU 22 


Classified By: CDA Nicholas J. Dean. Reasons 1.4 (b/d). 


Summary 


1. (C) On January 8, leaders of the governing Seven-Party 
Alliance (SPA) and the Maoists signed an agreement to 
promulgate an interim constitution and form an interim 
parliament on January 15. The new parliament will have 
representation from the Maoists, opening the door for their 
entry into an interim government. Political party and civil 
society leaders were mixed in their reactions to the 
announcement, although all acknowledged shortcomings in the 
interim constitution that the interim parliament would need 

to work out. 


Agreement Signed by Eight Parties 


2. (C) On January 8, leaders of the governing SPA and the 
Maoists signed an agreement to promulgate an interim 
constitution and form an interim parliament on January 15. 

The agreement calls for the draft interim constitution, which 
Prime Minister Koirala and Maoist Supremo Prachanda initialed 
December 16 (ref a), to be promulgated by the sitting House 

of Representatives. The existing House of Representatives 

will then be dissolved and a new interim parliament will be 
formed immediately on the same day. The agreement focuses on 
getting the general public involved in the Constituent 

Assembly elections (full text below). 


Maoists Entering Politics in a Big Way 
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3. (C) The decision by the SPA and the Maoists opens the door 
for the Maoists to enter an interim government, although the 
January 8 agreement did not say when that would happen. As 
previously agreed in the November 8 political agreement (ref 
b), the Maoists will have 73 seats in the interim parliament; 
they will be tied for the position of second largest 
parliamentary party. Prime Minister Koirala\'s Nepali 
Congress will have 74 seats, the center-left Communist Party 
of Nepal-United Marxist Leninist will have 73, and the 

splinter Nepali Congress-Democratic will have 42 seats. No 
authoritative list of Maoist MPs has been made public, but 
Krishna Bahadur Mahara (ref c), the Maoists spokesman and 
lead negotiator, is expected to be at the top of the list of 
candidates. In addition to their 73 regular seats, the 

Maoists will have the power to appoint some share, yet to be 
determined, of the 48 seats to be allocated to members of 

civil society. 


Political Leaders Have Mixed Views 


4. (C) Arjun Narsingh KC, Central Committee Member of the 
Nepali Congress (NC), told Emboff January 8 that the interim 
constitution would be promulgated and then debated in the 
interim parliament. Prakash Sharan Mahat, Central Committee 
Member of the Nepali Congress-Democratic (NC-D) and Jhalanath 
Khanal, Central Committee Member of the Communist Party of 
Nepal-United Marxist Leninist (CPN-UML), agreed. Mahat 
stressed that promulgation of the interim constitution was 
premature until arms management was complete. Khanal said 
that there were shortcomings in the interim constitution as 

it was written, but that the interim parliament would solve 

those problems. 


Issues of Ethnic Minorities and Lower Castes Not Addressed 


5. (C) Anil Jha, Joint General Secretary of the Nepal 
Sadbhavana Party-Anandi Devi, said that the agreement was the 
result of a power balance between the NC, UML, and the 
Maoists and had ignored the needs and viewpoints of the 
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smaller parties in the SPA. Jha did not believe the issues 
of ethnic minorities or lower castes would be addressed in 
the interim parliament. Subodh Pyakurel, President of the 
Informal Sector Service Center (INSEC), predicted that the 
promulgation of the interim constitution would give rise to 
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new conflicts, especially within the ethnic communities who 
are not provided for in the interim constitution. Pyakurel 
said that if the interim parliament did not solve the 
problems of the ethnic communities in Nepal, then even the 
Maoists would not be spared in the resulting turmoil. 


Comment 


6. (C) The Government of Nepal (GON) had assured us before 
the January 8 agreement that it would not promulgate the 
interim constitution until UN-monitored arms management began 
in earnest. The GON then caved in to Maoist and internal SPA 
(especially CPN-UML) pressure and agreed to promulgate the 
constitution on the day that arms management officially 

begins -- a pattern of concession that has been frequent. 
While the GON has also assured us in the past that it will 
refuse formation of an interim government inclusive of the 
Maoists until arms management is complete, it remains to be 
seen whether it will be able to hold out against Maoist and 
internal SPA pressure. The Maoists will likely be admitted 

into an interim government in the near future. We will 

continue to urge the GON to delay this step until arms 
management is complete. 


Unofficial Translation of January 8 Agreement 


7. (SBU) Below is an unofficial translation of the January 8 
agreement between the SPA and the Maoists. 


Begin Text. 


The meeting of the seven political parties and the Communist 
Party of Nepal-Maoist in the Prime Minister\'s Residence in 
Baluwatar made the following decisions on January 8: 


- The \"Interim Constitution of Nepal 2006\" will be 
promulgated by the Parliament on January 15, and will be 
endorsed by the interim parliament on the same day. 


- We appeal to all the political parties, civil society, and 

the general public to help create an impartial, fearless, and 
peaceful environment to hold the election to a Constituent 
Assembly by mid-June. For this purpose, all-party consensus 
will be needed for the collection of the voter\'s lists, 
distribution of citizenship, and to restore peace. We would 
like to express commitment that we will send the Village 
Development Committee Secretaries to their respective 
villages and will re-establish all the police posts. 
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- lt is the duty of all the people to help conduct the 

election of the Constituent Assembly when the whole country 
is focused on the election campaign. All people should be on 
high alert while organizing various programs to give pressure 
to include the demands from each individual and group so that 
the reactionary forces will not take advantage. We urge 
everyone to have patience and to understand that all the 
problems of the people can be addressed only by the 
constitution formulated after the election of the Constituent 
Assembly. 


End Text. 
DEAN 
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E.O. 12958: N/A 
TAGS: OTRA, KJUS, BG 
SUBJECT: COUNTRY CLEARANCE REQUEST FOR RLA NANCY LANGSTON 


1. This is an action request (please see paragraphs 2 - 5). 


2. Country clearance is requested for Nancy Langston, 
Regional Legal Advisor with the Department of Justice, to 
travel to Kathmandu, Nepal to prepare a Trafficking in 
Persons (TIP) program from January 14 - 20, 2007. 


3. Country clearance information is as follows: 


Name: Nancy Langston 

Position: Regional Legal Advisor, Department of Justice 
Passport Number: 900493051 

Expiration Date: 30 April 2007 

Date of Birth: 30 August 1953 


4. Ms. Langston will arrive in Kathmandu on Sunday, January 
14, 2007, at 16:50 on GMG flight 021 from Dhaka. She will 
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depart Kathmandu on Sunday, January 21, 2007, at 17:50 on GMG 
flight 022 to Dhaka. 


5. We request help in securing ground transportation to and 
from the airport, as well as lodging at the contract 
government rate for Ms. Langston for the duration of her time 
in country. 


6. We look forward to post\'s response concerning the country 
clearance. 


7. Please slug reply cable to Jessica Ward, OMS, Pol/Econ. 


8. We appreciate your help and support. 
BUTENIS 
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EUR/NCE FOR ERIC FICHTE; S/WE FOR SASHA MEHRA, GERDA LANE 
E.O. 12958: N/A 

TAGS: PREL, PHUM, KWMN, EZ 

SUBJECT: CZECH REPUBLIC\'S MOST INFLUENTIAL WOMEN 

REF: STATE 202341 

1. Post has identified the five most influential women in the 

Czech Republic, per reftel, as well as additional women who 

are noteworthy for their various accomplishments. Political 


officer Sarah Peck is the POC for women\'s issues at post 
(420-257-022-312, pecksc@state.gov). 


2. The five most influential women in the Czech Republic: 


Petra Prochazkova: journalist, humanitarian worker (in 
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Chechnya), supporter of civil rights. 


Olga Girstlova: internationally recognized business women, 
owner of a telecommunications company. 


Renata Vesecka: Supreme prosecutor, government, lawyer. 
Vlasta Parkanova: named on January 9 as the new Minsiter of 
Defense; recognized as the Czech Republic\'s most popular 


politician. 


Teresa Maxova: super model, founder of a respected charitable 
organization that helps children. 


3. Four additional women who are well-known and respected: 


Katerina Neumannova: Olympic medalist, skier, beloved by 
nearly all Czechs. 


Helena Trestikova: named on January 9 as the new Minsiter of 
Culture; also a respected maker of documentaries and films. 
She is an up and coming Czech woman. 


Helena Illnerova: respected scientist, former head of the 
Czech Academy of Sciences. 


Livie Klausova: First Lady, head of a significant charitable 
foundation. 


4. Four women who are noteworthy for their contributions in 
journalism, filmmaking, and television: 


Nova Friedrichova: Czech TV journalist. 


Jana Ciglerova: journalist and editor for a leading Czech 
daily newspaper; focuses on gender issues. 


Olga Sommerova: respected maker of documentaries and films. 
Halina Pawlovska: talk show celebrity and writer. Similar to 


(but not as beloved as) Oprah Winfrey. 
GRABER 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PGOV, PREL, PINS, PTER, ASEC, KDEM, TH 

SUBJECT: SENIOR LEGISLATOR ON POLITICS, SECURITY, AND THE 
COUP 


REF: BANGKOK 111 (PRESSING ON MARTIAL LAW) 
Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


SUMMARY 


1. (C) Senior legislator Prasong Soonsiri told the Ambassador 
he believed political opponents of the Surayud 

administration, working with disgruntled policemen, carried 

out the December 31 bombings. Prasong admitted he lacked 
evidence to support this theory, however, and he acknowledged 
the expertise of a Privy Councilor who recently told the 
Ambassador he suspected southern separatists carried out the 
attacks. Prasong, who claims to have helped organize the 
coup, working with two retired Generals and then-Army 
Commander Sonthi, spoke pessimistically about the Surayud 
administration\'s lack of political experience and inability 

to handle the various challenges it faced. Reftel reported 

the Ambassador\'s discussion with Prasong on martial law. End 
Summary. 


SPECULATING ABOUT BOMBINGS 
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2. (C) In a January 8 meeting with the Ambassador, Prasong 
Soonsiri -- former Foreign Minister, former National Security 
Council Secretary General, and now a prominent member of the 
National Legislative Assembly -- speculated about the likely 
perpetrators of the New Years Eve bombings in Bangkok. 
Prasong noted that there were four main groups of suspects, 
according to theories in general circulation: 


- Persons associated with the Thaksin regime, including 
former Prime Minister Chavalit Yongchaiyudh; 


- Southern Thai separatists, who were experienced producers 
of the types of IEDs used in the attacks; 


- Disgruntled members of the Royal Thai Police (RTP), 
concerned by administration efforts to reorganize the RTP; 


- The Council for National Security (CNS) itself, to distract 
from its lagging popularity, and/or tighten its grip on power. 


3. (C) Prasong said that he personally suspected the bombings 
had involved a mixed group of culprits. He guessed that 
Thaksin himself might have funded the operation. It would 
take a crafty figure like Chavalit, however, to select the 

targets and design the operation. (Chavalit and Prasong have 
known each other for many years, if not decades, although 
their relationship has soured.) Prasong believed that 

elements of the Police were most likely involved in the 
construction and placement of the IEDs. 


THINKING ABOUT THE SOUTHERN SEPARATISTS 


4. (C) Having explained his perspective, Prasong acknowledged 
that he had no evidence to back it up. The only real 

evidence available consisted of remnants and traces of the 
IEDs, which did appear similar to those previously used by 
separatists in the South. But Prasong believed that the 
southern groups lacked the familiarity with (and base of 

support in) Bangkok to carry out the coordinated attacks of 
December 31. Furthermore, he believed these attacks would 
not serve the interests of the separatists, who did not want 

to alienate Thais outside of their area of operations. 


5. (C) The Ambassador mentioned to Prasong that he had spoken 
the day before with Privy Counselor Palakorn Suwanrath -- a 
trusted, knowledgeable observer of southern Thailand. 

Palakorn had said his instincts led him to believe southern 
separatists had carried out the bombings; the southerners -- 
whom he considered to be of particularly violent disposition 

-- would have no reservations about carrying out such 
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attacks, while Palakorn found it extremely difficult to 
envision any Thai politician acting so ruthlessly and 
endangering innocent lives. 


PROBLEMS AILING THE ADMINISTRATION 


BANGKOK 00000151 002 OF 002 


6. (C) When the Ambassador recounted his discussion with 
Palakorn, Prasong said he respected Palakorn\'s views and 
stressed that his own theory on the bombings was just that -- 
a theory. Whoever might turn out to be culpable, however, 
Prasong thought it troublesome that Prime Minister Surayud 
and Council for National Security Chairman Sonthi had been 
willing to claim publicly, in the absence of evidence, that 
opposition political figures had carried out the attacks. 

While noting tangentially that he remained very supportive of 
and close to Sonthi and Surayud, both of whom he viewed as 
well-intentioned, Prasong noted the current administration 
was encountering difficulties on several fronts: 


- Politically, the current leadership was fairly passive, 
inexperienced, and had poor instincts, while their 
adversaries -- Thaksin, Chavalit, and other Thai Rak Thai 
politicians -- were serious and ruthless. 


- Economically, the strengthening Thai Baht would likely lead 
to a downturn in exports, while other factors -- like the 
bombings -- would harm tourism. RTG efforts to amend the 
Alien Business Act appeared likely to inflict further harm on 
the economy. Finance Minister M.R. Pridiyathorn Devakula\'s 
policies on capital controls, the \"above ground\" lottery, and 
other matters seemed inept and riddled with conflicts of 
interest. The administration\'s economic woes were 
self-inflicted, Prasong observed. 


- Socially, the administration had yet to address ina 

meaningful way some of the negative factors that had become 
increasingly burdensome over the past few years, such as 
mounting household debt, unemployment, and a general sense of 
malaise. 


- Security problems -- principally in southern Thailand -- 
persisted. 


BACKGROUND ON THE COUP 
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7. (C) In this and prior meetings, Prasong provided the 
Ambassador with details about the planning of the September 
19 coup dVetat. Prason\'s claims are consistent with what we 
observed before and during the coup, and Prasong\'s status and 
background lend credibility to his account. Prasong has 
claimed that approximately five or six months before the 
coup, he met with General Sonthi and two retired generals 
whom Prasong refused to identify. (He stated unequivocally, 
however, that Surayud was not involved in the plot; no one 
would have suggested bringing Surayud in on the planning, as 
Thais knew well his opposition to coups and preference for 
the military not to take on a political role.) After 

discussing the political situation, Prasong, Sonthi, and 

their associates decided to begin planning for a coup on a 
contingency basis. 


8. (C) On September 13, according to his account, Prasong and 
his associates decided the situation was sufficiently urgent 

that they would have to proceed with their plan for a coup. 

One of the unnamed Generals met with Privy Council President 
Prem Tinsulanonda, to seek his approval. Prasong, who was 
not in the meeting, did not recount Prem\'s precise response, 
but the group understood that Prem had accepted their 
decision. The group assumed that, by consulting Prem, they 
were assured at least that the King did not oppose their 

action. The Ambassador asked whether Chavalit had played a 
role in the coup; Prasong said that he had not. 


COMMENT 


9. (C) Prasong was one of the instigators of the September 19 
coup, so his disappointment with the current administration 
strikes us as all the more significant. While taking on 

board his theory about the possible perpetrators of the New 
Year\'s Eve attacks, we also note he recognizes that it is not 
enough to have a plausible or persuasive theory about who 
orchestrated the bombings -- the government needs concrete 
evidence in order to act against the culprits. 

BOYCE 
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DEPT FOR EB/TPP/ABT FOR PATRICK HUDAK/AMY WINTON 
SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, ETRD, EAGR, EN 

SUBJECT: CONGRESSIONAL REQUEST FOR INFORMATION ON 
TOBACCO-RELATED ACTIVITIES OF POSTS 


REF: STATE 00957 


1. Post provides the following responses to questions 
posed in reftel regarding promotion of tobacco 
products overseas during the period January 2004 to 
present. Responses are keyed to reftel paragraphs. 
Per paragraph 1, post has not been involved in the 
host country's tobacco control efforts. 


2. Post has not taken any action on behalf of tobacco 
or tobacco products. 


3. The tobacco industry/tobacco growers have not 
requested assistance from U.S. Embassy personnel. 


4. N/A 
GOLDSTEIN 
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SIPDIS 

E.0.12958: N/A 

TAGS: KWMN, PHUM, PREL, SR 

SUBJECT: SERBIA\'S INFLUENTIAL WOMEN 


REF: STATE 202341 
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1. This is Embassy Belgrade\'s response to reftel seeking a list of 
the top five most influential women in Serbia. PostVs officer 

tracking women\'s issues is Laura Brown (phone: +381 11 306 4661, 
unclassified email: BrownLJ2@state.gov). 


SIPDIS 


2. Post has identified the following five women as both influential 
with the public and supportive of ideals in common with the USG. 
Details follow: 


Name: Dragana Milicevic 

Title: Editor-in-chief 

Institution: Studio B TV Channel 

Contact information: Masarikova 5, 11000 Belgrade, Serbia, Tel: 
+381-11-361-3171, email: dragana@mreza.co.yu 


Name: Brankica Stankovic 

Title: Journalist/Editor of \Insider\' TV program 

Institution: B92 

Contact information: Bulevar Avnoja 64, 11000 Beograd, Serbia, Tel: 
+381-11-30-12-000 


Name: Olja Beckovic 

Title: Journalist/Host of very popular \'Impression of the Week\' TV 
program 

Institution: TV Mreza Production Company 

Contact information: Cubrina 5a, 11000 Belgrade, Serbia, Tel: 
+381-11-32-85-378, email: oljia@mreza.co.yu 


Name: Ruzica Djindjic 

Title: President of the Board 

Institution: Dr Zoran Djindjic Fund 

Contact information: Zmaja od Nocaja 12/IV, 11000 Belgrade, Serbia, 
Tel: +381-11-26-23-056, office@fond-djindjic.org 

(Note: Ms. Djindjic is also the leader of the Democratic Party\'s 

ballot for upcoming elections and is likely to be a Member of 
Parliament after a government is formed in 2007. End note.) 


Name: Ivana Dulic-Markovic 

Title: Former Deputy Prime Minister and VP of G-17 Plus (political 
party) 

Institution: G-17 Plus 

Contact information: Trg Republike 5, 11000 Belgrade, Serbia, Tel: 
+381 -11-33-44-930 
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DEPARTMENT FOR AF AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 01/09/2017 

TAGS: PREL, PBTS, PTER, EAID, KISL, SO, ET, RW, AU-1, XA 
SUBJECT: SOMALILAND FOREIGN MINISTER APPEALS FOR 
RECOGNITION AND AID 


REF: 06 ADDIS 3114 (NOTAL) 
Classified By: POL-ECON COUNSELOR KEVIN SULLIVAN. REASON: 1.4 (B),(D). 


1. (C) SUMMARY. In a December 14 meeting with Charge a.i. 
Wilgus and deputy pol-econ counselor, Somaliland Foreign 
Minister Abdillahi M. Duale expressed interest in 

establishing a closer strategic relationship with the United 
States, and appealed for both humanitarian and military 
assistance to counter the regional threat posed by Council of 
Islamic Courts extremists. Saying he was reiterating points 
made in previous discussions in Nairobi, FM Duale requested 
that the USG provide financial and technical support for 
2007-2008 elections in Somaliland; financial support for 
Somaliland\'s formal education system, to provide an 
alternative to radical Islamic schools; capacity-building for 
Somaliland\'s security services (military, police, coast 

guard, and immigration); and ammunition and military 
training, to counter possible preemptive moves by SomaliaWs 
Council of Islamic Courts (CIC). FM Duale asked that the 
USG support Somaliland\'s bid for recognition by the African 
Union, as some African countries had indicated they would. 
Duale reviewed regional cooperation between Somaliland and 
Yemen, Ethiopia, and Kenya, to counter the CIC threat, but 
said he had rejected AU Chairperson Konare\'s recommendation 
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to meet with Somali TFG President Yusuf, as such a meeting 
would constitute \"high treason.\" While Somaliland clearly 
supports Ethiopian intervention against a perceived CIC 
threat to the Horn of Africa, Duale\'s observations underscore 
that significant political tensions remain between Somaliland 
authorities and Somalia\'s TFG. END SUMMARY. 


2. (C) In response to the observation by Charge Wilgus that 
Embassy Nairobi took the USG lead on Somalia issues, Duale 
said he was reiterating points he had made recently in \"very 
fruitful\" discussions with Amb. Ranneberger in Nairobi. 
Somaliland sought a closer strategic relationship with the 
United States, Duale said, in order to promote democracy, 
governance, and counter-terrorism in the Horn of Africa. 

Duale expressed gratitude for USG engagement in Somalia and 
Somaliland, saying the United States had a critical role to 

play in the region. He thanked the United States for the 
humanitarian assistance it provided indirectly to Somaliland 
through projects and international organizations, saying such 
assistance was crucial to support 2007 elections that would 
strengthen democracy in Somaliland. He noted that the United 
States had been among the first in 1960 to recognize 
Somaliland, had later sheltered many Somalilanders as 
refugees, and had opposed Siad Barre during the 1988 
\"genocide.\" 


3. (C) FM Duale requested both humanitarian and military 
assistance from the United States, as \"democracy (alone) will 
not defend us.\" Noting USG support of teacher training in 
Hargeisa, Charge Wilgus took note of FM Duale\'s requests, but 
reiterated Embassy Nairobi\'s lead on Somalia issues. 
Asserting that Somaliland was a \"de facto partner of peace in 
the region,\" Duale asked that Somaliland receive any 
assistance for which the Transitional Federal Government of 
Somalia (TFG) qualified. Duale made specific requests for: 

-- financial and technical support for the 2007-2008 election 
cycle; 

-- financial support (and/or scholarships or international 

visit programs) for Somaliland\'s formal education system, to 
provide an alternative to radical Islamic schools; 

-- capacity-building for Somaliland\'s security services 
(military, police, coast guard, and immigration); 

-- ammunition and military training, which were especially 
needed to counter preemptive moves by Somalia\'s Council of 
Islamic Courts (CIC), if the CIC succeeded in taking over 
Puntland and Baidoa. 
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4. (C) Despite not being involved in any Somalia 
reconciliation processes since its \"reconstitution\" in 1991, 
Duale said Somaliland could play a significant role in 
fostering peace in Somalia and the Horn, as the only 
functioning constitutional Islamic state in the region. He 
noted that Somaliland had information-sharing agreements with 
Yemen, Kenya, and Ethiopia. Citing Somaliland\'s 
constitutional clause rejecting terrorism, Duale asserted 
that in face of the CIC threat, recognition of Somaliland was 
\"the best defense,\" as it could help unify mullahs, diaspora, 
and other elements of Somali civil society. As a former 
British protectorate, Somaliland\'s borders were accepted 
internationally, he claimed, in contrast to the undemarcated 
southern borders of Somalia. 


5. (C) Duale appealed for the USG to support Somaliland\'s 
effort to obtain recognition by the African Union, or at 

least to inform African states that the United States had no 
objection. Somaliland was \"aggressively pursuing recognition 
in the African Union,\" Duale said, which would require an 
incremental approach to build support first among 
representatives of the 15-member AU Peace and Security 
Council (PSC) and then at the ministerial level. Duale said 

he had met recently with representatives of key AU member 
states, and would soon meet with Ethiopian Foreign Minister 
Seyoum (January chair of the PSC) before traveling to west 
Africa. (NOTE: On January 7, FM Duale was to leave for 
Ghana. END NOTE.) Rwandan President Kagame supported 
recognition of Somaliland, as did Zambia and Tanzania; South 
Africa was \"sympathetic\" but was waiting for others to take 
the lead, Duale said. He noted that Ethiopia had an 
ambassadorial-level attache in Hargeisa, and was using part 
of Bosasso port. Somaliland had sought to court Algeria and 
Sudan, but many Somali fundamentalists in Mogadishu had been 
trained in Sudan, he said. 


6. (C) Duale noted that while discussions with AU Commission 
Chairperson Konare had been \"useful,\" Duale had rejected 
Konare\'s recommendation to engage TFG President Abdullahi 
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Yusuf, as Yusuf had always maintained that the unity of 
Somalia was sacrosanct. Duale criticized the establishment 
of Puntland as \"outrageous,\" asserting that Puntland was 
solely Wan entity based on clan." In contrast, Duale said, 
Somaliland was composed of multiple tribes: its president was 
a former member of Siad Barre\'s security force and hailed 
from a minority. Duale said he told Konare that meeting with 
TFG President Yusuf would be \"high treason,\" as Yusuf refused 
to make any statements on self-determination or respecting 
the will of the people, as had been done previously in 

Croatia or prior to the formation of Bangladesh. 


7. (C) Duale contrasted the \"terribly dangerous, frightening\" 
situation in Somalia with peace and stability in Somaliland. 
Somaliland played an integral part in promoting regional 
stability, he said, with its emphasis on institution-building 

and good governance, based on a \"viable, secular" 
constitutional state. Duale expressed concern about the 
regional impact of unrest within Somalia, noting that 
Somaliland authorities had long predicted that the CIC would 
seek to establish an Islamic state in region. Duale reviewed 
Somaliland\'s regional initiatives: 

-- Duale said he had met with IGAD authorities, and also 
sought to address the International Contact Group on Somalia 
in order to discuss security in Somalia. 

-- Somaliland assessed that the CIC was taking advantage of a 
Vripe environment\" to target Ethiopia, due to its contiguous 
border with Somalia. Duale noted that Somaliland\'s Interior 
Minister was currently in Ethiopia for consultations with the 
GOE on cross-border security arrangements, including ensuring 
that Eritrean-trained insurgents did not use Somaliland as a 
base from which to destabilize Ethiopia. 

-- In addition to Ethiopia, Somaliland had 
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intelligence-sharing agreements with Yemen and Kenya. 

-- Duale noted that he had discussed with Kenyan FM Tuju the 
need to engage ethnic Somalis and other members of the Muslim 
community, prompting Kenya to organize a town hall event. 
Somaliland\'s \"liaison officer" in Kenya had also been 

instructed to reach out to Somalis. 

-- On the other hand, Duale added, Djibouti had made a 
\"geo-political mistake!" in allying itself with the CIC. 


8. (C) Somaliland was monitoring the fighting in southern 
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Somalia closely, Duale said. Somaliland also feared a long, 
protracted crisis and was concerned about CIC attempts to 
infiltrate Somaliland through bribery. Somaliland had no 
interaction with the CIC other than receiving threats, Duale 
added. 


9. (C) Citing 2003-2004 killings of four Italian aid workers 

and the 2005 attempted bombing of a polling station, Duale 
said the Somaliland security service was closely monitoring 
CIC activities in Somaliland. The CIC considered 
Somaliland\'s constitutional order anathema to its vision of 
\"peace and tranquillity\" under Allah. Somaliland authorities 
had imprisoned one sheikh for advocating support of the ICU, 
while another sheikh, who at Friday prayers had called for 
supporting extremists against Ethiopia, had reportedly had 

his microphone seized by a worshipper who said it was absurd 
to support fanatics. Somaliland was the only country in the 
region who had apprehended terrorists, Duale said, and had 
recently sentenced two to 20-25 years imprisonment, despite 
threats from CIC Executive Committee Chairman Sheikh Hassan 
Dahir Aweys to free them. To counter CIC influence, 
Somaliland authorities were engaging moderate traditional 
leaders, dispatching representatives to six regions, and 
sensitizing the populace about the CIC\'s dangers through 
several government committees, Duale said. 


10. (C) Asked about IGASOM deployment to Somalia, Duale 
underscored the importance of establishing a technical 
committee comprised of Kenya, Rwanda, and Ethiopia to discuss 
peacekeeping options. 


11. (SBU) BIO-NOTE: Duale, who attended the last AU Summit 
in July 2006 as Somaliland\'s Minister of Information, 

replaces Edna Adan Ismail as foreign minister. Duale proudly 
referred to having resided previously in Long Island, New 

York, as a refugee. 


12. (C) COMMENT: Somaliland formally requested recognition 
by the AU in a 13-page missive submitted to the AU in 
December 2005. Ethiopia\'s deputy foreign minister has 
privately advocated recognition of Somaliland as a bulwark 
against the CIC or others seeking to establish a \"greater 
Somalia\" by force (reftel). While it is clear that 

Somaliland FM Duale supports Ethiopian intervention in 
Somalia and shares Ethiopia\'s concern about the regional 
threat posed by CIC extremists, his continued rejection of 
dialogue with TFG President Yusuf highlights that the 
relationship between Somaliland and the Somali TFG remains 
strained and must be addressed by future efforts at political 
reconciliation. END COMMENT. 
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ETA; 01/08/07 


1. SUMMARY STATEMENT 


Weekend stories include US President Bush\'s announced plan to send 
additional troops to Iraq; US House of Representatives leader Nancy 
Pelosi\'s statements that Democrats could deny US President George W. 
Bush the money should he call for additional troops; the 

implications of Democrats taking control of Capitol Hill; the death 

penalty around the world; expectations about Lula\'s second term in 
office and his ties with Venezuelan President Hugo Chavez; and the 
latest ETA attack on the Barajas Airport. 


2. OPINION PIECES 
- \"Vicious cycle\" 


Telma Luzzani, international columnist of leading \"Clarin,\" writes 
(01/07) \"Let\'s just put aside for a moment oil interests and the big 
fortunes made by companies such as US Halliburton in Iraq. Let\'s 
recall what the White House official purpose was... in order to 
justify the military invasion before US legislators and citizens. 


\"There were talks of WMD (which did not exist after all) and of 
bringing democracy to Iraq. After months in which the only two 
things that increased were inter-religious violence and lawlessness, 
a solution typical of dictatorships has now been reached. It is a 


Column 3 
repressive plan that will be led by the Iraqi military and in which 
political forces have clearly been ruled out." 


- \"In spite of pressures, Bush will send additional troops to the 
(Persian) Gulf\" 


Leonardo Mindez, on special assignment in Washington for leading 
\"Clarin,\" comments (01/07) "US President George W. Bush will 
announce that he is planning to send 20 thousand additional US 
troops to Iraq and that there will be employment plans for Iraqi 
insurgents. His plan has long been promoted as a \'new step forward 
in Iraq,\' but it seems just like another item of the same 

prescription with which he continues to \'plunge\' into a war that he 
believed he was going to win more than three years ago. 


\"The opposition has already raised an outcry. Harry Reid, the new US 
Senate Majority Leader, said that \'based on the counsel of military 
leaders, we believe this tactic to be a serious mistake.\' Together 

with the Leader of the Lower House, Nancy Pelosi, Reid has already 
sent a letter to Bush making it clear that they are not only 

against sending more troops but also that \'the time has come to put 
an end to the war.\' They suggest a four-to-six-month period to start 

a gradual withdrawal. 


\"In his Saturday radio message, US President Bush talked about the 
different domestic policies in which he is willing to seek consensus 
with Democrats..., but he made no mention of a possible agreement on 
Iraq.\" 


- \"A return without glory?\" 


Ricardo Kirschbaum, general editor of leading \"Clarin,\" writes 
(01/07) Having hanged Saddam Hussein (who also took to his grave 
some special deals he had reached with the US and the West at key 
moments like the war with Iran) has not stopped the US debate on the 
future of its troops in Iraq. The Bush administration faces 

increasing difficulties as its power decreases in the aftermath of 

the Republican defeat in legislative elections... 


\"If the main lines of discussion are reviewed, what is under debate 
is no longer victory, which Bush had taken for granted in early 
2005, but the best way to get out of the hellish trap in which US 
troops are bogged down.\" 


- \"Middle East, nervous\" 


Centrist newspaper \"Perfil\" (12/07) carries an opinion piece by 
Fernando A. Iglesias, author of Globalizing Democracy, who states 
“Among its many unsuccessful misfortunes, the disaster in Iraq will 
be the Bush administration\'s mark in history. Almost 100 billion 
dollars were spent in 2006 only to bring about a number of 
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casualties that is higher than that of the September 11 attacks. 
Lastly, the disasters of an increasingly unpopular war ended up 
plunging Republicans into disrepute, leading to their greatest 
election disaster in decades. 


\"Far from having US troops hailed in an Iraq restored by democracy, 
the invasion has demonstrated the \'zombie\' consequences of every 
model of nationalist intervention in a global world. Carried out 

with the outright purpose of improving US national security, the 
invasion will end up failing to dismantle terrorist networks or to 


find WMD amid increasing likelihood that Iranians develop a nuclear 
device and mounting anti-US feeling that fuels, in turn, global 
terrorism.\" 


- \"lraq - the tightening belt choking the big superpower\" 


Marcelo Cantelmi, international editor of leading \"Clarin,\" states 
(01/06) \"... It is important to say that the Iraq issue is not an 
unjustified and clumsily led war, sparking a major disaster..., 

but essentially a belt that is gradually choking the only world 
superpower, a hegemonic country whose evolution and disturbances 
affect the all humanity, even those countries located in the 
\'suburbs.\' 


Y... The new direction in Capitol Hill will determine up to what 
point \'the knife will be pushed,\' in a scenario in which a future 
impeachment trial not only against Bush but his most conspicuous 
ally, VP Dick Cheney, is far from being dismissed. 

\"... The new US Senate Majority Leader, Harry Reid, said that the 
first mission of Democrats in Capitol Hill will be reinvigorating 
Congress to investigate Iraq - he said \'We will look into how 
intelligence was manipulated to lead us to war,\' as if everything 
had gone too far. 


\"... It is the new Congress, now in the hands of the opposition, the 
one that can collect evidence. Will they do it? Given the 
prevailing vanity fair and political confrontation in Washington, it 

is hard to guess there will be clemency.\" 


- \"A petition from other rebels\" 


Gustavo Sierra, international columnist of leading \"Clarin,\" writes 
(01/07) \"US President George W. Bush is ready to send another 20 or 
30,000 US troops to Iraq now that there is increasing protest among 
US military against this war. Some 1,000 US military will submit a 
petition to Congress to put an end to the constant re-sending of US 
troops and furthermore to proceed to the withdrawal of US troops. 


Y... US President Bush\'s decision to appoint \'hawk\' John Negroponte 
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as Assistant Secretary of State can only be interpreted as a sign of 
displacement or removal of the so far administration\'s Viron lady\' 
Whereas, the military petition appears to be a clear-cut example of 
resistance." 


- \"Bush4s trade agenda at risk as Democrats take over" 


Liberal, English-language \"Buenos Aires Herald\'s\" World Trade" 
supplement (01/08) reports \"The Democratic takeover of Congress on 
Thursday is likely to mean President George W. Bush will lose Vfast 
track\' trade negotiating authority and could scuttle efforts to 

secure free trade deals with Peru, Colombia and other countries, 
analysts said. 


\"Unless there is an unexpected breakthrough in the troubled Doha 
Round of world trade talks, trade promotion authority will probably 
expire in June, analysts said.\" 


- "Hangman blues\" 


Santiago O\'Donnell, international columnist of left-of-center 

\"Pagina 12,\" states (01/07) \"This is not a good time for supporters 
of the death penalty. The grotesque images of Saddam being hanged 
while taunted by his executioners were seen all around the world 
through You Tube and made George W. Bush blush and say that he had 
wished Va more dignified execution. However, this is not all. In 

Italy a 73-year-old Euro-legislator, Marco Panella, ended up in 
hospital after nine days on hunger strike to protest against death 
penalty. Italy has just submitted a request to the UN for a 

universal moratorium on executions. The UN Human Rights High 
Commissioner claimed that executions be stopped in Iraq while 
rumblings are on the mount. The number of countries with no death 
penalty increased from 16 in 1977 to 87 nowadays. Many more 
countries have declared moratorium or maintain the death penalty 
only to impose it in very rare cases such as treason in times of 

war; reason why they have not administered it for many decades. 


\"And the US is precisely the country in which the pro-abolishment 
movement has gained most of its ground; something which speaks of 
the force of the phenomenon - it happens in spite of the 
consequences of the September 11 (attacks), in spite of Bush and in 
spite of being the only country of the world in which the grotesque 
lynching of the \'butcher of Baghdad\' was more celebrated than 
criticized, with the possible exception of Iraq." 


\"In fact, the US is the only Western country that kills convicts for 
having committed regular crimes. 


- \"Lula\'s second term in office\" 
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Luis Esnal, Brazil-based correspondent for daily-of-record \"La 
Nacion," writes (01/08) \"... The relationship of power between Lula 
and Chavez during the next four years will be the cornerstone of 
regional geopolitics, in which Argentina might be called to slant 

the scale 


\"It\'s not a matter of judging whether Chavez\'s requests on the need 
for a greater integration are realistic or not... 


\"This is not under debate. The point is that Chavez is attempting to 
promote some kind of integration based on ideological coincidence 
aimed at confronting Latin America, or more specifically South 
America, with the US. 


\"... What Chavez did not get right is that Lula is not willing to 
commit to an integration based on a circumstantial coincidence of 
leftist or center-to-left governments in the hemisphere. First of 

all, let's take the example of the Bachelet and Morales 
administrations - similarities between Michele Bachelet\'s 
center-to-left government and the Morales administration are but a 
few. Secondly, simply because the Brazilian citizen avoids 
ideology-driven debates just like the devil escapes the cross.\" 


3. EDITORIALS 
- The execution of Saddam Hussein\" 


An editorial in leading \"Clarin\" reads (01/08) \"the end of former 
Iraqi dictator Saddam Hussein will hardly go down in history as an 
act of justice or as an international example of fostering democracy 
and punishment on those who were guilty for serious human rights 
violations. 


Y... Saddam\'s case can hardly be compared with the Nuremberg trial 
for several reasons, but the main one is the negative evolution of 

the war in Iraq, whose main responsibility lies on those who started 

it - i.e., the US. 


\"Therefore, far from being a sovereign expression of Iraqi leaders, 
the decision to execute Hussein appears as another outcome of the 
foreign occupation of Iraq. 


\"Finally, the lawfulness of the entire lawsuit against Saddam 
Hussein, as well as his execution, has been questioned by 
representatives of international institutions and criticized all 
over the world.\" 


- VA Democratic Capitol Hill\" 


Conservative \"La Prensa\" editorializes (01/08) WA new Viron lady\' is 
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looming on the horizon. For the first time in history, a woman has 
taken over as leader of the US House of Representatives ... Nancy 
Pelosi voices the irritation of the US people for two national 
shameful issues - the situation in Iraq and the private and 
corruption scandals that have tarnished prominent personalities of 
the G.O.P... 


Y... Does this mean that the days of the US occupation in Iraq are 
counted? As long as George W. Bush is the acting US President, it 
seems to be unlikely - furthermore, on Wednesday, he is expected to 
announce that the US will send 30,000 additional soldiers to the 
most disturbed Arab country. However, if the situation is not put 

on a Safe track in the next two years, pressures on the next head of 
the White House to order a withdrawal (which will be as hasty and 
unworthy as that of Vietnam) will be unbearable. 


\"On the economic front, the 110th US legislature is expected to 
restore the most downright protectionism. Everything seems to 
indicate that the US Congress will not renew the fast track 
authority to the Executive Branch, which implies that any trade deal 
reached by the US in the future will have to go through the 
exhausting point-by-point review of Capitol Hill. The Kirchners and 
Lulas may stay calm - the FTAA is far than ever.\" 


- VETA against a peace dialogue\" 


Leading \"Clarin\" editorializes (01/06) \"With the latest criminal 
attack on Barajas airport on the eve of the New Year, ETA has buried 
expectations about the peace process fostered by the Rodriguez 
Zapatero administration. 


\"In this way, it has demonstrated its lack of interest in serious 
negotiations over matters of national sovereignties and autonomies 


in Spain and its inability to leave aside its criminal and violent 
nature. 


Y"... In this way, ETA\'s persistent violence is a hard- 
to-eradicate-and-overcome anachronism. Rather than recalling 
unsolved national claims, it directly attacks a democratic society, 
which (including most of Basque people) rejects terrorism and 
violence as political instruments.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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SUBJECT: THAI CABINET APPROVES FOREIGN BUSINESS ACT 
AMENDMENTS 


REF: A. 06 BANGKOK 7650 


B. 06 BANGKOK 7435 
C. 06 BANGKOK 6363 


1. (U) On January 9 the Thai cabinet approved amendments to 
the Foreign Business Act (FBA). The key changes are: 

- An alien company is now defined as one in which ownership 
and voting control are both 51 percent non-Thai. Previously 
voting rights were not addressed. 

- Increased monetary penalties for non-compliance accruing 
from the date the amendments specify that companies must 
restructure (i.e. 2 years from the date the amendments take 
effect). 

- Industries on List 3 of the Act (the vast majority of 

service sector businesses) that are currently operating in 
Thailand may apply for a foreign business license - which is 
assured approval - and thereby \"continue operations.\" This 
waiver will not be offered to companies currently under 
investigation for violation of the FBA thereby capturing the 
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Shin Corp-Temasek transaction; the political impetus for the 
amendments (see reftels). 

- Industries on List 1 and List 2 of the Act have two years 

in which to restructure to become Thai owned and controlled. 


2. (SBU) Lists 1 and 2 relate primarily to agriculture, 

traditional handicrafts, national defense industries, and 

mining. However, List 1 specifically mentions \"land trade!" 
which could capture thousands of foreigners, including 

Amcits, who have established holding companies to own 
property. List 2 includes inland transportation and therefore 
may capture foreign express delivery companies. We have not 
been able to identify other industries in these lists which 

have any significant foreign participation. 


3.(SBU) Deputy Prime Minister Pridiyathorn has invited 

delegates from the Joint Foreign Chambers of Commerce to meet 
with him on January 10 to discuss the amendments. They will 
seek clarification whether there are any limits on the 

ability of grandfathered firms to conduct operations 

including purchasing other companies in Thailand, increasing 
capital or entering new lines of business. They will also 

inquire whether any exemptions may be made to entities on 

Lists 1 and 2. 


4. (U) Next steps are for the Council of State, essentially 
legal advisors to the cabinet, to review the amendments to 
ensure they conform with other Thai laws. Then the National 
Legislative Assembly will consider enacting the amendments 
into law. 


5. (SBU) Comment: The initial reaction of the foreign 

business community is relief that the amendments weren\'t more 
onerous and few, if any, companies should be required to 
divest of any shares. The Thai stock exchange index, however, 
closed down 2.7 percent on the news that cabinet had approved 
the amendments in expectation of a chill on new foreign 

direct investment in the services sector and concern about 
foreign reaction to another RTG move against foreign 

investors following the December 18 application of capital 
controls. US companies have been exempt from many FBA 
limitations due to our bilateral Treaty of Amity and Economic 
Relations (AER). If investors from third nations are no 

longer able to enter the Thai market with operational control 
over their investment while US investors are largely 

exempted, these nations may put considerable pressure on the 
RTG to move towards terminating the AER. 
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SUBJECT: POLICE RAID KHARTOUM EPISCOPAL CATHEDRAL 


1. (U) Police raided All Saints Cathedral in Khartoum early on the 
morning of January 1, injuring six worshippers, one of them 
seriously. Some 500 people had gathered in the cathedral -- seat of 
the Episcopal Church of Sudan Diocese of Khartoum -- late on New 
Year\'s Eve for an annual prayer service to mark the coming of the 
New Year. According to eyewitnesses, approximately 100 police 
arrived outside the cathedral gates shortly after the beginning of 

the service, and called for the crowd to disperse over a 
loudspeaker. At 12:45 am, police fired at least eight tear gas 
canisters onto the cathedral grounds. One canister exploded inside 
the cathedral, destroying two chairs and seriously injuring one 
person. The congregation then fled through the vestry door, 
trampling several others and damaging church office equipment in the 
process. 


2. (U) Police on the scene -- several of whom were high ranking 
officers, eyewitnesses said -- told church leaders that they were 
pursuing an armed man who had sought refuge in the cathedral, though 
church officials have openly doubted this explanation. Many believe 
the incident is a sequel to a similar raid in April 2001, when 
worshippers had gathered at the cathedral to protest the 
government\'s cancellation of Easter prayer rally in central 

Khartoum. The Deputy Governor of Khartoum State, a member of the 
Sudan People\'s Liberation Movement (SPLM), visited the cathedral on 
January 2 to view the damage; he told church officials the raid was 

a result of a \"lack of command and control" among local police. 


3. (U) The Bishop of Khartoum, Rt. Rev. Ezekiel Kondo, issued an 
open letter to the Governor of Khartoum State on January 6, 
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demanding a full investigation. Kondo and other Episcopal Church of 
Sudan bishops also plan to meet later in the week in Juba, and will 
raise the matter with senior government officials during 
Comprehensive Peace Agreement (CPA) anniversary celebrations on 
January 9. Kondo said he had been touched by expressions of support 
from other Anglican churches around the world, and publicly thanked 
Poloff for attending Sunday prayers at the cathedral on January 7. 


4. (SBU) COMMENT: To our knowledge, this raid marks the first time 
since the 2001 raid on the cathedral -- and more critically, the 

first time since the signing of the 2005 CPA -- that authorities in 
Sudan have disrupted a religious gathering. While there is no 
indication that the raid was ordered by senior government officials, 

it clearly represents a setback for religious freedom in the 

country. 
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SUBJECT: AMBASSADOR AND BRITISH HIGH COMMISSIONER MEET 
KHALEDA ZIA REGARDING MILITARY COUP 

REF: DHAKA 32 


Classified By: Ambassador Patricia A. Butenis; reason 1.4(d) 


1. (C) Summary: In a January 7 meeting the Ambassador and 
the BHC advised Khaleda Zia of approaches by some within the 
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political parties advocating scenarios, backed by the 

military, to force Zia and Hasina into political exile. 

Although acknowledging some dissent within the party, Zia 
bristled at suggestions the military would take action 

against her or act extra-constitutionally. She accused the 
United States, United Kingdom and civil society of 
encouraging such speculation, an allegation which both the 
Ambassador and the British High Commissioner categorically 
denied. Zia rejected discussions with Hasina before 
elections and suggestions she make a bold political gesture 
of compromise. Instead, she reiterated the BNP position that 
elections must go forward but offered once returned to office 
to implement election reforms and hold new elections within 
12-15 months. End summary. 


2. (C) Ambassador Butenis and British High Commissioner 
(BHC) Anwar Chowdhury met with Bangladesh Nationalist Party 
(BNP) Chairperson Khaleda Zia on January 7. At their 

request, Zia excused from the meeting her usual advisors 
(former Foreign Minister Morshed Khan, former Political 
Advisor Reaz Rahman and BNP General Secretary Mannan 
Bhuiyan.) They later returned for the discussion of election 
issues. 


3. (C) The Ambassador and the BHC apprised Zia of 

approaches made to them by BNP and Awami League (AL) members 
advocating political scenarios, supposedly supported in 

parallel by factions within both parties, which include 

forcing Zia and arch-rival Awami League President Sheikh 

Hasina into exile abroad and possible military intervention, 

perhaps including martial law or a coup. (Note: the 

Ambassador and the BHC held a similar meeting with Hasina 

(reftel) on January 6. End note.) 


4. (C) Zia bristled at suggestions the military would take 
any actions against her and accused the United States and 
United Kingdom, as well as prominent members of civil 
society, of supporting and encouraging such speculation. 
Although Zia acknowledged some within the BNP might be 
disgruntled, she dismissed them as malcontents who had not 
received seats on the party ticket. The Ambassador and BHC 
categorically stressed they did not support or encourage 
these proposals and had consistently opposed any 
unconstitutional role for the military. To the contrary, 

they requested the private meeting with Zia because they felt 
obligated to bring these reports to her attention, noting 

that they delivered the same message to Hasina the previous 
day (January 6). 


5. (C) The Ambassador and the BHC suggested that bold 
action was needed by the two leaders to break the impasse. 
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Surely, they asked, a political compromise was possible that 
would spare the country from violence and end rumors and 
speculation about military intervention. WWe are always 
ready to talk to the Awami League but they do not want to 
talk to us,\" she quickly replied. Zia argued that she always 
wanted the AL to participate in the elections, but it was now 
too late, holding to the BNP position that elections must 

take place as scheduled on January 22 to satisfy 
constitutional requirements. Once elected, the BNP would 
implement election reforms, including AL demands for voter ID 
cards, and would call for new elections within 12-15 months. 
Zia acknowledged many would not recognize the January 22 
elections as credible, but said the government would be 
legitimate under the constitution. 


6. (C) The Ambassador asked whether BNP would be able to 
govern and maintain law and order under this scenario, when 
nearly half the voters will believe they have been denied an 
opportunity to participate in a fair election. Zia scoffed 

at the idea that the AL might command support among even 40% 
of the population and does not believe the AL could sustain 

civil agitation. 


7. (C) The Ambassador called Reaz Rahman on January 8 to 
reinforce the message to Zia that the parties need to find a 
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mutually acceptable political solution. (Rahman, the 
articulate former Political Advisor to Zia and a former 
Foreign Secretary remains a close advisor to Zia.) Rahman 
was present during this part of the discussion. 


8. (C) Rahman assured the Ambassador that Zia \"got the 
message.\" Nonetheless, Zia and the BNP believe holding 
elections as scheduled is the least damaging of the options 
available, which include postponing elections (\"unknown 
territory\"), a State of Emergency (in which elections are 
cancelled), and military intervention. 


9. (C) Comment: Zia reacted as anticipated, rejecting out 

of hand the suggestion that \"her\" army would be disloyal, 

though surprisingly admitting to some dissension in the BNP 

ranks. (We continue to hear various versions of possible 

military intervention, which will be reported septel.) People 

are afraid to give Zia bad news as her \"shoot the messenger\" 
response to the Ambassador\'s message indicates. We have been 
told that the BNP was taken aback by the negative reaction of 

the US and other countries to their one-sided election plan. 

Zia has reversed herself before on key points (Chief Justice 
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Hassan as Chief Advisor, Chief Election Commissioner Aziz 
leaving the Election Commission, and Election Commissioner 
Zakaria also going on leave) once enough pressure has been 
applied from all sides. The critical element may be 

assurance to the BNP that the Awami League, this time, has a 
genuine bottom line and will be held to it. End comment. 
BUTENIS 
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TAGS: PHUM, KDEM, SOCI, CU 

SUBJECT: LADIES IN WHITE TO CINDY SHEEHAN: VISIT A CUBAN 
PRISON 


1. (U) Summary: Cuba\'s \"Ladies in White," relatives of 
political prisoners, have written to visiting American 
anti-war activist Cindy Sheehan and urged her to stop by a 
Cuban prison during her time on the island. Sheehan and 
other activists arrived in Havana on January 6 with plans to 
march to the U.S. Naval Base at Guantanamo, to call for its 
closure. In a two-page letter, the Ladies criticize the 
wretched conditions at Cuban prisons, state that they have 
suffered intense harassment from the Cuban Government, and 
call on Sheehan to learn about \"another reality" in Cuba. 
End Summary. 


2. (U) On January 8, the Ladies in White showed us a letter 
they wrote the previous day to Cindy Sheehan. The letter 
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starts by expressing sympathy to Sheehan over the loss of her 
son in lraq. It states that the Ladies \"feel the pain 

profoundly, because our sons, husbands, brothers and uncles 
are held unjustly in terrible Cuban prisons, simply for 

trying to exercise their right to free expression, and to 
peacefully contribute to the well-being of the Cuban people.\" 
The Ladies in White, winners of the European Parliament\'s 
2005 Sakharov Prize, wrote that when Sheehan and her 
colleagues are marching toward the Guantanamo base, they will 
be only a few miles from the Guantanamo Provincial Prison. 
The latter is home to \"peaceful and defenseless political 
prisoners (who) suffer from inhumane conditions, without 
clean drinking water, with inadequate food, deficient medical 
care, insects, rodents\" and other woes. 


3. (U) The Ladies noted that a majority of their imprisoned 

loved ones are held far from home, complicating family 

contact. The letter says that because the Ladies continue to 
demand the immediate release of political prisoners, the GOC 
has carried out a repressive campaign against them and their 
families since March 2003. Repressive measures have included 
\"acts of repudiation,\" systematic visits by State Security 
officials to LadiesY homes, and the blocking of the Ladies\' 

free movement. 


4. (U) The letter, respectful but assertive, ends by inviting 
Sheehan to learn about another reality of Cuban society. \"We 
exhort you to visit Cuban prisons, chosen at random, and not 
one prepared by the Cuban authorities. And above all, visit 
the Guantanamo Provincial Prison.\" 


5. (SBU) Comment: We have nothing to add. The Ladies\' letter 
speaks for itself. 
PARMLY 
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DEPARTMENT FOR NEA/ARP, NEA/PI (S. FRANCESKI AND B. 
ORBACH), DRL (A. ANZALDUA) 

USTR FOR J. BUNTIN AND A. ROSENBERG 

DOL FOR J. SHEA, B. SHEPARD AND J. RUDE 

US MISSION GENEVA FOR LABOR ATTACHE 


E.O. 12958: DECL: 01/09/2017 
TAGS: PGOV, PHUM, ELAB, ETRD, KMPI, MU 
SUBJECT: TRIPARTITE VIEWS ON LABOR REFORMS IN OMAN 


REF: A. 06 MUSCAT 1565 
B. 06 MUSCAT 1573 
C. 06 MUSCAT 1722 
D. 06 MUSCAT 1511 
E. 05 MUSCAT 0669 
F. 06 MUSCAT 1458 


Classified By: Ambassador Gary A. Grappo, reasons 1.4 b/d. 


1. (C) Summary: Local contacts in business, labor and 
government are responding with uncertainty to Oman\'s recent 
and rapid labor reforms in connection with the U.S.- Oman 
Free Trade Agreement (FTA). Business is concerned that 
workers immediately will strike or bargain for higher wages, 
upsetting the labor market. Labor, however, remains 
disorganized, with leaders saying they lack the foundation to 
take advantage of new rights. Government is concerned that 
unions could contribute in the future to internal instability 
through contacts with international organizations, and is 
developing plans to guide their development. Each sector has 
asked for USG support to help smooth implementation of labor 
reforms. End comment. 


2. (C) Between July and December 2006, Oman passed a number 
of far-reaching reforms to its 2003 Labor Law (ref A-C). 

Under the reforms, workers now are allowed to organize 

unions, conduct strikes and engage in collective bargaining - 
freedoms that many government officials say were unimaginable 
just last year. Due to the quick pace of reform, however, 
contacts in business, labor and government tell poloff that 

they have entered a period of uncertainty. They are unsure 
about relations with each other and concerned about what 
changes - if any - the reforms may herald in OmanWs social, 
political and economic landscape. 


Perspective from Business 
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3. (C) Contacts among business leaders tell poloff that they 
feel vulnerable in the wake of reforms, and are concerned 

that their associates in government and labor are unprepared 
to engage in partnership or manage implementation of the new 
legal framework. They believe that workers will not 

understand their responsibilities as members of a union, and 
that few have experience in conducting strikes or collective 
bargaining. Upper-level managers at the Oman Society for 
Petroleum Services (OPAL), a non-governmental organization 
representing 208 companies and 28,000 workers in Oman\'s oil 
and gas industry, shared with poloff that they have similar 
concerns about government, and that they know of few 

officials at the Ministry of Manpower (MOM), or judges in the 
civil courts, who have experience in mediating or resolving 
labor disputes. They added that OPAL\'s members feel that the 
Chamber of Commerce is out of touch with their needs, and 
that business lacks an institution to protect its interests. 


4. (C) Sheswar al-Belushi, OPAL\'s CEO, said his members are 
worried that without proper implementation, the reforms could 
lead to economic instability, especially if workers 

immediately try to increase wages through strikes and 
collective bargaining (ref D). He explained that there are 

two major discrepancies in the labor market: the gap between 
average private and public sector wages and compensation 
packages (public sector employees earn more on average for 
fewer work hours and receive more holidays); and the wage gap 
between low and semi-skilled expatriates and Omanis, who can 
earn as much as double for the same work. Al-Belushi opined 
that the government should have addressed these issues first 

- by passing an expatriate minimum wage, for instance - in 
order to minimize the number of basic issues subject to 
negotiation and allow businesses a chance to plan. As it 
stands, he said, small companies and those with 
labor-intensive production are worried that they could be 

driven out of business by wage inflation and the costs to 
productivity of negotiating with multiple unions or worker 
representatives. 


5. (C) Contacts report that managers feel vulnerable to labor 
demands, which heightens their uneasiness about the 
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ramifications of reform. Is-haq al-Rawahy, Managing Director 
of Bin Salaam Enterprises, an import/export company that is 
part of a family-run conglomeration of businesses, told 

poloff that workers - particularly those with skills - are in 
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a strong position to get what they want out of collective 
bargaining. Demand for skilled labor far outpaces supply 
throughout the region, he said. In addition, Oman is 

enjoying an economic boom due to the high price of oil, high 
regional liquidity and OmanYs more open economy, and workers 
know that companies may be in the best position in years to 
absorb extra costs. (Note: The government reported that 
Oman\'s 2006 gross domestic product increased by more than 
16.8 percent in current prices over the previous year. End 
note.) 


6. (C) Based on their impressions of vulnerability, contacts 
among business leaders state that they are actively seeking 
ways to manage the implementation of reform themselves. 
Al-Rawahy mentioned that he has reached an informal agreement 
with his regional partners not to hire each others employees 

in order to strengthen his bargaining position and protect 
against wage inflation. Al-Belushi stated that OPAL is 

actively designing a template for its members to guide the 
development of labor unions. His human resources department 
hopes to get out in front of unions, he said, in defining the 
parameters of the relationship between workers and 
management. Al-Belushi added that while his members are 
interested in dialogue, and a win-win solution that promotes 
labor stability, they want to make sure that their interests 

are covered. 


7. (C) Workers inform us that organized labor is weak, and 
that the existing worker representative organizations are 
unprepared to expand their base or take advantage of new 
rights offered by reforms. Although government statistics 
indicate that there currently are 34 unions registered with 

the MOM, contacts among union leaders and in the MOM\'s 
Department of Labor Care report that most exist in name only 
as holdovers from the worker committees that government and 
business helped establish in 2005 (ref E). They further 

state that no new unions have been created since July 2006 
when Royal Decree 74 legalized them. 


8. (C) Members of the General Federation of Oman\'s Laborers, 
the current national-level worker representative body, tell 

poloff that they felt immobilized during the process of 

reform, and remain unclear about how to comply with new 
regulations governing union organizing. Saoud al-Jabri, Vice 
President of the General Federation, said that Minister of 
Manpower Juma bin ali-Juma met with Federation members on 
December 21, 2006 to help clarify the way forward. According 
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to al-Jabri and other contacts who attended the meeting, the 
Minister informed the members that he wants to bring 
organized labor into compliance with the regulations outlined 
in Ministerial Decision 311, and asked for their help in 
immediately organizing new union elections in individual 
firms. Ali-Juma requested that members of the Federation 
remain in their positions on an interim basis, al-Jabri said, 
but stated that the Ministry\'s goal is to have unions elect 
new sectoral and national leaders before the end of the year 
(ref F). 


9. (C) Al-Jabri expects unions will have a hard time 
organizing their base in preparation for elections, and 
accordingly need to begin building awareness in order to meet 
the Minister\'s timeline. He said, for instance, that most 
workers lack a clear understanding of the benefits of union 
membership. The government already provides a fairly 
substantial social safety net for Omanis, including health 

care and education, for example, and therefore many workers 
are not clear what additional services unions could provide. 
Al-Jabri and other contacts further contend that Omanis are 
used to looking to the government or local sheikh to act as 
their primary interlocutor with employers, and see unions as 
an unnatural intermediary. They also point out that high job 
turnover among Omanis may present an additional barrier to 
unions establishing a solid membership. (Note: Contacts 
state that many low-skilled Omanis reportedly stay at their 
private sector jobs for as few as 2-3 months, switching jobs 
repeatedly in hopes that they eventually will secure public 
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sector employment. End note.) While Oman\'s large expatriate 
workforce could prove fertile ground for union membership, 
contacts say that most migrant workers feel too vulnerable to 
get involved and fear that employers could deport them for 
union activity. 


10. (C) Government officials acknowledge that they have been 
slow to develop the necessary capacity to implement labor 
reforms. Contacts in the MOM tell poloff, however, that 
Minister ali-Juma is ready to guide the process of reform to 
make sure that the government retains some element of 
supervision. In a meeting with Emboffs and a visiting 
delegation from the office of the United States Trade 
Representative (USTR) in December 2006, Minister ali-Juma 


Column 3 

expressed his concern that Oman\'s experiment with unions 
would collapse without some government oversight. He said 
that while he supports change, he wants to make sure that 
Oman is not \"jumping (into a new social experiment) without 
protection." 


11. (C) Contacts imply that the government is primarily 
concerned that unions - particularly those in which foreign 
workers would comprise the majority of the membership - could 
prove susceptible to the politicized agendas of foreign trade 
unions. Throughout the course of FTA discussions about labor 
reforms, Minister ali-Juma insisted that the law retain 
limitations on unions\' ability to attend foreign conferences. 
Government officials tell poloff that the MOM is preparing a 
plan to guide union development and shield them from outside 
influence. A primary component of the plan is to help 

finance union start-up so that they will not have to seek 

foreign sources of funding. Saleh al-Amri, Director General 

of the MOM\'s Directorate of Labor Care, told poloff that the 
government is considering providing the General Confederation 
of the Sultanate of Oman\'s Laborers - once elected - with 
several parcels of land in the Muscat area, which it would be 
free to sell, lease or develop. Saleh said that the proposal 

also calls for the government to provide direct financial 

support to cover the Confederation\'s salaries, rent and 
operating costs for a two-year period. 


Comment 


12. (C) Contacts in all three sectors are uniform in saying 

that Oman has entered new territory in labor relations, and 

no one knows what to expect. There appears to be very little 
communication and trust among business, government and labor, 
and each is moving independently to define labor relations. 
Unions are unsophisticated and disorganized, and the least 

able to protect their own interests. Having been the primary 
mover in getting Oman to dramatically reform its labor 

sector, the USG now may wish to consider how best to ensure 
the reform effort succeeds, e.g., by helping to foster 
communication among the concerned parties, and make sure that 
reforms are implemented in a way that protects worker rights 
while supporting long-term stability in the labor market. 

Post will respond to Department\'s request for specific 

training ideas septel. End comment. 

GRAPPO 
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E.O. 12958: DECL: 12/20/2016 
TAGS: ECPS, KPAO, KISL, OIIP, PTER, MU 
SUBJECT: ENGAGING OMANI AUDIENCES ONLINE 


REF: A. 2006 STATE 193666 


B. 2006 MUSCAT 1627 
C. 2006 MUSCAT 1684 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b,d) 


1. (SBU) In response to Ref A, Embassy Oman provides the 
following information on trends and patterns in Internet 
usage in Oman. In the general absence of reliable official 
statistics on the subjects requested, the information is 
based on extensive surfing by Embassy staff and on 
information gathered from contacts in recent months in 

the course of other business. Information is keyed to 
Paragraph 4 of Ref A. 


2. (SBU) A. Audience profile of Internet users 

-- AGE: Approximately 60 percent of Omanis are under the age 
of 19. Internet usage in the Sultanate is likely 

correspondingly youthful. The English-language \"Daily 
Observer\" reported on December 10, 2006 that the total 
number of Internet subscribers in the Sultanate had passed 
92,000, with demand for ADSL lines (currently estimated at 
12-15,000 accounts) growing for both home and business use. 
Most users are probably in the 16-35 age range, with 

older subscribers primarily internationally-minded 
business/academic/government elites. 


-- GENDER: The percentage of men vs. women using the 
Internet is likely to be nearly equal. Previous obstacles 

to Omani women\'s use of the Internet have largely vanished, 
which has contributed to greater equality in Internet 

usage. More Omanis are taking advantage of home Internet 
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access, reducing the impact of cultural taboos 

against women venturing out to cafes alone. Muscat, if not 
other cities, also has several women-only Internet cafes. 

In addition, access is free at both public and private 
colleges and universities, where enrollment is dominated by 
women. 


-- INCOME: While local usage probably reflects international 
trends favoring elites, economic status alone 

is not a barrier to Internet access in Oman, given the free 
access at institutions of higher education and low Internet 
cafe prices (approximately USD .50 per hour). 


-- EDUCATION: The need for some English language ability for 
basic navigation means that most users have at least 

some secondary-level education. Those whose English is not 
fluent are correspondingly confined to the comparatively 

limited amount of Arabic information online. 


-- URBAN VS. RURAL: Omani users are likely to be more urban 
than rural, but authorities are making special 

efforts to extend Internet coverage to interior regions of 

the country. Starting at the grade level that corresponds 

to U.S. junior high school (age 14-15) and extending through 
university, Omani students are now required to do 

some research on the Internet as part of their educational 
curriculum, so there is at least limited connectivity in 

schools throughout the country. 


3. (C) B. General Web Activity 


-- INTERNET FEATURES: Most features of the Internet are at 
least somewhat popular with Omanis, with the exception of 
gambling, which violates Islamic dictates, and VOIP, which 

the government bans (although some services, including 
Skype, are intermittently available). Messaging, especially 
through MSN and Yahoo Messenger, is especially 

popular, as are bulletin boards and chatrooms. Blogs do not 
yet have the dramatic impact on Internet usage seen 

in the U.S.; podcasting seems even more limited. 


-- POPULAR SITES: Following the shutdown of popular forum 
Al-Sablah (www.omania.net) in late November 2006 (Ref B), 
no single site has replicated its intense discussion of local 
politics and regional issues. Ref C discusses some 
alternatives that have emerged for online conversation on 
local issues. Discussion is primarily social, focusing on 

music, television, and youth culture in general. Religious 
discussion often focuses on how best to apply Islamic 
principles in everyday life, and how Islamic practices 

compare to those of other religions. 
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-- INTERNET GAMES: Post has not observed any trends in 
Internet-based gaming; top U.S. names such as Second Life 
and World of Warcraft appear to have extremely limited 
audiences locally. 
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-- GAME ACCESS: Those who do access games likely do so as 
they do with other usages, i.e., through home or cafe 
connections. Limited unsupervised time at schools makes use 
of games there unlikely, and Post sees no widespread 

evidence of Internet game-use via cellphones. 


-- ATTRACTING VISITORS: Game and other sites are likely most 
publicized by word of mouth and on discussion fora. 


-- AUDIENCE ACCEPTANCE: The Omani audience likely uses the 
Internet mostly for interpersonal communication, news, 

recreation, and research, and to a lesser extent for 

business. E-commerce has had limited impact, in part 

because of the lack of postal home delivery and (compared to 

the U.S. market) limited credit-card use. 


-- NEWS SITES: Users rely on non-Omani news sites for 
broader and deeper coverage of both local and regional news 
than is available through the Sultanate\'s state-dominated 
traditional media. Popular news sites include pan-Arab 

ones such as Al-Jazeera.net, Al-Sharq Al-Awsat, Al-Arabiyya, 
as well as BBC Arabic. For entertainment and 

information on holiday destinations, many Omanis turn to 
Omannews.com. Ref C provides additional popular discussion 
forum sites. 


-- LIMITATIONS: Strong demand for the Sultanate\'s limited 
bandwidth is one obstacle to greater Internet use; 

heavy traffic often slows down the network for the majority 
of Omanis who rely on dial-up rather than ADSL. Based on 
Post\'s own outreach and training programming, effective 
Internet use may also be challenged by inadequate knowledge 
of how to use search engines. Poor English skills limit the 
breadth of information that is available to many users, 

since the amount of Arabic-language information online is 
comparatively small. Finally, official censoring restricts 

the content available to local users, with the filters in use 
blocking both sexually-oriented sites and, especially 

in Arabic, political ones. Filtering would present users 
seeking information on topics such as homosexuality with 
real obstacles (social/political advocacy sites are 
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frequently blocked), while too-broad filtering sometimes 
encompasses sites discussing, for example, breast cancer. 
Worth noting is that while some users chafe against such 
restrictions, others are equally eloquent in praising them as 
safeguards of morality and local culture. 

Self-censorship is rampant, especially in regard to local 
politics. 


--CELL PHONES: Omanis\' use of cell phones versus online 
tools (e-mail, text messaging) to communicate is a function 
of geographical distance. Omanis will tend to call their 
friends who are in-country, but use the Internet to contact 
friends abroad. Domestically, SMS is extremely popular, with 
public settings from restaurants to movie theaters 

filled with the tones that indicate received messages. 

Internet access via cellphone seems limited. 


4. (SBU) C. Audience Internet Behavior 


-- WHERE: The most popular place to access the Internet is 
at home, followed by work, school, and Internet cafes. 


-- WHEN: Internet traffic is heaviest in the mid-afternoon, 
when most Omanis are at home during the 

mid-day break. Late morning is another peak, reflecting use 
in offices and schools. Usage levels are down on the 
weekends since for many Omanis, especially youth, access is 
not as readily available at home as it is in schools 

or the workplace. Postings for the most popular Internet 
discussion fora, for example, peak during the week, 

with less discussion during the weekend. 


5. (S) D. Target Audience Opinion and Behavior 


-- SOURCES: Omanis tend to trust local sites such as 
discussion forums. The general level of trust in official 
content (such as the regular warnings that the Royal Omani 
Police publish regarding Internet hoaxes) is also high. 

Even the perception of local media online is relatively 
positive, with users feeling that reports are incomplete 
rather than misleading. 


-- INTERNET INFLUENCERS: Key Internet influencers in Omani 
eyes are Omantel, the government telecommunications company 
and sole Internet provider, and the administrators of 

discussion boards. In terms of individuals, former 

Al-Sablah webmaster Said Al-Rashdi (Ref B) was popular 
because of his willingness to identify himself as the 
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site\'s founder. In general, local site administrators and 
moderators seem to have a much more prominent, and 
respected, role than is the case in discussion fora in the 
U.S. A common response to content that breaches local 
taboos is \"how can the moderators allow this?\" Similarly, 
users often thank moderators for dealing swiftly with 
troublesome users or inappropriate material. 


-- U.S. INFORMATION: Many Omanis likely get their online 
information about the U.S. by searching for various topics 
via search engines like Google or through reading pan-Arab 
news sites. Non-Arab news sources, such as CNN, are said 
to be less popular. The most regular stream of information 
about the U.S. most likely comes from local and regional 
Arabic-language sites - essentially the online equivalent of 
hearing through the grapevine. 


-- OVERT U.S. COMMUNICATION: As discussed in Ref C, Omanis 
would probably not respond favorably to overt Internet 
communications from the U.S. government. Their doubts would 
stem not so much from negative perceptions of U.S. 

policy (which certainly exist) as from uncertainty over what 
Omani government boundaries would be for participating 

in such discussions. In general, the government is highly 
restrictive of the type of foreign affairs reporting that 

may appear in the local media. And even on that, there is 
virtually no public interaction or commentary. Therefore, 
Omanis are almost instinctively reticent to comment on or 
engage in discussions of foreign policy in an open 

setting. Moreover, even if such an online facility were 

provided to them, we could not be certain that the 

government would not block it. 


-- MAKING CONTENT APPEALING: Given the largely youthful 
audience, content needs to be presented in a youth-culture 
context. Dispelling prevalent myths about the U.S. 
(including stereotypes of the United States as violent, 
immoral, or anti-Muslim) would be extremely useful, but 
nearly equally difficult to accomplish credibly. To appeal 

to local Internet users, content should also reflect subjects 
that Omanis care deeply about. Despite prevailing 

Arab antipathy toward U.S. policy in the Middle East, the 
topics of educational opportunities in the U.S. and the 
rationale for U.S. stances on regional issues (whether 
believed or not), are especially of interest to Omanis. 


-- LOCAL FACTORS IN MAKING CONTENT EFFECTIVE: To communicate 
effectively with local Internet audiences, 

content should be presented in ways that do not directly 

challenge local cultural norms, with which most audiences 
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here express strong satisfaction, or government policies. 
For example, while women hold increasingly prominent 
positions in Omani public life, they do so in the context of 
official support, not as activists against a system. 

The same is true of developments in other areas of civil 
society; to date at least, the most effective changes seem 

to be coming from within. To that end, U.S. policy 
information should reflect local comfort levels and be 
sensitive to local limits on expression in areas such as 
democratic and political reforms. Finally, to be most 
effective, content needs to be presented in Arabic and made 
widely and easily available -- limited familiarity with 

Internet searching and navigating means that audiences are 
far more likely to consume what is presented to them than 
to actively seek things out. Users in a discussion forum, 

for example, will ask \"what\'s your source?\" for a given 
quote, rather than go and search for it. 

GRAPPO 
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STATE FOR NEA/PI 

E.O. 12958: N/A 

TAGS: OTRA, MO 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR DIMA TOUKAN 
REF: ABU DHABI 0025 

1. Embassy Rabat is pleased to grant country clearance for 
MEPI Political/Womens Issues Specialist, Dima Toukan, to 
travel to Marrakech, Morocco, January 14-17, 2007 for the 
purpose of attending the IREX Media Sustainability Index 
Conference. 


2. Post understands traveler requires no further assistance. 


3 ICASS Fiscal Policy 


Column 3 

A. Due to ICASS funding reductions, we regret that Post has 
had to curtail services and pass the cost of select services 
through direct charging of non-ICASS contributors visiting 
Post through direct charging. Therefore we request that each 
visitor, regardless of length of stay, bring/forward fiscal 

data to pay for direct costs of the visit and share copies 

with their control officer and FMO. Each agency, 
organization, or visiting delegation will be charged for the 
actual costs attributed to their visit. Direct charge costs 
include, but are not limited to: American and LES staff 
overtime (e.g., expediter, airport pick-up and drop-off, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to visitor needs. Please note that all visitors 
should be prepared to be charged approximately ninetyfive 
dollars (subject to periodic ajustment) for airport pick-ups 

and drop-offs that occur after narmal business hours. 


B. In accordance with worldwide ICASS policy, TDYers over 
thirty (30) days, are subject to a charge for ICASS support 
services. If your sponsoring agency is not signed up for 

ICASS services at post, please be prepared to sign an MOU for 
ICASS support services upon arrival. The agency should 
provide post with written communication, generated by the 
traveler\'s headquarters, that confirms the agency will pay 
ICASS charges for the TDYer and provides the agency ICASS 
billing code to which TDY support charges should be applied. 


C. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. We regret that due to budget 
restraints, Post will not provide service to a TDYer staying 

in excess of thirty days without provision of this 
documentation. We thank you in advance for your 
understanding. 


4. Security Concerns 


A. Mandatory personal security training 
(ref: 04 state 066580, state 93760 and FSI 
1421): 


Effective January 1, 2005, American personnel requesting 
country clearance to perform extended temporary duty (TDY 
defined as more than 30 days) at overseas locations must 
complete appropriate overseas personal security training 
(\"safe\" course). This safe course requirement does not apply 
to career state department Foreign Service employees. It does 
apply to state department civil service employees, employees 
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of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16, 2003. Additional attacks have been thwarted by the 
vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured), the potential for violence against American 
interests and citizens remains high in morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate, 
including clubs, restaurants, places of worship, schools, 
hotels, movie theaters and public areas. Such targets may 
also include establishments where activities occur that may 
offend religious sensitivities, such as casinos or places 
where alcoholic beverages are sold or consumed. While in 
morocco it is important to be vigilant to one\'s surroundings, 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately, 24 hours a day, at tel. 037-76-96-39. 


C. Crime: 


The threat level for crime in morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling, pick 
pocketing, purse snatching, theft from vehicles, and 
harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred, but in 
general crime in morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs, visitors 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 
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immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers, especially in outdoor shopping areas, 
tourist attractions, and in transportation centers. Taxis 

and trains in morocco are relatively safe, city buses are not 
considered safe. Avoid carrying large sums of cash, and 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime, or an 
attempted crime, or experience any security-related incident 
during your stay in morocco, please report the incident to 
the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions, 
including ours, from time to time receive threatening phone 
calls, e-mails and harassing letters/faxes. Should you 
receive any of these while at post, contact marine post one 
and/or the RSO immediately. Further, the mission has received 
several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail, 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally, demonstrations do occur with some frequency in 
morocco during periods of heightened tension. Occasionally, 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 

region, always be alert to their surroundings and avoid large 
crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 

and the RSO. 


E. electronic devices: 


Privately owned laptops, PSC, cellular telephones, cameras 
and similar devices are strictly prohibited in controlled 

access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 

laptop/notebook computers must notify the information 
management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 
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F. Cultural Awareness: 


Travelers need to be cognizant of the fact that morocco is an 
Islamic country despite the appearance of some aspects of 
western culture. Generally, women should not travel alone and 
should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
and only buy or consume alcohol in shops, restaurants and 
hotels where it is readily available and permitted. 

G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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SUBJECT: BOSNIA: SILAJDZIC AND TIHIC AGREE DEFENSE REFORM 
A KEY PRIORITY 
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REF: A. SARAJEVO 0013 
B. 04 SARAJEVO 1023 


Classified By: CHARGE DVAFFAIRES JUDITH B. CEFKIN, REASONS 1.4 (B) AND 
(D). 


1. (C) SUMMARY: In meetings with Charge January 5 and 8, 
Bosniak member of the Tri-Presidency Haris Silajdzic of the 
Party for BiH (SBiH) and Party of Democratic Action (SDA) 
President Sulejman Tihic both made clear that defense reform 
will continue to be a high priority for the new governing 
coalition. According to the coalition agreement reached 
January 3, the defense minister is to be appointed by a 
Bosniak party. SDA and SBiH reached agreement among 
themselves that the defense minister will be named by SDA. 
(Note: This lineup changed slightly from that reported ref A. 
Silajdzic and Tihic decided later at a one-on-one meeting 
that SDA would get defense and SBiH would get human rights 
and refugees. End note.) Both Silajdzic and Tihic said they 
believed it would be in the country\'s best interest to 

appoint an individual with the substantive knowledge to 
understand NATO accession requirements and the political 
gravitas to see the reforms through. Tihic said that while 

he had not settled on a candidate, he would coordinate 
closely with the U.S. and NATO before naming anyone. One 
potential candidate Tihic floated was Selmo Cikotic, a former 
Federation Army general and former defense attache in 
Washington. Silajdzic and Tihic agreed that Chairmain of the 
Joint Chiefs of Staff (CHOD) GEN Sifet Podzic should be 
allowed to continue in his position until the end of his 
mandate in two years, but Silajdzic did say that he had not 
discussed the issue of having Bosniaks hold both the CHOD and 
ministerial positions with the other members of the 
Tri-Presidency. Silajdzic and Tihic also shared some of 

their thinking on priorities for the new government, with 
Silajdzic citing economic reform and education as keen areas 
of interest, and Tihic stressing law enforcement and 
anti-terrorism efforts. END SUMMARY. 


DEFENSE REFORM A HIGH PRIORITY 


2. (C) Both Silajdzic and Tihic made clear that the 

successful completion of defense reform and full membership 

in the NATO alliance would be top priorities for the new 
government. The coalition agreement reached January 3 
dictated that the defence minister will be appointed by a 

Bosniak party. SDA and SBiH since reached agreement that the 
position would be filled by SDA. In a January 8 meeting with 
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Charge, Tihic confirmed SDA plans to select the new defense 
minister and assured her that the party would choose a 
candidate with the technical knowledge required to understand 
and implement reforms required for NATO membership and the 
political gravitas to see the reforms through. Silajdzic, 

too, said he was keenly aware of the need to appoint a 
professional, apolitical defense minister. Tihic said he 

would not appoint a new minister-designate without first 
consulting with both the U.S. and NATO. One person Tihic 
said he is considering is former Federation General and 
Bosnian Defense Attache in Washington Selmo Cikotic. NATO 
barred Cikotic from becoming the first CHOD for the unified 
Bosnian armed forces after he was accused of war crimes and 
forced him to retire in April 2004. (See ref B for details.) 
However, we understand that ICTY looked into this case and 
did not find any basis for the allegations against him. Upon 
further investigation, NATO GEN Steven Schook rescinded the 
order in March 2005, clearing Cikotic, who now is a private 
businessman. 


3. (C) On the subject of Chairman of the Joint Chiefs of 

Staff Sifet Podzic, Charge stressed to Silajdzic and Tihic 

the USG expectation that Podzic be permitted to complete his 
mandate as CHOD as dictated by law. Silajdzic and Tihic both 
agreed that Podzic should continue in his current position, 

with both expressing support for the work he has done so far. 
Silajdzic did mentioned that he had not discussed the 

subject of having Bosniaks hold both the CHOD and Minister of 
Defense positions with the other members of the 
Tri-Presidency, and therefore did not know if any of the 

other parties would make an issue of it. 


SILAJDZIC WANTS TO STRESS ECONOMIC REFORM AND EDUCATION 


SARAJEVO 00000036 002 OF 002 


4. (C) In addition to pressing forward toward NATO 
integration, Siladzic said he was most concerned with 
attracting investors to Bosnia and building a more 
business-friendly environment. He noted that this was not 
only important for attracting capital, but also for keeping 

more young, well-educated Bosnians in the country. He added 
that implementing economic reforms also would be key to 
meeting EU accession criteria. Silajdzic also was critical 

of the largely segregated education system in Bosnia, calling 

it \"fascist.\" He said his goal would be to find ways to 
reintegrate Bosnia, and he believed economic development was 
the way to do it. Silajdzic said he was seeking assistance 
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from the World Bank and other international organizations to 
supervise banking and other industries to minimize 
corruption. He further stressed his desire for the High 
Representative to remain in Bosnia with Bonn Powers to 
\"finish the job.\" On police reform, he said the process had 
failed utterly, and that the police directorate\'s report made 
Va joke\" of the EUVs three principles. The end result of 
police reform was simply maintaining the status quo -- just 
like the April package of constitutional anendments. 


TIHIC CONCERNED ABOUT FIGHTING CRIME, TERRORISM 


5. (C) When asked about his plans for the immediate term, 
Tihic told Charge he planned to remain party president and 
take a position as co-speaker of the BiH House of Peoples. 
He decided not to take the position of deputy prime minister 
and minister of security, he said, because he thought he 
would not have enough time to devote to the party. He 
stressed that he was facing a real dilemma regarding the best 
choice to head the ministry of security -- the other ministry 
SDA will fille. He said he had given thought to naming 

current Minister for Human Rights and Refugees Mirsad Kebo, 
was was concerned about the state of Kebo\'s health -- he 
doubted if Kebo had the energy to take on such a demanding 
position. In any event, he said, he would work to find a 
candidate unsullied by charges of corruption and who would be 
seen as being above politics. He expressed his desire to 
work closely with the U.S. and the international community on 
issues of mutual concern, including anti-corruption and 
counterterrorism operations. 


6. (C) COMMENT: Silajdzic and Tihic are saying all the 

right things on defense reform, and Tihic made it especially 
clear that he wants to make sure his choice for defense 
minister meets with USG and NATO approval. Whether Podzic\'s 
continuing in the CHOD position will become an issue for the 
Croats and Serbs remains to be seen, but it seems unlikely at 
this time. Silajdzic remains fixated on the past, seeming to 
draw a parallel between defense reform and the 
demilitarization of Bosnia. Nevertheless, he recognizes that 
membership in NATO is the best guarantee of Bosnia\'s future 
security. On other issues, particularly the desire to see a 
continued large international presence in Bosnia to monitor 
everything from police to banking would seem to bely a rather 
unrealistic view, and could be reinforced by the large amount 
of time he spends talking to the High Rep, who is keen to 
extend his mandate. Tihic, on the other hand, seems to want 
to work closely with us on a variety of high priority issues. 
Whether he is able to impose discipline on his fractured 

party is another matter. Finally, although neither Tihic nor 
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Silajdzic expressed dissatisfaction with their allotment of 
ministries, in recent days there have been rumblings on the 
Bosniak political scene that SDA and SBIH did not negotiate 
effectively with Serb and Croat parties to get the most 
desireable ministries. Some of the complaints may just be 
sour grapes on the part of Bosniak politicians who had hoped 
for ministerial appointments, but some Bosniak political 
commentators also have begun to criticize SDA and SBiH for 
not getting a better coalition deal. END COMMENT. 

CEFKIN 
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REF: 06 PRETORIA 5056 AND PREVIOUS 


PRETORIA 00000095 001.2 OF 002 


1. (U) This cable is sensitive but unclassified; not for 
internet distribution. 


2. (SBU) Summary: Capital spending in South Africa is at 

its highest level since 1990, driven by strong domestic 
demand, high capacity utilization rates, and parastatal 
spending. The long investment slump that commenced in the 
early 1980s may be at an end. Increased investment will 
raise the growth potential of the economy. However, 
achieving sustained GDP growth rates of 6 percent per year 
will require significant further increases in investment. 

End Summary 
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3. (U) Spending on capital goods (gross fixed capital 
formation) is growing robustly in South Africa, according to 
data published by the South African Reserve Bank (SARB) in 
December 2006. The data indicate that capital spending in 

the third quarter of 2006 was almost 19 percent of GDP, or 

the highest level since 1990. Many analysts hailed the news 
as proof that the long investment slump that began in the 

early 1980s -- when capital spending peaked at 28 percent of 
GDP -- may be at an end. As one bank economist wrote, Given 
the data since the middle of 2002, it appears that the 
downward trend (in the investment/GDP ratio) that commenced 
in the early 1980s following the boom in the gold price is 

now well and truly over." 


4. (U) According to SARB, capital spending in the third 
quarter of 2006 expanded across the entire economy -- in the 
private sector, general government, and parastatals. The 
strongest growth was registered by parastatal corporations 
(especially Transnet), which expanded their spending on 
machinery and equipment. Their performance was paralleled by 
stepped-up general government spending on roads and other 
fixed assets. The pace of capital formation likewise 
quickened in most sectors of the private economy, especially 
in agriculture, manufacturing, construction, commerce, and 
transporation. (Capital expenditure in the private sector 

has made up about two-thirds of total fixed capital formation 
over the last 10 years.) 


5. (U) From 28 percent of GDP in 1982/83, capital spending 
declined steadily over the next 10 years, bottoming out at 
less than 15 percent of GDP at the time of the democratic 
transition in 1993/94. The decline in public sector capital 
spending was especially sharp during these years, as 
parastatals lost access to foreign capital markets (because 
of sanctions) and the government was forced to divert 
revenues to current expenditures such as pensions and the 
military. Low business confidence depressed private sector 
capital formation as well. Unfortunately, the picture did 

not improve after the ANC took power in 1994. Investment 
hovered around 15 percent of GDP throughout the 1990s, as the 
public sector -- where the bulk of infrastructure spending 
occurs -- brought fiscal deficits under control and struggled 
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with slow implementation of projects. However, capital 
spending has picked up steadily since 2002. 


6. (U) Analysts at Standard Bank believe that investment 
will remain robust for the foreseeable future. They cite 
strong domestic demand, business optimism, and planned 
increases in parastatal spending as factors supporting 
increased investment. In particular, the Asian hunger for 
commodities and high levels of capacity utilization 
(according to SARB, the manufacturing sector is now operating 
at \"full\" capacity) augur well for increased capital 
spending. According to these analysts, investment in South 
Africa is relatively insensitive to interest rates, and the 
possibility of further hikes in SARB\'s policy interest rate 
(reftel) should not have a huge impact on investment, if 
other factors remain positive. 


PRETORIA 00000095 002.2 OF 002 


Comment 


7. (SBU) As consumer spending cools in the wake of recent 
interest rate hikes, capital spending is poised to pick up 

the slack and become a vital driver of the economy. More 
importantly, increased investment will boost South Africa\'s 
growth potential and help to relieve infrastructure and 

supply bottlenecks that cause the economy to overheat when 
growth approaches 5 percent per year. Many economists 
believe that South Africa needs to invest 24 percent of GDP 
per year to achieve the SAG target of 6 percent annual 
growth. (The IMF also cites 24 percent as a benchmark for 
optimal performance of the economy.) Whether this level of 
investment is attainable is an open question, given the low 
rate of national saving (gross savings is about 14 percent of 
GDP) and the dependence on foreign capital inflows to finance 
domestic investment. However, even sustained investment 
rates of only 20-22 percent of GDP per year would herald a 
new era of higher growth. 
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DEPT. FOR PM, EUR/RPM, EUR/NCE 


E.O. 12958: N/A 
TAGS: PREL, NATO, OPDC, AF, YI, BU 
SUBJECT: BULGARIA: FM KALFIN TO ATTEND NATO MINISTERIAL 


REF: STATE 243 


We delivered reftel invitation to the MFAYs NATO and 
International Security Directorate on January 4. On January 
9, NATO Office Director Zlatin Krystev contacted us to 
confirm that FM Kalfin plans to participate in the 

ministerial meeting at NATO headquarters on January 26. 
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SUBJECT: RAB MAKES SEVERAL JMB ARRESTS - INVESTIGATIONS 
INTO MOTIVES UNDERWAY 


Classified By: Ambassador Patricia A. Butenis; reason 1.4(d) 


1. (C) On January 7, members of the Rapid Action Battalion 
(RAB) raided at least four separate locations in Narayanganj, 
which is an area approximately 15-20 miles southeast of Dhaka 
and arrested six members of Jamaatul Mujahideen Bangladesh 
(JMB). The raids were based on information derived from RAB 
questioning of two JMB members arrested on December 29, 2006. 
(See paras 4-5 for arrestees\' names.) In the January 7 

raids, RAB also seized 80 improvised iron grenade shells and 
31 packs (500 grams each) of power gel explosive from one 
location and one detonator and one book on Jihad from another 
location. According to RAB, raids are continuing. 


2. (S) At the time of their arrest on December 29, the two 

men had with them four pistols and two simulated RAB uniforms 
complete with insignia. On December 30, the media reported 

an additional seven sets of black coveralls were recovered by 

RAB from a house rented by JMB members. (NOTE: RAB dresses in 
all black uniforms. END NOTE.) 


3. (S) According to DGFI, under questioning, the December 29 
arrestees said they were sent to Dhaka \"to kill lawmakers,1" 
although they did not know which party\'s lawmakers they were 

to kill. They said, however, that the goal was to create 

unrest and a situation conducive to a military takeover. In 
addition, they intended to force further delay of the as yet 
unscheduled executions of JMB and JMJB leaders Abdur Rahman 
and Siddiqul Islam, alias Bangla Bhai. Rahman and Islam have 
been moved to another, ostensibly more secure, location. 


Arrestees 


4. (S) According to media reports, the two JMB members 
arrested December 29 were Abdul Rahman (aliases Alal and 
Fahad) and Saiful Islam, alias Russell. Abdul Rahman is 
believed also to operate under the alias \"Arif\" and has been 
sought in conjunction with the August 17, 2005 nationwide 
bombings. These two remain in RAB custody. 


5. (C) The media also reports that the six men arrested 
January 7 were identified by RAB as Moazzem Miah, from 
Tekpara Barabari in Araihazar upazila; Abdul Al Naim, from 
Hirilal Majhipara in Rupganj upazila; Taiyabur Rahman, from 
Hirilal Majhipara in Rupganj upazila; Mofijul Islam, from 
Konabari in Sonargaon upazila; Masum Billah, from Konabari in 
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Sonargaon upazila; and Mohammad Mahbub, from Farazi Kanda in 
Bandar upazila. These six are in Police custody and will be 
questioned. (Note: Wide variations exist in the English 

spellings of names and places in Bangladesh. End Note.) 


Comment 


6. (S) It is too early to tell if these arrests and seizures 
indicate a major resurgence or regrouping of JMB. Police and 
Army units are currently engaged in maintaining law and order 
during political protests in Dhaka and throughout the 

country, which they claim has resulted in reduced focus on 
other threats and provided groups like JMB opportunities to 
operate more freely. We do not know enough yet to speculate 
about JMB\'s specific targets or motives. Regardless, a JMB 
attack now would further complicate an already difficult 
political situation and would contribute to existing 

political uncertainty. 


Reporting Note 


7. (S) This report draws heavily on discussions with ROAL. 
They will be reporting similar information via intelligence 
channels. Both this cable and ROALVs report 
(TD-314-01663-07) should be read together and not as 
independently corroborating materials. 
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IS A TOP PRIORITY 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary: On January 9, during the annual meeting of 
the Federation of Indian Chambers of Commerce and Industry 
(FICCI), political leaders from the BUP, Congress and the 
CPI(M) examined Indian economic policy from their own 
ideological perspectives. Despite an attempt by the BJP\'s 
Ravi Shankar Prasad to inject an element of confrontation, 
there was remarkable unanimity on many points. All agreed 
that India, with its pervasive poverty, needed to devise a 
culture-specific development model that would address the 
problem of equity, get away from the current emphasis on 
urban elites and the middle class, integrate the rural 
population, create jobs, and address the country\'s severe 
infrastructure shortcomings. CPI(M) leader Sitaram Yechury 
argued that a strategy aimed at the needs of India\'s most 
poor is essential to development and that the government must 
take the lead role in creating new infrastructure. Commerce 
Minister Kamal Nath (of Congress) also took the high road, 
stressing that Indian democracy has shown a remarkable 
ability to devise a country-specific development strategy 

that helps its citizens. While the three parties continue to 
fight fierce political battles on other issues, the agreement 

on basic economic principles and the civil tone of the 
discourse demonstrates that they will keep the debate within 
bounds. End Summary. 
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Hi-Level Political Talkshop 


2. (U) On January 9, Poloff attended a \"Special Session with 
Senior Leaders of Major Political Parties,\" part of the 79th 
Annual Meeting of the Federation of Indian Chambers of 
Commerce and Industry (FICCI). Moderated by Lord Meghnad 
Desai, a British economist and Labor MP, it featured short 
presentations by Ravi Shankar Prasad, a spokesman for the BJP 
and a member of the party\'s National Executive, Sitaram 
Yechury, a CPI(M) MP and member of the party\'s politburo, 

and, from Congress, Commerce Minister Kamal Nath. 


The BJP Bashes the Left 


3. (C) The BJP\'s Ravi Shankar Prasad set the tone and the 
themes by stressing that among the principal issues facing 
the GOI was the question of how to achieve economic growth 
and an expanding economy, while ensuring an equitable 
distribution of the resulting benefits. Praising what he 

called \"entrerpreneur-driven growth,\" Prasad derided the 
initial Congress reform initiative undertaken in 1991 as 
\"reform under compulsion,\" and contrasted it with the \"reform 
by choice\" provided by the BUP/NDA government. He then 
launched into a far-reaching criticism of the UPA\'s economic 
policy, which he maintained \"lacked an initiative to focus 
growth. Accusing the Left parties of committing \"historical 
blunders,\" he blamed it for changing its tune after its ideas 
were discredited. For example, he pointed out that Left 
thinkers have repeatedly criticized India for implementing 
\"jobless growth,\" while the fact is that India has seen job 
growth of between 2.3 and 3.8 percent in the past 10 years. 
Complaining that \"reform has come to a complete standstill,\" 
Prasad pointed out that, while India is in dire need of 
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infrastructure, highway construction is nonexistent and 
much-needed airport modernization has been stopped by 
\"unnamed parties\" (meaning the Left parties). Prasad then 
ridiculed the UPA for unveiling an ambitious nuclear energy 
policy at the expense of coal-based energy production. He 
emphasized that it would make much more sense to privatize 
the coal sector and allow private companies to extract coal 
and put it to use, (again something opposed by the Left). 


4. (C) Noting that the UPA had \"bungled\" the SEZ initiative 
begun by the NDA government, Prasad asked why the UPA is 
erecting SEZs on prime farm land instead of wasteland and 
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conducting a policy \"without transparency.\" Praising the 

Indian private sector for its proven competence, Prasad 
rhetorically asked whether the \"permit raj\" of Nehruvian days 
had really come to an end, or had merely been replaced by a 
new \"inspector raj,\" complemented by \"rent-seeking.\" He then 
criticized unnamed UPA Cabinet Ministers for setting 
themselves up as \"autonomous chieftains,\" at the expense of 
Indian economic development. For example, he noted, the UPA 
Minister of Information and Broadcasting (PR Dasmunshi) has 
done nothing to encourage what could be a dynamic Indian 
entertainment industry and has proven to be \"totally 
ineffective.\" Likewise, instead of taking advantage of the 

vast pool of Indian human resources, the UPA has chosen to 
implement quotas and widen the communal divide. While 
everyone agrees that \"affirmative action" is necessary, he 
intoned, Indian merit has its own place and the two must be 
combined to create a \"new approach.\" 


Sitaram Gently Ripostes 


5. (C) Complaining that he was suffering from illness and 
had not prepared a presentation, Sitaram Yechury chose to 
take the high road and avoided confrontation, while gently 
responding to Prasad\'s criticisms with a remarkable show of 
magnanimity and pragmatism. Remarking that he had recently 
published an essay entitled \"left hand drive,\" Yechury noted 
that he was well-aware that the steering wheels of Indian 
cars are on the right. The essay, he elaborated, was aimed 
at \"those who look to the US as the only alternative,\" as 
\"American cars have their steering wheels on the left,\" and 
was aimed at getting them to \"look at other points of view.\" 


6. (C) Waxing philosophic, Yechury pointed out that many 
commentators say that the issue of equity and economic growth 
is driven by compassion for the less fortunate. He rejected 
this stance, saying that growth is not possible without 

equity, as it is a \"required precondition,\" that growth 
increases the purchasing power of the poor and \"inequality 
will only pull down the economy.\" Thus, he emphasized, the 
two are completely compatible. With this in mind, the Left 

is not out to oppose reform and economic growth, but only to 
\"identify and encourage those reforms that will connect the 
\"shining India\" of the right with the \"suffering Indial" of 

the left. India is in the best position to succeed in this 
endeavor, he noted, as it has a \"democratic advantage,\" and 
the possibility of turning its \"demographic advantage\" of 
human resources into a positive asset. To accomplish this, 
India must \"invest in youth, and create equality\" to 

contribute to growth. Rejecting Prasad\'s assertion that the 
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Left had prevented anything from happening, Yechury took 
credit for the GOl\'s \"rural employment scheme, which he 
maintained has begun utilizing rural labor for productive 
pursuits such as constructing much-needed infrastructure. 


7. (C) Yechury further emphasized that economic reform will 
not take place without effective governance and that, while 
the pace of reform is important, the GOI must address and 
establish proper priorities, and must shift from ensuring 
corporate profit to ensuring the peoples welfare. 
Emphasizing that the Left is not \"anti-growth,\" Yechury 
agreed with Prasad that wealth must first be created before 
it can be equitably distributed. Thus, India needs \"holistic 
growth\" that incorporates both principles, and provides not 
just reservations but true equity. This will require a shift 

to rural areas. India must address the current shortage of 
food-grains, which Yechury maintained is worse than that of 
the Bengal famine of 1943. Remarking that it is \"shocking\" 
that over 20,000 farmers committed suicide last year, Yechury 
emphasized that the GOI must draw the rural sector into the 
market economy. Rejecting the assertion that the Left was 
anti-business or anti-industry, he intoned that the left 

wanted to work with industry to bring about \"pro-people\" 
economic reform. Yechury further agreed with Prasad that 
infrastructure development is imperative in India, but 
maintained that history has demonstrated that \"even in the 
US\" such development does not take place without a large role 
for government. The problem in India is to find sufficient 
resources for the government. This should not be done by 
raising taxes, but by broadening the tax net. As an 

indicator of India\'s potential, Yechury pointed out that, 

even with a totally inadequate higher education sector, the 
country still produces more trained manpower than the entire 
EU. India\'s challenge is to channel this manpower into 
economic growth. 


Kamal Nath Also Takes the High Road 


8. (C) The Commerce Minister remarked that it was tempting 
to rebut the \"real opposition and the internal opposition\" at 
the same time, but he would not do so. Instead, he would 
outline his personal beliefs. Despite the BJP\'s platitudes, 

he remarked, this is not the time to try to score debating 
points, but to \"recognize the complexity and paradox of 
India.\" Noting that the UPA is not a \"new government," but 
rather the return of the \"old government,\" Kamal Nath 
maintained that it was not productive to over politicize the 
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economic debate, but to cooperate to maintain and expand 
India\'s 9.1 percent economic growth rate. It is imperative 

that India \"tell its story" and point out the uniqueness of 

its reform strategy to the world. Conceding that reform was 
initiated under compulsion\" as India\'s foreign exchange 
reserves were exhausted, the Minister emphasized that India 
(read Congress) had developed a unique development strategy 
from scratch. This is because, he pointed out, there are 400 
million Indians who must exist on less than one dollar per 

day. Recalling that the head of the World Bank told him in 
1993 that India was \"going nowhere\" and \"would soon become a 
basket case,\" Kamal Nath proudly stated that the GOI had 
avoided the bursting bubbles associated with economic reform 
in Latin America and East Asia by relying on \"calibration and 
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democratic consistency.\" Because of this, the BUP had 
maintained the same reform policies and the Left had 
\"transformed itself,\" to provide a political consensus. 


9. (C) With this \"bedrock\" in place, the challenge has been 
how to \"calibrate\" the reforms. For example, with a large 
stock of foreign reserves, India has switched gears from 

dollar generation to employment generation. Today\'s 
challenge is not just to focus on the past, but to develop a 
consensus about the future. Indian demographics can be an 
economic dividend or an economic challenge depending on how 
managed. The name of the game is to meet the challenge of 
\"global competitiveness.\" In this global environment, it is 
India\'s neighbor Bangladesh that provides Walmart with its 
textiles and runs up a huge surplus in \"informal trade\" with 
India. To meet the future, India must devise a strategy for 
employment generation that will reach into the most \"backward 
areas\" and provide jobs to India\'s \"weaker sections,\" and 
break out of the urban centric mode to provide \"all-inclusive 
growth.\" Kamal Nath agreed with Yechury that the deprived 
rural sector needs to be provided with purchasing power and 
that there must be a shift to \"rural consumption.\" 


10. (C) However, the current agricultural picture is dismal, 
with 650 million Indians engaged in agriculture and with an 
average farm size of just under one hectare. How can India 
expect to compete with the US and Europe, where there are 
farms of 10 and 15 thousand acres? At present, the sole aim 
of Indian agriculture is to provide \"livelinood security" for 
hundreds of millions of people. Kamal Nath derided this 
concept as nothing less than all-pervasive \"subsistence 
agriculture.\" India needs to \"get out of this pattern." 
Emphasizing that \"we are all pro-farmer,\" Kamal Nath pointed 
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out that it is not sufficient to grant small loans to Indian 
farmers who cannot repay them. The farmer must be helped to 
break out of subsistence agriculture. Likewise, it is not 
enough to provide education to rural youth. All too often, 

rural children are provided higher education, cannot find 

work when they migrate to the cities, and must return to the 
village. The big challenge to the Indian economy is to 

ensure that India\'s rural population is not just a consumer 

of GDP, but a creator of GDP. The same challenge extends to 
manufacturing. He noted that Indian manufacturing 
contributes only 17 percent of India\'s GDP and emphasized 
that this must be raised to 25 percent. 


11. (C) Comment: Nath\'s pragmatic approach to agricultural 
policy appeared to contrast with remarks made by Finance 
Minister P. Chidambaram at another FICCI event, where he 
stated that while the GOI supports far-reaching agricultural 
reform, it would do nothing that would break \"the sacred link 
between the tiller and the soil." End Comment. 


Comment - Remarkable Consensus 


12. (C) The BJPYs Ravi Shankar Prasad appeared to be the odd 
man out, as he chose to indulge in Left bashing, while his 
opponents were the pictures of conciliation and consensus. 
Despite the apparent harshness of his presentation, Prasad\'s 
comments were taken in good spirits by both Sitaram Yechury 
and Kamal Nath. Yechury\'s presentation was remarkable for 
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its pragmatism. He stressed areas of agreement, rather than 
disagreement, endorsing the main premises of economic reform, 
while expressing a willingness to work together with the 
business sector to address common concerns. All three 
politicians from across the political spectrum were pleased 

with India\'s economic growth, embraced reform, and agreed 
that the top priorities were to shift the focus to 

agriculture and the rural sector, provide employment to the 
large numbers of young people entering the work force, and 
devise a culture-specific economic development model that 
would address the glaring inequality evident at all levels of 
Indian society. There was also agreement that India\'s 
devotion to democratic principles was an asset that has 

helped jump-start and maintain India\'s economic development. 
While the three political parties remain at loggerheads, 

there is agreement on some basic principles and a level of 
civility that points to a relatively healthy political system 

that can cooperate on essential issues when necessary. 
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13. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
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E.O. 12958: N/A 
TAGS: EAIR, SA 
SUBJECT: SAG\'S RESPONSE ON DELTA CODE SHARING WITH KLM 


REF: A. STATE 199712 
B. RIYADH 9182 


1. (SBU) On January 6, Post received the following 
diplomatic note from the Ministry of Foreign Affairs 
regarding the Delta/KLM code share. 


Complimentary opening -- 


The Ministry wishes to refer to the Embassy\'s diplomatic note 

no. 3363, dated 12/21/2006, regarding Delta Airlines\' request 

to operate flights under code share with KLM flights no. 

440/349 operating from Amsterdam to Doha via Dammam and vice 
versa in an effort to contain increasing air travel from the 

U.S. to Doha. 


The Ministry has the honor to inform the Embassy that the 
General Authority for Civil Aviation approves this request on 
an exceptional basis for King Fahad International Airport in 
Dammam in light of Saudi Arabia\'s opens skies policy. 


Complimentary closing -- 
OBERWETTER 
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SUBJECT: PRESIDENT ALIYEV, DRL A/S LOWENKRON DISCUSS 
BILATERAL RELATIONS, DEMOCRATIC DEVELOPMENT 


Classified By: CDA Jason P. Hyland, Reasons 1.4 (b,d). 


1. (C) SUMMARY: During a December 18-19 visit to Azerbaijan, 
Assistant Secretary of State for Democracy, Human Rights and 
Labor Barry Lowenkron secured President Aliyev\'s agreement to 
launch an intensified bilateral dialogue on the development 

of democracy in Azerbaijan in sessions to be held at regular 
intervals. He also discussed bilateral relations with 

Foreign Minister Mammadyarov. A/S Lowenkron encouraged human 
rights activists to establish a national council to engage 

the government and civil society and facilitated agreement 
between the leadership of the main opposition parties and the 
ruling Yeni Azerbaijan Party to begin a dialogue to diffuse 
tensions. A/S Lowenkron also highlighted Azerbaijan\'s record 
of religious freedom and tolerance in meetings with religious 
leaders and heard Azerbaijani religious analysts\' concerns 
about the development of political Islam. To underscore 
continuing concerns with media freedom in Azerbaijan, A/S 
Lowenkron met with editors and leading independent 
broadcaster ANS and appeared on the ANS program Point of 
View. In a visit and remarks carried by major media, the A/S 
visited the grave of murdered journalist Elmar Huseynov. This 
cable reports A/S Lowenkron\'s wide-ranging introductory 
discussion with President Aliyev on the bilateral 

relationship, Azerbaijan\'s democratic development, including 
the political process, corruption and human rights, relations 

with Russia and Iran and energy. Septels report A/S 
Lowenkron\'s dinner with President Aliyev and other meetings. 
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END SUMMARY. 


Bilateral Relationship 


2.(C) In an hour and half long introductory meeting on 
December 18 that included Foreign Minister Mammadyarov and 
the Ambassador (followed by a dinner, reported septel), 
President Aliyev told A/S Lowenkron that he is \"very 

satisfied\" with the level of bilateral relations to date and 

hopes relations will develop further in all areas. 

Recognizing A/S Lowenkron\'s responsibility for democracy and 
human rights, he underscored that \"all elements of the 
relationship are linked, cannot be separated and all are 

equally important" He said he is seeking to develop the 
relationship \"as a package.\" The US-Azerbaijan bilateral 
agenda parallels and strengthens Azerbaijan\'s agenda for 
political and economic development. A strong economic base 
is needed for political development; the GOAJ is seeking to 
address poverty and spur diversified regional development 

with the aim of creating a middle class that will support 

political transformation. \"Poor countries with social 

problems have problems with democratic development," Aliyev 
said, pointing to his record of creating a half a million 

jobs in the last three years. Azerbaijan\'s goal of 

Euro-Atlantic integration and its \"commitment to 
democratizationW are \"our choice\"; Azerbaijan sees its future 
in its partnership with the EU and the West. Aliyev added 

that since his April 2006 visit to Washington, important 
developments with both the EU and NATO reflect this policy 
direction. 


3. (C) Azerbaijan sees itself as a strong partner of the US 
and the anti-terror coalition, Aliyev said, noting that 

\"really dangerous people\" have been captured in Azerbaijan, 
contributing to US and EU security. The fact that 

Azerbaijani soldiers are serving in Iraq creates problems for 
Azerbaijan with Muslim countries. \"We are doing it only to 
stay close to the US - that\'s the reality," Aliyev said. 


4. (C) A/S Lowenkron appreciated Aliyev\'s recognition that 
the political/security, energy/economic and democracy 
elements of our relationship are inter-related, and said the 
US attaches importance to Aliyev\'s statement in Washington 
about his commitment to build a democratic future for 
Azerbaijan. The US appreciates Azerbaijan\'s cooperation in 
the global war on terror and with peacekeepers. Azerbaijan 
is a model of a secular Muslim state that can exercise 
leadership in the region and beyond. There is potential for 
growth in the bilateral relationship, and in particular, for 
following up on the promotion of democracy. He noted 
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Secretary Rice\'s interest not in typecasting countries as 


SIPDIS 

\"good\" or \"bad\" with respect to democratic development but 
rather, in assessing whether a country\'s trajectory on 
democracy is positive with respect to the electoral process, 
governance, and the engagement of civil society. Noting that 
there is no exact formula and rarely a smooth path for 
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democratic development, Lowenkron said this trip was the 
beginning of an ongoing dialogue and asked Aliyev how we can 
work together on Azerbaijan\'s democratic development going 
forward. 


5. (C) Stating that \"US-Azerbaijan relations for me are very 
important,\" Aliyev said that it is key \"to be in touch all 

the time, exchanging visits and delegations.\" Long periods 
without active contacts are unhelpful; it is important to 
understand each others\' point of view. \"Partners need to be 
open and work closely on all the elements\" of the 
relationship, and \"judge the situation not only based on 
Freedom House or Transparency International\'s\" assessments, 
which are not always \"100 percent correct.\" Aliyev noted 
that he had met in Washington with the NGOs that are most 
critical of Azerbaijan because it is \"very important to talk; 
one-sided information leads to alienation.\" (NOTE: Over 
dinner later that day, Aliyev agreed to establish an ongoing 
dialogue on democracy. See septel.) 


Russia and Iran 


6. (C) Azerbaijan has a unique chance of becoming a 
prosperous nation, Aliyev said, but security is becoming 

more of aconcern. The trend towards inter-religious 
confrontation globally is a major concern. Azerbaijan is a 
multi-ethnic and multi-religious society, its majority Muslim 
population comprising 70 percent Shia and 30 percent Sunni, 
but most Azerbaijanis do not make the distinction. The 
division developing in Iraq could become an issue for 
Azerbaijan \"five years\" in the future, however. Aliyev 
emphasized Azerbaijan\'s \"difficult neighborhood\" from the 
point of view of history and the democratic process. No 
neighbor of Azerbaijan is one hundred percent democratic, 
\"even Georgia," and the situation in Iran and Russia is 
changing rapidly. The speed of Azerbaijan\'s reforms must be 
assessed from this perspective, Aliyev stated. Russia today 
is \"big and ambitious,\" and not the same Russia of five years 
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ago. Russia is using gas and pressure on Azerbaijani and 
other migrants to promote its interests in the region. Iran, 
similarly, is \"indifferent\" to international pressure, and 
Azerbaijan is still in conflict with Armenia. Azerbaijan 

Vis committed to democratization - if not, we would not have 
signed up with the EU or NATO or the Council of Europe" But 
these factors are \"realities we live with daily;\" they impact 
Azerbaijan\'s development and need to be taken into account, 
Aliyev said. 


7. (C) Aliyev said he is very concerned that in his recent 
meetings with Russian president Putin he got a feeling that 
Putin believes it is possible for Russia to do anything with 
impunity and without deterrence or practical respect for 

human rights or the democratic process. Russia is very 
comfortable and is \"taking advantage\" of the situation. It 

is the same in Iran, he said. Ahmadinejad differs from his 
predecessor, who was a Cultured person and an \"intelligent 
interlocutor\" with whom Aliyev could discuss education, 

health care, and poetry. With Ahmadinejad, we discuss only 
\"missiles and rockets.\" Ahmadinejad\'s comments make clear 
there is \"no deterrence\" effectively being exercised on Iran. 
Ahmadinejad is a \"closed, not an open, man - you never know 
what he thinks,\" Aliyev said. Although he is very \"social\" 

in public communications, his \"strong and aggressive 
statements make clear he doesn\'t care about Iran\'s 
international reputation or public opinion at all. He is 
dangerous - he can do anything he wants,\" Aliyev said, unlike 
Putin, who is restrained to some degree by his participation 

in the G-8. 


8. (C) Aliyev said that ten years ago he would have advised 
the US to \"penetrate, not isolate\" Iran, especially through 
energy projects. But now, \" think it is too late,\" 

especially after developments with Hamas in Palestine and 
Lebanon, and the failure of the international community to 
follow up on the August deadline with respect to Iran\'s 
nuclear program. This failure to act only strengthens 
Ahmadinejad, Aliyev said. Developments in Syria and Lebanon 
over the past 6-8 months also work to Iran\'s advantage. In 
short, Aliyev concluded, \"any additional concession or good 
will will only lead to more aggression. This is very 
dangerous,\" especially since the religious and civilian 
leadership in Iran today is \"united,\" and the country is 
\"militarized.\" 
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9. (C) Aliyev told Lowenkron that Azerbaijan had succeeded in 
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\"indefinitely postponing a proposal from the Russian and 
Turkmen leaders last fall that Russia, Turkmenistan, Iran and 
Azerbaijan attend a Summit in Iran on Caspian delimitation, 
in the belief that there is nothing new on the table and a 
summit would only create new tensions. Failure to resolve 
the delimitation issue is less important once the pipelines 

are built, Aliyev said, and is preferable to \"resolving the 
issue badly\" in any case. 


Political Development 


10. (C) Democracy is \"not only elections,\" Aliyev said, and 
democratic development should not be judged on this element 
alone. Azerbaijan\'s last two elections \"100 percent" 
reflected the popular will, despite shortcomings, on which 
the GOAJ is working. \"Without a strong political system, 
strong public control and accountability and a free society,\" 
Azerbaijan\'s economic success will be short-lived, Aliyev 
said. Azerbaijan\'s goal is to create a strong economy, with 
rule of law, in which people are free and happy. The goal 
may be \"utopic, but it is largely achievable,\" Aliyev 
maintained, \"with strong political will and strong public 
support.\" 


11. (C) A/S Lowenkron asked about Aliyev\'s recent call for 
dialogue with the opposition. Aliyev said he had called for 
dialogue previously, before and after the Presidential 
elections, with the aim of stimulating political engagement 
and development. The opposition took the calls as a sign of 
weakness and rejected them. Now in Azerbaijan there is 
\"almost no political life, no political process,\" Aliyev 
maintained. Azerbaijan is the only former Soviet republic in 
which opposition leaders from the early nineties remain 
active. Since they are weak, this is an advantage for him as 
a politician, Aliyev said, but it is negative from the 
perspective of the political development of the country. The 
opposition lost the elections of 1993, 1995, and 1998 - 
\"really lost them, despite the shortcomings\" in the process, 
Aliyev maintained. The current opposition leaders should 
give way to a younger and more educated generation. \"There 
will be no political development until the leaders change,\" 
Aliyev said, adding that it is important to \"turn the page of 
hatred and hostility.\" The first signs of the opposition\'s 
response to Aliyev\'s call for dialogue were not positive, 

with some opposition leaders saying they would engage and 
others not, but Aliyev pledged to \"make another attempt.\" 


12. (C) Aliyev argued that the people of Azerbaijan when 
voting have not forgotten the country\'s turbulent early 
history, when there was a succession of short-lived 
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governments and \"the country almost fell apart" The Popular 
Front government \"tortured and arrested people and committed 
crimes in 1992-1993.\" People do not forget and vote for 
\"safety, a normally predictable life.\" They recognize that 

today Azerbaijan enjoys a rapidly developing economy, a good 
regional position and strength through energy projects which 
will secure Azerbaijan\'s independence and a \"feeling of 
national dignity.\' 


13. (C) Aliyev said that some in the opposition who call 
themselves democrats \"publish unpleasant articles attacking 
the US and President Bush... when they call themselves 
pro-Western, they are not, they cannot be - their education 
and communications\" show something different,\" he maintained. 
\"We really are trying to create a better political 
environment. My recent appeal (for dialogue) was based on 
some positive developments - some leaders of parties 
previously antagonistic started to meet with our people; they 
were branded as traitors by the oldguard, who are sitting on 
their chairs and keepig the hostile environment.\" The 
political proces, however, is a \"two-way street," Aliyev 

said. he government is responsible for the economic 
deelopment of the country, but both the government ad the 
opposition must work on political development. Aliyev said 
with the current opposition \"we don\'t have a serious force 
that can offer something different on economic development, 
foreign policy, not compromising Azerbaijan\'s territorial 
integrity in an NK resolution or on security issues. There 

is nothing in principle the opposition would do differently,\" 
instead it relies on simplistic characterizations of the 
opposition as \"good,\" and the government as \"bad.\" 


Human Rights 
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14. (C) A/S Lowenkron pointed to negative developments in the 
media, including the suspension of independent ANS TV and 
Radio, and on freedom of assembly and the judiciary\'s lack of 
independence, and asked Aliyev what plans he has to address 
these issues. Aliyev said there is \"no problem\" with freedom 
of assembly. Those wishing to hold rallies had been offered 
places which are \"not far away.\" These locales have been 
publicly declared by the Mayor\'s office, Aliyev continued, 

and those wishing to assemble there are \"absolutely free\" to 
do so. They do not always have to meet \"in front of my 

office or in the main square,\" Aliyev said. But they have 
refused. Referring to the November 2005 opposition rally 
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that had been broken up violently by police, Aliyev said that 
\"after the attempt at another Orange revolution, when the law 
was violated,\" a rally had indeed been dispersed, but \"even 
in France when there is violence, or at G-8 meeting when 
anti-globalization forces attacked,\" rallies have been 
dispersed. There are problems with the judiciary because the 
\"judges are all Soviet" The GOAJ, working with the Council 
of Europe, is trying to implement reforms. Judges\' terms 
have been extended to ten years with the aim of giving them 
\"freedom to judge." and fifty two judges selected by 
competitive examination would be appointed. 


15. (C) On ANS, Aliyev said there is \"no problem with the 
media.\" ANS was \"never opposition media, but supportive to 
me.\" The National Television and Radio Council (NTRC) had 
warned ANS eight to ten times about regulatory violations, 

but ANS ignored the warnings, \"thinking they were untouchable 
because they are media.\" This is not the case, Aliyev said. 
\"Media, business, politics,\" there must be \"equal rule of law 

to all.\" Once ANS realized the NTRC was serious, they 
resolved the issues and are back on the air with all their 
previous programming. There are 500 newspapers publishing in 
Azerbaijan, and only two or three are state-owned, Aliyev 
maintained. 


Corruption 


16. (C) A/S Lowenkron emphasized the need to tackle 
corruption to support political and economic development. 
Aliyev replied that revenues go into the State Oil Fund 
transparently and are published: transparency and 
accountability in the Oil Fund is not an issue. The 
Parliament reviews budget expenditures, but more control is 
needed to ensure these assets are used responsibly, Aliyev 
acknowledged. Azerbaijan studied the Alaskan, Kuwaiti, 
Norwegian and other models to ensure its energy wealth is 
protected and not misused. Corruption exists in all the 
former Soviet republics. \"Russia is the leader and Ukraine 
is number two; Transparency International\'s low ranking of 
Azerbaijan is not 100 percent correct; our neighbors are not 
less corrupt,\" Aliyev said. 75 percent of GDP is in private 
hands and the GOAJ seeks to limit government interference in 
the economy. EU integration will help, he added. 


Energy 


17. (C) Energy today is \"issue number one\" in Azerbaijan\'s 
bilateral and multilateral relations, Aliyev said. \"Only 
through Azerbaijan\" can Europe achieve diversification of 
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energy supply. Azerbaijan is working actively with 
Kazakhstan to bring the Europeans on board this effort; 
Minister of Economic Development Heydar Babayev recently 
visited Kazakhstan to discuss with the government how to 
bring Kazakh gas west. The US and Azerbaijan need to jointly 
work with the Kazakh government to win it support for this 
project, Aliyev stressed. The Georgian economy also depends 
on Azerbaijan\'s gas. Aliyev said that Russia was well aware 
of and actively seeking to oppose Azerbaijan\'s growing 
strategic role in Caspian gas supply to Europe. Russian Prime 
Minister Mikhail Fradkhov recently offered to buy Azerbaijani 
gas in lieu of Azerbaijan selling it to Europe, but \"l 

refused,\" Aliyev said. Russia \"openly, almost, asked us to 
join the anti-Georgia group,\" but Azerbaijan refused firmly, 
Aliyev added. 


Comment 


18. (C) A/S Lowenkron\'s wide-ranging discussion with 


BAKU 00000037 005 OF 005 


President Aliyev indicates that the latter is fully aware of 

the challenges facing Azerbaijan. Implementation of his 
plans to address these challenges of course will remain key. 
In this regard, President Alliyev reiterated that he views 

all elements of the bilateral relationship as linked, and as 
such, A/S Lowenkron securing his agreement to launch an 
intensified bilateral dialogue at regular intervals on the 
development of democracy in Azerbaijan is a significant 
achievement in our bilateral relationship. 


19. (U) A/S Lowenkron cleared this message. 
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Polcouns delivered reftel points to MFAYs North America Desk on 
January 4, 2007. There was no substantive response. 


DELAWIE 


91867 

PP RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #0081/01 0091208 

ZNY CCCCC ZZH 

P 091208Z JAN 07 

FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC PRIORITY 8989 

INFO RHEHWSR/WHITE HOUSE SITUATION ROOM WASHINGTON DC PRIORITY 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RUCNRAQ/IRAQ COLLECTIVE 

RUEAIIA/CIA WASHDC 

RUEKJCS/DIA WASHDC" "CONFIDENTIAL SECTION 01 OF 02 BAGHDAD 000081 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/09/2017 

TAGS: PGOV, PTER, PHUM, PINR, KDEM, IZ 

SUBJECT: LOCAL BAGHDAD RECONCILIATION EFFORTS GO BACK TO 
TRIBAL ROOTS 


Classified By: Classified by Acting PRT Leader Robert Ruch for reasons 
1.4 (b) and (d). 


1. (C) SUMMARY: Local Baghdad contacts engaged in 
neighborhood-level reconciliation efforts suggest an approach 
based on tribal customs and religious leaders to resolve 
sectarian conflicts. The U.S. Institute for Peace (USIP) 
coordinates an ongoing series of briefings with Baghdad 
residents for the PRT, the Embassy Political Section and the 
Embassy Legal Advisor. USIP arranged for PRT and EmbassyOffs 
met with two out-of-work but trained security guards from the 
Al-Furat neighborhood on 4 January: a Sunni named Jamal 
Rubaie and a ShiVa named Ali (LNU), who are fast friends and 
whose families attempt to resolve sectarian conflicts in 

their neighborhood. The group also met on 6 January with a 
young ShiVa Imam, Sheikh Ayad Jafar Al-Ougabi of the Al Rasul 
Mosque in Baghdad\'s Zafariniya neighborhood and a member of 
the Karada District Advisory Council (DAC). The Sheikh 
described his outreach efforts to the Sunni Ali Al-Adem 

Mosque which he believes have led to better relations between 
Sunni and ShiVa in that part of Zafariniya. Sheikh Ayad 
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espouses forming neighborhood-block committees with Sunni and 
ShiVa members charged with working out solutions to specific 
incidents of sectarian conflict at the grassroots level. END 
SUMMARY. 


2. (U) Ali, a ShiVa from Al-Furat in his early thirties, told 

the PRT and EmbassyOffs that people are unable to work or \"go 
on with things as they are\" because they are afraid of being 
kidnapped or killed. Sectarian tension in the neighborhood 
was due to rocket and mortar attacks, shootings and 
abductions perpetrated by insurgents and militia. Regular 
people, he pointed out, do not have a problem with one 
another if they are not spurred by sectarian violence. Ali\'s 
father-in-law is a Sunni tribal sheikh who works to deflect 
tensions in the neighborhood by bringing families together to 
resolve conflicts and seek compensation without retaliation. 
Ali stated that his father-in-law is respected as a sheikh 

and considered a \"big guy\" by his community, and therefore he 
has credibility when he urges restraint. Both Ali and his 

Sunni friend, Jamal, believe that \"old men\" are able to go 

into neighboring blocks or streets dominated by the opposite 
sect and engage that community\'s elders in dialogue in a way 
that yo 

unger men cannot do safely. Both asserted that tribal Sunni 
sheikhs can take advantage of past relationships or 
connections to their ShiVa counterparts, or vice versa, who 
can vouch for one another in order to broker solutions. They 
were hard-pressed, however, to cite specific examples of what 
such solutions might entail. 


3. (C) Sheikh Ayad Al-Ougabi, a member of the now disbanded 
Baghdad City Council, described his outreach efforts to the 
Sumni Ali al Adem Mosque which have led to better relations 
between Sunni and ShiVa in that part of Zafariniya. He 
reached out to a cleric of the Sunni mosque and urged him to 
agree to allow residents of either sect to pray in whichever 
mosque was closer to their homes in order to decrease the 
risk of traveling back and forth. This agreement, and the 
result of Sunni and ShiVa praying together, began to build 
bridges between Sunni and ShiVa residents of Zafariniya. He 
also said that he helped organize residents of one block to 
establish civilian street checkpoints with both Sunni and 
ShiVa volunteers, and that they would only allow through 
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people who were known by fellow residents. In one instance, 
a checkpoint alerted residents about seven vehicles carrying 
people who appeared poised to conduct an attack; residents 
quickly shared the information and monitored the vehicles 
until they left the neighborhood. Sheikh Ayad cites these 
efforts as examples of what can happen if people take a risk 
to work together. He claims that people are not fleeing from 
the neighborhood as they are from many other sections in 
Baghdad and that both Sunni and ShiVa who have fled other 
areas seek refuge there. 


4. (C) Sheikh Ayad espouses forming neighborhood-block 
committees with Sunni and ShiVa members charged with working 
out solutions to specific incidents of sectarian conflict at 

the grassroots level. These committees would monitor the 
situation on their streets and try to deflect tensions 
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between residents. They would also reach out to survivors 
and families of victims of terrorist attacks to make sure 
they feel cared for and to mitigate any desire for revenge. 
The committees would hear complaints from residents and 
attempt to work with neighboring committees to resolve 
differences and defuse tensions. The committees would be 
comprised of moderate clerics and tribal elders. 


5. (C) The common themes of Sheikh Ayad\'s committees and the 
conflict resolution tactics espoused by Ali and Jamal are 

their reliance on religious and tribal leaders and the 

absence of government institutions. It is unclear, for 

example, how the neighborhood-block committees would work 
with the DACs or even the more local Neighborhood Advisory 
Councils (NACs), if they would at all. The DACs and NACs 
ideally function as a clearinghouse for residents to express 
concerns that ultimately reach the provincial government, and 
also as service providers that distribute cooking gas, water 

and other provisions supplied by the government to the 
residents. Sheikh Ayad is a DAC member himself, but he sees 
the council\'s role largely as essential service providers and 

its dealings with the Provincial Council as mostly 
project-related. Ali and Jamal suggested that average people 
either don\'t trust the DACs or don\'t understand their 

purpose, and are therefore more likely to take their problems 
to a sheikh or an imam. 
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6. (C) Ali and Jamal are unable to clearly articulate what 
specific solutions tribal sheikhs would be able to broker 
between aggrieved parties or how they would reach any 
agreement. Sheikh Ayad is much more thoughtful and lays out 
a clear structure, but he is similarly unable to explain how 
local committees would interact with one another or what 
types of compromises they might reach. It is difficult to 

see what difference they might make throughout Baghdad but 
they could have a positive small-scale effect. The most 
telling aspect of both meetings was the strongly-held belief 

of all three that traditional methods of brokering solutions 
between tribal elders or religious leaders is the most likely 

to be successful method of resolving conflict in Baghdad. 
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SUBJECT: PRESIDENT ALIYEV, A/S LOWENKRON AGREE TO ESTABLISH 
A PERMANENT DEMOCRACY DIALOGUE 


Classified By: CDA Jason P. Hyland, Reasons 1.4 (b,d). 


1. (C) SUMMARY: President Aliyev told Assistant Secretary 
for Democracy, Human Rights and Labor Barry Lowenkron on 
December 18 that the US and Azerbaijan need a permanent 
dialogue, every two months," in which we can address openly 
and frankly issues related to Azerbaijan\'s democratic 
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development. Aliyev agreed with A/S Lowenkron\'s suggestion 
that Foreign Minister Mammadyarov head the Azerbaijani side 
and asked Mammadyarov to travel to the US as early as 
February. Underscoring Azerbaijan\'s commitment to 
Euro-Atlantic values and integration and the coincidence of 

US and Azerbaijani goals in the bilateral relationship, 

including democracy, Aliyev argued that Azerbaijan is 

unfairly held to a higher standard than others in the region. 
Aliyev also said that with US and Turkish support, it will 

not be difficult for Azerbaijan to join NATO, but this step 

must be taken when \"the time is right\" and in a way that 
minimizes risks of a negative reaction from Azerbaijan\'s 
neighbors. Aliyev outlined for Lowenkron his desire to be 
remembered as a leader who made Azerbaijan a modern nation, 
politically and economically. He opposed any decision to 

sign into law pending US legislation to block USG financing 

for a new regional railroad, and again urged greater US 
commercial engagement in Azerbaijan\'s development projects. 
END SUMMARY. 


2. (C) After an introductory meeting in his office on 

December 18 (septel), President Aliyev hosted a dinner for 
Assistant Secretary Lowenkron. The Ambassador and Foreign 
Minister Mammadyarov attended. 


Dialogue on Democracy 


3. (C) Pointing to the framework Azerbaijan is putting in 

place for democratic development, A/S Lowenkron asked Aliyev 
how we can work together going forward on this key element in 
the bilateral relationship. Aliyev replied that we need \"a 
permanent dialogue, conversation, consultation.\" This 
approach \"completely fits with our agenda - for us it is also 
one of the goals of development. We want Azerbaijan to be 
modern. We have the opportunity\" to achieve this goal with 
Azerbaijan\'s new oil wealth. Aliyev said that he has visited 

the US, Europe, Asia and the Muslim world. \" see where the 
success stories are - some say Azerbaijan has oil wealth and 
that\'s enough, but we need modernity in everything, in 

political development, in economic development, for the 
people to be proud,\" Aliyev said. Aliyev pointed to his 
programs to send Azerbaijani students abroad and to provide 
internet access in all schools in Azerbaijan to ensure wide 
access to information as two key steps to develop Azerbaijan 
as a modern nation. 


4. (C) Aliyev said that general modernization of the country, 
the building of roads, bridges, hospitals and schools, is key 
for the Azerbaijani people after centuries of being deprived 
of their right to enjoy the benefits of Azerbaijan\'s oil 
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wealth - wealth which was \"barbarically extracted by the USSR 
leaving behind great environmental damage.\" In seeking to 
modernize the country economically, it is impossible to avoid 
political modernization, Aliyev said. \"When my term ends, | 
want to tell my people | achieved modernization.\" 


5. (C) Underscoring again that the US and Azerbaijan should 
engage in regular dialogue on Azerbaijan\'s political 
development -- \"we need that, we would like that to be more 
intensified\" -- Aliyev argued that Azerbaijan is one of the 
\"best\" in the region. Democratic development in Azerbaijan, 
he stated, \"is not behind Georgia -- Georgia has arrested and 
put oppositionists in prison -- but there is a perception 

that Georgia is the showroom for democracy. In fact, we and 
Georgia talk more or less the same language.\" Aliyev noted 
that perceptions of Azerbaijan are tinged due to the facts 

that it is a Muslim country, an oil-rich state, and that he 
succeeded his father. Misperceptions of Azerbaijan are 
fueled by the efforts of the Armenian lobby working against 
Azerbaijani interests in the US, the EU and Russia, Aliyev 
said. The more successful Azerbaijan is, \"the more they 
fight, very often the strikes are coming from them,\" he said. 
Perceptions put Azerbaijan in the worst position, but \"look 

at the South Caucasus, compare us to our neighbors, 
Azerbaijan is surrounded by not very progressive states like 
Russia, Iran, Kazakhstan, and Armenia. Sometimes it seems 
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like we should be Sweden, while everyone else can be what 
they are.\" 


6. (C) Aliyev agreed with A/S Lowenkron that we need a forum 
in which to raise difficult issues on democracy and human 
rights frankly, saying that it is very important that the US 

and Azerbaijan \"have a really open and candid dialogue, to 
exchange views, discuss and send messages.Y Azerbaijan is 
not perfect, Aliyev acknowledged. \"We make mistakes, 
sometimes we must admit it is our fault, sometimes it is 
historical.\" He suggested that it would be good to continue a 
\"permanent dialogue every two months,\" underscoring that \"our 
goals coincide 100 percent.\" Aliyev agreed with Assistant 
Secretary Lowenkron\'s suggestion that Foreign Minister 
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Mammadyarov head the dialogue on the Azerbaijani side and 
said Mammadyarov should travel to the US as early as 
February. 


7. (C) Aliyev noted that Azerbaijan engages in regular 
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interaction with other important partners including Turkey, 
Georgia and Russia, with visits every month at the 

ministerial level. Lamenting that he had tried 

unsuccessfully some years ago to engage the EU - which \"just 
woke up to, and now understands\" Azerbaijan\'s importance - 
he emphasized that in contrast, he has seen the US as a key 
partner since he spent almost two months in Houston in the 
summer of 2001 to finalize the agreement on the BTC. \"Our 
goals coincide on energy, security and even the most 

difficult subject, democracy,\" Aliyev reiterated. Foreign 
Minister Mammadyarov interjected that while our goals and 
strategy coincide, it is sometimes difficult for Azerbaijan 

to see clearly how to implement democratic change. There may 
be steps that Azerbaijan should take and does not, and \"these 
we should discuss openly and frankly with a minimum of 
diplomacy,\" he said. \"Sometimes we are criticized and we 
don\'t know why.\" 


8. (C) Assistant Secretary Lowenkron pointed to the 

particular importance of regular and serious bilateral 
engagement on human rights and democracy given continuing USG 
concern with respect to due process for those imprisoned, as 
evidenced by Senator McCain\'s recent letter regarding several 
high-profile cases. Noting that he has met and has great 
respect for Senator McCain, Aliyev said he does not 
understand and regrets the Senator\'s involvement. He 
recalled past instances in which some senior USG officials 
had congratulated him on electoral successes privately, while 
others, including Senator McCain, the Embassy and the State 
Department, had levied criticism in the press and in public 
statements. These experiences were \"a great shock and very 
painful.\" Aliyev concluded that \"we need more contacts, and 
more information on what\'s happening here, to avoid such 
misunderstandings in the future.\" 


9. (C) Aliyev agreed that human rights is a key element of 
development but in Azerbaijan, the issue \"seems monopolized 
by NGOs and the opposition, and by NGOs that are used by the 
opposition as \'branches\',\" Aliyev said. Civil society in 
Azerbaijan is still very weak. Opposition-related NGOs get 
grants and treat them like a business, sharing the funding 

with the opposition parties, often \"fighting over who got 

what,\" Aliyev alleged. 


NATO 


10. (C) Aliyev told Lowenkron that he believes Azerbaijan 
would have a good chance of joining NATO with the support of 
Turkey and the US. Georgia has declared its intention to 

join publicly, but does not enjoy the same degree of support. 
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It \"will not be difficult" for Azerbaijan to join NATO, but 

Vit should be done at the right time," Aliyev noted. Just as 
with the Baku-Tblisi-Ceyhan and Baku-Tblisi-Erzerum 
pipelines, Azerbaijan must move \"consistently, but minimizing 
risks,\" to achieve its objective. In the case of the 

pipelines, Azerbaijan\'s \"neighbors did not realize\" until the 
projects were well underway what the implications were. This 
was because Azerbaijan pursued these projects with \"no 
political agenda,\" in a \"very businesslike\" manner. 


Russia 


11. (C) Russia is \"very stupidly trying to use gas and 
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migrants against us,\" Aliyev said. By next year, he averred, 
Azerbaijan will have developed its own gas resources and 
Russia will no longer have leverage through gas and in four 
to five years, as Azerbaijan develops economically, Russia 
will no longer have leverage through migrants -- \"Russian 
migrants will be coming here.\" In response to A/S 
Lowenkron\'s comments on Putin\'s \"managed democracy,\" Aliyev 
said that Putin \"really believes - he has told me many times 

- that the US overthrew Shevardnadze, your closest friend.\" 
For countries like Azerbaijan from the former Soviet empire, 

it is very important to see a fair, just approach on the part 

of its international partners. Putin says the West has 

double standards, but so does Russia, in Aliyev\'s view. 
Russia installed a puppet regime in Chechnya so it could 
claim and react to \"terrorism.\" \"We lose confidence when we 
see\" such actions, Aliyev said. Azerbaijan is not a big 
country and so must always be alert for when and from where 
danger may come. Russia has been re-establishing its 
position over the past two years in Central Asia -- in 
Uzbekistan, Kyrgyzstan and Kazakhstan. Kyrgyzstan was a 
\"Russian orchestrated change of President, there is a 100 
percent Russian President now.\" 


12. (C) Aliyev opined that Cuba, as a poor and completely 
totalitarian country, could change dramatically overnight 

just as the USSR did under Gorbachev. \"He opened a small 
window, and a big river that he could not control\" came in. 
Aliyev said that Azerbaijan considers Gorbachev \"a criminal\" 
for sending troops to kill Azerbaijanis and for his support 

for separating N-K, which ultimately led to the USSR\'s 
collapse. Azerbaijanis had a unique experience living under 
the Soviet system and even for young people today the Soviet 
mentality that the State \"owes you, is obliged to care for 
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you." lingers. 


Azerbaijan\'s Development 


13. (C) Aliyev outlined for A/S Lowenkron his intention to 

create an American-style university in Azerbaijan to provide 

the education, research and think-tank capacity the country 
currently lacks. Government decision-making at present is 

\"by intuition\" in the absence of policy and decision making 
capacity and process, Aliyev said, adding that \"the US style 

of decision-making is the best." Mammadyarov added that the 
goal is to create a new generation that understands 

government as government, and business as business, and how 
to separate the two. 


14. (C) Aliyev said it is important to create the think tank, 
social and university infrastructure, and the modern 
services and facilities, to support a standard of living that 
will allow Baku to develop as a center for regional 
researchers. In the past Azerbaijanis would go to Turkey. 
Now, \"we need to create such a country that our children 
will never think of going to live somewhere else and the 
Turks will come here. We are working on that - we already 
see the first signs.\" Azerbaijan is a multi-ethnic and 
multi-religious society. \"We want to protec and stimulate\" 
this identity and are \"working o preserving this spirit,\" 
Aliyev said. 


15. (C Stating that \"Azerbaijan is the only real secular 
country in the Muslim world with a predominantly uslim 
population," Aliyev said that Azerbaijan\'s secular identity 

is not an issue with other Muslim countries, even with Saudi 
Arabia. Once Iranian President Ahmadinejad had tried to 
raise the issue with him; \"| said, the Jews are our 

brothers,\" Aliyev noted, adding that \"it is very important to 

be straightforward\" with the Iranians. Aliyev said he does 

not allow Islamic sects to put money into building mosques in 
Azerbaijan (\"there is a danger of Wahabbism from there\") 
but he has financed from the state budget the building of 
some mosques and the provision of headquarters for the Sheikh 
who heads the Caucuses Muslim board. He said that it would 
be better to build schools from the perspective of the 
development of the country. In Azerbaijan\'s southern 
regions, near the border with Iran, Aliyev said he instructs 

his officials to help with \"concerts, discos, pop performers 
from Baku to orient people to these values, not elsewhere.\" 


Railroad 
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16. (C) Aliyev said he understands there is legislation 
awaiting the President\'s signature to block USG financing for 
the Kars-Akhalkalaki-Baku railroad. He said he does not 
understand how the US could support the BTC pipeline and 
oppose the railroad. If Armenia liberates the occupied 
territories, it can participate in the project. Azerbaijan 

has provided a $200 million loan to Georgia to support the 
railroad. If the President decides to sign this legislation, 

it will mean the US is supporting Armenian interests over 
Azerbaijan\'s and Turkey\'s interests and this will be a 
\"painful political decision.\" 


US Commercial Engagement 


17. (C) Aliyev renewed his plea for more US commercial 
engagement in Azerbaijan, especially investors and service 
providers in connection with Azerbaijan\'s major industrial 
development program to be financed by the new State 
Investment Company. Through this company, foreign companies, 
including SMEs can participate in projects to be financed by 

the state budget. The French are very active in sanitation 

and the Chinese in water projects. Azerbaijan is building 

ten new hospitals in the regions, with plans to build up to 

50 in the next three years. Siemens recently beat General 
Electric on a project in Nakhchivan because of its presence 

in Azerbaijan. Aliyev recalled that State Department 

Commercial and Business Advisor Frank Mermoud had offered to 
help engage the National Association of Manufacturers\' 

interest in Azerbaijan and said he would be interested in 

following up. 


Comment 


18. (C) A/S Lowenkron\'s two separate extended talks with 
President Aliyev (septel) indicate that he can \"talk the 

talk\" when it comes to what Azerbaijan needs to do in the 
coming years to successfully transition to a viable 
market-based democracy, with the main question being one of 
whether he Vwalks the walk\" on implementation. We will work 
closely with Washington to make optimal use of Aliyev\'s call 
for increased US dialogue on democracy. 


19. (U) A/S Lowenkron cleared this message. 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, EC 

SUBJECT: CORREA INAUGURATION: PRESIDENTS OF IRAN AND 
POLISARIO FRONT EXPECTED 


1. (U) Summary: Nine chiefs of state will reportedly attend 

the inauguration of Rafael Correa as Ecuador\'s president on 
January 14-15, including Iranian president Mahmoud 
Ahmadinejad and Mohammed Abdelaziz, president of the Sahrawi 
Arab Democratic Republic, or Polisario Front of Western 

Sahara. The Colombian Embassy tells us that no decision has 
yet been confirmed with respect to the attendance of 

President Uribe. End Summary. 


2. (SBU) Invitations were sent to all heads of state by 
outgoing president Alfredo Palacio, presumably including Iran 
and the Sahrawi Arab Democratic Republic. 


3. (SBU) Press report the following heads of state have 
confirmed their attendance at the January 14-15 ceremonies. 


-- Venezuela: Pres. Hugo Chavez 
-- Chile: Pres. Michelle Bachelet 
-- Bolivia: Pres. Evo Morales 

-- Paraguay: Pres. Nicanor Duarte 
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-- Brazil: Pres. Luiz \"Lula\" da Silva 

-- Peru: Pres. Alan Garcia 

-- Argentina: Pres. Nestor Kirchner 

-- lran: Pres. Mahmoud Ahmadinejad 

-- Western Sahara: Pres. Mohammed Abdelaziz 


4. (SBU) Other confirmed attendees include OAS SecGen Jose 
Miguel Insulza, ministers from Italy, Korea, Netherlands, 
Belgium, Syria, China, and the Holy See. Denmark, 
Switzerland, Sweden, Greece, Turkey, Australia, Austria, 
Canada and Ukraine will be represented by ambassadors. 


5. (SBU) Ecuador recognized the Sahrawi Arab Democratic 
Republic on November 14, 1983; withdrew recognition during 
the government of President Lucio Gutierrez on June 19, 2004; 
and renewed its recognition during the government of 
President Palacio on February 8, 2006. 


6. (SBU) The Ahmadinejad visit would be the first by a 
president of Iran to Ecuador, and follows a visit in 2005 by 
Iran's VFM for Europe and the Americas, Said Jalili, in 
October 2005. 
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Ref: 2006 Adana 244 


1. (SBU) A recent visit to the thriving central Anatolian city of 
Kayseri showed the potential for expanding the geographical base of 
U.S.-Turkey trade beyond the megalopolis of Istanbul and how 
economic stability and openness are spreading growth in Turkey\'s 
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regional cities, creating opportunities for entrepreneurs, and 
expanding prosperity. Kayseri has a long entrepreneurial history, 

but had mostly been known for the businesspeople it exported to 

other Turkish cities, especially Istanbul and Adana. The Sabanci 
family, which owns the country's second largest industrial group, is 
the most prominent example. Other Kayserians who made a name for 
themselves elsewhere include Rifat Hisarciklioglu, the head of the 
national business federation TOBB, and economist turned politician 
Foreign Minister Abdullah Gul. 


2. (SBU) Over the past decade, however, Kayseri\'s entrepreneurs 
have begun staying put and investing and growing at home. Meeting 
with economic and commercial officers in December, Kayseri\'s 
business leaders attributed their success to traditional values of 
religion, work and family. Kayseri\'s success in combining 
traditional values and business acumen was also highlighted in a 
January 2006 report by the European Stability Initiative called 
\"Islamic Calvinists\" (http://www.esiweb.org). But the business 
leaders also emphasized that the business-friendly policies of the 
AKP government, particularly monetary stability following decades of 
high and volatile inflation, have made it possible for them to plan 

for the future and expand through investment. Board members who 
produce in the textile, home appliance, food processing and 
furniture sectors for the domestic market and export told us they 

can no longer finance their companies\' growth out of their family or 
local resources. They are increasingly turning to Istanbul banks 

and financial markets for funding, something that would have been 
unthinkable just a few years ago. 


3. (SBU) Since the 2001 financial crisis through 2006, exports 
from Kayseri more than doubled, from $327 million to over $700 
million and the number of export oriented firms increased from 342 
to 572. The Boydak Group, headed by Mustafa Boydak, who is also 
chairman of the Chamber of Industry, is an example of the city\'s 
success. The company has grown beyond its roots in the local 
textile industry to furniture production and higher tech industries 

like making fiber optic cable. Boydak said he has made two 
investments in the United States, in small companies in Florida and 
New Jersey. He is selling the cables in Central America. Other 
successful companies are producing bedding and home textiles, medium 
and high-quality furniture, and small appliances. The head of 
another company told us that in addition to his Kayseri factories, 

he had purchased factories in Algeria and Russia. 


4. (SBU) Chamber members told us that this growth has led to a 
shortage of both skilled and unskilled labor in the city, which has 

a population of over 600,000. (This contrasts with an official 
unemployment rate of 9%, which the businessmen said must be wrong.) 
The panorama from the roof of the Chamber of Industry shows the 
physical impact of the city\'s transformation. Former agricultural 

fields are covered with new housing development, and a busy downtown 
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bisected by broad boulevards was covered in winter smog. Located at 
the base of snow-covered 3000 meter Mount Erciyes and close to the 
historical region of Cappadocia, the Chamber leaders also envision 
the city\'s future as a tourism destination. The region is known for 

its foods, especially a cured-beef called pastirma, local cheese, 

and a ravioli-like dish called manti, as well as fruits and 

vegetables and even wine. 


5. (SBU) About 65 representatives of Kayseri\'s business community 
turned out for a presentation by visiting Exim Bank regional 

officer. They asked sharp, business-oriented questions, and stayed 
afterwards to pepper the Exim officer with specific questions 

related to their own business problems. lt seems likely that some 
new business for Exim may result. This was a follow-up to the July 
seminar on doing business with the United States that was 
co-sponsored by the U.S. Chamber of Commerce and the Turkish 
national business federation TOBB, and financed in part by USAID. 
As in the other regional cities in which the seminar was held 
(Gaziantep, Ankara, and Izmir), Kayseri businesspeople were very 
interested in doing business with U.S. companies (both for import 
and export), but had little knowledge about how U.S. markets work. 
As knowledge spreads, and if good economic policies and regional 
growth continue, trade with Turkey\'s regions promises to be an 
important source of growth in overall U.S.-Turkey trade. 


6. (SBU) Comment: Kayseri is not alone in its dramatic 
transformation as a commercial center. Like the success of the 
Southeastern city of Gaziantep (reftel), Kayseri shows what Turkish 
entrepreneurship can accomplish when government provides a stable 
framework for growth and then gets out of the way and lets companies 
and businesspeople do their jobs. The growth of small and 
medium-sized business in cities like Kayseri will help Turkey grow 
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out of its employment problems and vast income disparities and ease 
the transition from an antiquated agricultural sector that currently 
accounts for 27% of the workforce. But this will not happen if the 
sound monetary and fiscal policies implemented by the AKP government 
since 2003 with the support of the IMF do not continue. 

Furthermore, the World Bank and OECD argue that economic growth 
cannot be sustained and spread unless there are deeper reforms, 
including in the education and judicial sectors. Such reforms take 
time and demand political will. That\'s why this year's elections 

are so critical for Turkey\'s economic, as much as its political 

future. More to follow. 
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Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C/NF) Madam Secretary: Embassy Kuwait warmly welcomes 
your visit. In addition to your meeting with the GCC 2 

Foreign Ministers, hosted by Kuwaiti FM Shaykh Dr. Mohammed 
Al-Salem Al-Sabah, you will likely have separate bilateral 
meetings with Amir Shaykh Sabah Al-Ahmed Al-Sabah and Prime 
Minister Shaykh Nasser Mohammed Al-Ahmed Al-Sabah. Your 
visit presents an opportunity to reassure the Kuwaiti 

leadership of the U.S. commitment to its unique strategic 
relationship with Kuwait, outline U.S. policy on regional 

issues, and praise Kuwait\'s democratic development. 


A Watershed Year 


2. (SBU) 2006 was a watershed year in Kuwait\'s democratic 
development. In January 2006, following the death of 

long-time Amir Shaykh Jaber Al-Ahmed Al-Sabah, former Prime 
Minister Shaykh Sabah Al-Ahmed Al-Sabah became Amir through a 
constitutional process in which Parliament played a prominent 
role. In March, Parliament passed a new press and 
publications law that removed a ban on licensing new dailies. 

In May, the Constitutional Court revoked a 1979 law 

restricting public gatherings. Later that month, after 

reaching an impasse with pro-reform parliamentarians over 
electoral reform, the Amir exercised his constitutional right 

to dissolve Parliament and called new elections for June. 
Women participated in the elections both as candidates and 
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voters for the first time in Kuwait\'s history. Pro-reform 
candidates won a landslide victory, capturing a majority of 
seats in the 65-member Parliament, thanks in part to the 
support of a grassroots movement that emerged spontaneously 
in support of electoral reform. Confronted with this clear 

signal on the need for reform, the Prime Minister excluded 

two ministers accused of corruption from the new Cabinet and 
supported electoral reform legislation, which was passed in 
July. Pro-reform, opposition MPs formed a new 34-member 
Reform Bloc in October and agreed to pursue a common 
legislative agenda, focusing primarily on fighting corruption 

and implementing reforms. However, tensions among opposition 
MPs persist and cooperation has been inconsistent. 


Transformational Diplomacy at Work 


3. (C/NF) The Embassy actively supported these changes 
through MEPI projects, international visitor programs, and 
educational exchanges. When elections were unexpectedly 
called in June, MEPI grant recipients successfully shifted 

their projects to provide training to journalists covering 

the elections and logistical and strategic support to female 
voters and candidates. MEPI funds also paid for a successful 
ad campaign to encourage women to vote, which may have been 
partly responsible for the 58% female voter turn out. 

Virtually all of the 27 female candidates in the elections 
participated at some point in a MEPI-funded program designed 
to strengthen the role played by women in Kuwait. 
Representatives from the National Democratic Institute (NDI), 
which implemented many of these projects in close 
coordination with the Embassy, returned to Kuwait in 
September and again in December to assess the projects\' 
impact and devise a strategy to effectively use remaining 

MEPI funds. The Embassy also promotes civil society 
development, youth activism, and women\'s leadership through 
the MEPI Small Grants Program, which it hopes to expand to 
provide additional leadership, advocacy, and public relations 
training in FY2007. 


Government-Parliament Tensions 


4. (C/NF) Tensions between the Government and opposition MPs 
have increased since Parliament reconvened on October 30. 
Opposition MPs successfully pressured the Minister of 

Information to resign in December, giving rise to speculation 

that the Prime Minister would replace other controversial 

ministers to appease the increasingly assertive Parliament. 
Kuwaitis reacted strongly to rumors that surfaced in November 
that the Amir was considering dissolving Parliament again, 
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this time unconstitutionally for a period of up to three 

years. While it now seems unlikely the Amir will make such a 
move, it indicates the leadership\'s frustration with 

Parliament\'s lack of cooperation and virulent criticism of 

the Government. Many Kuwaitis are fed up with the Government 
and Parliament and criticize both for failing to pass 

important legislation and implement much-needed reforms, 
particularly given the difficult regional environment. 
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Iraq: Relations Improving, But Kuwaitis Remain Wary 


5. (C/NF) Kuwait and Iraq are slowly rebuilding their 
diplomatic and economic relationship. Kuwait was one of the 
first governments to congratulate Iraq on the formation of 

its new government. Kuwait has informally selected an 
Ambassador to Iraq but has said it will wait for Iraq to 

appoint an ambassador to Kuwait before announcing its own 
appointment. The Iraqi Embassy in Kuwait opened in July and 
is headed by a charge dVaffaires. A number of high-level 

Iraqi visitors have come to Kuwait recently, including Prime 
Minister Nuri Al-Maliki in July. In October, Kuwait hosted 

an Iraq Compact meeting, which an Iraqi delegation headed by 
Deputy PM Barham Salih attended. The two countries recently 
held talks on border and security issues and agreed to a 

joint mechanism to address border security incidents and 
maritime border protocol issues. They also began discussions 
about shared oil fields, and agreed to develop technical 
proposals. 


6. (C/NF) Kuwait has pledged substantial financial aid to 
Iraq. Iraq owes Kuwait approximately $11 billion in pre-Gulf 
War debt. While Kuwait has agreed in principle to meet the 
Paris Club commitment of 80% debt reduction, the necessary 
legislative approval for debt relief is fraught with 

political obstacles that for now the GOK does not want to 
tackle. The Amir will tell you that the GOK is making no 
effort to collect the debt. Since the Madrid Conference, 
Kuwait has also committed more than $575 million in aid to 
Iraq, in the form of $135 million in grants and $440 million 
in soft loans. Little assistance has been disbursed so far, 
however, due to difficulties in identifying implementers on 
the lraqi side and ineffective prioritizing on the part of 

the GOI. 


7. (C/NF) Despite the improvement in bilateral relations, 
Kuwaitis are increasingly concerned about the potential for 
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instability in Iraq to spill over into Kuwait. Many Kuwaitis 
fear that if Iraq descends into chaos Iran will have 

increased ability to create mischief and thousands of 
refugees might cross Kuwait\'s border. A series of border 
incidents in late-2006, possibly connected to Jaysh al-Mahdi, 
have stoked these fears. In general, Kuwaitis do not express 
concern about the possibility of a ShiVa-controlled Iraqi 
government or even a federal solution that creates an 
autonomous ShiVa entity in southern Iraq, as long as there is 
stability. Kuwaiti officials have told EmbOffs and 

high-level U.S. visitors that Iranian meddling in Iraq is a 
significant problem for lraq\'s stability, and have urged the 
U.S. not to abandon Iraq\'s Sunnis. The Kuwaiti leadership 
has also expressed concern that the recent Congressional 
shift in the U.S. could lead to a precipitous withdrawal or 
other abrupt changes in U.S. policy. 


Kuwaiti Support for U.S. Operations in Iraq 


8. (C/NF) Kuwait remains extremely supportive of U.S. 
military operations in Iraq, hosting at various times between 
20-50,000 U.S. troops and military contractors. Virtually 

all U.S. forces going to Iraq pass through Kuwait. Kuwait 
support for Operation Iraqi Freedom also includes waived 
customs and port fees; taxes and licensing fees; virtually 
unlimited use of six military bases; and more than one 
billion dollars per year of in-kind assistance to U.S. troops 
present here. Unique among all our Gulf friends, Kuwait 
provides fuel at a substantial discount for MNF-I use. U.S. 
forces in Kuwait under the Defense Cooperation Agreement 
receive fuel and all other support from the GOK at no charge 
to the USG. 


Iran: Kuwait Walking a Fine Line 


9. (C/NF) Kuwait walks a fine line with its large neighbor 
across the Gulf, maintaining economic and commercial ties but 
remaining wary on the political front. Privately, Kuwait\'s 
leadership expresses concern about Iran and its intentions in 
the region. However, Kuwait has been reluctant to take a 
clear public stand against Iran. Kuwaitis often couch their 
fears of Iran\'s nuclear program in environmental terms, 
highlighting Kuwait\'s close proximity to the Bushehr nuclear 
reactor and the potential consequences of an accident at the 
facility. The Foreign Minister dismisses the threat of a 

nuclear weapons-armed Iran, noting that Iran could do 
enormous damage to Kuwait with its current stock of 
conventional weapons. Kuwaitis see a strong Gulf Cooperation 
Council (GCC) stand towards Iran as crucial and complain that 
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the GCC still has not taken a unified position. However, 
Kuwait is unlikely to take a leading role in helping develop 
GCC unity. Kuwait\'s cautious approach towards Iran was 
demonstrated this past October when Iranian pressure caused 
it to pull out of its scheduled observation of the 

Proliferation Security Initiative (PSI) Leading Edge exercise 
in Bahrain. Kuwait sees a unified U.S.-E.U. position and a 
unified P-5 as a key element to keeping Iran in check. 
Kuwaiti officials have privately counseled against U.S. 
engagement with Iran. Kuwait has responded positively, but 
slowly to participation in the Gulf Security Dialogue. 


Lebanon: Strong Support for PM Siniora 


10. (C/NF) Kuwait strongly supports the government of Prime 
Minister Siniora in Lebanon. In August, after the 
Israel-Hizballah conflict, the Kuwaiti government deposited 
$500 million in the Lebanese Central Bank to assist in 
reconstruction and bolster PM Siniora\'s government. Kuwait 
is also forging ahead with plans to allocate the $300 million 
pledged to the GOL this summer, though the money still 
requires Parliament approval. The Kuwaiti leadership is 
concerned about Hizballah ascendancy and the potential for 
further domestic unrest in Lebanon. 


The Israeli-Palestinian Conflict: More U.S. Effort Needed 


11. (C/NF) While praising the Road Map and President Bush\'s 
calls for a two-state solution to the Israeli-Palestinian 

conflict, the Kuwaiti leadership has repeatedly urged the 
U.S. to do more to restart the Middle East peace process, in 
part to counter Iranian influence and intervention in the 
region. Kuwait supports Palestinian efforts to form a 
national unity government, but Kuwaiti officials argue it is 
very difficult for Kuwait to get directly involved in this 
process. Kuwait has provided more than $130 million in 
direct budget assistance to the Palestinian government since 
2002. Kuwait also sent more than $80 million in aid to the 
Palestinians in the latter half of 2006. According to 

Kuwaiti officials, Kuwait has gone to great lengths to ensure 
these funds do not fall into the hands of Hamas. 


Yemen: $200 Million to Prevent Destabilization 


Column 3 

12. (C/NF) During the November 15 Yemen Donors Conference in 
London, the GOK pledged $200 million in loans to Yemen to be 
distributed over five years. The Amir and Foreign Minister 

told APHSCT Frances Townsend they hoped these funds would 
help stabilize the situation in Yemen and prevent weapons 
smuggling. The Amir added, however, that Kuwait still 

strongly opposed Yemen\'s inclusion in the GCC. Kuwaiti 
officials have also expressed concern about the situation in 
Somalia and Sudan, but choose to address these issues through 
regional organizations, such as the GCC and the Arab League. 


Critical Energy Infrastructure Security 


13. (C/NF) Following the thwarted attack in February at the 
Abqaiq oil complex in Saudi Arabia and more recent Al-Qaeda 
threats regarding oil infrastructure in Gulf countries, 

security at critical energy infrastructure sites has become a 
higher priority, receiving close attention from the highest 
levels of the Kuwaiti government. The Kuwaitis have hired 
private-sector security contractors to conduct numerous 
assessments of the physical security of critical energy 
facilities. Significant enhancements have been implemented 
in recent months and new organizational bodies have been 
established to oversee oil security. Despite this progress, 
significant vulnerabilities remain, including vulnerability 

to attack from the sea and poor dissemination of relevant, 
actionable intelligence. In recent meetings with U.S. 
officials, Kuwaiti leaders have expressed the desire to 
cooperate with the USG to enhance Kuwait\'s energy 
infrastructure security. 


Guantanamo Detainees, Student Visas, and TIP 


14. (C/NF) Of the eight Guantanamo detainees released to 
Kuwait, six were tried in Kuwaiti courts and found not 

guilty. The Government is appealing five of the verdicts. 

The other two, released to Kuwaiti custody in September, are 
in detention pending investigation. Four Kuwaitis still 

remain in U.S. custody at Guantanamo. Isolated problems with 
student visas (septel), despite considerable improvement in 
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visa procedures, is one other bilateral issue that continues 
to be a minor source of friction. In 2006, Kuwait improved 
its Trafficking in Persons (TIP) ranking from Tier 3 to Tier 

2 Watchlist. While it has made progress in some areas, the 
GOK still needs to increase the number of prosecutions for 
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TIP-related crimes, strengthen anti-TIP legislation, and 
establish a shelter for domestic workers. 


Overview of Embassy Kuwait 


15. (U) Embassy Kuwait staff consist of 78 State Department 
American employees, 143 other agency Americans, and 340 
local-hire staff. Other agencies at post include the 
Department of Homeland Security (Customs), the Foreign 
Commercial Service, the Department of Transportation, and 
nine Department of Defense components. The State cadre of 
the Embassy has grown almost 63% in the last five years. 
Local staff, who come from 19 different countries, have 
increased 35% in the same time period. This growth is a 
direct result of the increased role for the bilateral mission 

due to Kuwait\'s strategic location and support of U.S. 

efforts in Iraq. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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1. (SBU) The Awami League (AL) led alliance\'s nationwide 
blockade entered its third and final day on January 9 with 

the focus shifting to an attempted blockade of the 
Presidential compound, Bangabhaban, located in southwest 
Dhaka. In the early morning, scores of police and soldiers 
surrounded Bangabhaban with several barbed wire covered 
barriers to prevent protesters from approaching the compound. 
Police stopped and dispersed 200 marchers heading to 
Bangabhaban from the Fakirerpool neighborhood north of the 
compound. Protesters threw stones and firecracker at police 
and police responded with tear gas and rubber bullets. At 
other intersections leading to Bangabhaban police used clubs 
to disperse hundreds of protesters. In all, an estimated 

1,000 protesters gathered in various pockets surrounding 
Bangabhaban and a dozen protesters reported injuries. 


2. (SBU) In the evening of January 8 two small devices 
exploded in the Diplomatic Enclave, one near the headquarters 
of the Liberal Democratic Party (LDP) and the other near the 
home of the former law minister Moudud Ahmed. The two-inch 
by two-inch sized bomblets were designed more to make noise 
than to wound. No one was hurt and the police received a 
warning phone call in advance of the explosions. 


3. (SBU) Chittagong observed the blockade program peacefully, 
with AL-led alliance activists marching without police 
interference. The port is officially open but effectively 
non-operational with 21,000 containers jammed into an area 
designed for 13,000 containers. In Sylhet and Khulna 

alliance protesters marched without incident, while in 

Rajshahi AL-led alliance demonstrators held a peacefully 
observed rally. 


4. (C) AL Organizing Secretary Sultan Muhammad Mansur Ahmed 
told poloff that the AL and its allies will meet tonight to 

consider plans which they will announce tomorrow at a rally 

at the Paltan Maidan grounds near Bangabhaban in downtown 
Dhaka. He said that additional political actions being 

considered include another nationwide blockade from January 

12 to 15, and a nationwide hartal from January 18 to 22 

intended to prevent elections from taking place. 
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6. (SBU) The SLMM reacted both to recent Sri Lankan Air 
Force strikes against LTTE targets and to the recent spate of 
bus bombings by sending investigators and posting the 
findings on the SLMM website. The SLMM issued press 
statements deploring the targeting of civilians and urging 
both parties to observe their obligations under the CFA to 
spare the civilian population. However, it refrained from 
assigning blame to the LTTE as the likely perpetrator of the 
bus bombings, presumably for lack of clear proof. 


7. (C) COMMENT: The SLMM continues to play an indispensable 
role in sorting out fact from fiction on the ground. There 

is no other authority we trust for impartial assessments of 

the realities regarding the numerous acts of violence. It 

has recently distanced itself from its previous approach of 
\"ruling\" against one of the warring parties. It is now 
investigating incidents that are not part of a more-or-less 
conventional armed conflict, but include acts of terrorism. 
Perhaps this is what Solvberg meant by becoming more 
\"relevant.\" It is hard to see how the mission will be able 

to operate effectively without having a forward base of 
operations closer to the main theaters of hostilities in the 

north and east. Still, the strategy of avoiding a static 

presence that could present a clear target is probably a wise 
one. Embassy will follow up on the SLMM\'s request for closer 
cooperation, especially any requests for U.S. assistance. 
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SUBJECT: SRI LANKAN MONITORING MISSION ADAPTING TO RESUMED 
ARMED CONFLICT 


Classified By: AMBASSADOR ROBERT O. BLAKE, JR. REASONS: 1.4 (B, D) 


1. (SBU) SUMMARY: SLMM head of mission Lars Solvberg briefed 
Co-Chair Ambassadors and new Indian Ambassador to Sri Lanka 
Alok Prasad on January 8 regarding SLMM plans to reconfigure 
the mission. Because of their limited numbers and various 
constraints on their operations, but especially because of 

security threats, the Sri Lanka Monitoring Mission is 

re-inventing itself. Solvberg noted the SLMM is no longer 
monitoring a ceasefire but a de facto armed conflict; risks 

to SLMM personnel have risen accordingly. SLMM will maintain 
a HQ in Colombo and a liaison office in Kilinochchi, but has 
pulled back staff from district offices in the North and 

East. The SLMM has created two rapid-response teams 
available 24/7 to scramble to sites of reported ceasefire 
violations. The SLMM is consulting with both parties to the 
conflict on how to make its activities more relevant and 

plans to approach Co-Chairs and India on closer cooperation 

in the future. End summary. 


2. (SBU) In the absence of the Ambassador, who was in Kandy, 
Pol Chief attended a Sri Lanka Monitoring Mission (SLMM) 
briefing for Co-Chairs, which incoming Indian high 

Commissioner Alok Prasad and his DCM also joined. SLMM head 
of mission (HOM) Lars Solvberg told Co-Chair Ambassadors that 
the SLMM was \"repositioning\" itself in January 2007 in 

response to heightened security risks monitors faced. He 

pointed out that the assumptions the mission was based on 

were no longer valid. While the Cease-Fire Agreement (CFA) 
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posited a relatively peaceful, permissive environment, the 
resumption of hostilities meant that Wwe are no longer 
monitoring a ceasefire, but a de facto armed conflict.\" 


3. (C) The SLMM was also rethinking its media strategy, 
Solvberg said. The unfavorable image the mission had in much 
of the Sri Lankan press was not conducive to performing its 
functions and added to the security risks monitors face. 

Aside from the risk of monitors simply \"being in the wrong 
place at the wrong time,\" Solvberg said, the mission itself, 

and even some individual monitors, had received threats it 
would be imprudent to ignore. 


4. (C) Because of the withdrawal of monitors from EU member 
states, the SLMM was at half its previous strength, Solvberg 
noted. However, the mission had the prerogative according to 
paragraph 3 of the CFA to organize itself, he said. The 
mission had therefore withdrawn international personnel from 
the district offices in the north and east for a retreat held 

at a hotel near the international airport. The outcome of 

their reflection, Solvberg explained, was that the SLMM could 
not longer maintain a permanent presence at the district 
offices, primarily for security reasons. Instead, the 

mission would reinvent itself as a more fluid and reactive 
organization. The headquarters in Colombo and a liaison 
office to the LTTE in Kilinochchi would remain, but there 
would be no permanent manning of district offices. Instead, 
the mission would set up two rapid-reaction teams ready to 
respond on a 24-hour basis to reports of violations. 

Solvberg added that the SLMM might find it useful to 

establish another base of operations in north central Sri 
Lanka. 


5. (C) Solvberg said that the SLMM was consulting with both 
the warring parties to redesign \"more relevant outputs.\" The 
SLMM also wanted to work more intensively with the Co-Chairs 
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and other friendly countries such as India. He would 
approach us soon with proposals on how to cooperate more 
closely in the future. 


6. (SBU) The SLMM reacted both to recent Sri Lankan Air 
Force strikes against LTTE targets and to the recent spate of 
bus bombings by sending investigators and posting the 
findings on the SLMM website. The SLMM issued press 
statements deploring the targeting of civilians and urging 
both parties to observe their obligations under the CFA to 
spare the civilian population. However, it refrained from 
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assigning blame to the LTTE as the likely perpetrator of the 
bus bombings, presumably for lack of clear proof. 


7. (C) COMMENT: The SLMM continues to play an indispensable 
role in sorting out fact from fiction on the ground. There 

is no other authority we trust for impartial assessments of 

the realities regarding the numerous acts of violence. It 

has recently distanced itself from its previous approach of 
\"ruling\" against one of the warring parties. It is now 
investigating incidents that are not part of a more-or-less 
conventional armed conflict, but include acts of terrorism. 
Perhaps this is what Solvberg meant by becoming more 
\"relevant.\" It is hard to see how the mission will be able 

to operate effectively without having a forward base of 
operations closer to the main theaters of hostilities in the 

north and east. Still, the strategy of avoiding a static 

presence that could present a clear target is probably a wise 
one. Embassy will follow up on the SLMM\'s request for closer 
cooperation, especially any requests for U.S. assistance. 
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TELEGRAM CANCELLED PER DRAFTER. WILL BE RESENT WITH 
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SUBJECT: SRI LANKAN SECURITY FORCES CAPTURE KEY TIGER BASE 
IN EAST; RAID LTTE-AFFILIATED NGO 


REF: COLOMBO 0030 AND PREVIOUS 
Classified By: AMBASSADOR ROBERT O. BLAKE JR. FOR REASONS: 1.4 (B, D) 


1. (C) SUMMARY: Government of Sri Lanka (GSL) security 
forces captured the Tamil Tigers\' (LTTE) main military camp 
in the eastern district of Ampara on January 7, where they 
reportedly uncovered an explosive-laden truck and three 
motorbikes fitted with explosive detonators. The military 
alleged a Dutch non-governmental organization (NGO) had 
operated a hospital within the camp. Meanwhile, the 
LTTE-affiliated international NGO the Tamils Relief 
Organization (TRO) reported that paramilitary cadres \"with 
the Sri Lanka Army\" raided its Trincomalee and Vavuniya 
offices between January 5-7, stripping the offices of 
computer and electronic equipment, burning documents and 
assaulting a security guard. On January 8, a police Criminal 
Investigations Department (CID) unit raided the TROYs Colombo 
Office. These nearly simultaneous attacks on TRO offices by 
paramilitaries and security forces are another strong 
indication that government security forces are working 
hand-in-hand with anti-LTTE paramilitaries in the east. End 
summary. 


200-Cadre Camp Captured 


2. (C) Government of Sri Lanka (GSL) security forces captured 
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the Tamil Tigers\' (LTTE) main military camp in the eastern 
district of Ampara on January 7, according to military 
spokesman Brigadier Prasad Samarasinghe. The military 
claimed that the camp had housed a number of child soldiers 
and included a hospital \"built by a non-governmental 
organization\" (NGO). Surviving Tiger cadres retreated from 
the so-called \"Stanley Basel" in Kanjikudichcharu, Ampara 
after a battle leaving behind ammunition, antipersonnel mines 
and rations, according to GSL reports. Police Special Task 
Force (STF) units also uncovered an explosive-packed truck 
and three motorcycles fitted with explosive devices in the 
camp. 


NGO Blamed 


3. (C) The independent (but strongly nationalist) Island 
newspaper alleged that the Dutch NGO ZOA (Southeast Asia) 
Refugee Care Netherlands had built the hospital. However, it 
also quoted ZOA Country Director Bernard Jaspers Fayer as 
denying that the NGO had built a hospital for the LTTE. 

Fayer added that ZOA had suspended operations in its Ampara 
office, seven kilometers from the Tiger base, on August 4, 
2006 due to security concerns. 


4. (C) ZOA Akkaraipattu program manager C. Elangovan told Pol 
FSN on January 9: \"We had been working in a village in 
Thirukovil, Ampara (near the LTTE\'s VStanley Base\’) but 
stopped work there on August 4. The (GSL) Security Task 

Force (STF) has now taken control of the entire area. There 
was one nursing home run by the LTTE while we worked in the 
area. It was housed in a building next-door to a pre-school 
called the Thangavelayuthapuram Maha Vidhyala with which ZOA 
had been working for a period of time. ZOA has never given 
assistance to the LTTE or a hospital run by the LTTE.\" The 
program manager added: \"Unfortunately, this is a way of 

linking all NGOs to the LTTE.\" 


TRO Offices Raided, Looted 


5. (C) According to a January 8 press release from Arjunan 
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Ethirveerasingham, local press officer of the LTTE-affiliated 
international NGO the Tamils Relief Organization (TRO) in Sri 
Lanka (and an AmCit), paramilitary cadres raided the 
Trincomalee and Vavuniya offices of the TRO repeatedly 
between January 5-6, stripping the offices of computer and 
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electronic equipment, burning documents and assaulting a 
security guard. Arjuna told pol FSN on January 9 that on 
January 7, \"Karuna cadres and Sri Lanka Army (SLA) soldiers" 
returned to the Trincomalee office, removing a van, 

furniture, and relief materials such as portable stoves, 

tents and candles. On the morning of January 9, he told us, 
armed Karuna cadres and SLA soldiers took control of the TRO 
office in Trincomalee. 


6. (C) On January 8, a police Criminal Investigations 
Department (CID) unit raided \"without a warrant\" the TRO\'s 
Colombo office, according to a TRO press release and a 
Tamilnet report. Arjuna told pol FSN on January 9 that the 
raiders spoke in both Tamil and Sinhalese. A January 6 
article on the pro-LTTE Tamilnet website reported that police 
had called six male TRO employees from Vavuniya and 
Trincomalee in for questioning. Tamilnet also alleged that 
police had photographed TRO personnel and vehicles during the 
raids. Paramilitary cadres believed to be working with the 

Sri Lanka Army (SLA) had previously targeted TRO offices in 
Jaffna and the east in 2006. 


7. (C) COMMENT: The government\'s allegation against the 
Dutch NGO ZOA comes in the context of a recent 
government-orchestrated media campaign against NGOs working 
in Tamil areas. UN observers and ceasefire monitors have 
previously brought up evidence that elements of the GSL 
security forces paramilitaries are working with the shadowy 
paramilitaries. The near-simultaneity of the raids by 
paramilitary cadres on TRO offices in the east with the 

police raid on the TRO\'s Colombo office on Monday is another 
strong indication of the working relationship between Sri 
Lankan security forces and anti-LTTE paramilitaries, 

especially the \"Karuna group,\" official denials 

notwithstanding. 
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E.O. 12958: DECL: 01/09/2031 

TAGS: PHUM, PTER, CH 

SUBJECT: SECURITY FORCES RAID PURPORTED XINJIANG TERRORIST 
CAMP 


Classified By: Political Internal Unit Chief Susan Thornton. Reasons 
1.4 (b) and (a). 


Summary 


1. (C) Local Xinjiang security forces raided a 

suspected terrorist camp in a mountainous region of 
Xinjiang Uighur Autonomous Region near the Pakistan 
border on January 5, killing 18 and arresting 17 
suspects, according to Chinese media and officials. 
According to Xinjiang public security officials, who 

held a press conference about the incident on January 
8, the East Turkestan Islamic Movement (ETIM) ran the 
training camp. Sources in Xinjiang and Beijing 

declined to comment on the operation beyond what was 
in the media and the MFA spokesperson shed no 
additional light on the event at the regular press 

briefing on January 9. Xinjiang-based media and 
websites did not cover the event, which was front page 
news in Beijing. Media accounts of the operation 
played up the scale of the operation, which China 

Daily called \"one of the largest anti-separatist 
operations in recent years,\" and noted seizures of 
explosives and the death of one police officer in the 
exchanges of fire. End summary. 


Xinjiang Police Raid ETIM Training Camp 


2. (SBU) Xinjiang public security officials announced 

that they had raided a suspected terrorist camp in a 
mountainous region of Xinjiang Autonomous Region near 
the Pakistan border on January 5, killing 18 and 

arresting 17 suspects. Xinjiang police are pursuing 
several suspects who managed to escape the raid, 
according to reports, but there was no further 

information on whether the action involved security 
authorities from other countries in the region. 

Xingjiang Public Security Bureau (PSB) spokesperson Ba 
Yan stated that one police officer was killed and one 
wounded in the action. Police confiscated 22 homemade 
grenades and more than 1500 semi-finished grenades. 
According to Ba, the East Turkestan Islamic Movement 
(ETIM) ran the camp, located in the Pamir Mountain 
range, where Xinjiang borders Pakistan, Afghanistan, 
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and Kyrgyzstan. Ba noted in her comments that ETIM 
was Officially designated a terrorist organization by 
the UN on September 11, 2002. All those killed in 
Friday\'s raid were members of ETIM, Ba claimed. 


3. (SBU) Another Xinjiang PSB spokesperson Song Hongli 
said ETIM dispatched \"backbone\" elements of its 
organization into China to set up the terrorist 

training camps, but did not give any other details of 

about the group\'s origins or activities. Ba described 

the raid as \"one of the largest anti-separatist, anti- 
terrorist operations in recent years.\" Ba also noted 

that ETIM operated several mines near the training 

camp in order to raise funds for its activities. 


Ministry Confirms Reports, No Additional Details 


4. (C) Embassy contacts in the Xinjiang Autonomous 
Region Foreign Affairs Office and in the Ministry of 
Public Security (MPS) in Beijing confirmed the public 
accounts of the incident, but would not reveal any 
additional information. MPS officials told the RSO 
that Xinjiang authorities had been working to crack 
down on terrorists and said that Beijing hoped to get 
more information on the incident. 


5. (SBU) Speaking at the World Law Conference on 
January 8 in Beijing, MPS Anti-Terrorism Department 
Deputy-Director General Zhao Yongchen was quoted as 
stating that ETIM \"remains the greatest terrorist 

threat that China faces.\" In the last ten years, he 

said, China\'s terrorist threat has mainly come from 
\"East Turkestan\" terrorist forces and organizations 
both at home and abroad. According to MPS statistics, 
Xinjiang \"terrorists, splittists and extremists\" have 
carried out more than 260 acts of terrorism in China 
and abroad, resulting in 160 deaths and over 440 
wounded. 


Propaganda Efforts Tout Unity 


6. (C) Although the raid was front page news in 
popular Beijing tabloids on January 9, media and 
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websites in Xinjiang did not run coverage of the story 
and the transcript of the January 8 press conference 
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appeared to be unavailable. One remaining link to the 
story on the Xinjiang-based tianshan web site could 
not be opened. 


7. (C) NetizensY comments on the raid, as pointed out 
in the English-language China Daily article on the 
story, were uniformly supportive of the police action, 
reflecting a disciplined effort by censors to maintain 
the appearance of national unity. Many comments 
lauded the sacrifice the fallen police officer had 

made for the sake of the safeguarding the motherland 
and encouraged security forces to continue rooting out 
and killing terrorists. One comment questioned the 
necessity of stressing that ETIM had been designated 
by the UN, claiming that China has the right to strike 
any terrorists regardless of international sanction. 
Another encourage the United States to take a page 
from the book of Chinese security forces in fighting 
terrorists, claiming that the U.S. methods are too 
\"hesitant.\" 

SEDNEY 
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SUBJECT: TAJIK BANKING DINNER TURNS INTO SERIOUS TALK TO RESOLVE 
COMMERICAL DISPUTE 


Column 3 
REF: 06 DUSHANBE 2243 


CLASSIFIED BY: Tracey Ann Jacobson, Ambassador, U.S. Embassy, 
Dushanbe, State. 
REASON: 1.4 (b), (d) 


1. (C) Summary: In Tajikistan, singing and dancing alongside 
the President\'s brother-in-law while discussing business earns 
the United States diplomatic goodwill. At a private dinner 

January 8 to talk about banking supervision and economic reform, 
President Rahmonov\'s brother-in-law Hasan Sadulloev and the 
deputy director of the Tajik state Aluminum company (TadAZ), 
Sherali Kabirov pressed the Ambassador with their side of the 
Gerald Metals dispute, emphasizing the strides Tajikistan had 
made in improving the investment climate. The Ambassador 
underscored the need for TadAZ to communicate directly with 
Gerald Metals and encouraged a resolution similar to the one 
made with Norwegian Aluminum giant Norsk Hydro (reftel) in 
December. Sadulloev and his companions stressed the need for 
education assistance, particularly in English, and welcomed the 
establishment of an American Chamber of Commerce in Dushanbe as 
an important step to attract foreign investment. They thanked 

the Ambassador for the opportunity \"to sit at the same table and 
talk about real issues\" and applauded Embassy participation in 
the evening\'s traditional dance and music program. 


2. (C) Comment: Face time and personal rapport matter a great 
deal in Tajikistan; the dinner provided an important opportunity 

to bond with a key member of Rahmonows inner circle, and some 
of the most forward-leaning economic officials. Underlining the 
importance of developing \"personal relationships,\" the Tajik 

hosts lauded Assistant Secretary Boucher\'s attendance at the 
December 24 funeral of Turkmen President Niyazov and his meeting 
with President Rahmonov. They noted with disappointment that 
European countries failed to send a representative to 
Turkmenistan. The United States cannot compete with China or 
Russian in terms of investment, but we can remain solidly 
engaged with Tajikistan through personal interaction at all 

levels, including high-level visitors from Washington. Should 
Sadulloev participate in the Department\'s Interanational 

Visitors Program on banking as hoped-- he has promised to inform 
us of his schedule within the week-- we ask that Washington give 
special attention to this influential visitor. 


3. (C) Norsk Hydro\'s success may provide a model for Gerald 
Metals to resolve its dispute with TadAZ, but only if Gerald 
Metals recognizes that it will need to put in the effort to 
establish a less confrontational working relationship. Post 

will meet with TadAZ to flesh out concrete steps to bring the 
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two sides closer together. End Summary and Comment. 


4. (C) Sadulloew\'s invitation came in response to the 
Ambassador\'s request to discuss his participation in a Banking 
Supervision International Visitors program. As the head of 
Tajikistan\'s largest commercial bank, Orionbank, Sadulloev\'s 
influence extends beyond his status as \"First Brother-in-Law\" -- 
husband of President Rahmonov\'s younger sister. Other guests 
included Mahmadamin Mahmadaminov, head of the Tajik State 
Savings bank Amonatbank, Sherali Kabirov, Deputy Director of 
TadAZ, and TadAZ lawyer (and former USAID commercial law project 
officer) Akbar Muratov. (Comment: Sadulloev and Kabirov are 
close friends, but Kabirov\'s presence, along with the TadAZ 
legal advisor, immediately suggested that the dinner 
conversation would be about more than banking. End Comment.) 


DOWN TO BUSINESS: TADAZ 


5. (C) The discussion quickly turned to TadAZ\'s recent 
settlement with Norsk Hydro over a $150 million dispute. 

Kabirov noted that TadAZ is repaying Norsk with aluminum out of 
its current profits, and is also suing the London-based trading 
company Ansol to try to recover some of the lost funds. 


6. (C) Kabirov asked if he could brief the Ambassador on the 

state of affairs with Gerald Metals. \"I know Gerald Metals has 
said a lot of bad things about us in Washington, but the money 
they lost didn\'t end up in TadAZ\'s pockets.\" Gerald Metals 
signed an agreement with previous TadAZ management and Ansol 
that Kabirov claims was never valid because it failed to go 

through an interagency approval process. (Note: One of the major 
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sticking points between Gerald Metals and the Tajik government 
has been that the government must honor all contracts signed by 
state-owned enterprises. End Note.) 


7. (C) Kabirov noted that Gerald Metals has lost every hearing 
and appeal to date, in Tajikistan and London, and predicted the 
upcoming January 18 hearing in Moscow would be no different. He 
stated clearly that TadAZ was open to negotiating with Gerald 
Metals, and finding a solution similar to that with Norsk Hydro. 
Would a phone call with Gerald Metals start the negotiation 
process? Kabirov wrinkled his nose. \"It\'s too hard to 
communicate on the phone -- and they\'ve never bothered to come 
out here.\" In contrast, he noted that Norsk Hydro visited 
Dushanbe several times. Sadulloev suggested that during the 
banking international visitor program in February, he or 
Mahmadaminov could meet with Gerald Metals and invite them to 
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Dushanbe, \"to sit at the table, like we are now." he proposed. 


8. (C) Kabirov boasted to PolOff about TadAZ\'s significant 
accomplishments in 2006. \"Not just the Norsk deal,\" he said. 
The aluminum plant registered record production, upped salaries 
by 40%, paid their electricity bills and introduced 

international standards of bookkeeping and accounting. \"We are 
working towards becoming a real international company,\" he said 
with pride. (Note: Kabirov came on board as deputy director in 
2004, after the previous director absconded. End Note.) 


WELCOME, AMCHAM! 


9. (C) Sadulloev and the others called the establishment of an 
American Chamber of Commerce an important sign for international 
investors that Tajikistan was open for business. They brushed 

off concerns that the Tajik Chamber of Trade and Industry may 

feel threatened by the American Chamber of Commerce and pose 
bureaucratic hurdles. \"The Tajik Chamber belongs to the old 

Soviet economic system,\" said Sadulloev. He agreed the 

\"American Chamber of Commerce\" was a brand name that would help 
draw investors to Dushanbe. \"The Tajik Chamber will not oppose 
this,\" assured Mahmadaminov. 


EDUCATION AND ENGLISH 


10. (C) President Rahmonov placed great importance on educating 
the next generation of Tajiks, reported Sadulloev. Kabirov 

believes that English, not Russian, is much more important for 
Tajik students, and lamented the lack of good English language 
opportunities in Tajikistan. He praised Kazakhstan for 

providing thousands of scholarships to Western universities, but 
noted that the Tajik budget could not support that effort and 

relied on other countries to help with exchanges. 


BUSINESS CLIMATE 


11. (C) The only other guests (in a restaurant rumored to be a 
Sadulloev favorite for its singers and dancers) were a party of 
Chinese energy experts, hosted by Sharifhon Samiev, head of 

Barqi Tojik, the state-owned electrical utility. Sadulloev 

reported that in addition to the 120 MW Yavan hydropower station 
project expected to be announced during Rahmonow's January 15-21 
visit to China, the Chinese were considering building another 

four hydropower stations. 


12. (C) The Ambassador emphasized that the United States could 
not directly finance infrastructure projects, like the Chinese, 

but instead tried to attract private investment by helping 

countries reform their business and investment climates. 
Sadulloev and the others agreed that corruption and excessive 
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bureaucracy still made Western investors nervous. 
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SUBJECT: TAJIK FOREIGN MINISTER PITCHES HIGH PROFILE BRIDGE OPENING 


REF: DUSHANBE 34 


CLASSIFIED BY: Tracey Jacobson, Ambassador, U.S. Embassy 
Dushanbe, STATE. 
REASON: 1.4 (b), (d) 


1. (SBU) Summary: In a January 4 meeting with the Ambassador 
(reftel), Tajik Foreign Minister Zaripov proposed a high profile 
opening for the United States Government funded bridge linking 
Tajikistan and Afghanistan across the Pyanj river. The Embassy 
fully supports a strong public diplomacy package for the bridge 
opening, estimated for August 2007, and requests Department 
action to line up high-level attendees from both the 
Administration and Congress. Additional public diplomacy and 
security coordination will be required with Embassies Kabul and 
Islamabad to maximize the regional impact of the opening. The 
bridge at Nizhniy Pyanj is the largest United States Government 
funded infrastructure project in Tajikistan (one of the largest 
Army Corps of Engineers projects in the world) and will serve as 
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a physical and symbolic link between Central Asia and South Asia 
through Afghanistan. See action request in para 6. End 
summary. 


Opening Day 


2. (SBU) Foreign Minister Zaripov asked the Ambassador to 
confirm that the USG-funded bridge at Nizhniy Pyanj, linking 
Tajikistan and Afghanistan, would open as planned in summer 
2007. Referring to the most recent reports from our engineering 
team at the bridge site, the Ambassador reported that the bridge 
completion has already slipped from the June target date due to 
repeated delays in delivery of cement from the state-owned Tajik 
cement factory. Even since the latest \"resolution\" of the 
cement issue, the contractors have received approximately only 
two-thirds of the required deliveries. The Ambassador suggested 
August would be a safe target for an opening ceremony provided 
Tajikistan keeps to its cement delivery commitments, and noted 
that Washington officials tend to travel more in August as well. 
Zaripov promised to do what he could to facilitate the bridge 
project, including pushing for on-time cement deliveries. 

Zaripov agreed that both sides should aim for the bridge opening 
in August. 


Playing to the Crowd 


3. (C) Zaripows proposal for the bridge opening includes 
attendance by both President Rahmonov and President Karzai. The 
twosome had attended the project\'s groundbreaking ceremony in 
2005, and Zaripov noted that Karzai\'s New Year greeting to 
Rahmonov mentioned the bridge opening this summer. Zaripov 
asked what U.S. officials would attend and suggested including 
members of Congress. Tied to the ribbon cutting ceremony, 
Zaripov envisions launching a convoy of ten or more commercial 
trucks loaded with Tajik export goods and accompanied by 
international media. The convoy would cross the bridge to 
Afghanistan, travel through Kunduz, the Salang Tunnel, Kabul, 
and Kandahar and proceed through Baluchistan to either Karachi 
or Gwadar on the Pakistani coast. This trip of 3000 kilometers 

to an Indian Ocean port is dramatically less than the 7000 
kilometers trade goods currently have to travel to the Baltic 

Sea. Accompanying the convoy would be representatives of 
international media, covering the stories of the bridge opening, 
Afghanistan\'s new roads, and regional integration in general. 


4. (C) Even before we could raise the issue, Zaripov 
recognized the difficulties posed by security conditions in 
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southern Afghanistan. He asked that the United States or the 
International Security Assistance Force (ISAF) \"guarantee\" the 
security of the convoy, describing his vision of helicopter and 
troop escorts. We acknowledged the potential security issues 
and offered to raise these issues with Washington and our 
embassies in Kabul and Islamabad. 


5. (C) Comment: Zaripov evidently learned a lot about public 
relations during his time as Ambassador in Washington. He 
understands that the bridge opening represents a tremendous 
opportunity to highlight Tajikistan\'s role in the region and its 
relevance to U.S. objectives in Afghanistan and greater Central 
Asia. His ideas about publicizing the opening of the bridge 
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strike us as being right on target. The bridge opening provides 
an unparalleled opportunity to demonstrate in concrete terms the 
benefits of regional integration between Central and South Asia. 
We understand the most difficult part of these arrangements 
will be security for a commercial and media convoy through 
southern Afghanistan and Baluchistan. Although road security 
conditions in August are difficult to predict at present, a 
preliminary assessment would help move plans forward. End 
Comment. 


6. (C) Action Request: Post recommends the Department begin 
work now to identify appropriate high-level administration 
official(s) and member(s) of Congress to participate in an 

August event. We would also need assistance attracting 
appropriate international media to the opening events and 
coordinating a multi-day convoy from Tajikistan, through 
Afghanistan and Pakistan to the coast. Embassy Kabul\'s 
assistance will be required both to accommodate President 
Karzai\'s participation as well as to make appropriate security 
arrangements with Operation Enduring Freedom (OEF), 
International Security Assistance Force and the Afghan National 
Army for the proposed convoy. Embassy Islamabad and ConGen 
Karachi would also be involved. 
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SUBJECT: EXECUTION OF THE FY 2006 BAGHDAD PROVINCIAL 
INVESTMENT BUDGET 


Classified By: Classified by Acting PRT Leader Robert Ruch for reasons 
1.4 (b) and (d). 


1. (C) SUMMARY: The Province of Baghdad was allocated $513 
million for capital projects in Fiscal Year 2006 (which 
corresponds to the calendar year). The money was divided 
primarily between the Mayor, with $333 million, and the 
Governor, who received $100 million; with the remaining $80 
million going back to the national Ministry of Education and 

the Ministry of Health to supplement funding of school and 
hospital projects in the city. The budget allocations were 

agreed to over a series of closed-door meetings between the 
Provincial Council (PC) Chairman Mueen al-Khademi, PC 
Economic Comittee Chairman Kamel Shabibi, Governor Hussein 
al-Tahan and Mayor Saber al-Essawi. The Governor\'s budget is 
all but exhausted, with bids awarded for a total of $92.5 

million, but the Mayor has only executed $165.4 million, or 

just under 50 percent of his budget for the year. However, 

the Province did not receive the lion\'s share - 60 percent - 

of its budget from the central government until the end of 

the year. According to Shabibi, the city government has 

until March 31, 2007 to spend all of its FY 2006 investment 
funds. END SUMMARY. 


2. (U) The Ministry of Finance (MOF) released 40 percent of 
the Province\'s investment budget by the end of August 2006 
and the PC did not receive the remaining 60 percent until the 
week of December 18, 2006. Complicating matters, the PC 
waited until it was in possession of the funds before 

deciding how they would be distributed. The Mayor and the 
Governor, in turn, did not prepare line-item budgets until 
they were sure of their share. Even then, the Mayor\'s office 
was slow to determine project priorities and allocate funds 


Column 3 
with 60 percent of their budget still outstanding. 


3. (C) The Mayor\'s office, or \"Amanat Baghdad," has awarded 
bids for 53 projects totaling $165.4 million as of December 

18, 2006. PC Economic Committee Chairman Shabibi provided 
the PRT with a spreadsheet from the Amanat detailing the 
projects that have been awarded along with those that are 
under review as well as projects that have been re-announced 
after failing to receive any bids. The 53 awarded bids 

include eight sewage projects for a total of $96,106,239 plus 

11 projects to enhance access to purified water for a total 

of $3,398,768 and seven irrigation projects for $1,362,064. 
There are 21 various small-scale infrastructure projects and 
four bids awarded for street cleaning in the Shula, Mansour, 
Khadimiya and Rasheed districts. The budget also includes 
$21,360,314 for equipment including air compressors, asphalt 
pavers, excavators, rollers, fork lifts, garbage compactors 

and dump trucks. The Amanat has not provided specific 
locations to the PC or the PRT despite repeated requests for 
this information and therefore implementation of the projects 
cannot be verified. 


4. (U) The Amanat has yet to commit just over half of its 

2006 investment budget, or $168 million. 24 asphalt and 
clean-up projects are listed as (under study and analysis\" 
and 51 mostly water and sewage projects have recently been 
re-announced for bids. 41 road and sewage projects will soon 
be announced as ready for bids. None of these proposed 
projects are listed with an estimated cost, though the Amanat 
claims that these projects will utilize the entire remainder 

of the budget. The Amanat again did not provide specific 
locations for these proposed projects. 


5. (U) The Governor, who is responsible for the six regions, 
or \"qadas\" that surround the city itself to form Baghdad 
Province, has awarded 65 bids for projects totaling 
$92,552,464 out of a $100 million budget. The 65 bids 
include 17 street projects totaling $8,175,763; 13 water 
projects for $9,851,904 and eight small construction projects 
for $1.6 million, plus four bids for six school construction 
projects for a total of $854,184 and $3,789,297 to build an 
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asphalt factory. The Governor has also awarded bids for 
$21,198,642 for vehicles and industrial equipment such as 
compactors, asphalt spreading machines, hydraulic drills, 
submersible pumps and garbage-pressing machines. The single 
biggest endeavor in the budget is a $24,598,793 line-item to 
install cameras on or at Baghdad\'s many gates. 


6. (U) The Governor includes 132 projects yet to be awarded 
and without cost estimates; mostly construction and 
maintenance projects. The Governor\'s list is significantly 
more descriptive than the Mayor\'s and lists specific streets 
and intersections where the projects are located, but lack of 
cost estimates may slow budget execution. 


7.(C) The PRT has pressed the PC Economic Committee 
Chairman, Kamel Shabibi, on the importance of instituting a 
standardized budget allocation process that should be 

followed by the Governor\'s office and the Amanat. Shabibi is 
the most forthcoming of PRT contacts when it comes to sharing 
information, but he has politely resisted PRT attempts to 

work with his staff to help develop a transparent budget 
process. It is unclear whether he fails to see the need for 

such a process or if he simply does not feel free to grant 

such access without risking his independence within the PC. 


8. (C) Shabibi reports that he expects Baghdad Province to 
receive $650 million for capital projects in 2007 and he 
presumes that the division of funds will again tilt heavily 
toward the Amanat. He is perplexed and frustrated by the 
requirement to pass back a significant portion of the budget 

to both the Ministry of Health and Ministry of Education, 

which receive separate budgets, and charges that they are not 
able to spend what they already have. 


9. (C) There is no evidence that either the Amanat or the 
Governor\'s office has begun to plan their 2007 budget 
priorities. Shabibi seems content to worry about the 
remaining funds from 2006 and wait for the Council of 
Representatives to determine the 2007 provincial investment 
budget before urging the Mayor and Governor to develop a 
transparent and systematic budget process. However, 
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PRT/USAID Local Governance Program staff continues to engage 
Shabibi and hopes to work with the PC in an advisory role to 
establish such procedures once the Council of Representatives 
finalizes the national budget. 
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E.O. 12958: DECL: 01/10/2017 

TAGS: ECON, AMGT, EID, EFIN, ETRD, EPET, ENRG, AFIN, Ay 
SUBJECT: AZEBAIJAN: GOVERNMENT RAISES PRICES ON FUEL AND 
KEYGOODS AND SERVICES BY MORE THAN FIFTY PERCENT 


Classified By: Charge DVAffaires Jason Hyland per reasons 1.4 (B, D) 


1. (U) On January 7 the Government of Azerbaijan (GOAJ) 
increased prices for fuel (gasoline and diesel oil), 
electricity, water, sewage and industrial use of gas. The 
new fuel tariffs are on average 50 percent higher. The new 
prices are as follows (USD 1 equals 0.88 manats): 


-Gasoline 95 octane (one liter) costs 60 gapiks, an increase 

of 48 percent (USD 69 cents, up from 46.5 cents) 

-Gasoline 92 octane costs 55 qapiks, an increase of 50 
percent (USD 63 cents, up from 41 cents) 

-Gasoline 80 octane costs 55 qapiks, an increase of 50 
percent (USD 63 cents, up from 41 cents) 

-Diesel oil costs 45 qapiks, an increase of 27 percent (USD 

52 cents, up from 41 cents) 

-Kerosene costs 45 qapiks (USD 55 cents, up from 31 cents) 
-The price of electricity was also raised to 6 qapiks, an 
increase of 200 percent (USD 6.9 cents per 1 kWh, up from 2.3 
cents per 1 kWh) 

-The price of water increased to 1.32 qapik per six cubic 
meters (USD 2.6 cents, up from 2.2 cents per 12 cubic meters) 
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2. (U) Oqtay Akhverdiyev, the head of the Economic Department 
at the Cabinet of Ministers told the local press that by 

increasing the prices for utilities, the GOAJ made a very 
strategic decision trying to apply international standards in 
Azerbaijan. He also told the press that because the price 

hike will raise the CPI index, the GOAJ will most probably 
increase its average salary level at least 50 percent in the 

near future. 


3. (U) Local think-tank economic analyst Ingilab Akhmedov 
considers that the GOAu\'s decision to raise utility prices 

had a \"price-shock\" effect on population, since prices for 

all the basic and essential household components will 

increase as a result of the increased fuel and electricity 

costs. Akhemdov believes the increased fuel and electricity 
costs also will result in a hike in prices for other goods 

and services. He worried that the impact will be 

particularly difficult on the poor, especially people living 

on pensions. Akhmedov indicated that the GOAJ will probably 
introduce some compensation mechanisms through salary and 
social payments increases, in order to maintain some standard 
of living for the population. The price hikes are the number 
one topic of discussion among Azerbaijanis now. 


4. (C) COMMENT: This recent price increase, a long pending 
policy recommendation by the International Monetary Fund, 
will ripple through the economy in the coming months as 
general prices increase for a variety of consumer goods and 
services. For other price-controlled goods, such as bread, 
that will now have higher input costs, producers will be 
forced to accept some of the costs, reducing profitability. 

In mid-2006 Minister of Economic Development Heydar Babayev 
began talking about improving collection of public utility 

fees from consumers. It is unsure whether the GOAJ has the 
means to collect the tariffs. In addition, some opposition 
politicians have called for public demonstrations protesting 
the price increase. To date, there has been no public 
protests. 


5. (C) COMMENT CONTINUED: Possibly to deflect public 
criticism, government officials have already publicly linked 
the increase to Russia\'s decision to raise the price of 

natural gas sold to Azerbaijan to USD 235 per thousand 
meters. The increase in prices most likely occurred in early 
2007 more for domestic political reasons than economic. 
Unlike 2006 (re-run Parliamentary and municipal elections) 
and 2008 (Presidential elections), 2007 does not have any 
politically sensitive events that would make the GOAd rethink 
any major policy changes. By blaming the recent natural gas 
increase by Gazprom for the gasoline and utility price 
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increases, the GOAJ finds a generally acceptable and 
believable scapegoat. END COMMENT. 

HYLAND 


91882 

OO RUEHCN RUEHGH RUEHVC 

DE RUEHBJ #0189/01 0091237 

ZNR UUUUU ZZH 

O 091237Z JAN 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3653 

INFO RUEHOO/CHINA POSTS COLLECTIVE","UNCLAS SECTION 01 OF 03 BEIJING 000189 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PGOV, PTER, KN, KS, JA, TW, CH 
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1. Key Points at the January 9 MFA Press Conference were: 


-- Xinjiang Uighur Autonomous Region public security forces 
\"responded to resistance\" at a terrorist training camp of the 
East Turkistan Islamic Movement (ETIM), killing 18 terrorists 
and arresting 17. 


-- China firmly opposes the United States \"groundless\" 
sanctions on Chinese companies suspected of selling WMD and 
urges the US to correct its erroneous practices. 


-- MFA Spokesman firmly refuses an \"inappropriate\" question 
by a Taiwan media reporter regarding Chen Shui-bian\'s planned 
stopover in the United States. 


-- China hopes the United States and the DPRK can eliminate 
the necessary obstacles to resume the Six-Party Talks as 
early as possible. 


-- China endorses Liberal Democratic Party lawmaker Taku 
Yamasaki\'s upcoming trip to Pyongyang as such communication 
is conducive to the stability of Northeast Asia. 


-- France\'s Segolene Royal recognizes that both the speed and 
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harmony of China\'s development is conducive to peace and 
stability in the world but also provides an opportunity for 
Europe. 


-- The President of Tajikistan will visit China January 

15-21, Benita Ferrero-Waldner, European Commissioner for 
External Relations, will visit China January 16-18 and 
China\'s Minister of Construction Wang Guangtao will attend 
Ecuador\'s presidential inauguration ceremony on January 15. 


18 TERRORISTS KILLED INNORTHWEST CHINA ANTI-TERROR RAID 


2. MFA Spokesman Liu Jianchao gave details in the regular 
January 9 press briefing regarding a raid on an East 
Turkistan Islamic Movement (ETIM) terrorist training camp in 
the Pamir mountain region of China, in which Xinjiang Uighur 
Autonomous Region public security forces \"responded to 
resistance\" killing 18 terrorists, arresting 17 and 
confiscating 22 anti-tank grenades and 1500 unfinished 
anti-tank grenade. Liu added that one policeman was killed 
and one was wounded and notedevidence that the ETIM, which 
is recognized b the UN as a terrorist organization, has 
coorinated with international terrorist forces to pan ats 

of terrorism. Asked why the raid ws conducted by local 
public security organizaions as opposed to national or 
international orces, Liu said only that China works with its 
Central Asian neighbors and members of the Sanghai 
Cooperation Organization to combat \"the three forces\" 
(terrorism, splittism and extremism) in order to safeguard 
the peace and interests of all people in the region. Liu 

said he had no specifics when asked about the nationalities 
of the suspected terrorists, but stated that the terrorists 
would be dealt with in accordance with law. 


China Calls U.S. Sanctions on Chinese Companies Groundless 


3. The U.S. sanctions against three Chinese companies 
suspected of involvement in the selling of weapons of mass 
destruction were carried out in accordance with domestic law 
without evidence, said Liu in response to a reporter\'s 

question on sanctions announced by the State Department last 
week. China firmly opposes the sanctions and urges the 
United States to correct its erroneous practices. 


Chen Shui-bian to U.S., Taiwan Accuses China of Buying 


Friends in Africa 


4. Asked by a reporter from the Taiwan media to comment on 
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Taiwan \"President\" Chen Shui-bian\'s in-transit stopovers 
planned in the United States and their effect on China-United 
States relations, Liu denounced the question as improper for 
a Ministry of Foreign Affairs briefing and scolded the 

reporter who, Was a Chinese citizen," should respect the One 
China principle. There is only one legitimate government of 
China, Liu said, adding that he had already given his 

position on the issue the day before. 


5. Liu reprimanded Taiwan authorities for playing \"the thief 
who accuses others of theft\" in response to a reporter\'s 
question on Taiwan allegations that China has enticed African 
nations with loans in return for diplomatic recognition. 
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China\'s relationship with Africa is based on equality, mutual 
benefit and mutual respect, said Liu. 


Six-Pary Talks to Resume Soon? 


6. Asked if the Six-Party Talks would resume this month or 

even this year, Liu said the Talks constitute a complicated 

and arduous task and China hopes the United States and DPRK 
can eliminate the necessary obstacles to resume the Talks as 
early as possible. All parties are making efforts to resolve 

the nuclear issue, but must be patient and demonstrate wisdom 
and sincerity, said Liu. Liu held that an important 

consensus was reached during the second phase of the Fifth 
Round of the Talks, and the countries involved will seek to 
expand on this consensus and solve their differences. 


China Supports Japanese Lawmaker\'s Visit to DPRK 


7. China hopes that Japan and the DPRK can make efforts to 
increase exchange, communication and mutual trust during 
Liberal Democratic Party lawmaker Taku Yamasaki\'s upcoming 
trip to Pyongyang, when asked what role China will play in 
relations between the two countries. Liu said China endorses 
such communication as it is conducive to the stability of 
Northeast Asia. 


Column 3 
Reporter Says Hu Jintao to Visit Japan in June 


8. Asked by a reporter from Bloomberg to confirm a rumor that 
President Hu Jintao has agreed to visit Japan this June, Liu 
suggested that the reporter refer his questions to parties in 
Japan, though reiterating the consensus reached this past 

fall between leaders of Japan and China to continue 

high-level visits between the two nations. Liu confirmed 

that high-level visits were a topic discussed this week 
between Hu and Akihiro Ota\'s delegation currently visiting 
China. Such visits will be arranged through diplomatic 
channels according to the needs and development of the 
bilateral relationship of both sides, said Liu. Liu provided 

no information in response to questions about possible visits 
to Japan in February by Foreign Minister Li Zhaoxing and Vice 
Foreign Minister Wu Dawei. 


9. In response to a question about Chinese media reports 
criticizing the elevation of Japan\'s defense \"agency\" to the 
status of \"ministry,\" Liu said the MFA has taken note of the 
reports. Liu emphasized that China has chosen a road to 
peaceful development and that China\'s development is in the 
fundamental interests of Japan. 


Royal Recognizes Benefits of China\'s Rise, Raises Human 
Rights Issue 


10. Liu confirmed that Segolene Royal of France\'s Socialist 
Party met with Vice President Zeng Qinghong and State 
Councilor Tang Jiaxuan to exchange views on bilateral 
relations and that the two sides were ready to increase 
mutual trust and economic cooperation. Royal recognizes that 
both the speed and harmony of China\'s development is 
conducive to peace and stability in the world but also 
provides an opportunity for Europe, said Liu. Asked about 
Royal\'s inquiries to the Chinese government on the unjust 
jailing of lawyers and journalists, Liu said that China is 

ready for dialogue on the basis of equality and mutual 
respect on the issue of human rights. In response to a 
question regarding China\'s trade deficit with France, Liu 
said vaguely that both sides can take necessary measures to 
solve such issues, including those of China\'s concern like 
the recognition of China\'s full market status. 


Chinese Hostages in Nigeria \"Safe\" 


11. The relevant departments of the Chinese government are 
trying their best to rescue Chinese citizens taken hostage in 
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Nigeria on January 5, said Liu, adding that the hostages are 
safe. Liu warned Chinese citizens overseas to increase 
communication with Chinese embassies and consulates and to 
pay attention to safety and security. 


China Congratulates Pakistan Presidency of G77 


12. China congratulates Pakistan on its assuming the chair of 
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the G77 and looks forward to strengthening already close 
communication and cooperation with the international 
organization. China and Pakistan have similar views on the 
international order and harmonious development, said Liu. 


Issue of Foreign Correspondents Club Legality a Separate Issue 


13. Asked if the Chinese government would recognize the 
Foreign Correspondents Club in line with the new, more open 
regulations on foreign journalists in China, Liu said that 

the matter was a separate issue that remains to be addressed. 


China to Send Envoy to Ecuador, Receive Tajik and EU Visitors 


14. President Emomali Romanov of Tajikistan will visit China 
January 15-21 at the invitation of President Hu Jintao and 
Benita Ferrero-Waldner, European Commissioner for External 
Relations, will visit China January 16-18 at the invitation 

of Foreign Minister Li Zhaoxing. Chinese Minister of 
Construction Wang Guangtao will represent China at the 
Republic of Ecuador\'s presidential inauguration ceremony on 
January 15. 
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SIPDIS 
SIPDIS 


USDA FAS FOR STEPHEN CAVE 
DUBAI FOR AG TRADE OFFICER 


E.O. 12958: N/A 

TAGS: EAGR, APER, OTRA, KU, COUNTRY CLEARANCE 

SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED: JONATHAN E. 
FULLER 


REF: USDA FAS 682135 


1. Embassy Kuwait welcomes and hereby grants country 
clearance for Jonathan E. Fuller, Agricultural Commodity 
Grader (meat), Livestock and Seed Program, Agriculture 
Marketing Service, to travel to post o/a February 3-8, 2007 

to participate in the DSCP worldwide food audit team meeting. 


2. This clearance is not/not valid for entry into Iraq; you 
must apply for Iraq clearance through Embassy Baghdad. 


3. Visit Officer: Erik Hunt, Foreign Commercial Service. 
Phone: 965-259-1354. Fax: 965-259-1271. Email: 
erik.hunt@mail.doc.gov 


4. Lodging: Per RefTel, no post assistance is required. 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citiens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the miltary side of 
the airfield and passports have to be carried to a different 
location at the airport for processing. Airport visas are 

valid for 90 days after arrival; anyone staying beyond this 
period must obtain an extension, which should be requested 2 
weeks prior to visa expiration. Anyone departing Kuwait who 
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has overstayed the visa will be charged a fine of KD 10.00 
(USD 35.00) per day at the airport. All travelers planning 
to visit Iraq should make sure that they obtain the required 
exit/entry stamps for each transit through Kuwait, and be 
aware that they will need to obtain a new Kuwaiti visa upon 
return, even after a day trip to Baghdad. Failure to do so 
can result in heavy fines. If possible, travelers should try 
to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, 
pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel North of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 
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restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
accomodation services (cashing a personal check drawn on a 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor's Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
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from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attibutable to the visit. If 
fiscal data on visitors travel authorization is to be used 
for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 
days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 
generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 
prived any services to a TDYer staying in excess of 30 days 
without having recieved this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
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http://www.state.sgov.gov/p/nea/kuwait/ 
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SENSITIVE 
SIPDIS 


STATE FOR NEA/ARP, EB/CBA, EB/IFD/OMA 
COMMERCE FOR ITA COBERG 
TREASURY FOR OIA VALVO 


E.O. 12958: N/A 
TAGS: ECON, EINV, EIND, PGOV, PREL, MU 
SUBJECT: BIGGER BUDGET ON TAP FOR OMAN IN 2007 


REF: 06 MUSCAT 1155 


1. (U) Oman\'s 2007 budget, recently unveiled by the Minister 
of National Economy, calls for increased expenditures in 
anticipation of increased revenues. The government intends 
to plow a significant portion of the budget into 
investment-related initiatives to boost energy production and 
to diversify the economy through industrialization and the 
construction of infrastructure and tourism-related projects. 
The government projects a deficit for 2007; however, given 
the conservative estimates employed in calculating the 
budget, a surplus is most likely. Initial figures for 2006 

show a 16.8% increase in GDP and a sizable budget surplus. 
According to the Minister, the government\'s need to retain 
control over fiscal policies in restructuring the economy led 
to the Sultanate\'s decision to defer membership in the 
proposed GCC monetary union. End summary. 


2. (SBU) On January 7, Minister of National Economy Ahmed bin 
Abdul Nabi Macki unveiled the Sultanate\'s budget for calendar 
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year 2007, as approved by the Sultan via Royal Decree 1/2007 
on January 1. The budget projects 2007 revenues to be 4.49 
billion Omani Rials (RO) (USD 11.99 billion), with 
expenditures predicted to equal 4.89 billion RO (USD 13.056 
billion). While the budget leaves a projected deficit of 400 
million RO (USD 1.06 billion), which accounts for 3% of the 
GDP and 9% of revenues, the government will most likely 
record at least a small surplus at year\'s end, based on its 
tradition of conservatively estimating energy prices. The 
government premised the budget on oil selling for USD 40 per 
barrel, with production estimated at 730,000 barrels per day. 
Based on these figures, oil revenues are expected to account 
for 3 billion RO (USD 8.01 billion), or 67%, of anticipated 
government revenues, while gas revenues are projected to 
account for 550 million RO (USD 1.468 billion), or 12% of 
anticipated government revenues. Macki predicted that GDP 
growth for 2007 would be roughly 6%. 


3. (U) Expenditures for 2007 are expected to increase by 653 
million RO (USD 1.743 billion), or 15% above 2006 spending 
levels. Operating expenses for the ministries are projected 

to account for 33% of the anticipated expenditures, with 
education and healthcare expenses accounting for 50% of 
ministerial operations. Spending on education is up 84 

million RO (USD 224.3 million), or 16%, over 2006 figures. 
The 609 million RO (USD 1.63 billion) the government has 
allocated for education will account for 38% of the 

ministerial operating budget, while the government will add 
another 242 million RO (USD 646 million) for education 
development projects. Healthcare spending is up 6% over 2006 
figures to equal 199 million RO (USD 531 million). Defense 
spending is estimated to reach 1.23 billion RO (USD 3.29 
billion) in 2007, roughly equal to the amount authorized in 

the 2006 budget. Defense spending as a component of the 
overall budget, however, dropped from just under 30% in 2006 
to 25% in 2007. 


4. (U) An additional 33% of anticipated expenditures will be 
allocated to support development projects outlined in the 
seventh five-year plan (2006-2010), while 25% of the 
anticipated expenditures are earmarked for oil and gas 
production, representing an increase of 32% from 2006 
figures. Total government salary costs are expected to equal 
1.25 billion RO (USD 3.34 billion), which takes into account 
the additional 130 million RO (USD 347 million) needed to 
cover the recently announced 15% public sector salary 
increase. 
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5. (U) The government intends in 2007 to spend 1.4 billion RO 
(USD 3.738 billion) more than in the past year on 
investment-related expenditures, with 575 million RO (USD 
1.535 billion) allocated to enhancing oil production 
capabilities, 400 million RO (USD 1.068 billion) on gas 
production capabilities, and 500 million RO (USD 1.335 
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billion) for various ministerial initiatives. The hefty 

investment budget reflects continued government emphasis on 
reversing declining oil production rates, locating additional 
pockets of gas reserves, and promoting diversification of the 
economy. 


6. (U) Macki noted that 2006 represented a good year for 
public finances. He stated that preliminary estimates peg 
2006 GDP growth at 16.8%. Continued strong oil revenues, 
which offset a 5% decline in oil production over the year, 

and the growth of non-oil sector activities - in particular 

the LNG industry (60.7% growth) and the tourism industry 
(22.4% growth) - had resulted in a projected surplus of 2.4 
billion RO (USD 6.41 billion). According to Macki, this 
surplus will enable the government to absorb various projects 
awarded by the Sultan during his 2006 \"Meet the People\" tour, 
which include road, airport, and port improvements, housing 
construction, medical equipment purchases, and education 
initiatives. The remainder of the surplus will be used to 
bolster government reserve accounts and fund the pension 
system (reftel). 


7. (U) During a public question and answer session, Macki was 
asked why Oman opposed joining the GCC monetary union at a 
time when the government was running high surpluses. Macki 
responded that Oman\'s decision on the proposed common 
currency was \"total,\" and that as \"a developing country,\" the 
government couldn\'t cede its authority regarding borrowing 

and deficit ceilings to the GCC Secretariat. Even when 

pressed with the option of joining the monetary union under 
relaxed criteria, Macki replied that Oman was unable to 

commit to it \"at this point.\" 
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8. (U) Macki also shunned the implementation of price 
controls to appease those complaining that the rising prices 
of goods are outpacing wage increases. Noting that Oman\'s 
inflation rate of 3% was below the regional average of 8%, 
Macki responded \"we are not a socialist country,\" and 
asserted that price controls would simply foster a black 
market. On the question of the U.S.-Oman Free Trade 
Agreement\'s impact on customs revenue, Macki predicted that 
the agreement would have a minimal effect since duties as a 
whole last year only accounted for 80 million RO (USD 213.6 
million) in revenue. 


9. (SBU) As reported reftel, the budget represents the 
continued concerted effort by the government to use the 
surpluses generated by high oil prices to diversify the 
economic base of the country through industrialization, 
tourism-based projects, and infrastructure improvements, 
while at the same time stashing excess funds away for future 
low oil-price contingencies, as is traditional, and to 

fulfill pension obligations. We expect the government, 
through its conservative estimation of oil prices and 
production, to post another surplus for 2007, though not as 
great as was recorded in 2005 and 2006. 


10. (SBU) On the issue of Oman\'s non-participation in the GCC 
monetary union, Macki\'s statement has been the clearest so 
far from a government official on the reasons for the 
Sultanate\'s decision. His definitive \"no,\" regardless of the 
stringency of the criteria imposed, signals Oman\'s strong 
desire to remain as independent as possible in controlling 

its own monetary and budgetary policies. 
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SUBJECT: IT\'S ONLY NATURAL - TAJIKISTAN AND UZBEKISTAN AGREE ON GAS 
TRADE 


REF: 06 DUSHANBE 1846 
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1. (U) Summary. On December 27, 2006, Tajikistan and 
Uzbekistan reached lopsided agreements on trade of natural gas 
and electricity. While the electricity swapping arrangement 
favoring Uzbekistan will continue, the new natural gas agreement 
nearly doubles the price of gas paid by Tajikistan. Unable to 
measure consumer use and collect payments, Tajik Gas is 
installing gas meters around the country. Many Tajiks receive 
only two hours of gas a day, and in outlying regions have 
received none in over a month. The government intends to 
partially subsidize increased energy costs in 2007, but poor 
Tajiks await a frosty year. End summary. 


2. (U) On December 27, 2006, Uzbekistan agreed to deliver 600 
million kilowatt-hours of electricity from January to March to 
Tajikistan. In payment, Tajikistan will supply 900 million 
kilowatt-hours next summer to Uzbekistan. In effect, Uzbekistan 
receives $0.015 per kilowatt-hour, while Tajikistan receives 
$0.010 per kilowatt-hour for its electricity, the same rates as 

in 2006. With its hydropower plants producing surplus energy 
during the summer and deficits in the winter, and absent 
transmission lines to Afghanistan, Tajikistan has no alternative 
to selling its electricity at a lesser price to Uzbekistan. 


3. (SBU) On the same day, the Uzbek state gas company, 
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Uztransgaz, agreed to supply 700 million cubic meters of natural 
gas to Tajikistan at $100 per 1,000 cubic meters in 2007, a $45 
increase over the previous year. This price increase mirrors 

new Uzbek agreements with Kyrgyzstan and Kazakhstan. According 
to First Deputy Director of Tajik Gas Shavkat Shoimov, Tajik Gas 
plans on charging end consumers $130-$140 per 1,000 cubic 
meters. This price increase will hit Tajik consumers hard. If 
poor consumers in rural areas are unable to pay their increased 
bills, Tajik Gas might cut them off from the already-minimal 

flow. Response to the increase has been muted, as Tajik 
consumers in rural areas have yet to hear about the new prices. 


4. (SBU) Shoimov told EmbOffs January 4 that the price increase 
will make it even more difficult for Tajik Gas to collect on 

bills. In 2006, the overall collection rate in Tajikistan was 

70%, while the rate in Dushanbe was 50%, due to the difficulty 

in shutting off power to individuals within blocs of non-payers 

in the capital. Outside the capital, Tajik Gas takes a blanket 
approach and simply cuts off gas to entire rural districts for 
non-payment, leaving large portions of the country without gas 
but improving Tajik Gas\'s collection rate. 


5. (SBU) Tajikistan\'s major industrial natural gas consumers 
previously received generous pricing and will face hefty rate 
hikes, perhaps paying the same rate as other consumers, 
according to Shoimov. The Dushanbe Power Heating Station, the 
Tajik aluminum plant (TadAZ), VATZ Chemical Plant, and Tajik 
Cement in Dushanbe, all rely heavily on gas for their 

operations. The VATZ plant near Kurgan-tube is the largest user 
of natural gas in Tajikistan, creating fertilizer for domestic 

use and export (reftel). With input costs as much as doubling, 
the company will struggle to compete with foreign competitors 
that receive natural gas more cheaply, including a 
soon-to-be-completed fertilizer plant in Turkmenistan. 


6. (U) The World Bank\'s Energy Loss Reduction Project is 
providing $1.5 million to help reduce the commercial losses in 

the gas system and improve the financial viability of the 

utility. The project will supply and install gas meters, revamp 

the financial and billing systems, and help establish an 
industry-standard gas agreement with Uzbekistan. Tajik Gas is 
seeking additional loan funds from the World Bank to computerize 
its aging gas distribution network. The company has finished 
installing gas meters covering 70% of Tajik territory, and plans 

on completing nationwide installation by June 2007. 


Column 3 
DUSHANBE 00000045 002.2 OF 002 


7. (SBU) Until Tajik Gas improves its collection rate, it will 
continue to struggle with its finances. In 2006, Tajik Gas 
received 620 million cubic meters of gas, paying for 90% of it. 

In September 2006, Uztransgaz cut off natural gas to Tajikistan 
due to $4.5 million payment arrears. According to Shoimov, 
Tajik Gas took out a $1.5 million loan from Orien Bank at 20% 
interest to pay their debt in part to the Uzbeks, but has yet to 
begin repayment to the bank. (Note: Orien Bank is owned by the 
\"First Brother-in-Law\" of President Rahmonov, Hasan Sadulloev. 
This helps explain why a state-owned utility would borrow from a 
private bank at such an exorbitant rate. End note.) In 2006, 

the Tajik government subsidized vulnerable populations with a 10 
million Somoni subsidy ($3.4 million), and the 2007 budget 
includes increased energy subsidies. However, with the massive 
rate increases, it is likely that rural Tajiks will remain 

gasless. 
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TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Germany, Syria/Nigeria, Syria/Spain, Iraq, Lebanon, 
Palestinian Territories (1/9) 


1. Summary: Syrian papers on Jan. 9 reported that President Asad 
held talks on Jan. 8 with former German Chancellor Gerhard Schroeder 
focusing on current developments in Iraq, Lebanon and the occupied 
territories and prospects of economic cooperation between Syria and 
Germany, particularly on the level of investment companies in the 

two countries. 


President Asad also received a message from Nigerian counterpart 
Olusegun Obasanjo on bilateral ties. According to a Syrian 
presidential statement, Nigerian Ambassador in Beirut Ali al-Siyouti 
handed the message to the Syrian president. 


On Syrian-Spanish relations, papers reported that on January 8 
Information Minister Bilal criticized US Middle East policies, which 
he said escalate problems in the region. Bilal made the criticism 

in a meeting with a delegation of the Spanish Communist Party, the 
official SANA news agency reported. \"Syria is not against the 
American people, but it criticizes the U.S. administration\'s 

policies in the region which escalate problems in it," the minister 
was quoted as saying. The head of the delegation, Miguel Lawrence, 
also said that US policy in the Middle East \"is wrong and witnesses 
a real dilemma. He underlined the important role of Syria in 
solving regional crisis, saying that there would not be a 
comprehensive and genuine peace in the Middle East without Syria, 
according to SANA. 


Papers also featured President Mubarak\'s statement to the Middle 
East News Agency (MENA) on Jan. 8 stressing the credibility of Syria 
in working to achieve a just and comprehensive peace in the Middle 
East. President Mubarak called on Israel to prove its seriousness 
over the resumption of the negotiations on the Syrian track and 
withdrawal from the occupied Syrian Golan. 


All papers reported that on Jan. 8 Pope Benedict XVI condemned the 
Israeli war against Lebanon considering this war an example that 
reflects the failure of military solutions, noting that Lebanon\'s 

future depends on its people\'s unity and the fraternal relations 
connecting its different religious and social groups. 


End of summary. 

2. Selected Headlines: 

\"President Asad reviews with former German Chancellor Gerhard 
Schroeder the general situation in the region and economic 


cooperation with Germany and receives a message from the Nigerian 
President Olusegun Obasanjo on bilateral relations and a follow-up 
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on the outcome of President Obasanjo\'s recent visit to Syria\" 
(Government-owned Tishreen, 


W Information Minister Bilal discusses regional developments with the 
British-European Parliamentary delegation. Bilal reviews 
Syrian-Spanish relations and the situation in the Middle East with a 
delegation of the Spanish Communist Party in Catalonia!" 
(Government-owned Tishreen, 1/9) 


\"President Mubarak calls on Israel to prove its seriousness over the 
resumption of negotiations on the Syrian track and withdrawal from 
occupied Golan\" (Government-owned Al-Thawra, 1/9) 


\"The Lebanese opposition escalates anti-government protest. Speaker 
of Lebanese Parliament Nabih Berri accuses French Ambassador and 
Jumblatt of blocking his initiative to solve the current Lebanese 

crisis\" (Government-owned Al-Thawra, 1/9) 


\"Hamas calls on Fatah leaders for dialogue. An Israeli move to 
expel Palestinians from the West Bank to neighboring countries\" 
(Government-owned Tishreen, 1/9) 


3. Editorial Block Quotes: 


Muhammad Khayr al-Jammali, an editorialist in government-owned 
Al-Thawra, wrote (1/9): \"News reports from Iraq revealed that an 
American unit in Iraq stopped a taxi and killed its five occupants 

in front of eyewitnesses, although they were not armed or wanted.... 
Crimes and massacres committed by the occupation forces in Iraq are 
worse than those committed by the Nazis... 

\"Although the United States will always try to justify such actions 

as self-defense or isolated cases, they remain, in the eyes of 
international law, war crimes and crimes against humanity.... Since 
international law considers the occupying power to be responsible 
for the security and lives of the inhabitants in the areas under 
occupation, the US Administration, represented by President George 
Bush, the Pentagon leadership, and the officers and soldiers 
involved in these crimes bear the responsibility under international 
law and must, therefore, be referred to the competent international 
court... 


W International judicial and human right organizations must set up an 
international tribunal to examine US war crimes in Iraq and try 
those involved in them in order to serve international justice and 
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guarantee the rights of the victims of these crimes, and in order 
that the crimes not go unpunished.\" 


Khalid al-Ashhab, a commentator in government-owned Al-Thawra, 
commented (1/9): WThe Bush administration failed to transfer and 
settle democracy in Iraq and turn it into a model for the Arab 

region to emulate. But it succeeded, with distinction, in 

destroying the foundations of lraq\'s security and stability and in 
pushing lraq toward devastating strife and turning it into an 

endless series of mass graves and random killings around the 
clock.... 


\"The Bush administration failed to reconstruct and develop Iraq and 
turn it into a spot radiating civilization and science, but it 
outstandingly succeeded in returning the country to the medieval 
ages and in rendering it void of awareness, culture, and even 
history, exactly as Donald Rumsfeld promised on the eve of Iraq\'s 
occupation.... 


\"The Bush administration also succeeded in breeding whirlpools of 
killing, repression, and despotism in Iraq and turning the country 
into a bogeyman frightening others from the poisoned American 
honey.\" 


Salim Abbud, a political analyst in government-owned Al-Thawra, said 
(1/9): \"Those who argue that the conflict with Israel concerns 
Palestinians alone and that Israel is not a threat to other Arab 
countries are tampering with the facts of the Arab-Israeli conflict 

and with the future and existence of Palestinians and the entire 

Arab nation... 


\"Arab peace advocates must realize that the state of conflict will 
continue, even if its management requires means and ways -- other 
than war -- to fit with certain situations. They must realize that 
Israel in particular is a threat to individual and pan-Arab 

security, and that the organic link between the security of every 
Arab country and the destiny of the Palestinian cause will remain 
because the conflict, in its essence, is an Arab-Israeli conflict. 
Dealing with HAMAS as if it were a tool for blowing up the situation 
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in the region because of its refusal to recognize Israel and blaming 
it for the current situation in the Palestinian territories -- just 

as blaming the Lebanese resistance for the current situation in 


Lebanon -- reflect not only a erroneous political calculation, but 
also a shortsightedness that might lead to positions that do not 
ultimately serve the interests of Arabs and Palestinians, and that 
help Israelis and US neoconservatives realize their objectives....\" 


Roebuck 
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E.O. 12958: N/A 
TAGS: MASS, PK, PREL, PTER 
SUBJECT: STATUS OF FRONTIER CORPS 


REF: STATE 201186 


1. (SBU) On December 29, 2006, PolCouns raised with the 
MFA\'s America\'s Desk post\'s request for information regarding 
the legal status of the Frontier Corps. (Reftel) Post had 

twice earlier requested the MFA\'s assistance in parsing the 
legal underpinnings of the Frontier Corps, as the issue had 

been raised in the course of the joint Embassy/CENTCOM COIN 
Assessment. PolCouns noted that embassy officers had been 
advised that the Government of Pakistan considers the 

Frontier Corps a civil armed force, but that the Embassy was 
now requesting the MFA\'s assistance identifying the specific 
laws, regulations, statutes or other legal orders that govern 

the Frontier Corps and that delineate the legal process 

through which command of the Frontier Corps or its 

constituent units may be transferred from the Ministry of 
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Interior to the Ministry of Defense. MFA Director Mansoor 
Khan explained the Frontier Corps\'s status to PolCouns, but 
acknowledged that his talking points did not fully respond to 

the Embassy\'s questions. Khan indicated that he would seek a 
more detailed response before the reftel deadline. 


2. (SBU) On January 9, 2007, PolCouns contacted the MFA 
Americas desk to ask whether the MFA had been able to 
identify the relevant legal authorities governing the 

Frontier Corps status. MFA Director Khan said that the MFA 
had sought additional information from the relevant 
ministries, but had not yet received responses. The MFA 
requested that the Embassy submit its request for additional 
information in writing, as this could prompt a quicker 
response from other government agencies. Post has prepared 
and delivered a diplomatic note to the MFA requesting 
specific information on the laws establishing and regulating 
the Frontier Corps on January 9. 


3. (SBU) In late December 2006, the Office of the Defense 
Representative - Pakistan (ODRP) received the following paper 
from the Director General of Military Operations describing 

the status of the Frontier Corps. This is the paper which 
informed the MFA\'s presentation to PolCouns on December 29: 


(Begin text.) 


Frontier Corps (FC) NWFP is part of Civil Armed Forces of 
Pakistan. It falls under the legal jurisdiction of Ministry 

of Interior. Civil Armed Forces are structured to perform 
dual tasks of internal security and augmenting the defensive 
effort of the Country against an external threat. 


During peace time FC NWFP has been usually tasked to perform 
border control duties, arrest/elimination of terrorists, 
anti-smuggling and anti-during (sic) trafficking duties and 
reinforcement of police force whenever required. In case of 
Army\'s deployment inside the Country, FC NWFP is invariably 
always placed under the command of the Ministry of Defense. 


In case of external aggression, FC NWFP transits to be under 
command Ministry of Defense, as and when so ordered. In this 
case operational control is exercised by Ministry of Defense. 
Experience of past couple of decades indicates that FC NWFP 
has been always operationally controlled by Ministry of 
Defense. lts massive deployment to support Army\'s effort in 
GWOT as well as anti-drug trafficking is a case in point. 


Presently, FC NWFP has been deployed in FATA (Federally 
Administered Tribal Areas) and some other parts of NWFP and 
operating under the orders of the Ministry of Defense. 
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(End text.) 


4. (SBU) Post will follow up with the MFA and other 
ministries on the legal status of the Frontier Corps. 
CROCKER 
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E.O. 12958: N/A 

TAGS: OTRA, AO, KE 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR USAID/AA, 
MICHAEL E. HESS 


1. Embassy grants country clearance for the visit 

of Michael E. Hess, Assistant Administrator for the 
Bureau for Democracy, Conflict and Humanitarian 
Assistance from o/a January 16-20, 2007 to meet 
with Somalia Diaspora, NGO partners and the donor 
community regarding the humanitarian situation in 
Somalia and its affect on Kenya. 


2. Country clearance is granted subject to the actual 
security situation at the time of proposed travel. Per 

reftel, visitor has a Top Secret Level Security 

clearance. The embassy switchboard number is 254-20- 
363-6000 and the after-hours number is 254-20-363-6170. 
Control officer is Jack Myer, Office telephone 254-20- 
8622000 ext: 2711; and cell phone 254-722-510540. 


3. Hotel accommodation has been arranged at the 
Windsor Hotel at a cost of 143.00 U.S.Dollars from 16 
January to 20 January, 2007 inclusive of taxes. The 
hotel telephone number is 254-20-8562300, hotel 
facsimile number is 254-20-8560160, under reference 
number: 10262/10263. OFDA/ECARO will arrange for 
airport meet/greet and transfers. 


4. ICASS TDY charges: Each visitor, regardless of 
length of stay, must bring/forward fiscal data to pay 
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for direct costs of the visit. Each agency, 

organization or visiting delegation will be charged for 
the actual costs attributed to its visit. Direct 

charge costs include, but are not limited to: airport 
transportation, accommodations, American and LES staff 
overtime (for such services as airport expediting, 
control room staffing, cashier services, drivers), long 
distance telephone calls, cell phone rentals and cost 

of actual calls, travel and per diem costs for American 
or LES staff who accompany the TDY employee on field 
travel, rental of vehicles and equipment, gasoline and 
other vehicle maintenance costs, office supplies, cost 
of goods procured, departure tax and other airport 

fees. Post will not provide service if fiscal data is 

not provided for the direct charges. 


5. For TDYers remaining at post over 30 days, there is 
a charge for ICASS support services. This charge is 
for the following ICASS services: Basic Package, CLO 
and Health Services. The charge per month is 
approximately $353. Agencies will not be billed until 
the accumulated invoice cost for TDY support exceeds 
U.S. Dollars 2,500 for the fiscal year. If your 
sponsoring agency is not signed up for ICASS services 
at post, please be prepared to sign a Memorandum of 
Understanding for ICASS support services upon arrival. 


6. The agency should provide post with a written 
communication, generated by the traveler?s 
headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is 
urgent, the TDYer should bring this documentation with 
him/her to ensure there are no interruptions in the 
provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 
of the TDY. If you have a sponsoring agency at post, 
please request that they fill out a TDY introductory 
memo on your behalf so that it is easier to receive the 
services you need from the embassy\'s ICASS service 
provider. The Medical Unit cannot provide services 
without the introductory memo with fiscal data. 


7. Policy for TDYs of 30 days or more: Effective 
January 1, 2005, American personnel traveling to post 
on TDY assignments of 30 days or more must have 
completed mandatory personal security training. The 
four-day course, \"Serving Abroad for Families & 
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Employees (S.A.F.E.),\" is available at FSI, or agencies 
can apply to DS to provide their own equivalent 
security training. In the country clearance request 
cable, agencies must provide certification that 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 
Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification, contact 
DS/T William Armor at 703-205-2816. 


8. Security assessment: 


- There is currently a travel warning in effect for 

Kenya, which states that the U.S. Government continues 
to receive indications of terrorist threats in the 

region aimed at American and western interests, 
including civil aviation, and that the Kenyan 

government might not be able to prevent such attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. The RSO is required to brief all TDY visitors 
staying more than one week, as soon as possible after 
their arrival at post. 


- There is a high rate of street crime in downtown 
Nairobi, and reports of group attacks and muggings are 
on the rise throughout the country. Pickpockets and 
thieves carry out \"snatch and run\" crimes on city 
streets and near crowds. Visitors have found it safer 
not to carry valuables, but rather to store them in 

hotel safety deposit boxes or safe rooms. Walking 
alone or at night downtown is not recommended as 
attacks have taken place on public streets and parks. 
The RSO recommends leaving all important documents 
(passports, plane tickets, etc.) in a hotel safe and 

not wearing any jewelry on the street. In addition, 
visitors should avoid hanging a camera around their 
necks, carrying a protruding wallet, and carrying or 
showing large amounts of money in public. 


- While traveling in vehicles, doors should be kept 
locked and windows rolled up. Carjackings are common 
in Nairobi and diplomatic vehicles and personnel are 

not immune to these attacks by armed thieves. Highway 
bandits are active on roads leading to the border 

areas. 


- The Government of Kenya (and the Mission firearms 
policy) prohibit the importing and carrying of firearms 


Column 3 
except for U.S. law enforcement officers engaged in 
protective security or investigative duties. 


9. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees Fahrenheit. In April and 
May, it rains frequently and daytime temperatures are 
lower. From June through September, dry, but often 
cloudy, weather persists with cool nights. From October 
through November there is occasional rain, but most 
days are sunny and warm. 


10. Health: Due to the high altitude, Nairobi is not 

a malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore, if you are planning to travel outside 
Nairobi, particularly to areas below 3,500 feet 
elevation, it is advisable to begin using oral malarial 
medication before arrival and for four weeks following 
departure. In addition, every effort should be made to 
use insect repellents, proper clothing, and barriers 
which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels, 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
or illness compound the basic risks of high altitude. 
For more information about sickle cell trait, contact 
your health unit or the medical clearances section of 
the Office of Medical Services. 


11. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy now prohibits 
TDYers from driving USG or rental vehicles. If riding 
with others or hiring a driver, note that it is 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting, road signs, and 
warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya, particularly after dark, should be avoided for 
safety and security reasons. Travel via passenger 
train in Kenya is considered unsafe by the RSO, 


Column 3 
particularly during the rainy seasons. The trains and 


tracks lack routine maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 

this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 254-20- 
712-2565, 254-20-712-1205 or 254-20-712-0344; cell 
phone numbers are 254-722-711001, 254-722-714246 or 
254-733-735499. 


12. Money matters: 


- For better exchange rates, it is recommended that 
money changing/accommodation exchange be undertaken 
through our contracted bank, the Commercial Bank of 
Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
operation are Monday through Thursday, 9 AM to 12 noon 
and 1 PM to 3 PM; Friday, 9 AM to 12 noon. For TDYers, 
CBA will cash up to 500 U.S. dollars per day and will 
change cash, traveler?s checks or personal checks. If 
you are using personal checks, an exchange application 
form must be filled in and approved by the Financial 
Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 

up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 
cards. 


- Credit cards are accepted at major hotels and 
restaurants, with VISA and Mastercard being the cards 
of choice. 


- The current rate of exchange is approximately 70 
shillings to the U.S. dollar. 


13. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (AEA) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor, soda, beer, 
snacks, Embassy souvenirs, and Kenyan crafts. All 
products are sold in U.S. dollars. Cash and travelers 
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checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


14. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively, a visa can be 
obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport, 
or gratis if traveling with a diplomatic passport), but 
lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


15. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 
U.S. dollars, unless it has been included in the price 
of your ticket. Further, there is 500 Kenya shilling 
(approximate) departure tax imposed on all domestic 
flights. 


RANNEBERGER 
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SIPDIS 
SIPDIS 


NEA/FO FOR DANIN; NEA/IPA FOR WILLIAMS, SHAMPAINE, 
BELGRADE; EB/IFD/OMA FOR GARRY; 

NSC FOR ABRAMS, DORAN, WATERS; 

TREASURY FOR HIRSON 


E.O. 12958: DECL: 01/05/2015 

TAGS: ECON, PREL, EFIN, PGOV, IS 

SUBJECT: 2007 BUDGET PASSES EASILY AMID GROWING SCANDALS AT 
THE MOF 


REF: TEL AVIV 0036 
CLASSIFIED BY: DCM GENE A. CRETZ FOR REASONS 1.4 (B) AND (D) 


1. (C) SUMMARY: THE 2007 BUDGET, TOTALING NIS 283 BILLION 

(USD 67 BILLION), BREEZED THROUGH THE KNESSET ON JANUARY 4, 
AFTER THE PARTIES IN THE GOVERNING COALITION DROPPED THEIR 
DEMANDS FOR ADDITIONAL SPENDING. THE BUDGET MAINTAINS THE 
GOI POLICY OF FISCAL RESTRAINT, EVEN WITH THE LARGER THAN 
EXPECTED ALLOCATION OF USD 12.5 BILLION FOR DEFENSE-RELATED 
EXPENDITURES. CRITICS CLAIM, HOWEVER, THAT IT DOES NOTHING 
TO NARROW THE GROWING GAP BETWEEN THE RICH AND THE POOR, AND 
EVEN CUTS SOCIAL WELFARE SPENDING TO PAY FOR THE DEFENSE 
EXPENDITURES. THE BUDGET PASSED ONLY HOURS BEFORE REPORTS 
HIT THE PRESS ABOUT THE EMERGENCE OF A MAJOR SCANDAL 
INVOLVING THE ISRAEL TAX AUTHORITY (ITA), AND ANOTHER PRESS 
STORY THE NEXT DAY INDICATING THAT FINANCE MINISTER HIRCHSON 
IS PERSONALLY IMPLICATED IN THE POLICE INVESTIGATION OF A 
DIFFERENT SCANDAL INVOLVING EMBEZZLEMENT AND THEFT FROM THE 
PERIOD BEFORE HE BECAME A GOVERNMENT MINISTER. THE PRIME 
MINISTER (PM) AND FINANCE MINISTER (MINFIN) PREVAILED UPON 
DEPARTING MOF DIRECTOR GENERAL YOSSI BACHAR TO TEMPORARILY 
ASSUME CONTROL OF THE ITA INORDER TO RESTORE A SENSE OF 
PROPER FUNCTIONING TO THE ORGANIZATION. HOWEVER, BACHARS 
DEPARTURE AS DG, TOGETHER WITH THE SUDDEN ERUPTION OF MOF 
SCANDALS POSSIBLY INVOLVING HIRCHSON AND ELEMENTS IN THE 
PRIME MINISTERS OFFICE, PRESAGES INSTABILITY FOR ISRAELI 
ECONOMIC POLICY IN THE IMMEDIATE FUTURE. PRESS REPORTS 
ALREADY SPEAK OF A POSSIBLE LOSS OF INVESTOR CONFIDENCE IN 
ISRAEL AS A RESULT OF THE SCANDALS. END SUMMARY. 
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2. (U) IN LINE WITH FINANCE MINISTER AVRAHAM HIRCHSONVS 

STATED GOAL OF SECURING THE BUDGET\'S APPROVAL BY THE START OF 
THE NEW YEAR, THE KNESSET PASSED THE 2007 BUDGET BILL JUST 
AFTER MIDNIGHT ON THE MORNING OF JANUARY 4, REPRESENTING A 
DEPARTURE FROM PAST YEARS, WHEN THE BUDGET APPROVAL PROCESS 
FACED SIGNIFICANT DELAYS. MINFIN HIRCHSON WAS ADAMANT ABOUT 
\"MAINTAINING THE BUDGET FRAMEWORK\" AND FISCAL RESTRAINT. 
ALTHOUGH SOME COALITION PARTNERS HAD EARLIER DEMANDED HUGE 
ADDITIONAL ALLOCATIONS RANGING UP TO NIS 6 BILLION (USD 1.4 
BILLION) INRETURN FOR THEIR SUPPORT ON THE VOTE, THEY 
ULTIMATELY DROPPED THESE DEMANDS FOR FEAR OF FORCING EARLY 
ELECTIONS IN WHICH MANY OF THEIR MEMBERS WOULD FACE THE 
PROSPECT OF LOSING THEIR KNESSET SEATS. THE BUDGET PASSED BY 
A 63 TO 31 MARGIN, WITH SIX ABSTENTIONS. 


3. (U) VARIOUS PARTIES, BOTH WITHIN AND OUTSIDE THE 

COALITION, WERE, HOWEVER, REWARDED FOR THEIR SUPPORT. FOR 
EXAMPLE, AVIGDOR LIEBERMAN\'S ISRAEL BEITENU PARTY RECEIVED 
APPROXIMATELY NIS 190 MILLION (USD 45 MILLION), INCLUDING 

MONEY FOR SURVIVORS OF THE HOLOCAUST, DISCHARGED SOLDIERS, 
COMBATING THE DRUG TRADE, AND TAX BENEFITS FOR THE ELDERLY 
AND NEW IMMIGRANTS. THE OPPOSITION UNITED TORAH JUDAISM 
(UTJ) FACTION, WHICH HOLDS THE CHAIR OF THE FINANCE 
COMMITTEE, WILL RECEIVE NIS 290 MILLION (USD 69 MILLION) FOR 
ULTRA-ORTHODOX HAREDI SCHOOLS AS PAYMENT FOR ABSTAINING IN 
THE BUDGET VOTE -- IN ADDITION TO THE NIS 290 MILLION IT 

ALREADY RECEIVED FOR ABSTAINING ON THE FIRST READING OF THE 
BUDGET LAW IN SEPTEMBER. MOREOVER, UTJ FINANCE COMMITTEE 
CHAIR, YACKOV LINTZMAN, REPORTEDLY WORKED HARD TO FACILITATE 
THE BUDGETS SMOOTH APPROVAL. AT THE JANUARY 7 CABINET 
MEETING, A MAJORITY (THIRTEEN) OF MINISTERS SUPPORTED THE 
PRIME MINISTER IN FURTHER CUTTING SPENDING BY NIS 870 MILLION 
(USD 208 MILLION) TO SOMEWHAT OFFSET THE NIS 1.85 BILLION 

(USD 443 MILLION) ADDED TO THE DEFENSE BUDGET SEVERAL WEEKS 
AGO. THE SPENDING REDUCTION INVOLVES AN ACROSS-THE-BOARD CUT 
IN THE ACQUISITION BUDGETS FOR MOST MINISTRIES OF ABOUT 3.5 
PERCENT. 


4. (C) THE DAY THAT THE BUDGET BILL PASSED WAS ALSO MARKED 

BY THE EMERGENCE HOURS LATER OF ALLEGATIONS REGARDING 
IMPROPRIETIES IN THE ISRAEL TAX AUTHORITY (ITA), A DIVISION 

OF THE MINISTRY OF FINANCE (SEE REFTEL). POLICE ALLEGE THAT 

TOP ITA AND OTHER GOVERNMENT OFFICIALS HAD EITHER RECEIVED OR 
GIVEN BRIBES TO WIN TAX BREAKS FOR COMPANIES, AMONG OTHER 


IMPROPRIETIES. SHULA ZAKEN, PRIME MINISTER OLMERT\'S PERSONAL 


Column 3 
SECRETARY, AND ABOUT 30 OTHERS, INCLUDING SENIOR OFFICIALS, 


SIPDIS 

ARE BEING INVESTIGATED AS PART OF THE CASE, INCLUDING JACKY 
MATZA, THE HEAD OF THE ITA, AND HIS IMMEDIATE PREDECESSOR IN 
THE JOB, EITAN RUB. BOTH PM OLMERT AND MINFIN HIRCHSON MAY 
BE QUESTIONED BY THE POLICE IN CONNECTION WITH THE CASE. THE 
SCANDAL HAS SPARKED OUTRAGE WITHIN ISRAELI SOCIETY AND 
EXACERBATED THE PUBLIC\'S DISTRUST OF GOVERNMENT THAT HAS 
GROWN SINCE THE SUMMER\'S INCONCLUSIVE WAR IN LEBANON AND A 
RASH OF OTHER SCANDALS INVOLVING ISRAELI POLITICAL FIGURES. 
BOTH PM OLMERT AND MINFIN HIRCHSON CONVINCED OUTGOING AND 
WELL-RESPECTED MOF DG YOSSI BACHAR TO ASSUME THE HELM OF THE 
ITA TEMPORARILY TO RESTORE ORDER AND CONFIDENCE TO THAT 
ORGANIZATION, AND TO MAINTAIN BACHAR\'S CALMING PRESENCE AT 
THE MOF. FURTHER DAMAGING THE MOF HAVE BEEN REPORTS, 
INITIALLY PUBLICIZED THE MORNING AFTER THE BUDGET\'S APPROVAL, 
THAT MINFIN HIRCHSON HIMSELF IS SUSPECTED OF FRAUD, MONEY 
LAUNDERING, AND INVOLVEMENT IN THE THEFT OF MORE THAN NIS 5 
MILLION (USD 1.2 MILLION) FROM THE NATIONAL WORKERS UNION (A 
PART OF THE HISTADRUT FEDERATION OF TRADE UNIONS), WHICH HE 
HEADED PRIOR TO BECOMING A GOVERNMENT MINISTER. IN THE DAYS 
SINCE THE SMOOTH APPROVAL OF THE BUDGET, HIRCHSON HAS TRIED 
TO PROJECT A \"BUSINESS AS USUAL\" ATTITUDE, DESPITE THE 
SCANDALS. 


5. (U) ISRAEL\'S 2007 STATE BUDGET TOTALS APPROXIMATELY NIS 

283 BILLION (USD 67 BILLION) AND REPRESENTS YEAR-ON-YEAR REAL 
EXPENDITURE GROWTH OF ABOUT 3.3 PERCENT OVER 2006, CONSISTING 
OF THE 1.7 PERCENT SPENDING INCREASE ALLOWED FOR IN THE 
COALITION AGREEMENTS, PLUS A ONE-TIME ADDITIONAL 1.6 PERCENT 
(NIS 3.5 BILLION OR USD 830 MILLION) INCREASE EARMARKED FOR 
FINANCING EXPENSES RELATED TO THE LEBANON CONFLICT. IN 
ADDITION, THE GOVERNMENT PLANS AN ADDITIONAL 0.5 PERCENT (NIS 
1.1 BILLION OR USD 26 MILLION) OFF-BUDGET SPENDING INCREASE 

TO FUND CONTINUING DISENGAGEMENT-RELATED EXPENSES. THE 
DEFICIT TARGET WILL BE 2.9 PERCENT OF GDP, OR NIS 18.7 

BILLION (USD 4.4 BILLION). TAX REVENUES ARE FORECASTED TO BE 
LOWER THAN IN 2006, DURING WHICH THERE WERE ONE-TIME RECEIPTS 
TOTALING APPROXIMATELY NIS 6 BILLION (USD 1.4 BILLION) -- USD 

1 BILLION OF WHICH ALONE RESULTED FROM WARREN BUFFETS 
PURCHASE OF 80 PERCENT OF THE ISRAELI COMPANY ISCAR FOR USD 4 
BILLION IN CASH. THE NEXT PHASE OF THE INCOME AND CORPORATE 
TAX REDUCTIONS RESULTING FROM THE GOVERNMENT\'S TAX-REFORM 
PROGRAM WILL GO INTO EFFECT IN JANUARY 2007, AND WILL LIKELY 
REDUCE TAX REVENUES IN THE FUTURE. 
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A GENERAL BREAKDOWN OF THE MAJOR BUDGET CATEGORIES FOLLOWS: 


-- 18.6 PERCENT (USD 12.5 BILLION) FOR DEFENSE EXPENDITURES; 
-- 29.9 PERCENT (USD 20 BILLION) FOR DEBT REPAYMENT; 

-- 29.4 PERCENT (USD 19.7 BILLION) FOR TRANSFER PAYMENTS AND 
SUPPORT; 

-- 4.1 PERCENT (USD 2.7 BILLION) FOR INVESTMENT AND CREDIT; 

-- 17.1 PERCENT (USD 11.5 BILLION) FOR OTHER CIVILIAN 
EXPENDITURES. 


6. (U) AMONG THE GOI MINISTRIES, THE DEFENSE MINISTRY 
RECEIVED NIS 47.8 BILLION (JUST OVER USD 11 BILLION) -- THE 
LARGEST SLICE OF THE BUDGET -- WHILE THE SHARE FOR THE 
EDUCATION AND HEALTH MINISTRIES AMOUNTED TO NIS 25.9 BILLION 
(USD 6.2 BILLION) AND NIS 16.1 BILLION (USD 3.8 BILLION), 
RESPECTIVELY. JUST ONE YEAR AGO, THE ECONOMIC CAMPAIGN 
PROPOSALS PUT FORTH BY THE LABOR PARTY IN THE RUN UP TO THE 
NATIONAL ELECTION CALLED FOR REDUCING DEFENSE SPENDING IN 
FAVOR OF SOCIAL WELFARE SPENDING. IN THE WAKE OF THE WAR IN 
LEBANON, THE COMPETITION BETWEEN THE DEFENSE ESTABLISHMENT 
AND SOCIAL NEEDS CONTINUES, WITH DEFENSE EMERGING AS THE 
CLEAR WINNER. IN THE 2007 BUDGET, NATIONAL INSURANCE 
BENEFITS ARE TO BE CUT BY FOUR PERCENT, THE THIRD STAGE IN 
THE INCREASE IN THE MINIMUM WAGE IS TO BE DELAYED, AND THE 
AGE AT WHICH PEOPLE ARE ENTITLED TO CLAIM UNEMPLOYMENT 
COMPENSATION WILL REMAIN 28, DESPITE EFFORTS TO HAVE IT 
REDUCED TO 25. 


7. (U) DR. MICHAEL SORREL, HEAD OF THE ECONOMICS AND 

RESEARCH DIVISION OF HAREL INSURANCE AND FINANCE, AND FORMER 
HEAD OF RESEARCH AT THE FINANCE MINISTRY, NOTED IN A 
MACRO-ECONOMIC REPORT DATED JANUARY 4 THAT THE BUDGET 
BROADCASTS THE MESSAGE OF CONTINUED FISCAL STABILITY. HE 


ADDED THAT EVEN WITH THE INCREASE IN DEFENSE EXPENDITURES AND 
OTHER SPECIAL SPENDING IN LIGHT OF THE WAR IN LEBANON, THERE 
WOULD BE A DECLINE IN GOVERNMENT EXPENDITURES AS A PERCENTAGE 
OF GDP IN 2007 IF GROWTH CONTINUES AT A REASONABLE RATE -- AS 

HE EXPECTS. 


8. (C) ISRAEL IS IN THE PECULIAR SITUATION OF EXPERIENCING 
ECONOMIC PROSPERITY UNPARALLELED IN ITS SHORT HISTORY, WHILE 
AT THE SAME TIME FACING A SEVERE LOSS OF PUBLIC CONFIDENCE IN 
THE FUNCTIONING OF ITS GOVERNMENT, SPARKED BY THE LACKLUSTER 
PERFORMANCE IN THE LEBANON WAR AND EXACERBATED BY THE 
UNFOLDING SCANDALS INVOLVING HIGH OFFICIALS IN THE MOF AND 
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THE PRIME MINISTERVS OFFICE -- AS WELL AS THE SCANDALS 

ENVELOPING THE PRESIDENT AND THE FORMER MINISTERS OF JUSTICE 
AND PUBLIC SECURITY. THERE HAVE EVEN BEEN RUMBLINGS IN THE 
PRESS ABOUT THE POSSIBLE LOSS OF CONFIDENCE BY INVESTORS IN 

THE ISRAELI ECONOMY. SOME ISRAELI OFFICIALS HAVE TOLD 

REPORTERS THAT THE SCANDALS MAY BLACKEN ISRAEL\'S IMAGE ENOUGH 
TO DISCOURAGE BOOMING FOREIGN DIRECT INVESTMENT, WHICH 
TOTALED USD 13.2 BILLION IN 2006 VERSUS 5.6 BILLION IN 2005 

AND 1.7 BILLION IN 2004. 


9. (C) COMMENT CONTINUED: THE MORALE OF THE FINANCE MINISTRY 
HAS BEEN DEVASTATED, WHICH DOES NOT BODE WELL FOR THE 
MAINTENANCE OF FISCAL DISCIPLINE IN THE LONG RUN. WITH THE 
MINISTER PERSONALLY IMPLICATED IN CORRUPTION ALLEGATIONS, THE 
RESPECTED BACHAR LEAVING HIS POST AS DG, AND A NEWCOMER 
TAKING OVER AS DG (AS OF JANUARY 7), THE MINISTRY APPEARS TO 

BE RUDDERLESS. THE SCANDALS OVERSHADOWED ANY CREDIT HIRCHSON 
GAINED FROM HIS STARTLING SUCCESS IN SECURING QUICK APPROVAL 
OF THE BUDGET. HE IS ATTEMPTING TO PROJECT A \"BUSINESS AS 
USUAL\" APPROACH, BUT MUCH DEPENDS ON THE ABILITY OF THE NEW 
DG YAROM ARIAV TO TAKE QUICK CONTROL AND RESTORE CONFIDENCE 
AMONG THE MINISTRYYS WORKERS. YOSSI BACHAR\'S TAKING OVER THE 
ITA TEMPORARILY (AS OF JANUARY 7) WILL SERVE AS A CALMING 
INFLUENCE. 


10. (C) COMMENT CONTINUED: THE OLMERT GOVERNMENT IS VERY 
WEAK, BUT IRONICALLY, THIS MAY BE ITS ONLY ADVANTAGE AT THE 
MOMENT IN ITS ABILITY TO ENFORCE ITS ECONOMIC POLICY. MANY 

OF THE MKS IN THE RULING COALITION REALIZE THAT THEY STAND TO 
LOSE THEIR SEATS SHOULD THERE BE EARLY ELECTIONS, HENCE THEIR 
AGREEMENT TO DROP THEIR TRADITIONAL EXORBITANT SPENDING 
DEMANDS IN ADVANCE OF THE BUDGET VOTE. HOWEVER, IF THE LABOR 
PARTY DOES DECIDE TO QUIT THE GOVERNMENT, IT WILL LEAVE 
OLMERT WITH 59 SEATS IN THE 120-SEAT KNESSET. THIS INCREASES 
THE LIKELIHOOD THAT HE WILL INVITE UNITED TORAH JUDAISM INTO 
THE COALITION AND MIGHT HAVE TO REINSTATE THE BUDGET-BUSTING 
LARGE FAMILY BONUSES TO SECURE THEIR SUPPORT. SINCE THE 
INITIATION OF THE ECONOMIC REFORM PROGRAM IN 2003, IT HAS 

BEEN THE LEADERSHIP AND THE PROFESSIONAL STAFF OF THE 
MINISTRY OQFINANCE THAT HAS STOOD FIRM AGAINST PREVIOUS 
ATTEMPTS TO INCREASE SPENDING RECKLESSLY. THE PRESENT RASH 
OF SCANDALS LEAVES THEM IN A POSITION THAT LIMITS THEIR 
INFLUENCE ON FISCAL POLICY. EVEN AT THE HEIGHT OF THE MOF\'S 
INFLUENCE, IT WOULD NOT HAVE BEEN ABLE TO COMPLETELY PREVENT 
EXCESSIVE SPENDING RESULTING FROM A COALITION CRISIS. SHOULD 
UTJ ENTER THE GOVERNMENT AT A TIME WHEN THE MOF IS TOTALLY 
WITHOUT INFLUENCE, IT IS QUITE LIKELY THAT THE PRICE WOULD BE 

A BUSTING OF THE BUDGETARY FRAMEWORK THAT HAS HELD SINCE 2003 
AND WAS RESPONSIBLE FOR ISRAELS TREMENDOUS ECONOMIC 
RECOVERY. END COMMENT. 
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VISIT EMBASSY TEL AVIVYS CLASSIFIED WEBSITE: 
HTTP://WWW .STATE.SGOV.GOV/P/NEA/TELAVIV 


YOU CAN ALSO ACCESS THIS SITE THROUGH THE STATE DEPARTMENT\'S 
CLASSIFIED SIPRNET WEBSITE. 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PREL, MARR, MOPS, BA, IZ, IR, BILAT, OFFICIALS 

SUBJECT: SCENESETTER FOR SECRETARY OF DEFENSE GATES\' 
JANUARY 17-19 VISIT TO BAHRAIN 


Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


1. (C) Mr. Secretary, we warmly welcome your January 17-19 
visit to Bahrain. The fifty-year U.S. Navy presence in 

Bahrain is the centerpiece of the U.S.-Bahrain bilateral 
relationship. Bahrain considers the Navy to be its defense 
against external threats, starting with Iran, and has 

recently taken important steps to enhance bilateral relations 
further. Bahrain generally supports our Iraq policy but 
believes we should draw down our forces, leaving only a 
rapid-reaction force in country. The GOB wants the Iraqi 
government to shoulder the bulk of the security 
responsibilities and work more closely with its Arab 
neighbors. The Bahraini government hopes the U.S. Navy will 
initiate a process allowing for the return of dependents to 

the country, citing the deterioration in the everyday, 
people-to-people contact that family members previously had 
with Bahrainis. Your trip closely follows Secretary of the 

Navy Winter\'s late November visit and Chief of Naval 
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Operations Mullen\'s late December visit. 


2. (C) What we want from the visit: 


-- Public expression of support for U.S. policy in Iraq and a 
commitment, along with that of its fellow GCC member states, 
for pro-active Bahraini engagement with Iraq\'s leadership. 


-- Close coordination on Iran policy and development of 
strategies that go beyond sanctions contained in UNSCR 1737. 


-- Continued cooperation on regional maritime operations, 
including in Combined Task Forces (CTF) 150 and 152 in and 
around the Gulf. 


3. (C) The Bahrainis will want to hear from you on: 


-- A reaffirmation of the Navy\'s long-term commitment to 
Bahrain and a status update on the possible return of Navy 
dependents. 


-- A briefing on the way forward in Iraq, with particular 
emphasis on the Iraqi government\'s responsibilities and ways 
the GCC can engage and assist. 


-- Strategies to contain Iran while avoiding a military 
confrontation. 


4. (C) We suggest you raise the following points: 


-- Recognize the long history of mil-mil cooperation with 
Bahrain, most notably through hosting NAVCENT. Reaffirm the 
commitment of the U.S. Navy in Bahrain. 


-- Praise Bahrain\'s support for OEF, OIF, and U.S. policy on 
Iraq and Iran. Commend Bahrain for sending its Special 
Forces contingent to Afghanistan in support of OEF, hosting 
and participating in Proliferation Security Initiative (PSI) 
exercise Leading Edge in October, and formally joining the 
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regional coalition naval task forces. 


-- Identify steps Bahrain can take to support our Iraq 
policy, both politically and in practical terms. 


-- Pledge to continue the close coordination between our two 
countries on Iran. 


-- Congratulate Bahrain for holding parliamentary and 
municipal elections in November/December and for the 
participation of all registered political societies, 
including oppositionists, in the elections. 
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5. (SBU) The U.S. Navy has worked closely with Bahrain for 
more than 50 years. When the U.S. Fifth Fleet was 
re-commissioned in 1995, Bahrain took the then-controversial 
step of being the first Gulf state to provide host government 
support for regionally \"home-ported\" U.S. Navy forces, and 
Bahrain remains the only country in the region which hosts a 
permanent component command headquarters. NAVCENT directs 
naval operations in the Arabian Gulf, Arabian Sea, and Gulf 
of Aden in support of Operations Enduring Freedom and Iraqi 
Freedom, CJTF Horn of Africa, as well as Maritime 
Interception Operations to enable freedom of navigation and 
to prevent oil smuggling, piracy and various other operations 
in support of the Global War on Terrorism. 


6. (C) Bahrain\'s relatively stable and secure political 
environment allows deployed U.S. Navy ships to stop, 
replenish supplies, and provide crews much needed onshore 
rest and recreation opportunities. Bahrain is currently one 

of the U.S. Navy\'s busiest overseas ports. In direct support 

of OEF and OIF, Bahrain in 2003 deployed 1,500 troops, a tank 
battalion task force, and its frigate the RNBS Sabha to 

defend Kuwait. Bahrain also flew combat air patrols over 
Kuwait and Bahrain and continues to keep F-16s on 24-7 strip 
alert. A special operations unit embedded in a UAE 
contingent deployed to Afghanistan in 2005. Bahrain assigned 
three shore-based naval officers to work in the command post 
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for maritime task force CTF-150, which covers the Strait of 
Hormuz to the Sea of Aden. For CTF-152, which covers central 
Gulf waters, Bahrain has provided one frigate and two 
corvettes. Bahrain is the only GCC country to participate in 

the CTFs. 


7. (C) Bahrain has the smallest economy in the GCC and is 
quickly depleting a very limited petroleum reserve. We have 
had active FMF and IMET programs in Bahrain for several years 
but the FMF program in particular has declined precipitously 

in recent years, from $90 million in 2003 to a budgeted $15 
million for FY 2007. We are working closely with the 

Bahrainis to upgrade their early warning and air defense 

radar systems, an initiative that has been promoted in the 
USG-led interagency Gulf Security Dialogue. Future programs 
include the sale of nine Blackhawk helicopters to the 

Bahraini Air Force ($200 million) and six Bell helicopters to 

the Ministry of Interior ($50 million). 


8. (C) The GOB publicly supports U.S. operations in Iraq, 

but as King Hamad and Crown Prince Salman have told several 
recent U.S. delegations, it believes Iraqi forces should be 
moving to the front lines in place of coalition forces. This 

would force Iraqis to take responsibility for their own 

security and put the GOI into the position of requesting 
assistance from its Arab neighbors, which the Bahrainis feel 

it has not yet done in a meaningful way. The Crown Prince 

has recommended that the U.S. draw down and consolidate its 
military footprint in Iraq to a 50,000-member rapid-reaction 
force based outside of major population centers. The GOB\'s 
greatest concern related to Iraq is that sectarian violence 

could spill over into Bahrain, which has a Shia-majority 
population ruled by a Sunni-controlled government. The 

timing and manner of Saddam\'s execution exacerbated sectarian 
tensions in Bahrain. GOB officials will support long-term 
measures to reduce sectarian violence while recognizing that 
the near-term situation in lraq is extremely difficult. 


9. (C) The Bahraini leadership is greatly concerned about 

the threat posed by Iran and increased tensions between Iran 
and the international community. Crown Prince Salman has 
suggested several times that the U.S. and GCC countries hold 
a significant military exercise in the Gulf, which would send 
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a strong signal to Iran. Bahrain hosted and participated in 

PSI exercise Leading Edge in October, and the 
boarding/interrogation portion took place just outside its 
territorial waters. NAVCENT personnel were impressed with the 
Bahraini Navy\'s professionalism and aggressiveness during the 
exercise. Bahrain has been an enthusiastic partner in the 

Gulf Security Dialogue initiative. 
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10. (C) Bahrain\'s relationship with Iran is complex. The 
Bahraini leadership is united in its suspicion of Iranian 
intentions regarding Bahrain and often sees an Iranian hand 
in incidents involving Bahrain\'s Shia community, which 
comprises some two-thirds of the country\'s citizens. They 
are convinced Iran seeks to develop nuclear weapons and 
assert its influence around the region. At the same time, 
Bahrain faces the reality that it must live with its large 
neighbor across the Gulf. Bahrain maintains \"correct\" but 
not warm diplomatic relations with Iran, with Bahraini 
leaders meeting with Iranian officials when they visit. 
Bahraini officials repeatedly assert their strong view that 

the international community should engage in diplomacy to 
deal with Iran, and not resort to a military solution. They 
recognize, however, that a robust military posture can 
facilitate diplomacy. Bahrain supports UNSCR 1737 but may be 
wary of implementing additional sanctions that go beyond the 
language of the resolution. It is not clear that the 

Bahraini leadership has come to grips with how it will handle 
efforts to ratchet up the pressure on Iran if that includes 
cutbacks in trade and engagement. 


11. (C) Bahraini officials often reiterate their request 

that the U.S. Navy permit dependents to return to Bahrain. 
Crown Prince Salman, who is a graduate of the DOD Bahrain 
School and whose children now attend the school, is a 
particularly strong advocate for the everyday, 
people-to-people contact that is fostered by the presence of 
dependents. Bahraini officials may urge that you reconsider 
the Navy\'s 2004 decision removing dependents from Bahrain. 
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12. (C) Bahrain in November/December conducted its second 
set of parliamentary and municipal elections since the 
adoption of the 2002 constitution. Some 70 percent of 
registered voters and all political societies participated in 

the elections, with oppositionists winning 18 of 40 seats in 

the elected lower house Council of Representatives. 
Thirty-five of the 40 seats are held by Islamists (Sunni and 
Shia) and membership is marked by a stark Sunni-Shia divide. 
One woman, Lateefa Al Qaoud, ran unopposed and is Bahrain\'s 
first female elected member of parliament. Local election 
monitors have not yet released their findings, but the 

elections are seen as a major step forward in the King\'s 
democratic reform program. 
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Visit Embassy Manamals Classified Website: 
http://www. state.sgov.gov/p/nea/manama/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


MONROE 


91891 

PP RUEHWEB 

DE RUEHRB #0043/01 0091348 

ZNR UUUUU ZZH 

P 091348Z JAN 07 

FM AMEMBASSY RABAT 

TO RUEAIAO/HQ ICE IAO WASHINGTON DC PRIORITY 
INFO RUEHMD/AMEMBASSY MADRID PRIORITY 5637 
RUEHC/SECSTATE WASHDC PRIORITY 5536 
RUEHCL/AMCONSUL CASABLANCA 2535 


SIPDIS 
SIPDIS 


PLEASE PASS TO ICE INTERNATIONAL AFFAIRS, SSA ALBERT 
MATHALON 


E.O. 12958: N/A 

TAGS: ETRD, OTRA, DHSX, MO 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR ICE OFFICIALS TO 
TRAVEL TO RABAT 


REF: A. EMAILS JIMENEZ/MATHALON 
B. HQ ICE IAO 816 


1. Embassy Rabat is pleased to grant country clearance to ICE 
officials Senior Special Agent Grave Curcetti, and Import 
Specialists Tonda Fuller and Mark Palasek, to travel to 
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Morocco, January 20 - February 9, 2007 for the purpose of 
conducting textile production verification Team (TPVT) visits 
to factories producing textiles exported to the U.S. 


2. POC is Economic Officer James Jimenez who can be reached 
at: 

Phone: 212 037-668-131 

Cell: 061-08-44-26 

email: jimenezja@state.gov 


3. Post requires fundcite information via cable prior to 
contracting services on travelers behalf. Further details 
are provided in paragraph 4. 


4. ICASS Policy: 


A. Due to ICASS funding reductions, we regret that Post has 
had to curtail services and pass the cost of select services 
through direct charging of non-ICASS contributors visiting 
Post through direct charging. Therefore we request that each 
visitor, regardless of length of stay, bring/forward fiscal 

data to pay for direct costs of the visit and share copies 

with their control officer and FMO. Each agency, 
organization, or visiting delegation will be charged for the 
actual costs attributed to their visit. Direct charge costs 
include, but are not limited to: American and LES staff 
overtime (e.g., expediter, airport pick-up and drop-off, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to visitor needs. Please note that all visitors 
should be prepared to be charged approximately ninety-five 
dollars (subject to periodic adjustment) for airport pick-ups 
and drop-offs that occur after normal business hours. 


B. In accordance with worldwide ICASS policy, TDYers over 
thirty (30) days, are subject to a charge for ICASS support 
services. If your sponsoring agency is not signed up for 

ICASS services at post, please be prepared to sign an MOU for 
ICASS support services upon arrival. The agency should 
provide post with written communication, generated by the 
traveler\'s headquarters, that confirms the agency will pay 
ICASS charges for the TDYer and provides the agency ICASS 
billing code to which TDY support charges should be applied. 


C. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. We regret that due to budget 
restraints, Post will not provide service to a TDYer staying 

in excess of thirty days without provision of this 
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documentation. We thank you in advance for your 
understanding. 


5. Security Concerns 


A. Mandatory personal security training 
(ref: 04 state 066580, state 93760 and FSI 
1421): 


Effective January 1, 2005, American personnel requesting 
country clearance to perform extended temporary duty (TDY 
defined as more than 30 days) at overseas locations must 
complete appropriate overseas personal security training 
(WsafeW course). This safe course requirement does not apply 
to career state department Foreign Service employees. lt does 
apply to state department civil service employees, employees 
of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16, 2003. Additional attacks have been thwarted by the 
vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured), the potential for violence against American 
interests and citizens remains high in Morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate, 


including clubs, restaurants, places of worship, schools, 
hotels, movie theaters and public areas. Such targets may 
also include establishments where activities occur that may 
offend religious sensitivities, such as casinos or places 
where alcoholic beverages are sold or consumed. While in 
Morocco it is important to be vigilant to oneYs surroundings, 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to Morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately, 24 hours a day, at tel. 037-76-96-39. 


C. Crime: 
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The threat level for crime in Morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling, pick 
pocketing, purse snatching, theft from vehicles, and 
harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred, but in 
general crime in Morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs, visitors 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 

immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers, especially in outdoor shopping areas, 
tourist attractions, and in transportation centers. Taxis 

and trains in Morocco are relatively safe, city buses are not 
considered safe. Avoid carrying large sums of cash, and 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime, or an 
attempted crime, or experience any security-related incident 
during your stay in Morocco, please report the incident to 
the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions, 
including ours, from time to time receive threatening phone 
calls, e-mails and harassing letters/faxes. Should you 
receive any of these while at post, contact marine post one 
and/or the RSO immediately. Further, the mission has received 
several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail, 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally, demonstrations do occur with some frequency in 
Morocco during periods of heightened tension. Occasionally, 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 
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region, always be alert to their surroundings and avoid large 
crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 
and the RSO. 


E. Electronic Devices: 


Privately owned laptops, PSC, cellular telephones, cameras 
and similar devices are strictly prohibited in controlled 

access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 

laptop/notebook computers must notify the information 
management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 


F. Cultural Awareness: 


Travelers need to be cognizant of the fact that Morocco is an 
Islamic country despite the appearance of some aspects of 
western culture. Generally, women should not travel alone and 
should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in Morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
and only buy or consume alcohol in shops, restaurants and 
hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 3952 
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LONDON FOR TSOU, PARIS FOR ZEYA 
DEPT FOR NEA/ARPI (WALKER, SHUKAN,JACHIM), INL, DRL 
(HANFORD, BARKS-RUGGLES, OZKAN, LURIE), PRM 


E.O. 12958: DECL: 01/08/2017 
TAGS: PREL, PGOV, KDEM, SA 
SUBJECT: RUMORED SAG CABINET CHANGES 


REF: 2006 RIYADH 07150 


Classified By: Ambassador James C. Oberwetter 
for reasons 1.4 (b) and (d). 


1. (S) Abdul Wahab Al-Faiz, Editor-in-Chief of several 

Saudi newspapers and magazines, told PolOff on January 6 that 
within the next month or two (approximately before the end of 
March), the King will announce major changes in the SAG 
Cabinet. He said these changes will be in accordance with 

the expiration of the four-year terms of Cabinet ministers, 

which will occur some time after January 20 (reftel). 

Al-Faiz gave two examples, saying that it is very likely that 
Prince Saud Al-Faisal will no longer be Foreign Minister and 
Ghazi Al-Gossaibi will no longer be Labor Minister. He 

implied that there could be other changes as well. He did 

not state who will be named as replacements, though he 
suggested that Prince Bandar might be named Foreign Minister. 


2. (S) Al-Faiz said that Al-Gossaibi never had the 
background or experience to be Labor Minister and has found 
the job very frustrating. Al-Faiz said that Al-Gossaibi has 
faced much criticism for the pace of changes regarding labor 
policy as well as much resistance from religious and business 
leaders for announced reforms. 


3. (S) Al-Faiz said that reports that Turki Al-Faisal and 
Prince Bandar are in conflict are untrue. Al-Faiz pointed 
out that the two have worked together well for many years, 
especially when Turki Al-Faisal was the head of the General 
Intelligence Presidency (GIP). 


COMMENT 
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4. (S) Since this would be the first such Cabinet change 
under King Abdallah, local observers, such as Al-Faiz and 
Al-Tuweijri (reftel), expect important high-level personnel 
changes that will strengthen the SAGVs ability to enact 
reforms. (NOTE: Abdel Rahman Al-Tuweijri is the Secretary 
General of the Supreme Economic Council, head of the Capital 
Markets Board, and a member of the Royal Protocol. His 
father, Abdul Mohsen, is the closest non-royal advisor to the 
King and former head of the National Guard. His brother, 
Khaled, is the new Secretary General of the Succession 
Committee. The Al-Tuweijri extended family is a large, 
prominent, and powerful bloc in the KSA. END NOTE). In 
addition to Al-Gossaibi and Prince Saud Al-Faisal, there are 
rumors that the Petroleum, Higher Education, and Culture and 
Information ministers may be replaced. The loss of 
Al-Gossaibi could be a setback for labor reforms, though his 
substantial skills could be better used elsewhere. There 

have been rumors for at least the last two years that FM Saud 
Al-Faisal will retire due to health reasons. Recently, other 
sources name Prince Turki Al-Faisal, who is currently in 
Riyadh, as the potential replacement for Saud instead of 
Prince Bandar. END COMMENT. 

OBERWETTER 
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FM AMEMBASSY HELSINKI 

TO RUEHC/SECSTATE WASHDC 2872 

INFO RUEHMV/AMEMBASSY MONROVIA 0026 


SIPDIS 


DEPT FOR EB/IFD/ODF/EMILY WAECHTER 
SIPDIS 


E.O. 12958: N/A 
TAGS: EFIN, EAID, PREL, ECON, FI, LI 
SUBJECT: 2007 LIBERIA PARTNERS FORUM 


REF: SECSTATE 201818 


1. (U) In response to reftel action request, post contacted Sirpa 
Maenpaa, Director for the Unit for Eastern and Western Africa in the 
Finnish Ministry for Foreign Affairs (MFA) urging Finland to attend 
the Liberia Partners Forum on February 13-14, 2007. Maenpaa said 
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Finland would most likely not send a delegation from Helsinki; 

however, someone may attend from the Finnish Embassy in Washington. 
In addition, Finland has yet to decide on future bilateral aid to 

Liberia. She noted that Finland has decided to concentrate its 
development cooperation on fewer countries, and that Liberia is 

currently not one of Finland\'s long-term development assistance 
partners. Finland is involved in regional cooperation primarily 

through the EU. 


2. (U) In 2005, Finland granted 800,000 euros in humanitarian aid to 
Liberia through Finn Church Aid (300,000 euros) and Finnish Red 
Cross (500,000 euros) for refugee aid and internal refugee aid. In 
addition, 2.5 million euros was allocated to Western Africa, of 

which approximately 1 million to Liberia, according to Timo 
Karmakallio, Counselor, Unit for humanitarian assistance in the MFA. 
In 2006, 400,000 euros in humanitarian aid was allocated through the 
UN Children\'s Fund to Liberia, and 2.4 million euros to Western 
Africa, of which less than half to Liberia. 


WARE 
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FM AMEMBASSY RIYADH 
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INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY 
RUEHJl/AMCONSUL JEDDAH PRIORITY 8154 

RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RHMCSUU/FBI WASHINGTON DC PRIORITY" "UNCLAS RIYADH 000037 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: KTFN, EFIN, ETTC, PTER, SA 

SUBJECT: TERRORISM FINANCE: SAG RESPONSE TO AL-TAIBA UN 
1267 DESIGATION 


1. (SBU) On January 6, 2007 Post received the following 
diplomatic note from the Ministry of Foreign Affairs 
regarding the addition of Lashkar al-Taiba to the UN 1267 
Sanctions list of individuals/entities associated with Usama 
bin Laden, the Taliban or Al Qaida. 
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Complimentary opening -- 


The Ministry wishes to refer to the Embassy\'s diplomatic note 
no 2272, dated May 7, 2006 regarding the addition of Lashkar 
al-Taiba to the UN 1267 list of entities and individuals 

subject to sanctions. The U.S. Government requested that the 
Saudi Government take the necessary measures to ensure that 
funds and resources are not made available to this group, 
which includes freezing its assets. 


The Ministry wishes to inform the Embassy that Lashkar 
al-Taiba has no financial activities in Saudi Arabia. In 
light of our ongoing cooperation, the Government of Saudi 
Arabia intends to freeze this group\'s assets should it 
conduct transactions in the Kingdom. 


Complimentary closing -- 
OBERWETTER 
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FM AMEMBASSY LONDON 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1169 
INFO RUEHAD/AMEMBASSY ABU DHABI PRIORITY 0242 
RUEHAR/AMEMBASSY ACCRA PRIORITY 0305 
RUEHDS/AMEMBASSY ADDIS ABABA PRIORITY 0180 
RUEHKB/AMEMBASSY BAKU PRIORITY 0124 
RUEHBK/AMEMBASSY BANGKOK PRIORITY 0228 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 0214 
RUEHBS/AMEMBASSY BRUSSELS PRIORITY 2080 
RUEHDR/AMEMBASSY DAR ES SALAAM PRIORITY 0123 
RUEHKA/AMEMBASSY DHAKA PRIORITY 0214 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 0640 
RUEHJA/AMEMBASSY JAKARTA PRIORITY 0244 
RUEHBUL/AMEMBASSY KABUL PRIORITY 0405 
RUEHKU/AMEMBASSY KUWAIT PRIORITY 0217 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 2126 
RUEHNR/AMEMBASSY NAIROBI PRIORITY 0277 
RUEHZP/AMEMBASSY PANAMA PRIORITY 0138 
RUEHPF/AMEMBASSY PHNOM PENH PRIORITY 0026 
RUEHSA/AMEMBASSY PRETORIA PRIORITY 0502 
RUEHRH/AMEMBASSY RIYADH PRIORITY 0510 
RUEHRO/AMEMBASSY ROME PRIORITY 3273 
RUEHVJ/AMEMBASSY SARAJEVO PRIORITY 0052 
RUEHTI/AMEMBASSY TIRANA PRIORITY 0204 
RUEHPS/USOFFICE PRISTINA PRIORITY 0117 
RUEHBS/USEU BRUSSELS PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 
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RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 


SIPDIS 


NOFORN 
SIPDIS 


STATE FOR EB/ESC/TFS, EUR/PGI, IO/PHO, AND EUR/UBI 
TREASURY FOR HEFFERNAN AND SERAFINI 
NSC FOR HINNEN 


E.O. 12958: DECL: 01/08/2017 

TAGS: ETTC, KTFN, PTER, PREL, EFIN, UK 

SUBJECT: TERRORIST FINANCE: REVIVAL OF ISLAMIC HERITAGE 
SOCIETY (RIHS) POST VETTING 


REF: A. 2006 STATE 202039 
B. 2006 LONDON 4220 AND PREVIOUS (NOTAL) 


Classified By: Economic Counselor Sandra Clark for Reasons 1.4 (b) and 


(a) 


1. (S/NF) Summary: Unless the U.S. has compelling information 
which either: a) demonstrates that the London branch of the 
Revival of Islamic Heritage Society (RIHS) is under the 
operational control of Kuwait-based headquarters or b) shows 
a clear linkage between the London branch and al-Qaida, we 
believe that HMG would seek to block a designation of the 
entire RIHS network in the UN 1267 Committee. Our analysis 
is based on UK reactions to our proposed UN designation of 
the Sudan-based Islamic African Relief Agency (ISRA/IARA). 
We note, however, that the UK branch of RIHS has recently 
changed its name to the British Education and Support Trust 
(BEST). This may offer us a chance to propose to the UK the 
same sort of solution we are seeking on ISRA/IARA (ref B). 
We do not see any need for replacement charitable services 
subsequent to an eventual designation. End summary. 


2. (S/NF) Per ref A, the Embassy\'s terrorism finance cluster 
met to discuss likely UK reactions to a potential UNSCR 1267 
designation of the Kuwait-based Revival of Islamic Heritage 
Society (RIHS), including its fifteen known branches one of 
which is located in the United Kingdom. We were immediately 
struck by the parallels between this proposed designation and 
the October 2004 proposal to seek a UN designation of the 
Islamic African Relief Agency and its worldwide branches. In 
that case, the UK made clear that it would place a hold on 

any proposed UN designation that includes the 
Birmingham-based ISRA-UK (now know as \"Feed the Poor\"). It 
has refused to support a UN listing because we have been 
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unable to demonstrate to its satisfaction that ISRA-UK is 
under the operational control of the Sudan headquarters nor 
have we been able to prove that ISRA-UK has witting links to 
al-Qaida. Given the strong parallel to the ISRA/IARA case, 
we believe that, in order to win UK support for a UN 
designation of RIHS in its entirety, we will need to provide 
them strong evidence that the London branch is under the 
operational control of the Kuwait headquarters or that the 
London branch has its own links to terrorism. 


3. (S/NF) Even if we were not able to provide HMG with 
specific information on the London branch, the UK would 
likely be willing to support a UN designation on the entire 
network if the London branch were not included. In addition, 
we note that, based on information on the Charity 
Commission\'s central register, the London branch has recently 
changed its name from \"The Society of the Revival of Islamic 
Heritage!" to \"British Education and Support Trust 
(B.E.S.T.).\" This offers the possibility that we might 

propose the same solution on RIHS that we intend to offer on 
ISRA/IARA (ref B): namely, that ask the UK to agree to a UN 
designation of the entire network including the London branch 
under its old name, while not listing the new name as one of 
the known aliases. 


4. (S/NF) According to figures filed by the London branch 
with the Charity Commission, its total income in 2005 (the 
last year for which figures are reported) was under $200,000. 
Based on this, we do not believe that an eventual asset 
freeze would have any serious impact on charitable services 
in the UK. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
Johnson 


91896 

PP RUEHBZ RUEHDU RUEHGI RUEHJO RUEHMR RUEHRN 
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SIPDIS 


Column 3 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, CG, ELECTIONS 

SUBJECT: DRC ELECTIONS: ELECTORAL COMMISSION POSTPONES 
VOTING FOR SENATORS, GOVERNORS 


REF: 05 KINSHASA 1853 


1. (U) The DRCVs Independent Electoral Commission (CEI) has 
postponed the elections for the countryYs national senators, 
governors and vice governors. According to CEI officials, the 
elections were pushed back because of difficulties in 

installing the newly-elected provincial assemblies. 

Provincial representatives will now select senators and 
governors at the end of January once the permanent leadership 
structures of the eleven assemblies are installed January 15. 


2. (U) Senate elections previously scheduled for January 7 
are slated for January 19. Provincial deputies will elect 108 
national senators, with eight representing Kinshasa and four 
from each of the other 25 provinces. A total of 1,124 
candidates are running for the Senate, and results will be 
published January 20. The Senate is expected to convene 
February 3. 


3. (U) Elections for governors and vice governors will take 
place January 27. Run-off elections, if no candidate receives 

a majority in the first round, are set for January 30. 
Gubernatorial elections had been previously scheduled for 
January 16. A total of eleven governors and eleven vice 
governors -- one for each of the current provinces -- will be 
elected from among 152 candidates for both offices. Governors 
and vice governors run on the same ticket and are also chosen 
by the provincial assemblies. The CEI said results from these 
elections will be announced February 7. 


4. (SBU) The delay in the electoral calendar is partly the 
result of logistical problems tied to the installation of the 
provincial assemblies, which were elected October 30. 
Provisional results from these elections were not announced 
until early December, leaving the new deputies less than a 
month to convene, begin drafting internal regulations, and 
prepare for the elections of senators and governors. CEI 
officials said that in many provinces, including Eastern 
Kasai, Orientale and Katanga, the assemblies did not have 
buildings where they could meet. Many offices which were 
being used, officials said, often had no electricity and were 
in various states of disrepair. 
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5. (SBU) Another factor which led to delays in standing up 

the provincial assemblies was the selection of traditional 
chiefs (Wchefs coutumiers\") as members of the provincial 
assemblies. According to the DRC\'s electoral law, each 
provincial assembly was to select a certain number of these 
chiefs to ensure local representation of traditional 

Congolese societies. The selection process for the chiefs was 
neither well-planned nor well-publicized by the CEl, causing 
confusion and dissent among the provincial deputies and the 
chiefs themselves. Without including the chiefs in their 

ranks, the assemblies could not legally proceed with 

elections for senators and governors. CEI spokesman Dieudonne 
Mirimo told us as of January 8 all the \"chefs coutumiers\" 
have now been selected nationwide. 

MEEC E 


91897 

PP RUEHDE RUEHDIR 

DE RUEHKU 0031/01 0091406 

ZNR UUUUU ZZH 

P 091406Z JAN 07 

FM AMEMBASSY KUWAIT 

TO RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 

RUEHC/SECSTATE WASHDC PRIORITY 8011 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY","UNCLAS SECTION 01 ( 


SIPDIS 
SIPDIS 
STATE FOR NEA/ARP, NEA/I/ECON, EB/IDF/ODF 


E.O. 12958: N/A 

TAGS: APER, OTRA, AMGT, EFIN, KU, COUNTRY CLEARANCE 

SUBJECT: COUNTRY CLEARANCE FOR TREASURY AND FEDERAL RESERVE 
OFFICIALS ADAMS, KROSZNER, AND SAEED 


1. Embassy Kuwait welcomes and hereby grants country 
clearance for Treasury Under Secretary Timothy D. Adams, 
Federal Reserve Governor Randall S. Kroszner, and Treasury 
Deputy Assistant Secretary for the Middle East and Africa 
Ahmed Saeed to travel to post o/a January 22-25, 2007, to 
meet with senior Kuwaiti officials and private investors to 
discuss global economic and financial issues. 


2. This clearance is not/not valid for entry into Iraq; you 
must apply for Iraq clearance through Embassy Baghdad. 


3. Visit Officer: Leah Cato, Economic Officer. Phone: 
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965-259-1287 Fax: 965-259-1051 Email: CatoWE@state.gov. 


4. Lodging: Three single rooms have been reserved at the 
Sheraton Hotel for the nights of January 22-24, 2007; 
confirmation numbers are 876156613 for Adams, 896156613 for 
Saeed, and 906156613 for Kroszner. The hotel phone number is 
(965) 242-2055 and the fax number is (965) 244-8032. The 
single room rate at the hotel is approximately USD 228.33 

plus 15% service charge per night, which includes breakfast. 
The hotel accepts major credit cards and is within the per 

diem rate. The daily per diem rate for Kuwait is USD 260.00 

for lodging, plus a meal and incidental expense (M&IE) 
allowance of USD 96.00 for a total of USD 356.00. Ground 
transportation has been arranged. 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citiens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the miltary side of 
the airfield and passports have to be carried to a different 
location at the airport for processing. Airport visas are 

valid for 90 days after arrival; anyone staying beyond this 
period must obtain an extension, which should be requested 2 
weeks prior to visa expiration. Anyone departing Kuwait who 
has overstayed the visa will be charged a fine of KD 10.00 
(USD 35.00) per day at the airport. All travelers planning 

to visit Iraq should make sure that they obtain the required 
exit/entry stamps for each transit through Kuwait, and be 
aware that they will need to obtain a new Kuwaiti visa upon 
return, even after a day trip to Baghdad. Failure to do so 

can result in heavy fines. If possible, travelers should try 

to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, 
pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel North of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
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Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
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cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
accomodation services (cashing a personal check drawn ona 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor\'s Social Security Number, 
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and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attibutable to the visit. If 
fiscal data on visitor\'s travel authorization is to be used 
for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 
days, there will be a charge for ICASS support services. If 
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your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 

generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 

prived any services to a TDYer staying in excess of 30 days 
without having recieved this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 

SIPDIS, SENSITIVE 

E.O. 12958: N/A 

TAGS: PGOV, PREL, AU 

SUBJECT: Austria\'s New Government a Grand Coalition 


REFS: A) 06 Vienna 3583 B) 06 Vienna 3354 C) 06 Vienna 3202 D) 06 
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Vienna 3022 E) 06 Vienna 2941 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT 
ACCORDINGLY. NOT FOR INTERNET DISTRIBUTION. 


Summary 


1. (SBU) Following the January 8 announcement that the Social 
Democratic (SPO) Chairman Alfred Gusenbauer would lead a Grand 
Coalition with the People\'s Party (OVP), the OVP presented its 
ministerial team on January 9. Wilhelm Molterer, the OVP\'s 
Parliamentary Leader, will become Vice-Chancellor and Finance 
Minister. The OVP will have seven out of 13 ministerial portfolios, 
with incumbents in the Foreign Ministry (Ursula Plassnik), Economy 
and Labor Ministry (Martin Bartenstein), and Agriculture and 
Environment Ministry (Josef Proell). In addition, the current 

Defense Minister, Guenther Platter, will move over to head the 
Interior Ministry. Outgoing Chancellor Wolfgang Schuessel, in a 
surprise move, will take over Molterer\'s position as OVP Leader in 
Parliament. The SPO will announce its personnel decisions on 
January 10, but there is already significant criticism from within 

the SPO ranks that the party \"gave away\" too many key ministries. 
Moreover, on the two main substantive issues in the coalition 
negotiations - abolishing student fees and canceling the Eurofighter 
order - the SPO backed down significantly from its initial position. 
The new GOA\'s economic program emphasizes further budget reductions 
before any loosening of fiscal policy. Reaction from the financial 
community on the government\'s constellation and economic objectives 
has been overwhelmingly positive. The retention of Ursula Plassnik 
at the Foreign Ministry augurs for continuity in Austrian foreign 

policy generally, and cooperation with the United States 

specifically. End Summary. 


Gusenbauer Chancellor, Molterer Vice-Chancellor 


2. (U) Ninety-nine days after national elections on October 1, 2006, 
Austria\'s two main parties, the Social Democratic Party (SPO) and 
People\'s Party (OVP) reached agreement on January 8 to form a Grand 
Coalition. SPO Chairman Alfred Gusenbauer, as expected, will become 
Chancellor. In addition to the Chancellery, the SPO will control 

the following six ministries: 


--Womens\' Affairs 
--Transportation and Infrastructure 
--Education, Art, and Culture 
--Social Affairs 

--Justice 
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--Defense 


The OVP, which polled 34.3% compared to the SPO\'s 35.3%, will 
receive the following seven ministries: 


--Foreign Affairs (Ursula Plassnik, incumbent) 

--Finance (Wilhelm Molterer, former OVP Parliamentary Leader) 

--Interior (Guenther Platter, former Defense Minister) 

--Economy and Labor (Martin Bartenstein, incumbent) 

--Agriculture and Environment (Josef Proell, incumbent) 

--Science and Research (Johannes Hahn, former OVP Vienna Chairman) 
--Health, Family, and Youth (Andrea Kdolsky, former Lower Austrian 
Hospitals Administrator) 


In a surprise move, Chancellor Schuessel announced that he would 
replace Molterer as the OVP\'s Floor Leader in Parliament. The SPO 
Executive Committee is meeting on January 9 to discuss ministerial 
portfolios and will announce its personnel decisions on January 10. 


New Government\'s Program 


3. (U) During a January 8 joint press conference, Gusenbauer and 
Schuessel outlined major initiatives the new government plans to 

take on. Gusenbauer characterized the goal to reduce unemployment 
as the coalition\'s \"big project." The GoA will strive to reduce the 
budget further, with the goal of achieving a budget surplus by 2010. 
This, in turn, will permit a tax cut. On-again, off-again 

privatizations in the telecom and postal sectors are now off. The 

new government will also extend the legislative term from 4 to 5 
years, beginning after the next elections (2010). The new GoA also 
plans to lower the voting age from 18 to 16. 


SPO Gave Away Too Much? 


4. (SBU) There has already been significant criticism from within 
the SPOVs ranks that the party \"gave away\" too many key ministries 


VIENNA 00000045 002 OF 002 


to the OVP in the coalition negotiations. The SPO\'s former 
Vice-Chancellor in the 1970s and 1980s, Hannes Androsch, 
characterized the government as \"an OVP government with an SPO 
Chancellor underneath it.\" The SPO-near trade union agreed to the 
coalition, but \"with reservations.\" Josef Cap, the SPO\'s 
Parliamentary Leader, admitted that the party had made difficult 
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compromises, but defended the SPO portfolios as key to promote 
economic and social development in Austria. 


5. (SBU) On the two most difficult issues in the coalition 
negotiations - abolishing university student fees and canceling the 
GoA\'s Eurofighter order - the SPO appears to have backed down 
substantially from its initial position. The fees, supported by the 
OVP, will remain in place, but students will henceforth be able to 
do 60 hours of community service in lieu of paying the fees, if they 
so choose. The new Defense Minister will review the decision to 
purchase 18 Eurofighter jets, following the conclusion of the 
current parliamentary hearings on the issue. 


Comment 


6. (SBU) The SPO has clearly made major concessions to the OVP in 
the portfolio distributions, with the junior partner holding Foreign 
Affairs, Interior, Finance, Economy, and Agriculture. In addition, 

the SPO Defense Minister will have the thankless task of trying to 
renegotiate the Eurofighter deal with EADS. On economic policy, the 
OVP controls all the key ministries. The emphasis appears to be on 
fiscal discipline, rather than on fulfilling the SPOVs campaign 

promises for increased social spending and higher taxes on business 
and upper- and middle-income Austrians. Comments from the financial 
sector on the new governmentVs constellation and program have been 
uniformly positive. 


7. (SBU) In foreign policy, there is some potential for 

disagreement between an SPO Chancellor and OVP Foreign Minister. 
Nevertheless, the broad outline for Austria\'s foreign policy will 

remain constant, as will its cooperation with the USG. An SPO 
Defense Minister will continue to favor Austria\'s strong engagement 
in the Balkans, though he/she will be even more reluctant than the 
current OVP Defense Minister to commit Austrian forces to 
Afghanistan or lraq. 


McCAW 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PHUM, PREL, UNGA, Cl 

SUBJECT: CHILE REQUESTS U.S. SUPPORT FOR CANDIDACY TO THE 
WHO EXECUTIVE BOARD FOR 2008-2011 


1. Post recently received Diplomatic Note No. 404 requesting 
U.S. support for Chile\'s candidacy to the Executive Board of 
the World Health Organization (WHO) for the period of 
2008-2011. Paragraph two contains Post\'s informal 
translation of the Note. 


2. Begin Text: 


REPUBLIC OF CHILE 
Ministry of Foreign Relations 
No 404 


The Ministry of Foreign Relations - Directorate of 

Multilateral Policy - presents its compliments to the Embassy 
of the United States of America and has the honor to inform 
the Embassy that the Government of Chile has decided to 
present its candidacy to the Executive Board of the World 
Health Organization (WHO), for the period 2008-2011, in the 
elections that will be held during the 61st World Health 
Assembly that will take place in May of 2008 in Geneva, 
Switzerland. 


Regarding this matter, the Ministry of Foreign Relations - 
Directorate of Multilateral Policy - desires to introduce the 
reasons supporting this candidacy, which are the following: 


- Our Country has developed in various health areas, 
innovative public policies for our region. 


- Chile has actively participated in the WHO initiative 

related to the Commission on Social Determinants of 

Health. It is currently implementing a program in the 

framework of WHO programs as well as the Pan-American Health 
Organization (PAHO). 


- Our country has signed and ratified the principal WHO 
Conventions and Regulations and has completely carried 

out its health obligations (International Health 

Regulations, WHO Framework Convention on Tobacco Control, 
etc). 


It is worth noting that Chile informed the members of PAHO, 
during that organization\'s Directing Council sessions, held 
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in September 2006, of its interest in presenting its 
application to the WHO Executive Board, for the period 
2008-2011. 


In view of the former and in consideraton of the excellent 
bonds of friendship and cooperation between both ountries, 
the Government of Chile requests the support of the 
Government of the United States of America for the above 
mentioned candidacy, which should be endorsed by the states 
of the region during the next meeting of the PAHO Directing 
Council, which will be held in Washington, D.C., in September 
2007. 


The Ministry of Foreign Relations - Directorate of 
Multilateral Policy - avails itself of this opportunity to 
renew to the Embassy of the United States of America the 
assurances of its highest and most distinguished 
consideration. 


Santiago, December 15, 2006. 


End Text. 
KELLY 
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FOR AF, AF/W, AND AF/PD 

E.O. 12958: DECL: 01/09/2017 

TAGS: PREL, GA 

SUBJECT: THE GAMBIA: EMBASSY CABLE ABOUT BOGUS CONGRESSMAN 
IN PUBLIC DOMAIN 

REF: 04 BANJUL 430 

Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (D) 

1. (U) Reftel -- text contained in para 4 -- reported the 


June 2004 visit to The Gambia by a private American business 
consultant, Richard T. Hines, who evidently passed himself 
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off to the GOTG as a member of the U.S. Congress. Reftel also 
reported Embassy\'s efforts to clarify Hines\' status with the 
GOTG. 


2. (U) Reftel was unclassified and its verbatim text is now 

in the public domain. New York Times reporter Barry Meier 
e-mailed a copy of reftel to the Embassy and asked that we 
confirm its authenticity. Ambassador responded that Embassy 
had no comment, either on authenticity or otherwise. We note 
that an online \"journal\" known for its anti-GOTG stance, 
\"AllGambian.net,\" has also carried the text. 


3. (C) COMMENT: Reftel, which predates the current Embassy 
team, is potentially embarrassing to The GOTG, which was 
seemingly hoodwinked by Hines. We think it likely that 
\"AllGambian.net\" featured the text in an effort to score 

points against the GOTG. So far, we have picked up no 
reaction here to reftel\'s surfacing publicly. END COMMENT. 


4. (U) BEGIN TEXT OF REFTEL: 

SUMMARY 

1. Over the last week, Post has been engaged in damage 
control following the visit of an independent American 
consultant who passed himself off to high ranking Gambian 
officials as a US Congressman. The fallout may be the 
negative reception of potential US investment in the 
desperately needed airline sector, but Post is doing all it 

can to see that does not happen. END SUMMARY. 
CONGRESSMAN IN TOWN? 

2. On Friday, June 18, 2004, a contact alerted Poloff Daniel 
Renna that there was a business consultant in The Gambia 
introducing himself as a US Congressman. Poloff informed CDA 
who insisted that the story be confirmed or denied by AF/W. 
An hour Later, AF/W confirmed that no Representatives or 
Senators were currently in The Gambia. 

3. On Saturday, June 19, CDA attended a celebration at 
President Jammeh\'s village and was shocked when President 
Jammeh entered the dining room flanked by a man announced as 
\"U.S. Congressman\" Richard T. Hines. Hines sat next to the 
President at the head table of the gathering of some 700 
guests. Hines then handed President Jammeh a pin, as a 
pronouncement was made that the \"Congressman\" had just 
awarded President Jammeh a medal from the 82nd Airborne 
Division. 

4. Later at the dinner when Hines was introduced to CDA as 
the Congressman, CDA began to inquire of the veracity of his 
title and as to why she had not been informed of his visit to 
The Gambia. Hines suggested that he and CDA meet for 
breakfast Monday morning to discuss the matter. 

THE TRUTH FINALLY COMES OUT 

5. On Monday, June 21, CDA and Poloff met Hines and his 
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business associates at the Kairaba Hotel for breakfast. Hines 
acknowledged immediately that there had been a 
misunderstanding. He explained that he was a private 
international business consultant hired by World Air Leasing, 
whose CEO, C. Edward Creed, was one of the business partners 
at the table. He admitted that he had given President Jammeh 

a gift of a lapel pin with the 82nd airborne insignia that he 
happened to have had with him at the time. In no way, Hines 
explained, had he intended to passed himself off as someone 
he was not. However, he also admitted that he had stepped on 
some sensitive toes when he had quipped to President Jammeh 
that The Gambia\'s oil prospects were \"only propaganda." CDA 
and Poloff explained the role of the Embassy in relations 
between the U.S. and The Gambia, and expressed their 
displeasure at being the last ones to know of his presence in 
the country. 

6. CDA cautioned Hines and his associates against their plans 
to travel overland to Dakar that evening and handed Hines a 
copy of Post\'s most recent Consular Information Sheet. She 
further instructed Post\'s travel office to make reservations 

for all three men to travel by air to Dakar that evening. 

After a meeting at the Embassy to discuss World Air Leasing\'s 
legitimate business plans for starting up an airline in The 
Gambia (to be reported septel), Hines, Creed, and their 
Gambian partner Abu Kalley, returned to their hotel and 
departed the country on schedule. 

7. On Wednesday, June 23, Post received a copy of The Gambia 
Daily, the Government paper and The Gambia\'s newspaper of 
record, for Monday, June 21, carrying the banner headline, 
\"President Jammeh receives U.S. award for fight against 
terrorism.\" The text of the first paragraph of the article is 
reproduced below. The remainder of the article does not 
mention Hines at all. 


Begin text 

\"A US Congressman, Richard T. Hines, has on behalf of 
President George Bush presented President Yahya Jammeh with 
an award acknowledging his courage and truth in the fight 
against terrorism. The ceremony took place during President 
Jammeh\'s visit to Bakau last Thursday, the final day of his 
Dialogue with The People tour.\" End of Text 

DAMAGE CONTROL 

8. CDA asked to meet Mambury Njie, Permanent Secretary, 
Office of the President to explain the situation. During a 

thirty- minute CDA told Njie what Hines had told her. CDA 
reported that Hines had subsequently clarified that his claim 

to be a Congressman had been a misunderstanding on the part 
of the Gambian government; nevertheless, he had had ample 
opportunity to clear up the misconception and had failed to 

do so. Given Hines\' association with World Air Leasing, CDA 
was concerned that this internationally recognized commercial 
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aircraft leasing company might not be evaluated on its own 
merits, and recommended that the company be allowed to 
continue its negotiations with the Gambian Civil Aviation 
Authority. CDA further suggested that Hines, however, should 
not be part of any future negotiations between World Air 
Leasing and Gambian officials. 

9. Permanent Secretary Njie was grateful for the information 
and said he would not advise President Jammeh right away of 
the problem. Since the Gambian Embassy in Washington had 
organized the trip, Njie intimated that their Ambassador 
Bammy Jagne would write a letter to the Gambian government 
explaining what had happened. Njie said he would discuss the 
problem with the President only after receipt of the letter. 
Despite the sensitivity of the subject, the meeting ended on 

a very cordial note. 

COMMENT 

10. This surreal episode did not have to happen and was 
beyond PostVs control. Mr. Hines is a private citizen who 
came to The Gambia on private business. Nevertheless, by 
posing as a Congressman and meeting with President Jammeh 
under that pretends, he seriously jeopardized Posts standing 
in the country. It is clear that as early as Thursday, Hines 
could have nipped the impression that he was a Congressman in 
the bud, but was unable or chose not to do so. 

11. The unfortunate consequence of this incident may be the 
scuttling of World Air Leasing\'s plans to start up a 

legitimate airline running transatlantic and subregional 

flights using Banjul airport as a hub. There has been a long 
list of pretenders to the job (see ref C) and each one has 
made wild predictions and has not been able to fulfill on any 
of them. Post will continue to use all of its influence to 

ensure that legitimate business is not harmed by Hines\' 
charade. 

END TEXT OF REFTEL 

STAFFORD 
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E.O. 12958: N/A 

TAGS: PGOV, KDEM, KU, NATIONAL ASSEMBLY 

SUBJECT: PARLIAMENTYS OPPOSITION ALLIANCE CRACKS AS POPULAR 
ACTION BLOC WITHDRAWS 


REF: A. 06 KUWAIT 4682 
B. 06 KUWAIT 4206 
C. 06 KUWAIT 3826 


1. (SBU) Parliament\'s nine-member Popular Action Bloc 
announced January 7 its withdrawal from the 34-member Reform 
Bloc formed last October (ref B). The other two opposition 
blocs, the liberal National Action Bloc (8 MPs) and the 

Islamic Bloc (17 MPs), will continue to cooperate formally 

within the framework of the Reform Bloc. The nominal reason 
for the withdrawal was a dispute between the Popular Action 
Bloc and MP Ahmed Bager, the Chairman of the Financial and 
Economic Affairs Committee and a member of the Islamic Bloc, 
over Bager\'s decision to allow the Government to introduce 
amendments to the Public Properties Law while in his 
committee, something the Popular Action Bloc strongly 
opposed. However, tensions between the opposition blocs have 
been simmering for some time due to conflicting views on a 
number of legislative issues. 


2. (SBU) While effectively shattering the illusion of an 
opposition majority, the move is unlikely to have serious 
political ramifications. From the beginning, the Reform Bloc 
was an ad hoc alliance. The three opposition blocs operated 
largely independent of one another, coordinating primarily on 
issues they mutually supported, like reducing the number of 
electoral districts. Since Parliament reconvened on October 
30, the blocs have seldom voted together and have even been 
divided themselves on certain issues (ref A). As they have 
in the past, Popular Action Bloc members are likely to 
continue to cooperate with the two other opposition blocs 
when it is in their interest to do so. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 01/09/2017 

TAGS: PGOV, PHUM, SY 

SUBJECT: SYRIAN CIVIL SOCIETY ACTIVIST CALLS FOR NEW USG 
APPROACH 


CLASSIFIED BY: CHARGE DVAFFAIRES WILLIAM ROEBUCK FOR REASONS 1.4 B/D 


1. (C) POLOFF MET WITH SYRIAN-CANADIAN CIVIL SOCIETY 

ACTIVIST AND IMMIGRATION LAWYER HIND KABAWAT ON JANUARY 8. 
KABAWAT SAID THAT THE SAME NIGHT AFTER ATTENDING A DECEMBER 
19 RECEPTION AT THE AMBASSADORVS RESIDENCE FOR CODEL KERRY 
AND DODD, POLITICAL SECURITY AGENTS CAME TO HER HOUSE TO ASK 
WHETHER SYRIAN OPPOSITION FIGURE RIAD SEIF HAD ALSO BEEN A 
GUEST. KABAWAT (WHO HAD NOT KNOWN THAT THE SENATORS MEETING 
WITH SEIF AT THE EMR HAD IMMEDIATELY PRECEDED THE RECEPTION) 
TOLD THE SECURITY AGENTS THAT SHE HAD NOT SEEN SEIF, BUT THAT 
PRESIDENT ASAD COULD ASK THE SENATORS THE QUESTION AT THEIR 
MEETING THE FOLLOWING MORNING. 


2. (C) KABAWAT SAID THE USG HAS LOST ITS PUBLIC RELATIONS 

WAR IN SYRIA BY FOCUSING ON FOREIGN POLICY ISSUES, DEEMED 
VITAL TO THE UNITED STATES BUT THAT DO NOT RESONATE WITH THE 
AVERAGE SYRIAN WHO IS PREOCCUPIED BY RISING FOOD AND 
EDUCATION COSTS. SHE URGED THE USG TO PROVIDE INDIRECT BUT 
\"CLEVER\" SUPPORT TO SYRIAN CIVIL SOCIETY, ARGUING IT WOULD 
PAY DIVIDENDS FOR YEARS TO COME. \"WHY DON\'T YOU PAY FOR AN 
ENGLISH COURSE FOR LABWANIYS DAUGHTER OR ANWAR\'S SON?\" SHE 
ASKED REFERRING TO THE UNIVERSITY-AGE CHILDREN OF DETAINED 
ACTIVISTS KAMAL LABWANI AND ANWAR AL-BUNNI. \"THAT WAY YOU 
TAKE CARE OF THE FAMILIES OF POLITICAL PRISONERS AND BUILD 
SUPPORT AMONG THE NEXT GENERATION.\" (NOTE: POST FUNDS 
ENGLISH LANGUAGE TRAINING AT THE AMERICAN LANGUAGE CENTER FOR 
A HANDFUL OF CIVIL SOCIETY AND HUMAN RIGHTS ACTIVISTS. THE 
SARG RECENTLY CLOSED AMIDEASTS OFFICE IN DAMASCUS, WHICH 


Column 3 
COMPLICATES THIS KIND OF PROGRAMMING. END NOTE.) 


3. (C) THE SARG HAS OVER THE LAST TWO YEARS SEVERELY 
RESTRICTED THE MARGIN OF MANEUVER FOR CIVIL SOCIETY, SAID 
KABAWAT WHOSE INTERFAITH DIALOGUE IN NOVEMBER WAS CANCELED AT 
THE LAST MINUTE BY THE MFA. SHE REFERRED TO INCREASED SARG 
RESTRICTIONS AS A BLIND BACKLASH AGAINST INTERNATIONAL 
PRESSURE ON THE REGIME, INCLUDING EFFORTS TO ESTABLISH A 
TRIBUNAL TO TRY THOSE SUSPECTED OF ASSASSINATING FORMER 
LEBANESE PM RAFIK HARIRI. KABAWAT DESCRIBED HOW SHE HAD 
RECENTLY CHASTISED HER FRIEND AND SARG MINISTER FOR 
EXPATRIATES BUTHAYNA SHAVABAN OVER DINNER FOR CLOSING 
AMIDEAST VI TOLD HER IT WAS MAKING IT MORE DIFFICULT FOR 
SYRIAN STUDENTS TO TAKE THE TOEFL EXAM,\" KABAWAT SAID. 
SHAABAN RESPONDED BY SAYING THAT AMIDEAST WAS A COVER FOR 
SPIES, KABAWAT SAID. 


4. (C) COMMENT: OVER THE YEARS, KABAWAT HAS DEMONSTRATED A 
RARE ADEPTNESS FOR USING CHARISMA, CONNECTIONS, AND HER 
CANADIAN CITIZENSHIP TO LOBBY SARG OFFICIALS AND THE 
INTERNATIONAL COMMUNITY ON BEHALF OF IMPORTANT CIVIL SOCIETY 
ACTIVITIES, INCLUDING THE INTERFAITH DIALOGUE ACTIVITIES. 

FOR EXAMPLE, SHE SUCCEEDED IN 2006 IN BRINGING HER AMERICAN 
FRIEND RABBI MARC GOPIN TO SYRIA FOR PUBLIC DISCUSSIONS ON 
RELIGIOUS TOLERANCE AND MEETINGS WITH SYRIAN RELIGIOUS 
FIGURES. USUALLY UPBEAT, KABAWAT SEEMED DISCOURAGED THIS 
TIME ABOUT PROSPECTS FOR AN IMPROVEMENT ANY TIME SOON IN THE 
INTERNAL SITUATION IN SYRIA. HER COMMENTS ECHO THOSE WE HAVE 
HEARD OVER THE LAST SIX MONTHS FROM OTHER SYRIAN CIVIL 
SOCIETY MEMBERS. 

ROEBUCK 
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HERMOSILLA AND TEELUCKDARIE KOODIE 


REF: FAA 051943Z JAN 07 


1. (U) The Embassy grants country clearance for the visit to 
Peru of Hector O. Hermosilla and Teeluckdarie Koodie from 
February 5-9, 2007. The purpose of this trip is to conduct a 
FAA 14 CFR Part 129.14 inspection of Trans-American airlines 
DBA Taca Peru. No embassy assistance has been requested. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Economic Officer Marcos 
Mandojana, office telephone number (51)(1)618-2411, cellular 
telephone 9-632-0869, e-mail: mandojanamc@state.gov. 
Embassy after-hours direct line for Marine Security Guard is 
(51)(1)618-2936. The Embassy address is Av. La Encalada, 
Cuadra 17, in the Monterrico Sur Section of Lima. Control 
officer should be notified as soon as possible upon arrival 

in country if you are not met at the airport. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. &Palm Pilots8, MP-3 players, etc. 

within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 
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3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 


Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 
State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
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Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 

bring/forward fiscal data to pay for direct costs of the 

visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 
attributable to the visit. Also, for TDYers over thirty (30) 
days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
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headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 


levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 

and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 
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--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
cannot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. The WAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 
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Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 
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SIPDIS 
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E.O. 12958: NA 

TAGS: KCRM, KWMN, PHUM, PREL, HR, TRAFFICKING 

SUBJECT: CROATIAN ANTI-TIP EFFORTS PAY OFF IN 2006; 1 TIP and 2 
TIP-RELATED CONVICTIONS AGAINST 5 PERPETRATORS 


1. SUMMARY AND COMMENT: As part of the Government of Croatia\'s 
coherent and well-structured approach to fighting trafficking in 

persons (TIP), GOC successfully prosecuted several trafficking 

cases, increasing the numbers of TIP and TIP-related convictions to 

five in 2006. Embassy Zagreb commends GOC efforts as it continues 
its energetic fight against trafficking. END SUMMARY AND COMMENT. 


2. The GOC\'s National TIP coordinator, Luka Maderic (also Head of 
the Government Office of Human Rights), recently advised Embassy of 
one TIP and two TIP-related convictions that occurred during 

calendar year 2006. In January 2006, one appealable verdict against 
one defendant was passed based on TIP Provision 175 in the penal 
code. In addition, in February 2006, one final verdict was passed 
against two defendants for slavery and international prostitution. 
Finally, in October 2006, one appealable verdict was passed against 
two defendants for slavery, international prostitution and illegal 
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capture. (As the crimes in the second and third cases occurred 

prior to the implementation of the TIP Provision in October 2004, 
these cases were prosecuted and convicted under the legal provisions 
that existed prior to the adoption of the TIP provision in the 

Croatian Penal Code.) 


3. GOC efforts to convict traffickers are finally beginning to bear 

fruit as cases work their way through the backlogged Judicial 

System. While in previous years we criticized the GOC for having no 
TIP convictions, five defendants have learned during 2006 the GOC is 
clearly committed to standing by its National Action Plan, 

Operational Plan, legal framework and enforcement infrastructure. 
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NOFORN 
SIPDIS 


DEPT FOR NEA/ARP, NEA/I 


E.O. 12958: DECL: 09/12/2016 

TAGS: ECON, ETRD, KU, MARR, PBTS 

SUBJECT: RECONNAISSANCE VISIT TO NEW IRAQ-KUWAIT BORDER 
CROSSING 


REF: A. 06 KUWAIT 4173 
B. 06 KUWAIT 4638 


Classified By: Economic Counselor Timothy A. Lenderking for reasons 1.4 
(b) and (d) 


1. (C/NF) On January 7, Econcouns participated in a site 

visit to the new border facilities at Kheybari Crossing 
(K-Crossing), scheduled to open later this spring, with U.S. 
military officials from Army Forces Central Command (ARCENT). 
K-crossing is located approximately forty-seven kilometers 

west of Navistar, which currently serves as the primary land 
crossing for U.S. and Coalition military forces and materiel 
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entering Iraq from Kuwait. Navistar is scheduled to close 
and be reclaimed by the Kuwaiti military once K-Crossing is 
fully operational and the U.S. military breaks down the site 
and returns it to its original state. 


2. (C/NF) The basic findings of the visit are as follows: 


-- While the opening of K-Crossing is still officially slated 

for February 28, 2007, technical problems on the Iraqi side, 
where dozens of kilometers of roadway still need to be 
asphalted, are likely to delay the opening until April, 
according to the latest estimates of ARCENT and despite the 
best efforts of U.S. engineers to push the project along, and 
as reported in Ref A. ARCENT officials stressed that based 
on their information, problems with the Iraqi contractor and 
not security issues were delaying the surfacing of the road 

in Iraq. 


-- The Kuwait side of the border is ready from a technical 
point of view, as the necessary structures and infrastructure 
to support both U.S. military and Kuwait military, customs, 
and immigration are in place. Though not contemplated, an 
expansion of the existing footprint would be difficult 

without additional sources of electrical power, which is 
supplied by the local power grid. Some force protection 
enhancements need to be made, and a communications tower 
needs to be rebuilt to extend radio coverage, but ARCENT 
officials said none of the modifications would delay the 
opening of the border on the Kuwait side. The road is fully 
paved to the border. 


-- U.S. military will staff the border out of Camp Buehring, 
approximately thirty-five kilometers southeast of K-Crossing. 
This arrangement contrasts with Navistar, where the border 
and U.S. facilities are essentially co-located. 


-- At present there are no facilities -- restaurants, gas 
stations, or shops -- on the road that runs between Ali Al 
Salem Air Base and K-Crossing, a distance of approximately 
sixty kilometers. Navistar, in contrast, is located at the 

end of a national highway that has basic travel amenities and 
automotive services. 


-- Members of the Movement Control Team (MCT) based in 
Navistar who are drawing up standard operating procedures 
(SOPs) to govern the border crossing intend to use the 
Navistar agreement as a template and make local adaptations 
as necessary. MCT intends that provisions are made in the 
agreement to ensure that all fuel contractors with valid 
contracts for deliveries to Iraq are able to transit K 

Crossing. MCT officials stressed that when completed, the 
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SOPs will not constitute a formal MOU signed by the U.S. 
military and Kuwait, but will serve rather as a working 
document. A stated goal is to process vehicles in and out of 
K-Crossing within ninety minutes. 


-- The GOK presence at the border will include staff from the 
Ministry of Interior, Customs, and Immigration. They will 
maintain separate barracks and facilities, which already 
exist. 


-- ARCENT officials believe that K-Crossing will be 
substantially more secure than Navistar. (Comment: There 
have been numerous hijackings of convoys in the vicinity of 
Safwan, Iraq, just north of the Kuwait border at Navistar. 

End Comment.) The K-Crossing has an advantage in terms of 
its remoteness, as there is no habitation on either side of 

the border; on the Iraq side, apart from a bitumen plant 

being used to build the road, there is virtually no 

habitation between the border and An-Nasiriyah, roughly one 
hundred kilometers to the north. 


-- At present there are no installations or structures of any 
kind on the Iraq side of the border at K-Crossing. The 
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eight-meter-wide dirt road that will be paved in the coming 
months snakes into the desert, amidst the wreckage of some 
Iraqi tanks left over from the first Gulf War. 


2. (C/NF) ARCENT officials plan to meet with Kuwait border 
officials, as part of the border working group cited Ref B, 
during the month of January to conduct a similar walk-through 
and review of procedures regulating K-Crossing. Emboffs plan 
to participate in this and subsequent meetings to help ensure 
that the transition from Navistar to K-Crossing proceeds as 
smoothly as possible. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/09/2017 

TAGS: CD, MOPS, PGOV, PREL 

SUBJECT: DEBY PEACE ACCORD WITH FUC\'S NOUR -- ONE LESS 
REBEL GROUP IN THE FRAY 


Classified By: POLOFF DAN VERNON FOR REASONS 1.4 (B) AND (D) 


1. (C) Summary: The withdrawal of Sudanese government 
support and an alleged payment of $5.5 million from Libyan 
President Moammar Gadaffi may have combined to induce Chadian 
rebel leader Mahamat Nour to sign a peace agreement with the 
Deby government in Tripoli December 24. The significance of 
the accord appears to be largely symbolic in military terms 
as the FUC was largely a spent force from heavy losses during 
its failed assault on N\'Djamena last April and from 
subsequent defections to other rebel groups. Although 
battered by the Chadian Army in last month\'s fighting, other 
rebel groups appear to be nursing their wounds and readying 
themselves to renew the fight within months. End summary. 


The Peace Accord 


2. (U) GOC infrastructure minister, Adoum Younousmi and 
United Front for Change (FUC) leader Mahamat Nour signed a 
peace agreement December 24 that provides for an immediate 
cessation of combat, release of all prisoners, an amnesty for 
FUC fighters and their cantonment pending integration into 
ANT within three months of the signing of the agreement, FUC 
representation in the government and a one-month window for 
FUC \"allies\" to join the accord. Representatives of the AU, 
Burkina Faso, the Central African Republic, Congo, Egypt, 
Eritrea and Sudan witnessed the signing in Tripoli. Nour 
returned to N\'Djamena with President Deby and attended the 
sixteenth anniversary celebration of Deby\'s 1990 assumption 
of power on December 29. 
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What brought Mohamat Nour to the Table 


3. (C) There are varying interpretations of Nour\'s motives 

in agreeing to the peace deal. Mahamoud Bechir, Chad\'s 
Ambassador in Washington told Ambassador January 5 that 
Khartoum\'s decision to withdraw support for Nour was behind 
his decision to throw in the towel and join with Deby while 
Abdelwahid Yacoub, a former embassy political assistant and 
current national representative of FEWSNET (Famine Early 
Warning System Network), told embassy officer January 4 that 
the peace agreement was largely driven by Mouammar Gadaffi 
who paid Nour $5.5 million to sign the accord. 


Nour,s FUC a spent force 


4. (C) Abdelwahid Yacoub described Nour as a spent force 
with few options. He said Nour was a strong, but militarily 
incompetent rebel leader who, because of his incompetence, 
never posed a military threat to the Deby regime. Nour\'s 
April attack on N\'djamena was tactical folly. Nour rounded 
up his fighters in the East and traveled secondary roads to 
N\'djamena with no regard to adequacy of supply lines, 
reinforcement or the consequences of failure. As a result, 
his ranks were gutted in a failed \"suicidal\" attack. Nour 
lacked substance, he was \"never serious and will never be 
serious,\" Yacoub concluded. 


Deby,s Motives 


5. In contrast, Yacoub said Deby was clever, and would try 

to implement the provisions of the peace accord to good 
advantage. Having Nour in the tent as a minister would 
remove him from his fighters; integrating his fighters into 

the Chadian Army, and then dispersing them in units 
throughout the country, would neutralize them as a threat. 
Yacoub added that Deby also derived immediate benefits from 
the accord in that Nour\'s fighters had now assumed a role in 
protecting the Ouadifira region border with Sudan from 
attacks by other rebel groups. 


6. (C) If Nour comes into the Deby government, Yacoub 
believed that he would seek to rally political support in 

order to challenge Deby, but dismissed his prospects of 
success -- without \"fighters, he is nothing.\" Yacoub alleged 
that other adversaries with whom Deby had reconciled were 
ultimately murdered. 
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7. (C) In the meantime, the UFDD and RaFD response to the 
December reversals is their announced intention to coordinate 
military operations. During his January 5 meeting with the 
Ambassador, Bechir described a secret agreement reached 
between RaFD leader Timan Erdimi and UFDD leader Mahamat 
Nouri to allow Nouri to become president and Erdimi vice 
president when (or if) they take power in N\'Djamena. The 
agreement, however, was said to be \"secret,\" because Erdimi 
knows that many of his supporters would never agree to such 
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an arrangement. While they are prepared to coordinate their 
military operations with Nouri, they would never tolerate him 
in the presidency. Erdimi is nonetheless ready to work with 
Nouri because he knows he can\'t win on his own. As for 
Nouri, Bechir said Deby has asked Gadaffi to help arrange a 
rapprochement, but Nouri has thus far refused the overtures. 
In Bechir\'s view, he is completely manipulated by Khartoum 
and continues to receive their full support. 


8. (C) Comment: Formed in late 2005, Nour\'s rebel group was 
badly mauled during the FUC\'s failed assault on N\'Djamena in 
April 2006. His ranks were further depleted by defections to 
the Erdimi brothers\' Rally of Democratic Forces (RaFD) and 
other rebel groups. As recently as mid-November, the Chief of 
Defense claimed that the FUC was still the largest rebel 

group with between 2,000 to 3,000 fighters. Current 

estimates of a remnant of some 600 to 800 fighters suggests 
that the FUC represented a much reduced threat to the regime. 
Combined with the Chadian Army\'s successes in December 
against UFDD (Union of Forces for Democracy) and RaFD forces, 
the overall rebel threat appears to have diminished to a 

point that it may be several months before new offensives can 
be mounted. End comment. 
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SENSITIVE 
SIPDIS 


STATE FOR EUR/RPM, EUR/UBI 


E.O. 12958: N/A 
TAGS: PREL, NATO, AF, YI, OPDC, NL 
SUBJECT: NETHERLANDS/NATO: BOT TO ATTEND FOREIGN MINISTERIAL 


REF: STATE 00243 


1. (SBU) MFA Deputy Director General for Political Affairs 
Wim Geerts confirmed that Dutch Foreign Minister Ben Bot will 
attend the January 26 foreign ministerial at NATO 
headquarters. Geerts told POLCOUNS about Bot\'s planned 
attendance on January 9. 

BLAKEMAN 
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STATE FOR EUR/SCE 
PASS TO USAID 


E.O. 12958: DECL: 01/02/2027 

TAGS: ASEC, AMGT, ACOA, PBTS 

SUBJECT: U.S. OFFICE PRISTINA EMERGENCY ACTION PROCEDURES - 
COMMUNICATIONS 

Classified By: CDA Alex Laskaris for reasons 1.4 (b) and (d) 


1. (C) In the runup to Kosovo\'s final status process, post 
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is reviewing its emergency procedures. This is the first in 
a series of messages. 


2. (S/NF) USOP (to include State, USAID, SIMO, and DoD) has 
the following communications capabilities: 


a. Video Teleconference (VTC) unattended requires 
pre-conference arrangement calling IVG 584-3226/3157/3100 
Classified (IP 172.19.48.75) 
Unclassified (outbound only) 


b. Satellite systems 
Inmarsate Saturn B IDD 011-873-761-912-465 
Inmarsate Saturn B cable traffic alternate route 


c. Radios 
HF Radio (Call Sign WNG 767) within EUR 
E&E radio networks 


d. Automated Information Systems 
Unclassified OpenNet-Plus 
Classified ClassNet 
Terp-V cable systems 


e. Telephone 

IVG 584-0000 

Switchboard 011-381-38-549-516 

VOIP 202-558-2156 or 2377 

Iridium Satellite Phones 

011-88216-51021-770 in COM vehicle 

011-88216-51021-768 in RSO office 

011-88216-51021-773 in RSO office 

011-88216-51021-785 in RSO office 

Secured STE Phones 
011-381-38-549-516 ext 3223 in IPC 
011-381-38-549-516 ext 3246 in ABCD Conf Rm 


PBX Switchboard 011-381-38-243-673 
Iridium satellite phones 

011-871 76-2356-668 

011-871 76-2356-652 

011-871 76-2356-664 
Inmarsat phone 


DoD 
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Secured STE phone 011-381-38-549-516 ext 3222 
Inmarsat Phone 


SIMO 


SIMO has reviewed its primary and backup communications 
systems, which are available in the event of a crisis. 


4. (C) In the event of an emergency, it is likely that cell 

phone and landline service will be disrupted. For 
communication with Washington, EUCOM, regional posts and 
others, the primary backup communication with post are: 


a. IVG 584-0000 

b. Secured VTC (IP 172.19.48.75)requires setup calling 
IVG 584-3226/3157/3100 

c. Iridium Satellite Phones 

011-88216-51021-770 in COM vehicle 

011-88216-51021-768 in RSO office 

011-88216-51021-773 in RSO office 

011-88216-51021-785 in RSO office 


d. Classified and unclassifed email 
e. HF radio (Call Sign WNG 767) within EUR 


5. (C) The USAID Mission - located some 400 yards from the 


Chancery is post\'s alternate command site with the following 
secondary backup communications capabilities: 


a. lridium Satellite Phones 
011-88216-51021-770 in COM vehicle 
011-88216-51021-768 in RSO office 
011-88216-51021-773 in RSO office 
011-88216-51021-785 in RSO office 
011-871 7-62356-668 USAID vehicle 
011-871 7-62356-652 USAID vehicle 
011-871 7-62356-664 USAID vehicle 
b. HF Radio (Call Sign WNG 767) within EUR 
c. USAID Inmarsat 

d. State Opennet computer terminal 


6. (C) Cell-phone, land-line and unclassified e-mail are the 
means by which USOP activates its warden network. Our 
primary back-up will be Iridium Satellite Phone contact with 
international organizations and NGOs that employ U.S. 
citizens. For amcits who fall outside this community, 
particularly dual nationals or amcits of Kosovar origin, our 
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back up communications system will be via local radio 
broadcast and print newsletters/messages. 


7. (C) U.S. Direct Hire personnel all have E&E handheld 

radios; EAC members have radios with encrypted channels. 
Management section LESs also have handheld radios. The MSG 
post monitors the radio on a 24/7 basis. Post conducts a 
monthly radio check. Post has a phone-tree arrangement under 
which agency and section heads are responsible for notifying 

all U.S. personnel and LES supervisors, who in turn notify 

their subordinates. (Note: Post tested this system when we 
received word of the closure of the Federal Government in 

honor of President Ford.) 


8. (C) In the event of evacuation to safehaven Amembassy 
Skopje, a total of 59 vehicles (14 armored and one 10-ton 
truck) are available. The method of communication between 
vehicles would be the vehicle radios and/or E&E handheld 
radios. For communication outside of the convoy we would 
have available iridium satellite phones listed in para 4c and 
5c. 

LASKARIS 
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DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
TUESDAY, JANUARY 9, 2007 


In Today\'s Papers 


Turkish Cypriots Remove Controversial Footbridge in Nicosia 

All papers report Turkish Cypriot \"President\" Mehmet Ali Talat\'s 
office has announced Monday that the Lokmaci footbridge in the 
Turkish side near the Ledra buffer zone in the center of Nicosia 
willbe dismantled despite objections from the Turkih military. 
Knocking down the bridge used by Turks is regarded as a first step 
toward opening \"Ledra Street," the heart of the Nicosia commercial 
district. When open, it means Greek Cypriots will have access to 
Turkish shops. 


Turkish Cypriot \"Prime Minister\" Ferdi Sabit Soyer has confirmed 
reports claiming tensions with the Turkish military in the 

footbridge controversy. Papers expect the crisis to deepen if Talat 
insists on opening the Lokmaci border crossing after the demolition 
of the footbridge, a military zone controlled by the Turkish troops 

in north Cyprus. Several organizations in the north have launched a 
campaign against Talat to block the demolition; however, television 
news reported today that work began Tuesday morning to take down the 
overpass. Talat had accepted a demand coming from President 
Papadopoulos to remove the footbridge for the opening of the 
bordergate, in an effort to see a breakthrough. The UN, EU and the 
US have been pleased by Talat\'s decision, say papers. 


Turkish Foreign Ministry (MFA) said the administration of Turkish 
Cyprus was to make the final decision about the dismantling of the 
Lokmaci footbridge. Turkish Government Spokesman Cemil Cicek 
followed suit, and also said such goodwill efforts were needed to 
gain a better position. Papers speculate the Turkish government has 
supported the removal of the walkway, but objects to the opening of 
the border crossing. Chief of the Turkish General Staff (TGS) 
General Yasar Buyukanit had said over the weekend that the military 
opposed dismantling the footbridge without a reciprocal gesture from 
the Greek Cypriot side. 


Gul Due to Visit the US 

Hurriyet, Sabah, Vatan, Radikal, Cumhuriyet, Zaman, Yeni Safak and 
others report 

Foreign Minister Abdullah Gul is waiting for an appointment with 
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Secretary Rice to visit the United States in February. While in the 
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US, Gul will discuss with Rice Iraq after the execution of Saddam 
Hussein, the planned referendum in Kirkuk, and the PKK as well as 
Iran, Syria, and Lebanon. Zaman says Turkish General Staff (TGS) 
Chief General Yasar Buyukanit may also visit the US in February. 


Meanwhile, Turkey\'s special Iraqi envoy Ambassador Oguz Celikkol 
said the PKK issue had a negative impact on Turkey\'s ties with the 
Iraqi Administration and with groups in northern Iraq. Celikkol 

said the Iraqi Interior Minister was expected to visit Turkey soon. 


PM Erdogan: My Remarks on Countering PKK Terrorism Directed at US 
All papers: Speaking to the press following a meeting with the 
Association of Turkish Exporters, PM Erdogan emphasized his earlier 
remarks regarding the PKK coordination mechanism and said VOur 
general [Turkish PKK Envoy Edip Baserlis fulfilling his duty. My 
remarks were an evaluation of the situation, and they were directed 

at the United States. PM Erdogan stressed that the government is 

not considering renouncing the special envoy mechanism for 

countering the PKK terrorism. 


Editorial Commentary on Iraqi Oil Legislation 

Ridvan Akar writes in the leftist Birgun the Iraqi oil legislation 

reflects a \"new style of colonialism and imperialism\": \"The recent 
hydrocarbon draft legislation waiting to be passed in the Iraqi 
parliament is a manifestation of a \"naked emperor.\" The people of 
Iraq have not yet been informed about the law but it got approvals 

from the White House, the IMF, the World Bank and relevant American 
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and British oil firms. Once again it shows that the attraction of 

Iraq for the US and UK was oil, nothing else. The information about 

the law was made available right after Saddam\'s death which brings 

an important piece of history to mind. Prior to the occupation, 

Saddam had made deals with French, Russian and Chinese oil companies 
for the country\'s oil. They were waiting for the UN to lift the 

embargo in order to start the oil business in which British and 

American giants would get nothing. Today, Iraq presents a lab for 
analysis, showing a new style of colonialism and imperialism in the 

21st century.\" 


Similarly, Mustafa Balbay comments in the nationalist-leftist 
Cumhuriyet: \"Iraq is on the verge of two significant developments. 
President Bush is going to announce Washington\'s new Iraq policy and 
the lraqi parliament is going to pass legislation to transfer all 

oil reserves to American and British companies. At the current 
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stage, Iraqi democracy has turned into an oil democracy. This is a 
chain of events e all witnessed. It started with the occupatio, 

was followed by a puppet administration andends up with the passing 
of a colonial-like laws by a so-called democratic parliament. In 

fact the new oil law is not news any more, because similar stories 
have appeared in the press repeatedly since 2003, since the US 
invasion of Iraq. Interestingly, those reports were denied both by 
Americans and Brits at that time. Their argument was that they were 
bringing democracy, introducing human rights and saving Iraq from a 
dictator. After 4 years, we can see the result: a democracy of 
allowing foreigners to loot the country" 


Kurdish Conference to be Held in Ankara on January 13-14 

Sabah, Zaman: A two day conference organized by the Democratic 
Peace Initiative, to discuss Kurdish issue will be held in Ankara on 
January 13-14. Representatives of the academic world, media and 
politics are expected to participate at the conference. The primary 
aim of the gathering was described by the organizers as an 
intellectual effort to contribute to a peaceful and democratic 

solution for the Kurdish problem, and the denouncement of any kind 
of act of violence as means of a solution. President Sezer, 
Parliament Speaker Arinc and PM Erdogan have also been invited to 
express both personal and official views in sessions. 


TV Highlights 
NTV, 6.00 A.M. 


Domestic News 


- Foreign Minister Abdullah Gul is to participate in the January 
24-28 World Economic Forum meetings in Davos. 


- The Egyptian Foreign Minister Ahmed Aboul Gheit is expected to 
visit Turkey this week. 


- The Turkish Health Ministry has taken new measures to cope with a 
possible bird flu pandemic. 


- State Minister Kursad Tuzmen said Turkey is targeting USD 100 
billion exports in 2007. 


International News 


- US State Department\'s Matt Bryza told a Turkish-American Council 
gathering that the US needs to do more for the elimination of the 

PKK presence in northern Iraq. He also said a healthy and secular 
democracy functioned in Turkey, underlining the fact that the ruling 
AKP had been elected to power by the people. Bryza noted that terms 
such as \"lively debate, cacophony, and noise\" were used to define 
politics in Turkey, maintaining that it was \"a democratic 
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requirement\". 


- Sadettin Ergec, the head of the Iraqi Turkmen Front (ITF,) said 
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the Kurdish peshmerge were preparing to attack the Turkmen in the 
oil-rich northern Iraqi city of Kirkuk. 


- New Democrat House Speaker Nancy Pelosi has warned President Bush 
about proposing a troop increase in Iraq, saying Bush will not get 
\"a blank check\" for an open-ended commitment there. 


- Saddam Hussein\'s Anfal trial, for the killing of 180,000 Kurds in 
the 1980s, resumed in Baghdad on Monday with the late dictator\'s 
seat empty. 


- On Monday, the UN refugee agency UNHCR appealed for USD 60 million 
to help some half a million displaced Iraqis. By the end of the year 

the number is expected to reach 4.3 million people either living 

abroad or inside Iraq. 


http://www.state.sgov.gov/p/eur/ankara/ 
MCELDOWNEY 
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DEPARTMENT FOR EUR/AGS, EUR/PPD, L/LEI, AND S/CT 
JUSTICE FOR BARBARA BERMAN AND PATRICIA REEDY 
SIPDIS 

E.O. 12958: N/A 

TAGS: PTER, KJUS, PREL, ASEC, GM 

SUBJECT: MOTASSADEQ SENTENCED TO 15 YEARS 


REF: A. 06 HAMBURG 74, B. 06 HAMBURG 67, AND PREVIOUS 
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1. On January 8, the Hamburg Regional Court gave 9/11 cell 
member Mounir el-Motassadeq a 15 year prison sentence. (Note: 
This is the maximum sentence that can be imposed under the 
German Penal Code for the crime of accessory to murder. End 
Note.) Motassadeq\'s attorneys announced that they will pursue 
all legal avenues at their disposal to appeal. His legal team 

as well as the German Federal Prosecutor/co-plaintiffs had also 
appealed Motassadeq\'s earlier conviction, a process which led to 
his retrial and January 8 sentence. 


2. In his verdict, Chief Judge Dr. Carsten Beckmann pointed out 
the \"enormous injustice of the act\" [the September 11 attacks] 

and the \"gravity of the guilt,\" which left the court no choice 

but to impose the highest possible sentence. Beckmann said he 
drew the conclusion that when someone knows that airplanes would 
be crashed in suicide operations, and that would-be attackers 

have obtained qualified pilot training, then he should also be 

aware that those airplanes would not be crashed just anywhere, 

but in a way that leads to as many fatalities as possible. 


3. Motassadeg\'s attorneys argued that their client was not 
given a fair trial and that the court had not considered 

evidence which could prove their client\'s innocence. They 
announced they would seek a retrial. They repeatedly referred 
to their December 29 appeal to the Federal Constitutional Court, 
which alleges a violation of their defendant\'s basic rights to a 
fair trial. Motassadeq\'s attorneys indicated their intent to 

bring the case before the European Court of Justice if need be. 


4. This message has been coordinated with Embassy Berlin. 
BUTCHER 
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E.O. 12958: DECL: 01/09/2017 

TAGS: PGOV, PREL, EZ 

SUBJECT: CZECH POLITICS: NEW GOVERNMENT TAKES POWER WITH 
ONLY MEDIOCRE CHANCES OF SURVIVAL 


Classified By: Political-Economic Counselor Mike Dodman for reasons 1.4 
b+d 


1. (SBU) SUMMARY. On January 9 Czech President Vaclav Klaus 
officially appointed the second government of Prime Minister 
Mirek Topolanek (ODS), launching the latest chapter in the 
electoral saga that began with the deadlocked June 2-3 
parliamentary elections. Topolanek\'s center-right coalition 
with the small Christian Democrat and Greens parties has 30 
days to schedule a vote of confidence. However, with exactly 
half of the seats in the parliament, Topolanek needs to win 
over at least one opposition MP in order to pass the vote of 
confidence, and both opposition parties have said they will 
not support the new government. Further, Topolanek\'s own 
position is under fire within ODS, meaning he will have to 
struggle even to win all his own coalition\'s votes. If the 
upcoming confidence vote fails, the new government will 
remain in power for potentially several months while a third 
coalition attempt is made. Topolanek\'s new government will 
largely be a continuation of the outgoing government in terms 
of foreign policy and has the potential to be even stronger 
than previous governments on issues of transparency, ethics, 
and free markets. END SUMMARY 


2. (U) While chances for success of the newly appointed 
Topolanek government -- led by Topolanek\'s center-right ODS 
party and including the small Christan Democrats (KDU-CSL) 
and Green (SZ) parties -- are not good, the coalition has 
nonetheless set out an ambitious program. The new government 
intends to reduce taxes and introduce a flat tax, eliminate 
certain social benefits, introduce co-payments in health 

care, privatize, and increase the retirement age. The list 

of reforms is ambitious considering the fact that the 
government will not have a majority in parliament and will 

make it very difficult for any left-of-center opposition 
parliamentarians to cross the aisle and support the 

coalition. Former Prime Minister and Chairman of the 
opposition Social Democrats Jiri Paroubek announced after the 
new government\'s appointment that Topolanek\'s second 
government is even less acceptable than his first, which 

failed its vote of confidence on October 3rd, 2006; two 

recent defectors from Paroubek\'s party have recently said 

that they do not intend to support the government. The 
Communists also said they will not support the new government 
partly because of its energy policy, which is perceived as 
anti-nuclear at a time of increasing concern about energy 
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supplies. There has been much debate the new government\'s 
energy policy, much of it spurred by opponents of the Green 
party, and unfortunately aided by missteps from the Grens 
themselves (including a statement from the new Education 
Minister that government wants to close the Temelin nuclear 
plant -- a stance rejected by Green Party chairman, and new 
Deputy PM, Martin Bursik). 


3. (C) In terms of foreign and security policy, the new 

Topolanek government should perform very much like the 
previous, despite several new faces. Outgoing Foreign 

Minister and former Czech Ambassador to the U.S. Alexander 
Vondra (ODS) has been promoted to Deputy Prime Minister for 
European Affairs. While he will not have line authority over 
either the MFA or MOD, we expect that Vondra will remain 
influential on these questions, particularly as those 

ministers are new to their position. Vlasta Parkanova 
(KDU-CSL) will take over as the country\'s first female 

Defense Minister. Although she has served on parliament\'s 
defense committee and was Justice Minister in the late, 
Parkanova is expected to be a rather weak minister. Senator 
Karel Schwarzenberg takes over as Foreign Minister. 
Schwarzenberg\'s appointment has generated considerable 
discussion. He is a well-respected former exile who spent 

most of the communist period living in Vienna (although he 

has dual Swiss-Czech citizenship). He comes from a Czech 
noble family that continues to own vast tracts of rural land. 

He served as Chief of Staff to former President Havel in the 
1990s, and has led many NGOs. He is a well-known promoter of 
democracy and human rights, who in 2005 was expelled during a 
visit to Cuba. He is also very close to Vondra. 

Schwarzenberg is a member of the small ODA party, which years 
ago broke away from the ODS; he was nominated as minister by 
the Greens. Schwarzenberg\'s links to Havel, ODA, the Greens, 
and numerous human rights NGOs have all earned him the ire of 
President Klaus, who criticized the appointment but 

eventually agreed he had no choice but to appoint Topolanek\'s 
full cabinet, including Schwarzenberg. We have long worked 
closely with Schwarzenberg on human rights and other 
international issues, and expect he will introduce very few, 

if any, personnel or policy shifts at MFA. He has not spoken 
extensively on missile defense, but several MFA staff have 

told us that they know he supports Czech participation in the 
project and will not Wrock the boat\"; his new link to the 
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Green party may, in fact, be productive if and when we move 
forward with the Czechs on missile defense. 
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4. (C) The new government comes to power at a time of 
increasing disunity within the ruling ODS party. A day 

before appointing the new government, President Klaus, 
co-founder and honorary chair of ODS, published an article in 
the popular weekly Tyden that was very critical of Topolanek 
and the direction he has taken the party in, particularly in 
reference to his alliance with the Greens. ODS Deputy 
Chairman, Prague Mayor Pavel Bem, has also had a public 
dispute with Topolanek over the past week. The press has also 
run stories of a fallout between Topolanek and his outgoing 
Finance Minister Vlastimil Tlusty (ODS), who is not in the 
new government but remains influential within the party. It 

is clear that some ODS figures are not fully behind 
Topolanek. One ODS MP told us January 9 that he is 
optimistic Topolanek will survive, \"if\" all the ODS MPs 
support him. That being said, if Topolanek loses another 
confidence vote, as many expect, he is likely to resign as 
party chairman (he has already said he would do so) and an 
extraordinary party congress would be held to elect a new 
chairman. Most observers expect that Bem would win that 
contest. However, the turmoil over recent weeks has exposed 
many divisions within ODS and it is not certain that the 

party would survive a succession battle in its current form. 


5. (C) CSSD leader Paroubek told the Ambassador January 8 
that he sees two scenarios ahead: Topolanek\'s new government 
wins its vote of confidence, which he thought highly 

unlikely, and CSSD enters opposition, or Topolanek fails and 
talks begin on some form of power sharing between the two 
main parties, the so-called grand coalition. In terms of the 
confidence vote, Topolanek has said that he does not plan to 
use the full 30 days. We heard from one ODS advisor Jan 9 
that the vote could happen on January 30. But a Green MP 
also told us the vote could happen \"as early as next week.\" 

If the vote fails, the current Topolanek government remains 

in power for as long as it takes to form a new coalition 

(note that the outgoing Topolanek government was in power for 
over four months, despite losing a vote of confidence in its 

first month). The third attempt to form a government will 

likely involve the appointment of a new Speaker of 

Parliament, which Paroubek told the Ambassador would be part 
of the overall deal to be crafted. If the third attempt 

fails, the Constitution requires new elections to be called. 


6. (U) The full composition of the new government follows 
below: 


Prime Minister Mirek Topolanek (ODS) 


Deputy Prime Minister Alexander Vondra (ODS) European 
Affairs 
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Deputy Prime Minister Jiri Cunek (KDU-CSL) (and Regional 
Development) 

Deputy Prime Minister Martin Bursik (SZ) (and Environment) 
Deputy Prime Minister Petr Necas (ODS) (and Labor/Social 
Affairs) 


Foreign Affairs Karel Schwarzenberg (ODA; appointed 


by SZ) 

Finance Miroslav Kalousek (KDU-CSL) 
Regional Development Jiri Cunek (KDU-CSL) 
Interior Ivan Langer (ODS) 

Health Tomas Julinek (ODS) 

Regional Development Petr Gandalovic (ODS) 
Labor Petr Necas (ODS) 

Transport Ales Rebicek (ODS) 

Industry Martin Riman (ODS) 

Culture Helena Trestikova (KDU-CSL) 


Environment Martin Bursik (SZ) 

Agriculture Petr Gandalovic (ODS) 

Justice Jiri Pospisil (ODS) 

Defense Vlasta Parkanova (KDU-CSL) 
Education Dana Kuchtova (SZ) 

Legislative Affairs Cyril Svoboda (KDU-CSL) 
Minister without Portfolio (for Govt Advisory Bodies) 
Dzamila Stehlikova (SZ) 

GRABER 
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E.O. 12958: DECL: 01/10/2012 
TAGS: PREL, PHUM, PINR, SU, FR 
SUBJECT: DARFUR REBEL LEADER PROLONGS EUROPEAN TOUR 


Column 3 
REF: PARIS 7523 


Classified By: Political Minister Counselor Josiah B. Rosenblatt. Reas 
ons 1.4b,d 


1. (SBU) Abdulwahid El-Nur, SLM/A leader and Darfur Peace 
Agreement (DPA) rejectionist, met January 6 with Africa 
Watcher at El-NurYs request. Nur, who has been traveling in 
Western Europe, including the Netherlands, explained that he 
had returned temporarily to Paris in order to extend his 
Schengen visa for another three months. In Paris he met with 
French NGOs, including Doctors Without Borders. Nur claims 
to be engaged in a campaign of NGO and media outreach across 
Europe. He stated he wants to visit the USA and the UK, 
provided he can first obtain visas. It is unclear when he 

will return to Darfur. 


2. (C) Nur called for a new peace process brokered by a 
\"neutral\" party. The African Union (AU) was not impartial, 
he held, but structurally biased in favor of Khartoum. Nur 
allowed that the AU should continue its involvement in a 
subordinate role, as a kind of junior partner to some other 
international body. Nur furthermore conditioned a return to 
peace talks on Khartoum\'s ceasing its aggressive actions, 
commencing Janjaweed disarmament, and facilitating refugee 
protection and refugee returns. Despite his rejection of the 
DPA, Nur claimed his negotiating position continued to 
strengthen. 


3. (C) Nur was joined by Denmark-based SLM/A representative 
Daw S. Yahia as well as Canadian-Sudanese adviser Ahmed M. 
Abdalla. Abdalla, a Canadian trained academic, planned to 
travel circa January 10 to Washington and New York for a two 
week stay and anticipated meeting with Special Envoy Natsios 
on January 19. 


4. (C) Comment: Abdulwahid El-Nur seemed to lack a coherent 
strategy. He hedged about an eventual return to the Darfur 
region and made vague comments about continuing his travels 
in Europe. El-Nur and Abdalla, who suggested they need to 
improve their outreach to key African governments, disclosed 
they lacked a channel to South Africa in particular. El-Nur 

and Abdalla also admitted they had no reliable line of 
communication to UN leadership; they claimed to have left 
messages, so far unanswered, with the secretary of UN Envoy 
Jan Eliasson in Sweden. Abdalla, who appears an earnest and 
well-spoken interlocutor, sought guidance on whom to meet in 
Washington and at UN headquarters in New York. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 01/08/2012 

TAGS: PTER, ASEC, JO 

SUBJECT: JORDANIAN SECURITY FORCES KILL ONE, CAPTURE 
ANOTHER SUSPECTED TERRORIST 


REF: A. A) TD 314/91783-06 


B. B) 06 AMMAN 3469 
C. C) TD 314/01784-07 


Classified By: DCM Daniel Rubinstein for reasons 1.4 (b) and (d). 


1. (U) Jordanian security forces engaged in a three-hour 
gun-battle with two gunmen early on January 9 in Irbid, 
Jordan\'s second largest city, 52 miles north of Amman. 
According to media, Sulayman Ghayyad al-Anjadi - a Jordanian 
of Palestinian origin - was killed, and another Jordanian, 
Ramadan Mustafa al-Manisi was arrested. The shooting began 
when security forces raided a house in the Al-Matla area of 
Irbid. The two men barricaded themselves in the house and 
fired on Jordanian security officers, wounding several. 


2. (C) According to Public Security Directorate (PSD) 
contacts, the two gunmen were hiding in a single-family home 
with three Kalashnikov rifles and two pistols. The GoJ 

placed the home under surveillance January 8 based on 
information developed by Jordan\'s intelligence service. 
According to PSD Director Eitan, the entry into the home by 
PSD\'s antiterrorist Unit 14 was difficult and the gunmen were 
well trained and equipped. The raid left seven PSD members 
lightly wounded. 


3. (C) Anjadi was previously linked to Azmi Abdel Fattah Al 
Jayyusi, who led a suspected Al Qaeda cell (reftels), and is 
currently in prison in Jordan. GoJ authorities allege that 
Anjadi was planning an attempt to help Jayyusi escape from 
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prison. 


Visit Amman\'s Classified Web Site at 
http://www state.sgov.gov/p/nea/amman/ 
HALE 
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STATE FOR PM/DTCC (STIETZIEL) 


E.O. 12958: N/A 

TAGS: ETTC, KOMC, AO 

SUBJECT: ANGOLA BLUE LANTERN CASES 05-1006925 AND 05-995905 
(Pre-License Checks) 


Over a period of months, Post made numerous unsuccessful attempts to 
contact Transafrik\'s offices in Luanda about pre-license check cases 
05-1006925 and 05-995905. Post learned in November 2006 that 
Transafrik had closed its offices without leaving a forwarding 

address or contact information. However, in December 2006, 
Econ/Commercial Assistant finally made contact with Pimento de 
Araujo, Transafrik\'s last representative in Luanda. Araujo 

confirmed that Transafrik had shut down its operations in Angola. 


EFIRD 
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VISAS VIPER 
SIPDIS 


DEPARTMENT FOR INR/TIPOFF AND CA/VO/L/C 


E.O. 12958: N/A 
TAGS: KVPR, CVIS, CMGT, PINR, PTER, ASEC, MO 
SUBJECT: VISAS VIPER FOR DECEMBER 2006 REPORTING PERIOD 


REF: A) 05 CASABLANCA 1150 B) 06 CASABLANCA 1286 


1. (U) Members of the Embassy Rabat and Consulate General Casablanca 
joint Visas Viper Committee met January 8, 2007. The meeting was 
chaired by the DCM and attended by the CG and representatives from 
CONS, POL, RAO, RSO, ECON, PAS, DAO and LEGATT. 


2. (SBU) The Committee submits the following seventy (70) names. 
The first 22 are individuals confirmed by the GOM as having been 
arrested in December 2006 when Moroccan authorities disrupted an 
active terrorist network recruiting volunteers for Iraq and Morocco. 
The next 13 names are of individuals believed to have traveled to 
Iraq to undertake terrorist activity. The final 35 names were 
reported in Ref A as having been submitted via separate channels 
with then available biodata and are now submitted by the Committee 
with more complete identifying information. The GOM has confirmed 
these individuals were convicted on terrorism charges as active 
members of a network known variously as the \"Meknes Cell" or the 
\"Hanouiche Group. 


3. (SBU) The GOM reported the following 22 individuals were arrested 
late December 2006 when Moroccan authorities disrupted an active 
terrorist network recruiting volunteers for Iraq and Morocco. 


Ali, Khalid Oulad Tahar 

Male, DPOB: 01 October 1983; Tetouan, Morocco 

Last known residence: 26 Ave. Istanbul, Tetouan, Morocco 
Father: Abdelouahad Ali 

Mother: Rachida 

Passport: N996787 

Occupation: Salesman 


Ayyad, Abderrahmane 

Male, DPOB: 1979; Douar Asfourat, Morocco 

Last known residence: Hay Jadid, Ave. Mourabitine, 30 Rue Oued 
Laou; FiniDeq, Morocco 

Father: Abdellah Ayyad 
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Mother: Fatima 
Passport: L878805 


El Haddouchi, Fouad 

Male, DPOB: 01 November 1979; Douar Mrja, Morocco 

Last known residence: Bab Saida, 23 Ave. Mohamed Harrak; Tetouan, 
Morocco 

Father: Mohamed El Haddouchi 

Mother: Milouda 


Fathallah, Abdelilah 

Male, DPOB: 06 November 1976; Bouzra, Morocco 

Last known residence: Jamae Mezouak, Ave. Mamoun; Tetouan, Morocco 
Father: Mfedel Fathallah 

Mother: Rahma 

Passport: P332202 


Talliah, Souleimane 

Male, DPOB: 20 September 1975; Tetouan, Morocco 

Last known residence: Ave. Othman Ben Affan, Zankat Hammouch; 
Tetouan, Morocco 

Father: Hassan Touhami Talliah 

Mother: Fatima Marzouk 

Passport: K21314 

Occupation: Sales Assistant 


Sofri, Mohamed 

Male, DPOB: 02 May 1952; Tetouan, Morocco 
Also has residence in Stockholm, Sweden 
Father: Mohamed Sofri 

Mother: Khaddouj 

Moroccan passport: M576238 

Swedish passport: 10006657 

Occupation: Civil Servant 


Soussi, Rachid 

Male, DPOB: 01 January 1979; Ouezzane, Morocco 

Last known residence: 51 Derb Bir Dkiek, Kechriyene; Ouezzane, 
Morocco 

Father: Mohamed Soussi 

Mother: Rahman 

Occupation: Technician 


Kourfali, Ismail 

Male, DPOB: 22 January 1984; Beni Hssen, Morocco 

Last known residence: Moulay Driss Zerhoun, Ouezzane, Morocco 
Father: Ahmed Kourfali 

Mother: Aicha 

Occupation: Agricultural worker 


Nahri, Mohamed 
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Male, DPOB: 08 July 1987; Beni Malek, Morocco 

Last known residence: 104 Derb Reffassine, Kechriyene; Ouezzane, 
Morocco 

Father: Ahmed Nahri 

Mother: Yamna 

Occupation: Student 


El Ahrech, Abderrazak 

Male, DPOB: 01 June 1986; Moulay Driss Zerhoun, Morocco 
Last known residence: 31 Derb Zitoune, Beni Massoura, Morocco 
Father: Layachi El Ahrech 

Mother: Saadia Bent Ahmed 

Occupation: Day laborer 


El Assali, Abdelmalek 

Male, DPOB: 1982; Douar Ouegrar, Morocco 

Last known residence: Sidi Redouane, Douar Ouegrar; Ouezzane, 
Morocco 

Father: Cherif El Assali 

Mother: Tama 

Occupation: Day laborer 


El Assali, Lahcen 

Male, DPOB: 1978; Douar Ouegrar, Morocco 

Last known residence: Sidi Redouane, Douar Ouegrar; Ouezzane, 
Morocco 

Father: Cherif El Assali 

Mother: Tama 

Occupation: Day laborer 


Hajji, Mohamed 

Male, DPOB: 06 May 1980; Ouezzane, Morocco 

Last known residence: Janane Ali, 12 Janane Allouch; Ouezzane, 
Morocco 

Father: Thami Hajji 

Mother: Latifa 

Occupation: Day laborer 


Essoussi, Abdelouhed 

Male, DPOB: 20 February 1987; Ain Lalla Zineb, Morocco 

Last known residence: 26B Derb Tayeb Kharmiz, Kechriyene; Ouezzane, 
Morocco 

Father: Ahmed Essoussi 

Mother: Zineb 


Aoultoum, Hicham 

Male, DPOB: 29 January 1981; Casablanca, Morocco 

Last known residence: Hay Missimi, 62 Rue 12, Hay Hassani; 
Casablanca, Morocco 

Father: Lahcen Aoultoum 

Mother: Fatima 
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Passport: N498128 
Occupation: Student 


Aoultoum, Said 

Male, DPOB: 08 February 1983; Casablanca, Morocco 

Last known residence: Hay Missimi, 62 Rue 12, Hay Hassani; 
Casablanca, Morocco 

Father: Lahcen Aoultoum 

Mother: Fatima 

Occupation: Student 


El Oliki, Mustapha 

Male, DPOB: 1960; Douar Ouegrar, Ouezzane, Morocco 

Last known residence: Sidi Redouane, Douar Ouegrar; Ouezzane, 
Morocco 

Father: Mohamed El Oliki 

Mother: Hilma 

Occupation: Worker 


El Hassani, Abdellatif 

Male, DPOB: 1962; Douar Ouegrar, Ouezzane, Morocco 

Last known residence: Sidi Redouane, Douar Ouegrar; Ouezzane, 
Morocco 

Father: Mohamed El Hassani 

Mother: Cheifa 

Occupation: Agricultural worker 


Dassaa, Ali 

Male, DPOB: 1974; Agadir, Morocco 

Last known residence: Hay Oulfa, Casablanca, Morocco 
Father: Sadi Dassaa 

Mother: Dafia 

Occupation: Worker 


Benyamna, Abdelmalek 

Male, DPOB: 1973; Beni Drar, Oujda, Morocco 
Last known residence: Beni Drar, Oujda, Morocco 
Father: Mohamed Benyamna 

Mother: Hilma 

Passport: N326204 

Occupation: Agricultural worker 


Serray, Radouane 

Male, DPOB: 29 December 1975; Mediouna, Morocco 

Last known residence: Hay Safa, 36 Rue 1, Hay Oulfa; Casablanca, 
Morocco 

Father: Mohamed Serray 

Mother: Hafida 

Passport: R926381 

Occupation: Metal worker 
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Assouik, Abdelhakim 

Male, DPOB: 04 May 1989; Douar Ait Moussa, Morocco 

Last known residence: Hay Ait Moussa, Amar Imzouren; Al Hoceima, 
Morocco 

Father: Mohamed Assouik 

Mother: Louiza 

Passport: T363900 

Occupation: Laborer 


The following 13 names are of individuals whom the GOM reports are 
volunteers for jinad in Iraq who have departed Morocco. The seven 
marked with an asterisk (*) were submitted in Ref B and appear here 
with additional and/or corrected identifying biodata. 


*Achebbak, Younes 

Male, DPOB: 28 February 1981; Tetouan, Morocco 
Father: Kacem Achebbak 

Mother: Rahma bent Anmed 

Passport: P836454 

Occupation: Commerce 


*Ben Aboud, Mounsif 

AKA El Khayat, Ould 

Male, DPOB: 01 July 1985; Tetouan, Morocco 
Father: Ahmed Ben Aboud 

Mother: Zora bent Achtout 

Passport: N811812 

Occupation: Student 


*Amekchar Lamrani, Abdelmounaim 

AKA Sokkira 

Male, DPOB: 18 February 1981; Tetouan, Morocco 
Father: Ahmed Amekchar Lamrani 

Mother: Sadia ben Mohamed 

Passport: M550351 

Occupation: Laborer 


*Ben Aboud, Bilal 

Male, DPOB: 28 August 1981; Tetouan, Morocco 
Father: Ahmed Ben Aboud 

Mother: Zora bent Achtout 

Passport: R468133 


*Khlifa, Hamza 

AKA Ould El Barghout 

Male, DPOB: 09 March 1988; Tetouan, Morocco 
Father: Mohamed Khlifa 

Mother: Rahma bent Mohamed 

Passport: R170525 

Occupation: Informal vendor 
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*Ahchouch, Jamal 

Male, DPOB: 07 December 1978; Tetouan, Morocco 

Last known residence: 72 Ave. Othman Ben Affan, Zankat 56; Tetouan, 
Morocco 

Father: Mohamed Ahchouch 

Mother: Fatima 

Passport: L893735 

Occupation: Barber 


*Aoulad Echenikh, Said 

Male, DPOB: 24 February 1984; Tetouan, Morocco 

Last known residence: 195 Ave. Othman Ben Affan, Tetouan, Morocco 
Father: Abdeslam Aoulad Echenikh 

Mother: Fatima 

Passport: P208566 

Occupation: Student 


Tanhirt, Issam 

Male, DPOB: 05 July 1982; Morocco 

Last known residence: 4 Ave. Jebl Sefrou, Tetouan, Morocco 
Father: Zaid Tanhirt 

Mother: Fouzia 

Passport: P698619 

Occupation: Laborer 


Hraita, Boubker 

Male, DPOB: 15 June 1977; Boujaad 

Last known residence: El Amal Boujaa, Morocco 
Father: Mohamed Hraita 

Mother: Fatna 

Passport: P417256 

Occupation: Barber 


Hadji, Driss 

Male, DPOB: 13 June 1980; Casablanca, Morocco 

Last known residence: 10 El Alia, Rue 32, Hay Oulfa; Casablanca, 
Morocco 

Father: Aboubekr Hadji 

Mother: Malika 

Passport: 1423327 

Occupation: Laborer 


Bakali, Abdellatif 

Male, DPOB: 28 May 1979; Zemour Beni Hassen, Morocco 

Last known residence: Douar Hamrae, Ben Hassan; Tetouan, Morocco 
Father: Mohamed Bakali 

Mother: Saadia 

Passport: N514678 

Occupation: Student 


Essoli, Abdellatif 
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Male, DPOB: 26 April 1978; Casablanca, Morocco 

Last known residence: Group F, 27 Rue 179, Hay Oulfa; Casablanca, 
Morocco 

Father: Salah Essoli 

Mother: Hafida 

Passport: P868216 

Occupation: Barber 


Bouftass, Abderrahim 

Male, DPOB: 03 March 1974; Casablanca, Morocco 

Last known residence: 113 Boulevard El Fida, Casablanca, Morocco 
Father: Boubker Bouftass 

Mother: Fatima 

Passport: N428460 

Occupation: Unemployed 


The final 35 names were reported in Ref A as having been submitted 
via separate channels with then available biodata and are now 
submitted by the committee with more complete identifying 
information. The GOM confirmed these individuals were convicted on 
terrorism charges as active members of a network known variously as 
the \"Meknes Cell\" or the \"Hanouiche Group.\" 


Benhraida, Abdellatif 
Male, DPOB: 27 January 1970, Morocco 
National Identity Card (CIN) Number: AB105566 


El Azaar, El Mokhtar 
Male, DPOB: 1978, Morocco 
CIN Number: DX533186 


El Mouradi, Mohammed 
Male, DPOB: 23 April 1977, Morocco 
CIN Number: A631906 


El Alami, Abdallah 
Male, DPOB: 1953, Morocco 
CIN Number: DX533184 


Berghimi, Abderrahim 
Male, DPOB: 11 July 1971, Morocco 
CIN Number: AB145376 


El Alami, Hassan 
Male, DPOB: 01 January 1968, Morocco 
CIN Number: AB40435 


Daoudi, Lahcen 
Male, DPOB: 03 June 1978, Morocco 
CIN Number: AB203951 
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Majdoub, Mustapha 

Male, DPOB: 10 September 1975, Morocco 
CIN Number: AB197880 


Sangalou, Mantalla 
Male, DPOB: 25 May 1972, Morocco 
CIN Number: AB95720 


Kabli, Abdelmjed 
Male, DPOB: 1967, Morocco 
CIN Number: AB74286 


Faiz, Noureddine 
Male, DPOB: 1974, Morocco 
CIN Number: AB154584 


El Ayoubi, Saleh 
Male, DPOB: 1968, Morocco 
CIN Number: V68326 


Daoudi, Rachid 
Male, DPOB: 16 July 1982, Morocco 
CIN Number: AB605653 


El Mouradi, Rachid 
Male, DPOB: 10 April 1973, Morocco 
CIN Number: A758530 


El Ghali, Abdelkader 
Male, DPOB: 18 November 1955, Morocco 
CIN Number: A570228 


Fetherrahim, Larbi 
Male, DPOB: 06 August 1969, Morocco 
CIN Number: WA241172 


Alami, Jillali 
Male, DPOB: 1958, Morocco 
CIN Number: BJ27719 


Khachabi, Bouchaib 
Male, DPOB: 22 August 1968, Morocco 
CIN Number: BJ93766 


Khantar, Hadj 
Male, DPOB: 1971, Morocco 
CIN Number: WA37112 


Fatine, Anmed 
Male, DPOB: 28 December 1966, Morocco 
CIN Number: QA17002 
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Zouitina, Rahhal 
Male, DPOB: 1972, Morocco 
CIN Number: BH160928 


Baida, Fatima 
Female, DPOB: 1968, Morocco 
CIN Number: JA30960 


Hammouti, Jamal 
Male, DPOB: 02 March 1981, Morocco 
CIN Number: S489741 


Hammouti, Mohammed 
Male, DPOB: 30 September 1975, Morocco 
CIN Number: S354975 


Toutou, Mustapha 
Male, DPOB: 25 December 1972, Morocco 
CIN Number: S334595 


Boughadji, Karim 
Male, DPOB: 20 Aug 1977, Morocco 
CIN Number: S500284 


Oulmourif, Abderrahman 
Male, DPOB: 1967, Morocco 
CIN Number: E261180 


Bousfiha, Mohammed 
Male, DPOB: 12 April 1966, Morocco 
CIN Number: C170506 


Al Ouakil, Abdelkrim 
Male, DPOB: 23 August 1974, Morocco 
CIN Number: 2275264 


Lemsidi, Ali 
Male, DPOB: 1975, Morocco 
CIN Number: CC9999 


Chouikha, Anmed 
Male, DPOB: 18 October 1976, Morocco 
CIN Number: K276431 


Berghimi, Anmed 
Male, DPOB: 21 February 1967, Morocco 
CIN Number: AB72236 


El Bali, Mohamed 
Male, DPOB: 27 May 1979, Morocco 
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CIN Number: S454711 


Belal, Abdelouahed 
Male, DPOB: 28 December 1966, Morocco 
CIN Number: C244620 


Jouai, Mohammed 
Male, DPOB: 30 June 1976, Morocco 
CIN Number: AB118555 


4. (U) The Mission\'s Visas Viper Coordinator is Cody Taylor. No 
additional Visas Viper telegrams were transmitted for December 2006. 
GREENE 
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Classified By: CDA Chat Blakeman, reasons 1.4 (b,d) 
1. (S) Summary: The Dutch Ministry of Economic Affairs has 


issued a new WMD-related \"catch all under the MTCR in 
connection to Aviation Services International\'s attempts to 
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circumvent Dutch and EU export restrictions. However, Dutch 
legislation does not prohibit conventional military sales to 

Iran, which could be exploited as way to circumvent Dutch 
WMD-related export controls. While the new catch-all 
requires Dutch companies to apply for an export license for 
conventional military sales, it will be very difficult to 

justify denying such a license and will require the 

concurrence of a judge should the exporting company appeal 
the denial. Moreover, the GONL has opened Aviation Services 
International crates currently suspended from export to Iran 
and found U.S. conventional military equipment. MFA Senior 
Advisor for Nuclear and Nonproliferation Affairs Ceta Noland 
provided this update to polmiloff on January 5. End summary. 


The Good News... 


2. (S) Noland said the Ministry of Economic Affairs (MEA) 
recently issued a new WMD-related \"catch-all\" under the MTCR, 
primarily aimed at suspending exports from Aviation Services 
International (ASI) to Iran. Per reftel, ASI has tried on 

several occasions to export unmanned aerial vehicle (UAV) 
technology to Iran. Noland noted that the new catch-all was 
purposely written in broad terms to compel ASI to apply for a 
license for any export. She said over 150 ASI exports to 

Iran have subsequently been suspended, and that ASI has hired 
a \"very aggressive\" lawyer to apply for licenses. 


The Bad News... 


3. (S) Even with the new catch-all, however, Noland 

identified a potential loop-hole in preventing potential WMD 
components from reaching Iran. She explained the new 
catch-all compels companies to apply for an export license 

for items that could be used in WMD-related equipment, such 
as UAVs. But unlike the United States or the United Kingdom, 
the Netherlands does not have legislation prohibiting 
conventional military sales to Iran. Noland said the new 
catch-all is general enough that companies such as ASI would 
still need to apply for an export license on even 

conventional military components. Yet denying a license for 
such items would be difficult to justify under Dutch law as 
theoretically they are intended for conventional military 
purposes. 


4. (S) Noland said the MEA could still deny a conventional 

military export under the argument that the component could 

be used for WMD purposes. However, the MEA must then rely on 
a concurring judge\'s ruling -- by no means a given -- should 

an export company appeal the MEAVs decision. Noland said any 
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appeal will be risky -- the MFA and the MEA are not confident 
the Dutch legal system as it currently stands will provide 
fool-proof prevention of conventional military parts from 
reaching Iran. 


The Ugly? 


5. (S) In addition, Noland said the MEA has opened crates of 
ASI suspended exports to Iran. According to Noland, some of 
the crates include U.S. conventional military equipment, 
clearly stamped with warnings not to export to Iran. She 
could not explain how the equipment had ended up with ASI, 
especially given U.S. third-party transfer legislation -- 

perhaps ASI acquired the U.S. equipment through a number of 
\"middlemen\" companies. Noland said ASI fully intends to 
export this equipment to Iran -- close to bankruptcy, ASI 
subsists entirely from its exports to Iran and has nothing to 
lose. She noted that the MEA will deny ASI an export license 
for this conventional military equipment, but it will be very 
difficult to obtain a judge\'s concurrence, given the lack of 

a Dutch conventional military sales embargo on Iran. 


6. (S) Noland suggested the USG \"must know ASI has U.S. 
conventional military equipment and intends to export it to 

Iran, and questioned whether the USG was running an operation 
to determine the equipment\'s end-user. At the very least, 

she argued that the USG should be able to track the equipment 
from ASI through various middlemen companies back to its 
source of origin in the United States. She reiterated that 

the Dutch do not possess legislation prohibiting conventional 
military sales to Iran -- better the USG \"nip the source at 

the bud,\" she said, than rely on the flawed Dutch legal 

system to prevent the export. 


Comment 


7. (S) Noland was unable to identify or provide tracking 
numbers for the alleged U.S. conventional military equipment, 
but we have no reason to doubt her claims. POL is working 
with other agencies at post, which are attempting to verify 

the claim and obtain equipment tracking numbers from Dutch 
intelligence agencies. 


BLAKEMAN 
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Classified By: POLOFF ERIC WONG. REASONS: 1.4 (B), (C), (D). 


1. (S) SUMMARY. In a January 9 meeting with Ambassador, 
Somaliland President Dahir Rayale Kahin appealed for 
international recognition and support, highlighting 
Somaliland\'s political progress and its commitment to 
democracy and regional stability. Kahin, accompanied by 
Finance Minister Hussein Ali Dualeh, asserted that 
recognition of Somaliland would serve as a bulwark against 
the emergence of expansionist Somali groups (like the CIC) 
seeking to destabilize the Horn of Africa through the pursuit 
of a greater Somalia." Kahin asked that the USG support 
efforts to seek recognition by African states, and noted that 
Somaliland was actively lobbying east and west African 
leaders. Kahin and Dualeh expressed concern that TFG 
President Yusuf was failing to accommodate Hawiye, and that 
disarmament in Somalia would not be possible unless all clans 
were disarmed simultaneously and under international 
supervision. Kahin and Dualeh warned that civil war would 
ensue, if union with Somalia were imposed on Somaliland. 
Citing the importance of bilateral relations with the United 
States, President Kahin pledged to comply by \"early February\" 
with a USG request to release a detained Somalilander, and 
expressed interest in visiting Washington in March or April. 
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Kahin attributed tensions between Somaliland and Djibouti to 
President Guelleh\'s concerns about commercial competition 
between Djibouti and Berbera ports. END SUMMARY. 


2. (U) Ambassador and deputy pol-econ counselor met January 9 
with Somaliland President Dahir Rayale Kahin and Finance 
Minister Amb. Hussein Ali Dualeh. Kahin said Somaliland was 
\"now in limbo\" but deserved support from the international 
community, due to its establishment of rule of law, good 
governance and democracy, and commitment to 
counter-terrorism. Those who failed to assist Somaliland 

now, may regret the decision in the future, he warned. 
Somaliland was \"viable\": its population of 3-4 million was 

six times that of Djibouti. Reviewing Somaliland\'s political 
history since independence in 1960, Kahin said Somaliland had 
voluntarily initiated a union with southern Somalia in 1960, 

and then chose to \"withdraw from that failed union\" in 1991, 
a decision reaffirmed by the 1997 constitutional referendum 
monitored by U.S. observers. Somaliland had established rule 
of law and good governance: promoting reconciliation among 
warring clans via the 1993 Borama conference, demobilizing 
50,000 militia, establishing a bicameral parliament, and 
holding national elections in 2003. Kahin said his 

assumption of the presidency upon the death of Mohamed 
Ibrahim Egal in 2002 had been a constitutional transition 
nearly unparalleled in Africa. As a former British 

protectorate, Somaliland\'s borders (unlike southern 
SomaliaWs) were recognized by several international treaties. 
Somaliland controlled its borders and prevented piracy in 

the Gulf of Aden, but suffered with Ethiopia as the \"first 
victims\" of instability in southern Somalia, he added. 


3. (U) Recognizing that nations were built on principles and 
beliefs, not just ethnicity, Somalilanders had sought to 

break the \"cycle of conflict\" associated with the quest for 
Va greater Somalia,\" Kahin said. Indeed, Somaliland, rather 
than southern Somalia, had a greater historical affinity with 
Ethiopia\'s Somali region, but had forsworn any such designs 
in order to promote regional stability, Kahin said. Minister 
Dualeh added that by dispelling the persistent \"dream of 
greater Somalia\" espoused by the Council of Islamic Courts 
(CIC) and other potential extremist groups, recognition of 
Somaliland would promote the security of Ethiopia, Kenya, and 
Somalia. 


4. (C) Seeking Somaliland\'s recognition by the African Union, 
Kahin said he had met with east African leaders (Ethiopia, 
Rwanda, Uganda, Tanzania, and Zambia); Somaliland Foreign 
Minister Abdillahi Duale (reftel) was traveling to Ghana and 
Togo in order to lobby west Africans. Kahin said UK 
Secretary of State for Foreign and Commonwealth Affairs Lord 
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SIPDIS 
Triesman had agreed to push African states to recognize 
Somaliland, and urged that the USG do the same. 
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5. (C) As the situation in southern Somalia jeopardized 
Somaliland\'s peace and stability, Somaliland was unrivaled in 
its ability and motivation to monitor developments in 
Mogadishu, Kahin said, where several terrorists detained in 
Somaliland had organized. He noted that the CIC had publicly 
targeted both himself and Finance Minister Dualeh for 
assassination, as well as Transitional Federal Government of 
Somalia (TFG) officials. While Somaliland had united warring 
factions to rise out of anarchy, TFG President Yusuf was 
incapable of reconciliation, Kahin said. The principal clash 

in southern Somalia was between the Darod and Hawiye clans, 
and others were ignored. Instead of appointing a Hawiye as 
military chief, Yusuf had appointed police, military, and 
intelligence chiefs solely from his Darod clan, prompting 
disarmament to fail. Minister Dualeh observed that 
disarmament would succeed only if all clans were disarmed 
simultaneously, under international supervision; the UN 
Operation in Somalia (UNOSOM Il) had failed in 1993 because 
the Hawiye had felt they were being disarmed first. Hawiye 
and Darod comprised 38 per cent and 18 per cent of the 
population respectively in southern Somalia, Dualeh added. 
Siad Barre, a Darod, had needed to break the Hawiye\'s 
stranglehold on Mogadishu; Yusuf's failure to compromise with 
other clans would render him \"only a guest of the Hawiye,\" 
Dualeh said. 


6. (C) Asked about Somaliland\'s relationship with the TFG, 
Kahin responded that no agreement with Yusuf was possible so 
long as Yusuf continued to lay claim to Somaliland. Noting 

that 50,000 had died fighting for independence, Kahin 

asserted that the only solution was co-existence: \"Somalia 
must be accepted as two entities, side-by-side; Somalia and 
Somaliland.\" The TFG was Van insult\" to the Somali people, 
Kahin said, having failed to achieve anything, in contrast to 
authorities in Somaliland. It was an injustice that 

Somaliland remained a victim of \"a failed state,\" Kahin said. 
Ambassador Yamamoto observed that dialogue between the two 
needed to precede any movement toward recognition. Minister 
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Dualeh recalled that Ethiopian Prime Minister Meles had said 
he had acceded to Eritrean independence in order to avoid 
another 30 years of war; civil war among Somalis would result 
if Somaliland were \"forced into a union." 


7. (S/NF) Pres. Kahin underscored SomalilandWs constitutional 
commitment to combat terrorism, its security cooperation with 
Yemen, and its ongoing trials of terrorists. The most 

capable members of Somali intelligence had been 
Somalilanders, he said, trained by the United States, Russia, 
and Egypt. Somaliland was a Muslim state that is willing to 
fight fanatics,\" he added, citing examples of bilateral 
cooperation with U.S. authorities. Kahin pledged to comply 
by \"early February\" with a USG request to release a detained 
Somalilander, as he did not wish the matter to be \"an 
obstacle in our relationship.\" Underscoring its sensitivity 

and likely parliamentary concerns about its 

constitutionality, Kahin said knowledge of the matter was 
limited to himself, Finance Minister Dualeh, Foreign Minister 
Duale, and Somaliland\'s intelligence chief. Noting his own 
previous experience as a colonel in Somali intelligence, 

Kahin asserted that the detainee was a terrorist who had 
sought to overthrow the democratic order, by plotting to kill 
Kahin and other Somaliland officials, and to assist the CIC. 
Nevertheless, Kahin said, the detainee would be released, 
perhaps via Addis Ababa, so long as he never returned to 
Somaliland. Documents detailing the detainee\'s associations 
would not appear in court, Kahin added. However, in return, 
Somaliland sought aid from the USG: the United States 
supported democracy in Iraq and Afghanistan; why not 
Somaliland, Kahin asked. 


8. (C) Amb. Yamamoto expressed appreciation for Somaliland\'s 
cooperation, and observed that the USG had been working on 
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how to support Somaliland since President Egal\'s 1999 visit 

to the United States. Much of the USD 2-5 million in annual 

USG aid to Somalia went to Somaliland, including support for 
former Foreign Minister Edna Adan Ismail\'s hospital for 

women, he added. Pres. Kahin said he would work with the USG 
on a visit to the United States. He added he would plan to 

do so in March or April, and would contact Amb. Yamamoto 
regarding the modalities. Amb. Yamamoto expressed support 
for Somaliland\'s representative in Washington, highlighting 
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that while a visit would be symbolic, substantive follow-up 
discussions would be key. 


9. (C) Pres. Kahin attributed tensions between Somaliland and 
Djibouti to President GuellehYs concerns about commercial 
competition between Djibouti and Berbera ports, noting that 
he and Guelleh were family members, and that Djibouti and 
Somaliland were comprised of the same clans. In response to 
Kahin\'s request for assistance in improving port 

infrastructure to handle nearly 2 million livestock exported 
annually, Amb. Yamamoto noted that the USG could examine 
addressing phytosanitary standards and improving facilities. 


10. (SBU) BIO-NOTE: Finance Minister Hussein Ali Dualeh was 
born in Hargeisa. Dualeh said that following military 

training at the Royal Military Academy Sandhurst, he returned 

to Somalia in 1960 and was arrested (and acquitted) with TFG 
President Abdullahi Yusuf for participating in an abortive 

1961 coup against Somaliland\'s union with Somalia. He later 
served as Yusuf\'s deputy when Yusuf was deputy military 
commander near Dolo. Dualeh served as President Said Barre\'s 
ambassador in Uganda and Kenya in the 1970s. 


11. (C) COMMENT: President Kahin and Finance Minister Dualeh 
underscored Somaliland\'s desire to strengthen strategic ties 
with the United States, consistent with previous statements 

by Foreign Minister Abdillahi Duale (reftel). A Washington 
visit by President Kahin provides an important opportunity to 
consolidate relations with a pro-Western regime in the Horn 
of Africa that not only seeks greater international 

engagement, but also views itself as committed to democracy, 
counter-terrorism, and combating radical Salafism. END 
COMMENT. 
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REF: A. 06 STATE 021433 


B. 06 DAKAR 2801 
C. STAFFING PLAN PROVIDED TO AF/EX IN OCTOBER 2006 


SUMMARY 

1. (U) This is an action message. See paragraph 8. The 

U.S. strategy for Guinea-Bissau (Ref A) calls for a review of 
security and staffing in Guinea-Bissau at the end of 2006. 

The situation is peaceful; USG activities continue to 

increase; post is opening new office space; and efforts to 
re-open the Embassy in Bissau are well underway. With these 
trends, the Guinea-Bissau Watcher at post should be stationed 
permanently in Bissau starting in summer 2008. In 
preparation for the move, an additional full time Locally 
Engaged Staff/Foreign Service National (LES/FSN) position is 
needed in Bissau no later than summer 2007. END SUMMARY. 


SECURITY CONTEXT 

2. (SBU) President Joao Bernardo &Nino8 Vieira was elected 
in June 2005 and inaugurated in October of that year. The 
year and a half since the free and fair election has been 
largely peaceful with significant progress toward 
consolidating democratic institutions. It is not entirely a 

rosy picture, however, and areas of concern remain. For 
example, political divisions are still bitter, and 

politicians are often more concerned with personal gain than 
the best interest of the country. Drug trafficking and 
corruption have increased; the economy has suffered due 
primarily to deeply flawed policies on cashew exports; and 
basic staples such as rice have been scarce. 


3. (SBU) Despite these problems, there are strong 
indications the Government can survive and can keep the 
military under control. Since Vieira came into power, 
opposition parties, especially the Party for the Independence 
of Guinea-Bissau and Cape Verde (PAIGC), launched two 
significant efforts to throw out the government of Prime 
Minister Aristides Gomes. The first was in early 2006 when 
PAIGC tried -- but failed -- to reject the government,s 

policy program in the National Popular Assembly (ANP). The 
second was last month when PAIGC tried to enlist the second 
largest party in the ANP, the Social Revolution Party (PRS), 
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to join them in a no confidence vote. In this most recent 

effort, opposition leaders were hoping to capitalize on the 
government,s failure to garner enough donor support to cover 
the 2007 budget gap and also the return of former President 
Kumba Yala, a polarizing and potentially destabilizing figure 
nominated to head the PRS. Again, the effort failed and the 
Gomes government remains in place. 

4. (U) It is significant that through all the political 

machinations, the military, headed by Major General Batista 
Tagme Na Waie, has remained essentially on the sidelines. He 
has kept his focus more on the tasks that one would expect of 
a Chief of Staff: finding resources to feed, house, clothe, 

and arm his troops; and leading a campaign to expel Movement 
of Democratic Forces of the Casamance (MFDC) rebel faction 
Atika/Movement for the Liberation of the People of Casamance 
(MPLC) from its bases near the Senegal border. 


ON THE HORIZON 

5. (SBU) In addition to helping Guinea-Bissau through its 
democratic transition, two major policy concerns loom that 
will require permanent, in-country presence: drug trafficking 
and petroleum. Post has reported on the importance of 
Guinea-Bissau as a transshipment point for drug traffickers 
(Ref B), and the level of corruption that is growing as a 
result. On December 26, Vieira began to talk publicly about 
the problem and in the same week, the new Interior Minister, 
Dionisio Cabi, reached out to post for assistance in fighting 
drug trafficking. 


6. (SBU) The first wave of money from petroleum may start to 
arrive in Bissau within the next one to two years. 

Occidental Petroleum, a U.S. company, is currently working 
with Premier Oil, a British firm, in the exploration phase. 

A representative from Premier told Ambassador in September 
that he expected to be pumping 50,000 barrels per day. This 
new wealth will surely bring an influx of American business 
people and increased concern over corruption, democratic 
practices, and development. 


CURRENT AND FUTURE STAFFING NEEDS 


7. (U) Post currently has one FSN-08 Political Assistant 
position in Bissau supporting all activities. Additional 


DAKAR 00000067 002 OF 002 
administrative support is being provided through a services 


contractor. As reflected in Ref C, and in preparation for 
the stationing of an FS-02 Charge, an additional FSN position 
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is required. Post proposes to establish an FSN Admin/Cons 
position to provide administrative support including but not 
limited to: working with Dakar GSO and RSO to locate and 
prepare appropriate leased housing; coordinate staffing and 
provide operational oversight for local guards; provide 
Consular American Citizen services (once a DH American is on 
site); and other routine administrative support activities. 


8. (U) Due to a staffing realignment, Embassy Dakar has a 
vacant ICASS LES/FSN position that we do not expect to fill 
and that is available for transfer to Bissau. ACTION 
REQUEST: Post would like AF/EX concurrence to transfer the 
Dakar position to Bissau. END ACTION REQUEST. 
JACKSON 
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SUBJECT: FLN WINS SENATE IN CLOSER-THAN-EXPECTED ELECTION 


REF: A. 06 ALGIERS 2067 
B. 06 ALGIERS 2082 
Classified By: DCM Thomas F. Daughton; reasons 1.4 b/d 


1. (U) As expected (ref A), the National Liberation Front 

(FLN) wrested control of the Senate from the RND party in 
December 28 indirect elections. What was not expected was 
its slender margin of victory: the FLN took only 28 seats out 

of a possible 48. Since the majority of eligible electors in 

45 of the 48 wilayas (provinces) were FLN members, the press 
and most political observers had expected the FLN to win 
something closer to 45 seats. After first describing the 
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election results as an FLN \"tsunami,\" Prime Minister (and FLN 
head) Abdelaziz Belkhadem back-pedalled in early January, 
admitting that his party \"lost many, many votes and could 

have done better.\" 


2. (C) Existing internal dissent from members favoring former 
FLN head Benflis (ref B) was exascerbated by the primary 
process leading to the Senate vote, which left a number of 
candidates with good reputations and vote tallies without 
official party support. Many of the unsuccessful FLN primary 
candidates opted to run as independents, and three of them 
won -- in Illizi, Ghardaia, and Boumerdes. Other party 
members who were not selected as official candidates opted to 
vote against the chosen FLN candidate, leading to a 
surprisingly good showing for other parties. PM Belkhadem 
responded to the defections by accusing FLN members who voted 
for other parties of selling out, and by threatening 

disciplinary action against them. 


When Is a Loss a Win? 


3. (C) The RND, which had a majority of electors in only five 
wilayas, ultimately won 12 seats in as many wilayas. This 
more-than-doubling of its expected victories prompted much of 
the local media to declare RND the the \"victor\" even though 

it lost control of the Senate. The moderate Islamist MSP 

party won three seats, and the predominantly Berber RCD party 
one seat. RCD spokesman Tarik Mira expressed great 
satisfaction with his party\'s win, claiming that it came as a 
surprise as the RCD had been focusing on preparations for 
elections for the lower house of parliament, expected in May. 
The other predominantly Berber party, FFS, excluded itself 
voluntarily from the Senate elections. 


4. (C) Former RND MP Fatma Zohra Mansouri told us that the 
FLN\'s \"lack of discipline (was) highly profitable\" for her 
party. Nadia Mellal, a reporter for the French-language 

daily Liberte who closely followed the senatorial campaign, 
said that Belkhadem was clearly irritated and embarrassed by 
his party\'s showing. His main concern now, she claimed, was 
ensuring that this \"tragedy\" for the FLN did not repeat 

itself in the May elections. The FLN, she said, had taken 

the image of a united party speaking with a single voice and 
turned it on its head. In Mellal\'s view, the FLN\'s campaign 
supervisors\" -- government ministers and members of the 
party\'s steering committee -- performed miserably on the 
campaign trail because they were dull and unconvincing. She 
said it was obvious that the FLN electors -- and, she 

claimed, ordinary Algerians who would vote in the May 
parliamentary elections -- were turned off by their 
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discourse. Given the way the Senate campaign was managed, 
Mellal concluded that Belkhadem needed to rethink his 
approach for the upcoming elections. 


Comment: Belkhadem Blues 


5. (C) It is evident that Prime Minister Belkhadem now has 
serious problems within the FLN and that they are largely of 
his own making. In November, when the primary election 
process was just beginning, senior FLN representatives touted 
it as clear and transparent. But the process evidently did 

not lead to a party list that corresponded to the desires of 

the FLN primary voters -- and it was Belkhadem and his 
steering committee who ignored those voters in compiling the 
list. The prime minister has reacted to the election by 
publicly calling on President Bouteflika to reshuffle his 
cabinet. Political observers and MPs speculate that a 
reshuffle could come as early as this week, though differ 
widely on their predictions of the extent of any change. 
Whether the cabinet is reshuffled or not, Belknadem has 
emerged politically bruised from the Senate elections. 

FORD 
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Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (D) 


SUMMARY 


1. (C) In a year-end television interview, an irascible 
President Jammeh delivered a familiar diatribe against 
Western donors while also taking a swipe at Senegal. His 
derisive remarks about the opposition are hardly encouraging 
in the runup to the National Assembly elections January 25. 
END SUMMARY. 


RESENTMENT TOWARD THE WEST 


2. (U) In a year-end interview with the national television 

service (GRTS), an angry and defiant President Yahya Jammeh 
turned in a vintage, shoot-from-the hip performance. He 

asserted that, as a sovereign state, The Gambia would not 

allow any foreign power to \"dictate\" to it. Jammeh alluded to 

the controversy over his invitations to the Iranian and 

Venezuelan leaders to the GOTG-hosted African Union Summit in 
July 2006, asserting that the latter \"have not done anything 
wrong, and if | were to do it again, | would still invite 

them.\" 


3. (U) He delivered a familiar diatribe against the West, 
accusing it of ignoring Africa\'s needs while pressing it over 
human rights. Jammeh stated, \"if an African government needs 
something, the West will tell you -- democracy, human rights, 
good governance.\" He asserted that, in response to Western 
pressure, \"you (African governments) have to allow the press 
to accuse you of all that is bad; then, you are the champion 

of human rights, and they (West) give you chicken change.\" 
Continuing in this vein, Jammeh said, \"if you allow that to 
happen (i.e. permit the press attacks), the press will spark 

a war or riot; if they give you one million dollars, the riot 

will destroy ten million people, and you go back to square 
zero.\" 


4. (U) Jammeh elaborated further on the theme of the West and 
other major donors giving Africa short shrift and focussing 

on other regions in dispensing assistance. He accused the 

G-8 member states of failing to meet their pledged financial 
commitments for NEPAD while providing large amounts of aid to 
Iraq, Afghanistan, and others. Jammeh remarked, \"In Iraq, 
billions of dollars in debt was cancelled, yet Africa cannot 

even get debt cancellation.\" 


Column 3 
SWIPE AT SENEGAL 


5. (U) Alluding to the August/October 2005 crisis with 

Senegal over border and transportation issues and the 

attendant closure of the Senegalese border with The Gambia, 
Jammeh stated that \"the border closure was imposed on us 
without any justification.\" His next remark, Wand then they 
sponsored the coup," indicated Jammeh\'s ongoing suspicions of 
a Senegalese hand in the abortive coup plot here in March 

2006. 


DISMISSIVE OF THE OPPOSITION 


6. (U) Jammeh was also critical of The Gambia\'s political 
opposition, describing its members as \"not genuine," \"just 
selfish,\" and \"supported by foreign elements who do not wish 
Africa well, let alone The Gambian people.\" 


COMMENT 


7. (C) We have not seen either video footage of Jammeh\'s 
remarks or a full transcript; this report is based on a 
synopsis of his remarks contained in a local private journal, 
\"The Point" Nonetheless, the foregoing themes -- e.g., 
criticism of the West, derisive commentary on the opposition 
-- were prominent in his year-end interview in 2005 (ref a) 
and surface frequently in his other public statements. There 
was no mention of the U.S. by name, but his anti-Western 
diatribe was doubtless targetted in part at us; we believe 
that he remains deeply resentful over the suspension of The 
Gambia\'s MCA eligibility in June 2006. His sniping at 
Senegal -- also unmentioned by name -- points up the ongoing 
bilateral strains (ref b), although of late Jammeh had 
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refrained from going public about his sense of grievance 

toward the Senegalese. Jammeh\'s negative remarks about the 
opposition, while nothing new, hardly serve as an encouraging 
backdrop for the National Assembly elections scheduled for 
January 25. END COMMENT 

STAFFORD 
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TAGS: ENRG, ECON, PREL, PGOV, PL, RS, BO, UP, GM 

SUBJECT: GERMANY TAKES RUSSIAN - BELARUS OIL DISPUTE IN 
STRIDE 


REF: WARSAW 33 


THIS CABLE IS SENSITIVE BUT UNCLASSIFIED, NOT FOR INTERNET 
DISTRIBUTION 


1. (U) German reaction to the cutoff of Russian oil via the 
Druzhba Pipeline has been relatively muted. Economics 
Minister Michael Glos stated there was no cause for alarm as 
Germany has sufficient reserves to cover any shortages. That 
said, Glos demanded that \"the pipeline be reopened as soon as 
possible.\" Chancellor Merkel stated the cutoff underscores 
the need for Germany to diversify its energy supplies, focus 
on renewables, and reexamine its decision to phase out 
nuclear power. Merkel intends to raise the issues of 

security of supply and transit with Russian President Putin 

in a previously scheduled meeting set for January 21 in 
Moscow, a point Chancellery Director General for Economics, 
Jens Weidmann, reiterated in a meeting with EMIN January 9. 
Merkel also publicly stated a new partnership agreement with 
Russia is vital and should address energy security concerns. 


2. (SBU) Weidmann told us no oil is coming to Germany 
through the pipeline. He added that there are alternative 
sources as well as 90 days of reserves which will keep the 
cutoff from having an immediate impact on domestic supplies. 
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He does expect the disruption to impact discussions on 
security of energy supplies, in Germany as well as throughout 
the EU. Germans in the past, he said, have tended to regard 
energy security as a problem for others; Russia\'s actions 
showed Germany too is vulnerable. 


3. (SBU) Ministry of Foreign Affairs State Minister Gernot 

Erler agreed with Weidmann\'s assessment. He also told us he 
believes the disagreement will be resolved soon. The Foreign 
Ministry\'s Energy Officer Michael Frank was sanguine about 
the technical impact of the shutoff. He said Germany\'s 
reserves were more than sufficient to weather any disruption 

of supply, and stated that oil is much more fungible than 

natural gas. Frank said the main impact is likely to be on 

the reputation of Russia as a reliable energy supplier. 

Hartmut Schneider, Deputy Director General for Energy at the 
Economics Ministry, echoed Frank\'s opinion. Schneider added 
that the disruption will influence not only German-Russian 

but also EU-Russian relations. Schneider said it was 

apparent by Russia\'s behavior that it had little concern for 

its European \"friends.\" Schneider stated European 
Commissioner Piebalgs would chair a meeting of the EU Oil 
Suppliers Group later in the week, possibly Thursday or 

Friday (January 11 or 12). 


4. (U) The Druzhba Pipeline provides approximately 20% of 
Germany\'s crude oil imports (22 million tons) to refineries 

in eastern Germany at Schwedt and Leuna. Both refineries 
have approximately one week of crude oil reserves. Berlin is 
among the areas the two refineries supply with gasoline and 
other refined products. The refinery at Schwedt is connected 
via tanker to a pipeline in Rostock and as a result should 
experience no disruption in operation. The German government 
has strategic oil reserves to cover demand for 90 days, as 
well as the largest natural gas reserves in Europe. German 
energy companies also maintain their own reserves. 


5. (SBU) In contrast to last year\'s controversy over natural 
gas supplies via Ukraine, the German government has not 
rushed to the defense of Belarus a country viewed by most 
Germans as autocratic and less \"European\" than Ukraine. 
However, the controversy is likely to strengthen Germany\'s 
determination to diversify energy supplies, including through 
a proposed LNG terminal at Wilhelmshaven and the Baltic Sea 
Pipeline, currently under construction. In addition, it will 
affect discussions on an EU energy strategy, to be released 
under the German presidency in March. The European 
Commission is also scheduled to release an extensive series 
of energy initiatives on January 10. 

TIMKEN JR 
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Classified By: Classified by David D. Pearce, Political Minister Counse 
lor, for reasons 1.4 (b) and (d). 


Summary 


1. (C) MFA DG for European Affairs Laura Mirachian says Italy 
is fully onboard with the Contact Group\'s support of UNOSEK 
Ahtisaari. She stated that there is broad bipartisan and 

expert consensus in supporting Kosovar \"delinkage\" from 
Serbia and a NATO and EU future for all the countries of the 
region. Italy expects Ahtisaari\'s report to be made the 

first week of February followed by Contact Group consultation 
on the way forward and a UNSC discussion to follow shortly 
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afterward - before the formation of a new Serbian government. 
Based on her recent visit to Moscow wit FM DVAlema, and 
their meeting with President Putin, Mirachian thought the 
Russians would seek to limit the scope of any resolution but 
would ultimately not block the process from moving forward. 
She agreed on the need for close coordination between the US 
and EU on the issue of recognition and asked that the US 
remain engaged through KFOR and in the civilian 
implementation process. Italy remains concerned about the 
long-term stability of the region and the effects of 

organized crime and trafficking if the international 

community does not maintain a strong presence in Kosovo for 
some time. End summary. 


Italian Consensus on Way Forward 


2. (C) Mirachian told PolMinCouns that Italy believed the 
Contact Group has been successful in bringing stability to 

the Western Balkans and saw the Kosovo status process as one 
of the final steps needed to bring this period of history to 

an end. Mirachian added that the final status process needed 
to be taken in concert with a regional approach to EU and 
NATO integration in order to avoid any further instability. 

She noted that there is bipartisan and expert support for 

this vision of the Balkans and she expected full support from 
the FM and PM in moving ahead on Kosovo\'s final status in 
concert with the rest of the Contact Group. 


Italy Supports Ahtisaari, Some Concerns About Process 


3. (C) Mirachian told PolMinCouns that Italy expected a 

fairly rapid timetable on Kosovo beginning with the 
presentation of Ahtisaari\'s report in early February. After 

that, she expects Contact Group consensus on moving 
Ahtisaari\'s recommendations to the UNSC. Based on her recent 
visit to Moscow with FM DVAlema, and their meeting with 
President Putin, Mirachian thought the Russians would seek to 
limit the scope of any resolution as much as possible, but 
would ultimately not block the process from moving forward. 
She suggested that Russia could try to leverage their 
cooperation in exchange for concessions on other issues. She 
said it was difficult to tell what those issues might be, but 
noted Russia\'s generally difficult relations with its newly 
independent neighbors, as well as territorial disputes in 
Transnistria, Southern Ossetia, Abkhazia and other areas. 
Mirachian said Italy\'s ties with Russia would be a priority 
concern for her, given the country\'s heavy dependence on 
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Russian energy sources. Mirachian said Italy gets the vast 
majority of its energy supplies through \"three doors\" -- 
Russia, lran, and Arab states in North Africa. 


4. (C) She was most concerned about the Kosovo process after 
a potential UNSC resolution. Recognition could be a 

potential problem. Should the UNSC resolution fall short of 

the aspirations of the Kosovar Albanians, she feared a 
unilateral declaration of independence by Kosovo. 
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Alternatively, Serbs could create significant problems by 
rejecting the result. Therefore, close US-EU coordination on 
recognition would be crucial. 


Long-term Worries about Kosovo 


5. (C) Italy is concerned about both security and borders. 
Kosovo may not be prepared to combat the organized crime and 
trafficking problems that are likely to overwhelm its weak 
institutions, and this could have a spillover effect here. 
Therefore, Italy will insist on an intrusive international 

presence in the areas of security and rule of law for some 

time after the decision. Mirachian noted that Italy will 

propose an ltalian judge to head any international oversight 

of the ROL program to ensure that its concerns are being met. 
Additionally, Mirachian urged the US to remain involved both 
in a future KFOR and in the civilian development through some 
sort of steering group. 


6. (C) Another issue is whether pan-Albanian and pan-Serbian 
nationalist movements would push for redrawing borders. 

Other countries in the region, including Bulgaria, Greece, 
Romania, Czech Republic, Slovakia, Hungary, and Macedonia had 
expressed similar concerns. Italy therefore favored PfP and 
SAA for the entire region, including Serbia. Such agreements 
would provide the governments of the region a strong message 
that the EU and NATO were pushing for those particular 

nations with those specific borders to become part of the 
trans-Atlantic community. She noted, however, that other 

major EU nations such as France and Germany felt less urgency 
than the immediate neighbors, and more affected by 
enlargement fatigue. 


Comment 
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7. (C) Mirachian has extensive experience on Balkans issues 
and she will be an influential voice in determining Italy\'s 
Balkan policies. Her vision for Kosovo tracks closely with 
ours on both the timing and the eventual outcome of the 
process. Italy\'s concerns about Kosovo are less about the 
final status or how we get there and more about the 
international community\'s follow-through on security and 
border issues after a status decision. 

SPOLGI 
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SUBJECT: ITALY NOTIFIED OF ADDITIONAL IRAN DESIGNATIONS 
UNDER E.O. 13382 


REF: STATE 02284 
Classified By: DCM Anna M. Borg for reasons 1.4 (b) and (d). 


Summary 


1. (C) The Embassy delivered ref points on Bank Sepah 
designation to the MFA, Bank of Italy, and Ministry of 
Finance January 9. Pol M/C then spoke to Filippo Formica, 
MFA Nuclear Non-Proliferation Office Director, noting US 
interest in possible Italian follow-up action on Bank Sepah 
and our own intent to propose designation of AlO to the 1737 
Committee. Formica said the GOI would hold an interagency 
meeting January 10 to discuss next steps. End Summary. 


2. (C) The Embassy delivered ref points on Bank Sepah 
designation to the MFA, Bank of Italy, and Ministry of 
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Finance January 9. Pol M/C then spoke to Filippo Formica, 
MFA Nuclear Non-Proliferation Office Director, noting US 
interest in possible Italian follow-up action on Bank Sepah. 
Formica said the GOI, via Italian DCM Stefano Stefanini, had 
reached agreement with USG officials on language relevant to 
Italy in the public announcement of the Bank Sepah 
designation. And Formica said he thought the wording agreed 
upon was good. 


3. (C) Formica sought confirmation that the non-paper we had 
provided was not, in fact, the text of the actual Treasury 
designation. Pol M/C said no, this was a pre-notification 
non-paper, which was also being provided to Italy, UK, France 
and Germany, following up on Washington briefings the day 
before to the four countries\ embassies. Treasury would 
announce the actual designation at 1030 EST on January 9. 


4. (C) Pol M/C probed Formica for an update on GOI decision 
making on its own next steps re Bank Sepah and AIO. Formica 
said the issue was under active consideration. There would 

be an MFA meeting later January 9, and an interagency 
consultation January 10. 


5. (C) He noted that our non-paper indicated the USG would 
be proposing the designation of AIO in the 1737 Committee. 
Pol M/C said yes, we had already designated AIO ourselves, it 
had been included in initial resolution drafts, and Treasury 
U/S Levey and other USG officials have made plain in various 
meetings and messages that this was our intent. Pol M/C also 
noted that EUR A/S Fried would be in town January 10 for a 
series of meetings with Italian officials, including MFA 

Political and Multinational Affairs director Giulio Terzi, 

and this would undoubtedly be on the agenda. 


6. (C) Formica undertook to update us on the Italian 

position as soon as further information became available. He 
noted that he was departing himself January 10 for a G7 
proliferation finance meeting in Paris, and he expected Bank 
Sepah to be on the agenda there as well. 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, ETRD, GM, KCRM, OECD 

SUBJECT: GERMANY REVISITS ANTI-CORRUPTION MEASURES IN LIGHT 
OF SCANDALS 


1. Summary. The arrest of a former top Siemens board member 
brings to six those detained in a scandal drawing attention 

to German corporate governance. The Siemens case is the 
latest of a number of corporate scandals that include a 
Volkswagen prostitution and embezzlement ring and German 
activities under the Iraqi Oil-for-Food affair. In response, 

the government has drafted legislation expanding the scope of 
punishable white-collar crimes and jurisdictions. German 
business, lamenting what it sees as an ineffective and 
burdensome regulation, has called for self-policing of its 
industries. End Summary. 


ARRESTS AT SIEMENS, VICE AT VOLKSWAGEN 


2. Anumber of high-profile cases in recent months have 

drawn public attention to corporate corruption in Germany. 

In December, Thomas Ganswindt, a former member of the 
supervisory board of Munich-based Siemens, once rumored to be 
a candidate for CEO, was arrested on bribery, embezzlement, 
and tax evasion charges. Ganswindt lies at the heart of a 
scandal in which Siemens employees in Greece and Germany 
allegedly embezzled over U.S. $550 million to pay bribes 

outside Germany via shell companies throughout Europe. While 
the most prominent deal involved major contracts for 

fixed-line telephone service and security technology during 

the 2004 Athens Olympic Games, allegations extend around the 
world. Police detained five other Siemens managers while 
prosecutors have repeatedly questioned CEO Klaus Kleinfed 
after raids on his and other Siemens executives\' homes and 
offices. 


3. The scandal has drawn widespread business attention. 
Siemens\' credit rating has consistently been downgraded over 
the last two months and its minority shareholders association 
called for Heinrich von Pierer, who was CEO when the alleged 
events occurred, to resign his current post as supervisory 
board chairman. For nearly a month, the scandal threatened 
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to derail the nearly U.S. $20 billion merger between Siemens 
and Nokia\'s fixed-line and wireless network infrastructures. 
Transparency International, the anti-corruption watchdog 
organization, terminated SiemensY membership in light of the 
affair. 


4. Siemens, in response, restated its 2006 and 2005 profits 
nearly $100 million lower and paid almost $220 million in 
additional taxes. The company has made exceptional efforts 
to appear more transparent while distancing itself from the 
alleged malefactors. The suspects, Siemens says, are 
unrepresentative of an otherwise ethical Siemens culture. At 
one point the firm claimed that a criminal gang appeared to 
have infiltrated the company. To rehabilitate its image, 
Siemens hired Michael Hershman, the founder of Transparency 
International, as a special advisor on regulatory compliance. 
On January 1, the firm went on to hire a veteran 

white-collar crime prosecutor as its new compliance officer 
and empowered him with previously unmatched oversight and 
access. 


5. In another high-profile scandal, prosecutors in Lower 

Saxony indicted Hans-Juergen Uhl on January 4 in a Volkswagen 
prostitution and embezzlement affair. Uhl, a Social 

Democratic member of the Bundestag and formerly a senior 
member of Volkswagen\'s influential employee council, stands 
accused of perjury and assisting former Volkswagen personnel 
chief Peter Hartz in the cover-up. Klaus Volkert, the former 
head of the employee council, confessed recently that he 
received U.S. $2 million in \"special bonuses\" from Hartz to 
supply Spanish and Korean prostitutes to senior managers on 
overseas business trips while funding lavish sex parties in 
Germany. Hartz, who developed former Chancellor Schroeder\'s 
labor reforms, will stand trial beginning January 17 on 

forty-four counts of breach of trust. Thirteen additional 
Volkswagen executives remain under investigation. 


IRAQ/OIL-FOR-FOOD SCANDAL RE-EMERGES FOR SIEMENS AND OTHERS 


6. The Iraqi Oil-for-Food scandal has compounded the 
appearance of widespread corporate malfeasance. Recent 
developments follow the Volker Commission\'s 2005 UN report 
alleging 63 German companies paid bribes to Saddam Hussein\'s 
Iraq. On January 3, Bavarian prosecutors announced deeper 
investigations of Siemens for allegedly bribing Iraqi 

authorities to win contracts in the medical and power supply 
sectors under Saddam. State prosecutors in Frankfurt then 
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publicly announced an Oil-for-Food bribery investigation 

against B. Braun Melsungen, whose upervisory chairman, 
Ludwig Georg Braun, is alsopresident of DIHK, the German 
Chamber of Industr and Commerce. Melsungen, Siemens, and 
Volkswagn join some of Germany\'s most prestigious companies 
now under heavy scrutiny for bribery scandals, icluding 
DaimlerChrysler, BMW, and Linde. 


NEXTLEGAL STEPS, REGULATORY ENVIRONMENT 


7. A serious regultory and legal framework to fight 

corruption in Germany only emerged in the last decade in 
response to similarly sensational corporate scandals in the 
1990\'s. In 1999, Germany implemented the 1997 OECD 
Convention on Combating Bribery of Foreign Public Officials 
in its own statues. Now the government intends to strengthen 
anti-corruption measures. The draft bill, originally a 
mechanism simply to implement EU regulations, has assumed 
more political symbolism in response to the recent scandals, 
but not more teeth. The law will make existing criminal 
statutes against bribing government officials within Germany 
and EU member states applicable worldwide. Any German or 
foreign national working for German firms could be charged 
regardless of where the crime takes place. The law will also 
expand existing measures against money laundering. 


8. Federal anti-corruption measures remain constrained by 
the decentralized process articulated in Germany\'s 
constitution. Virtually all prosecution of corruption lies 

at the state level, with jurisdiction determined by the 

location of the accused firm\'s headquarters, rather than the 
location of the crime. The sixteen states maintain their own 
corruption \"blacklists,\" which only prevent named companies 
from participating in government contracts with the 

respective state for a certain period. National companies 

can simply maneuver around one blacklist to work elsewhere. 
No formal mechanisms exist to share information among the 
sixteen states or with the federal government. The OECD has 
often complained Germany\'s that lack of coordination and 
limited federal jurisdiction has hindered other member 
nations from engaging with their German counterparts, 
particularly on transnational cases. 


GERMAN MANAGERS, PUBLIC GROW CYNICAL 


9. Representatives of Germany\'s major industries, despite 
agreeing on the need for greater anti-corruption efforts, 
feel existing and proposed legislation create a costly 
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compliance burden without improving enforcement. As a 
result, the traditionally business-oriented Christian 

Democrats and their Grand Coalition partner Social Democrats 
have not taken on the issue in earnest; instead, the minority 
Green party is creating most of the political momentum. The 
Federation of German Industry (BDI) and the German Bankers 
Forum have both called for industry-based internal controls 
within their own sectors, preferring to make the business 

case against corruption as the key deterrent. 


10. Such internal controls already exist with varying 

impact. The annually-updated German Corporate Governance 
Code contains statutory regulations in line with 

international standards for German publicly-listed companies, 
and serves as a benchmark for transparent and ethical 
business practices. Nevertheless, the Code resembles more of 
a list of recommendations, remains unbinding, and only 
requires firms to declare any non-compliance in annual 
shareholder\'s reports. The BDI implements its own 
anti-corruption guidelines and its broad membership has 
tended to view the BDI standard as sufficient and effective. 
Ironically, some of its key points were drafted with language 
from Siemens\' own internal corporate conduct code. 


11. German society\'s attitudes towards corruption, once 
surpassingly tolerant, are shifting. Until recently, German 
firms could legally claim tax deductions on bribes paid 
overseas as \"business expenses.\" Germans also distinguish 
between corruption cases in which managers act against the 
company to enrich themselves (e.g. embezzlement or padded 
expense accounts) versus practices of bribing government 
officials or other authorities. Germans can offer a 

see-no-evil deference in how companies manage their internal 
affairs, but remain vigilant in any perceived perversion of 

their public and social institutions. For instance, Siemens\' 
legal problems do not appear to affect domestic sales, 
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suggesting consumer behavior remains tied to price and 
quality, rather than corporate governance. Nevertheless, 
picking up on growing public cynicism, Transparency 
International\'s annual European survey ranked Germany third 
in terms of public dissatisfaction with white-collar crime. 


12. COMMENT. The entrenched interests of varied 
stakeholders -- firms, consumers, politicians, and legal 
authorities -- ensure real progress in expanding Germany\'s 
anti-corruption measures will require yet-to-be-seen major 
political efforts. Thus far, the Siemens affair appears to 
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have grabbed the nation\'s attention, but not enough to 
warrant real movement beyond handwringing and sound bites 
from Germany\'s political and private sector leadership. END 
COMMENT. 

TIMKEN JR 
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STATE FOR EB/OIA, EUR/ERA AND EUR/UBI 
TREASURY FOR OASIA/ICN - ATUKORALA 
USDOC FOR 3133/USFCS/OIO/EUR 


E.O. 12958: N/A 
TAGS: ECON, EFIN, EINV, EIND, SOCI, BE 
SUBJECT: BELGIAN STEWPOT: JANUARY 8, 2007 


REF: A. 05 BRUSSELS 3964 


B. 05 BRUSSELS 536 
C. 06 BRUSSELS 4130 


1-2. Investment on the Rise 

3. Real Estate Deal Saves Federal Budget 

4. Wage Increases Capped for 2007 

5. Another Banner Year for Belgian Stocks 

6. Belgian Population Growing 

7. Wallonia Ups Investment in Aviation 
Parts Maker SONACA 

8. Food Retailer Delhaize Expanding 

9. Belgian Sax Appeal 


1. (U) Both foreign and domestic investment in Belgium rose 
strongly in 2006. Preliminary data show that domestic 
investment in fixed capital in Belgium rose 3.2 percent in 
2006, after declining marginally in each of the past five 
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years. Surveyed industrial firms expected final 2006 data 
would show a 17 percent increase in investment budgets; only 
automobile and textiles firms expected a net drop in their 
investments in Belgium. Prospects for 2007 are stronger 

still, with expectations of 19.6 percent growth in investment 
budgets among firms. 


2. (U) Foreign direct investment (FDI) in Belgium in 2006 
reflected the cresting global economic cycle, and rose also. 
With final data yet to be reported, financial analysts expect 
FDI to surpass easily 

the $24 billion of 2005, perhaps reaching $40 billion. 
Belgium\'s newly implemented notional interest deduction, 
effective January 1, 2007, is credited with attracting some 

of the foreign investment. 

The deduction effectively reduces a company\'s marginal tax 
rate from 34 percent to 26 percent on profits (detailed 
further ref A). Additions to US investment in Belgium came 
chiefly in the pharmaceutical and chemical sectors. Mohawk\'s 
purchase of a large Belgian flooring company, Unilin, for 
some 2 billion Euros skewed the figures for 2005-2006. 


4. (U) Another piece of good news for the Belgian government: 
the massive real estate sale/leaseback deal of government 
properties was finalized on December 22. This permited the 
Belgian government to sell 63 government-held properties to a 
real estate property management company Befimmo in exchange 
for an immediate 575.6 million euro payment (US$ 760 
million). A previous effort to carry out this transaction 

was overturned by the Council of State (Belgium\'s 
Constitutional Court) on grounds it lacked transparency 

for other potential bidders. The final deal netted the 
government 10 million euro more than the previous bid 
procedure, yielding enough cash to tip the federal budget 
deficit, foreseen as 0.6 percent of GDP, into a positive 

balance (0.1 percent of GDP, or 200 million euros). 


3. (U) After weeks of fruitless discussion, at 5 am on 
December 21, labor union representatives and the Belgian 
Employers Federation, mediated by the federal government, 
reached agreement on the level 

of wage increases to be allowed in the coming two-year 
period, 5 percent in total. This is a notch below the 

previous agreement of 6.2 percent over the 2005-2006 period. 
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Even if projected inflation remains modest at 2 percent 
annually, that will leave scarcely half a percent for real 

wage growth in each of the two coming years. Employers and 
government believe the agreement on modest wage growth is 
anti-inflationary, and will help maintain Belgium\'s 
competitiveness as an investment venue. The wage agreement 
will apply to most of Belgium\'s 2.4 million private sector 
employees. 


5. (U) The Bel-20 stock index of Belgian stocks listed on the 
Euronext exchange in Brussels, Amsterdam and Madrid rose 
strongly in 2006. Over the past year the basket of 
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representative stocks rose 

by 22.84 percent, beating out other exchanges such as London 
(FTSE up 11.47), Paris (CAC-40 up 17.5), and even Germany 
(22.2). Growth of the Bel-20 surpassed analysts\' 
expectations, as had previous years gains of 30.7 percent in 
2004 and 21 percent in 2005 (Ref B). A well-invested Belgian 
may have seen his or her portfolio rise by 75 percent in the 
past three years. The explanation for the strong performance 
of the Belgian market is (1) the recovery from the internet 
bubble collapse had been delayed in Belgium compared to other 
markets, and (2) the Bel-20 is a narrowly based index, where 

a few strong stocks made major contributions, such as Suez 
(which bought Electrabel and rose 44 percent in 2006), Inbev 
(rose 34 

percent), food retailer Colruyt (rose 28 percent) and UCB 
Pharma (rose 37 percent). 


6. (U) Belgium is bucking the trend of many European 
countries towards declining population. The National 
Statistics Institute\'s official census recorded 10,511,382 
Belgian inhabitants on January 

1, 2006, 65,530 more than on Janury 1, 2005. Regional 
weights in terms of population: Flanders counted 6,078,600 
people (57.8 percent of all Belgians), Wallonia 3,413,978 
(32.5 percent), and Brussels 1,018,804 (9.7 percent). 
870,862 foreigners were counted, down from almost 900,000 in 
2000, mainly due to the \"Quick Belgian law\" (snel-Belgwet) 
that facilitated the naturalization of thousands of 
foreign-born residents. In Brussels, hub of the European 
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Union, NATO and other international organizations, trade 
associations and corporations, 26% of the population is 
non-Belgian. 


Walloon Government Ups Investment in Aviation Parts Maker 
SONACA 

7. (U) The Walloon regional government, already the major 
shareholder in Sonaca, has increased its investment. The 
company, known for aviation components such as wing front 
edges and fuselage 

panels for Airbus and Embraer, is undertaking a restructuring 
program to trim 63 million euros from its budget and cut 100 
employees (to 1550) from its payroll. Wallonia will spend 20 
million euros to acquire another 5 percent of the company, 
bringing regional government participation to 89 percent, and 
lowering the shares of Techspace Aero and SFI. Sonaca plans 
installation of new machinery to further automate production. 
Techspace was recently cited by the EU Competition 
Commission for receiving excessive 

Belgian government state aid. (ref C). 


8. (U) In 2007, Belgian based Delhaize Group will mark 140 
years of existence, 50 years of supermarkets in Belgium, and 
50 years of Food Lion, its largest subsidiary in the U.S. 

The retailer is also 

expanding its presence in Belgium by opening 44 new stores, 
including 20 Tom & Co, stores that specialize in food and 
products for domestic animals. Delhaize already has a 40 
percent market share in the pet sector. In 2005, the company 
acquired Antwerp-based Cash Fresh and is in the process of 
converting these 

into Delhaize outlets. Delhaize also has outlets in 
Luxembourg and Germany and will open in France in 2007. In 
2005, Delhaize Group\'s net sales exceeded 18 billion euros, 
and net profit was 364 million 

euros. The United States looms large in Delhaize plans, 
currently accounting for 700 million in direct investment, a 
majority of profits, and 104,000 of its 136,000 worldwide 
employees. 


9. (U) In an homage to Adolphe Sax, the inventor of the 
saxophone, over 1400 saxophonists gathered in Dinant on 
November for a giant concert on the musician\'s birthday. The 
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event has taken place every 

four years since 1994 to honor Sax, who was born in Dinant, 
Wallonia, in 1814. Many of the performers came from abroad, 
dedicated to fostering awareness and love of their 
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instrument. Who says Belgians don\'t have international sax 
appeal? 


IMBRIE 
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E.O. 12958: N/A 

TAGS: ECON, ENRG, EPET, PGOV, BR 

SUBJECT: PERNAMBUCO GOVERNOR BELIEVES VENEZUELA WONVT STAY IN 
REFINERY PROJECT 

REF: 2005 RECIFE 130, RECIFE 166 


1. (SBU) Summary: In October 2005, Brazil\'s President Luiz 
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Inacio Lula da Silva announced a joint investment with Venezuela 

in a $2.5 billion oil refinery to be built in the Suape port 

complex of Pernambuco state. Two months later, Lula and 
Venezuelan President Hugo Chavez laid the cornerstone for the 

oil refinery. But the new Pernambuco Governor Eduardo Campos, a 
close ally of Lula, told the Ambassador January 4 that he does 

not believe Venezuela will participate in the project because 

the Brazilian oil company Petrobras wants 100 percent control. 

End Summary 


2. (SBU) During the Ambassador\'s first meeting with Pernambuco 
Governor Eduardo Campos on January 4, the Governor gave his 
frank views on the state\'s major development project, the 
petro-chemical complex being built in the modern port of Suape. 
Campos told the Ambassador that although the Brazilian and 
Venezuelan governments want a 50-50 joint venture, the companies 
(Petrobras and PDVSA) have different ideas. Due to the clash 
between the companies, Campos said the deal has \"come undone.\" 
(desfez) He made this surprising statement blandly, with a 

shrug, indicating it was a fact he accepted. (Recife Prinicipal 
Officer went back to the GovernorYs notetaker on January 8, to 
confirm the Governor\'s statement that Venezuela was out, and the 
Governor\'s chief of staff again affirmed that \"it does not 

matter what happens with Venezuela because Petrobras is going to 
build the refinery anyway.\" He did not contradict the 

governor\'s private opinion.) 


3. (U) There have been rumors since last November, when Campos 
accompanied Lula on a trip to Venezuela shortly after the 
elections, that Petrobras neither needed nor wanted the 
Venezuelan state company as a 50-50 partner. In public 
statements, the partnership is still given as a fact. Meanwhile, 
the preparatory studies for the refinery are underway, but no 
official announcements have been made regarding Venezuela\'s 
actual participation in the $2.5 billion dollar project. Chavez 
influenced the location of the refinery in Pernambuco, which is 
the home of the Brazilian General Jose Ignacio de Abreu e Lima, 
who fought with Venezuela\'s Liberator Simon Bolivar against 
Spain. (Lula was also born in Pernambuco.) The refinery is to be 
named Abreu e Lima. Presidents Lula and Chavez laid the 
cornerstone on December 15, 2005 (REFTELS). 


4. (U) Eduardo Campos was sworn in as governor of Pernambuco 
January 1, after a three-way election race culminating in his 

victory during the second round. Lula did not take sides during 

the first round, when his former health minister, Humberto Costa 
from the Workers Party (PT), ran against Campos, who was Lula\'s 
former science minister and the leader of the Brazilian 

Socialist Party (PSB). Then in the second round, Lula and 
Campos campaigned together. Campos, 41, is an economist best 
known locally as the grandson of the late three-time governor 
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Miguel Arraes, an old-left leader who opposed the military 
government. 


PAGE 


91927 

OO RUEHWEB 

DE RUEHTU #0054 0091736 

ZNY SSSSS ZZH 

O 091736Z JAN 07 

FM AMEMBASSY TUNIS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2462 
INFO RUCNMGH/MAGHREB COLLECTIVE PRIORITY 
RUEHNK/AMEMBASSY NOUAKCHOTT PRIORITY 0825 
RHEHNSC/NSC WASHDC PRIORITY 

RUEAIIA/CIA WASHINGTON DC PRIORITY 


SIPDIS 
SIPDIS 


FOR NEA/FO - GRAY; NEA/MAG - HOPKINS AND HARRIS 
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E.O. 12958: DECL: 01/09/2017 

TAGS: PREL, PTER, TS 

SUBJECT: COURTESY CALL ON MINISTER OF INTERIOR REVEALS FEW 
NEW DETAILS ABOUT SALAFIST THREAT 


REF: A. TUNIS 53 
B. TUNIS 44 AND PREVIOUS 


Classified By: Ambassador Robert F. Godec for reasons 1.4 (b) and (d). 


1. (S) In a January 9 courtesy call, Minister of Interior and 
Local Development Rafik Belhaj Kacem revealed few new details 
about the recent Salafist threat in Tunisia (reftels). After 

initial introductions, the Ambassador broached the subject of 
the recent threat, underscoring the USG\'s concern and asking 
if the Minister had any additional information about the 

group and its intended targets. Kacem\'s response largely 
repeated the information Minister of State Ben Dhia had 
provided in his January 8 meeting with the Ambassador (ref 
A). However, Kacem projected more confidence than did Ben 
Dhia (who qualified that he spoke in \"quasi-certitude\") in 
asserting that the GOT had successfully eradicated the group. 
In addition, Kacem\'s briefing included the following 

additional elements: that one of the members of the group 
was Mauritanian; and that the security forces had retrieved 
documents containing information on explosives and how to 
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make IED\'s of various types. 


2. (S) Comment: We were disappointed that Kacem appeared to 
consider this meeting strictly as a courtesy call (which it 

indeed was), rather than an opportunity to share concrete 
information, since we had been told that the Minister would 
provide more thorough details pertaining to the threat. The 
Ambassador pressed Kacem for better cooperation, as did SIMO, 
who, in response to Kacem\'s characterization of the 
US-Tunisian liaison relationship as \"exemplary,\" made clear 
that we had been disappointed by the lack of information 

shared. We will continue to use every opportunity to press 

GOT counterparts on this score. In addition, in the coming 

days we will be transmitting to the Department two messages: 
one that summarizes our understanding of recent events and 
their implications; another will put forward a series of 
recommendations on how to move forward. End Comment. 
GODEC 
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E.O. 12958: DECL: 01/08/2017 

TAGS: PREL, PGOV, PINS, IZ 

SUBJECT: AMBASSADOR AND ABDEL MEHDI DISCUSS NEW STRATEGY, 
IRAN, AND THE MODERATE FRONT 


REF: BAGHDAD 38 AND PREVIOUS (NOTAL) 
Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (S) Summary: Vice President Adel Abdel Mehdi stated his 
support for the new strategy for securing Baghdad in a in a 
January 8 meeting with the Ambassador. His offered only one 
suggestion after hearing the Ambassador\'s brief preview, 
namely that additional forces and attention be paid to Diyala 

as well as Anbar and Bagdad (Note: PM Maliki made the same 
suggestion in a separate January 8 meeting. End Note). On 
Iran, Abdel Mehdi argued that it was necessary to work with 
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Quds Force commander Qassem Suelimani because he is 
\"influential.\" He claimed to have spoken strongly to 
Suliemani against lranian-sponsored targeting of coalition 
forces. The Ambassador said that the Quds Force officers 
recently detained in Baghdad were clearly not playing a 
helpful role in Iraq and argued that the Quds Force, while a 
normal interlocutor for lraqi opposition figures during the 
Saddam regime, was no longer an appropriate interlocutor for 
a state to state relationship. End Summary. 


2. (S) The Ambassador offered Abdel Mehdi a short preview of 
the new U.S. strategy resulting from the President\'s review. 

He emphasized that the most important finding of this review 
was the continued recognition that Iraq was vital to U.S. 
interests and that the U.S. must succeed in Iraq. He noted 

to Abdel Mehdi the commitments Prime Minister Maliki had made 
to President Bush on the new plan for Baghdad security, 
namely that anyone who breaks the law would be a target; that 
the commander for Baghdad would have full authority and not 
be subject to political interference; and that operations 

would continue until the job was done. The Ambassador also 
described the three necessary characteristics for the Baghdad 
commander: proper experience; broad acceptability; and 
ability to work with coalition forces. Abdel Mehdi noted his 
approval; his only comment was that additional forces and 
attention should be paid to Diyala as well as Anbar and 
Baghdad (Note: PM Maliki made the same suggestion in a 
separate Janu 

ary 8 meeting. End Note). 


3. (S) Joking that if Talabani made any invitations to visit 
Iraq during his upcoming trip to Damascus the Syrian visitors 
might end up getting detained, Abdel Mehdi turned the 
conversation to the Iranian detainee episode (reftel). 
Talabani, Abdel Mehdi claimed, had invited the Iranians to 
Iraq \"to help stop criminal acts because they have influence 
over JAM.\" The Ambassador noted that while it was normal 
that Iraqi opposition figures had relationships with Quds 
Force commander Qassem Suelimani during the Saddam regime, 
the Quds Force was no longer an appropriate interlocutor for 
Iraqi leaders. There is no doubt, the Ambassador told Abdel 
Mehdi, that the Quds Force is killing Americans in Iraq and 
undermining the country\'s stability. The Ambassador noted 
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that the Iraqi government did not want to see Iran and the 

U.S. fighting in Iraq, and that neither did the U.S. 

However, if Iran continued to escalate by causing more 
coalition deaths through explosively formed projectiles 

(EFPs), the Ambassador continued, the U.S. would escalate as 
well. 


4. (S) Abdel Mehdi argued that Iraqi leaders had to work 
with Suleimani because \"he is influential, and you need to 
work with influential people to build good relationships.\" 

He said that Iraqi leaders were making a \"very strong 
argument" to Suleimani that Iranian-facilitated targeting of 
coalition forces in Iraq had to stop and that they were 
\"ruining\" Iraq by their acts. The Ambassador replied that it 
was clear that the purpose of the Iranians\' visit was not to 
stop JAM from criminal activities. He said that the 
operations had uncovered some disturbing evidence about Badr 
as well that was still being processed. He promised Abdel 
Mehdi that he would return for a frank conversation about 
this evidence. 


5. (S) The Ambassador asked Abdel Mehdi about the status of 
the \"moderate front" Abdel Mehdi said that before going on 
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the hajj he had discussed a proposed press statement with 
Prime Minister Maliki, who had appeared enthusiastic and 
promised to bring Dawa on board, and with IIP leader Tarik 
al-Hashemi, who was also \"convinced.\" Abdel Mehdi said that 
he later heard that Dawa had not supported the idea and that 
the IIP also had doubts. The Ambassador urged Abdel Mehdi to 
continue to pursue the idea, even if it turned into a 

\"virtual front\" rather than a publicly recognized coalition. 

He noted that the idea of a group of moderates had particular 
resonance with President Bush, who saw the key struggle in 
the region as that between moderates and extremists. Abdel 
Mehdi agreed, saying that this sort of grouping was \"the 

future of Iraq." 


6. (SBU) The Ambassador offered Abdel Mehdi his personal 
condolences for the death of one of Abdel Mehdi\'s guards on 
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December 24 in a shooting incident apparently involving an 
employee of a security company that is a contractor to the 
Embassy. The Ambassador assured Abdel Mehdi that the U.S. 
took the incident extremely seriously, was undertaking an 
investigation, and was reviewing jurisdiction, and that the 
Embassy was working with the company in question to achieve 
an adequate offer of compensation. Abdel Mehdi said that 
justice was even more important that compensation, noting 
that Iraqis would not understand how a foreigner could kill 

an Iraqi and return a free man to his own country. He said 

that he had tried to keep the issue from the public eye and 

had not disclosed to the press the nationality of the suspect. 
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E.O. 12958: DECL: 01/08/2017 

TAGS: IZ, MOPS, PREL, PGOV 

SUBJECT: PM COS ABDULLAH ACCUSES U.S. OF MURDER AND 
VIOLATING PIC AGREEMENT 


Classified By: Ambassador Zalmay Khalilzad. Reasons: 1.4 (b) and (d). 


1. (S) We have received a very strongly worded letter 
(e-mailed to NEA-I) from Tariq Abdullah, Chief of Staff to 
the PM, accusing U.S. forces of launching a raid and killing 
a target in Najaf without first gaining the consent of local 

or federal officials as required by the terms of our 
agreement on Provincial Iraqi Control. Abdullah uses 
extremely inflammatory language, including \"murder,\" to 
describe the incident. He also accuses Americans of 
murdering a member of Vice President al-Mahdi\'s security 
detail and -- to throw further fuel on the fire -- refers to 

the investigation into the Haditha incident. 
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2. (S) According to MNF-I, the raid that took place in Najaf 

was lraqi-led and approved by the battlespace owner -- the 
commander of the 8th Iraqi Army (IA). MNF-I states that the 
Iraqi forces were accompanied on the raid by Coalition 

advisors, which is allowed under the terms of both the 

overall PIC Implementing Arrangement signed by PM Maliki and 
MNF-I Commanding General Casey and the MoU signed between the 
MND-B commander and the Najaf Provincial Governor. During 
the raid, one of the advisors shot and killed the target, 

believing that the target -- who was holding a Kalashnikov 

rifle -- posed a threat to his life and that of an IA 

soldier. The target was a known EFP facilitator and leader 

of a rogue JAM element. 


3. (S) The unfortunate incident of the death of a member of 
VP al-Mahdi\'s security detail allegedly involved a U.S. 
security contractor, not a member of Coalition forces. The 
incident is currently under investigation by the U.S. 
government. 


4. (SBU) Unofficial translation of Tariq Abdullah\'s letter 
follows: 


Republic of Iraq 
Prime Minister\'s Office 


No. X.J.Y/L/1336 
Date 12/28/2006 


Subject: Cooperation and coordination 


US Embassy 
Baghdad, Iraq 


Peace be upon you, 


Despite the transfer of the security responsibility on 

Wednesday 12/20/06, The (sic) American forces have raided the 
home of a citizen in the holy city of Najaf at 6 a.m. on 
Wednesday 12/27/06 and killed him without the knowledge of 
the local or federal authorities. 


Procedures for raiding and detention of suspected 
individuals, in addition to murdering them at the scene in 
cities where the lraqi authorities are responsible for 
security, without the knowledge of, or coordination with the 
authorities is considered a violation of the agreement 
concluded between the American and the Iraqi sides and a 
reduction in sovereignty and prestige of the state. 


The Americans have also murdered of (sic) a members of the 
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security detail of Vice President Dr. Adel Abed el-Mahdi 

while he was performing his duties. In this regard it should 

be mentioned that, the aggression committed by the American 
forces at the city of Haditha which resulted in the death of 
unarmed civilians led lately to the condemnation of the 
perpetrators by the American Judiciary. 


We ask the MNF-I to inform its executive apparatus with the 
necessity, to comply with agreements concluded between the 
two sides and not to repeat such practicies...And to provide 
an explanation regarding the circumstances of the incident 
that happened today including the murder of the suspect at 
the scene with trail (sic). 


We hope that cooperation and coordination and the American 
and the Iraqi sides will prevail in order to avoid mistakes 

that do not serve the interest of the joint relationships and 
coordination. 


With appreciation, 
Office of Prime Minister Nouri al-Maliki 


Signed by: 

Dr. Tariq Najem Abdullah 
Chief of Staff 

Prime Minister\'s office 


5. (SBU) We will do a response to Abdullah\'s letter drawing 
on points above (see paragraph 2). 
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E.O. 12958: N/A 

TAGS: ECON, ENRG, ELAB, EFIN, PGOV, PREL, MX 

SUBJECT: MEXICO ECONOMIC NOTES, DECEMBER 7 - DECEMBER 13 -- 
CORRECTED COPY 


REF: A. MEXICO 6823 
B. MEXICO 5854 


Summary 


1. (U) The first budget from the Calderon Administration, for 
fiscal year 2007 (ref A) was met by loud protests over 
proposed funding levels for education and infrastructure, as 
well as an increase in the tax for soft drinks. A detailed 

cable regarding contentious parts of the budget will follow. 

The Mexican legislature seems likely to pass legislation 
complying with the recent WTO decision on long-grain rice, 
but may refuse the government\'s proposed tax on soft drinks 
which would also bring Mexico into compliance with the WTO 
decision on Mexico\'s unfair beverage sweetener tax. 
Broadcast duopolists TV Azteca and Televisa have been using 
the airwaves for attacks on their rival's Mexican company 
Casa Saba and its U.S. partner GE/NBC. According to press 
reports, China-based Giant Motors is opening a light truck 
production plant in Hidalgo. Calderon announces anti-poverty 
program geared at poorest 100 towns. Inflation falls while 
financial markets continue to rally. Finally, biographic 
information is provided on new Under Secretaries in the 
Secretariats of Energy and Transportation and Communication. 


SIPDIS 
End Summary. 


Cuts to Public Spending on Infrastructure 


2. (U) According to leading analysts, the proposed 43 percent 
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cut in funding for the Secretariat of Transportation and 
Communication (SCT) is part of the administration\'s strategy 
to replace government investment with private investment. 
Calderon\'s federal spending bill, presented to Congress for 
approval last week, would give the agency responsible for 
overseeing transit infrastructure 27.6 billion pesos (2.45 

billion USD) in 2007 - a significant reduction from FY 2006. 
While the Mexican Constitution limits private participation 

and investment in public infrastructure, the federal 
government has experimented in recent years with contracts in 
which companies are hired to complete infrastructure projects 
(schools, prisons, highways, etc.) which the government then 
pays to use. Recently, the new Secretary of Transportation 
and Communication, Luis Tellez, stated that the government is 
looking for methods that allow private sector participation 

in the construction of highways, bridges and roads in order 

to reduce the level of federal resources directly involved. 


Concerns Rising Over Education Cuts 


3. (U) The administration\'s proposed level of education 
funding has set off a firestorm of protest. Lawmakers from 
the two major opposition parties, PRD and PRI, formed a 
working group to restore the slashed education funds before 
the Chamber of Deputies approves a final budget sometime this 
month. The Chambers Policy Coordination Board, controlled 
by the PRI, will present a resolution calling for the 

protection of the universities from any budget cuts. 

Reactions to Calderon\'s proposed education cuts were so 
heated over the weekend that even Education Secretary 
Josefina Vazquez Mota promised to urge the Finance 
Secretariat to reconsider the decrease, which amounts to a 
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1.2 percent cut, or about 415 million USD. Some lawmakers 
grumbled that the cuts aimed at the universities may have 
been politically motivated. UNAM, which recently broke into 
the top 100 list of worldwide universities, has traditionally 
nurtured leftist thinkers opposed to the conservative 

policies of Calderon\'s National Action Party (PAN). 


4. (U) Comment: While spending on education in the Calderon 
government\'s 2007 budget proposal fell by 1.2 percent in real 
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terms when compared to an estimate of what was actually spent 


on education in 2006, it increased by 4.2 percent when 
compared to the approved 2006 budget. Some educational 
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experts in Mexico criticized the government for diverting 
funding to the universities at the expense of Mexico\'s poor, 
most of who never have a chance to get to universities, or 
even a decent education, because of the lack of reform and 
funding for primary and secondary education (see ref b and 
septel). End Comment. 


Soft-Drink Makers Enraged By Proposed Beverage Tax 


5. (U) Mexican soft-drink makers vociferously urged Congress 
to reject a proposed tax increase, saying it would hurt not 

only the companies that produce the beverages, but also 
low-income families who spend nearly as much on soda as on 
basic products like beans and tortillas. The National 
Association of Soft Drink and Carbonated Water Producers took 
out a full-page ad in Mexican newspapers in which they also 
claimed that the proposed 5 percent excise tax - which would 
come on top of a current value-added 15 percent tax - would 
result in a drop in demand, loss of jobs, and a reduction in 

the demand for sugar. The new administration included the tax 
in its 2007 budget proposal. The proposal is linked to the 
dropping of the 20 percent tax on beverages made with 
non-sugar sweeteners in order to comply with a WTO decision 
against such discrimination. 


6. (U) On another WTO issue, PRI Senator Cant#, President of 
the Senate\'s Trade and Industry Commission reported that the 
Chamber of Deputies has passed the bill (already approved by 
the Senate in November) changing the antidumping provisions 
of Mexico\'s Foreign Trade Law. The new provisions grant 
accused exporters more time to present their cases to the 
government and also no longer require that the highest 
retaliatory rate be applied. The change was made to comply 
with the lost WTO ruling on long-grain rice. 


PAN Lawmakers State Willingness To Reallocate Resources 


7. (U) The Chairman of the Finance Committee of the Senate, 
Gustavo Madero (PAN), asserted that PAN legislators are 
willing to make moderate corrections to Calderon\'s budget 
proposal. He claimed confidence that agreement will be 
reached and the 2007 budget will be approved by all political 
parties. (Mexican law requires the budget to be approved by 
December 31, 2006.) Common points of convergence between the 
parties will prevail over \"small discrepancies.\" Jorge 

Estefan (PRI), Chairman of the Finance Committee of the 
Chamber of Deputies, however, warned that the 5 percent tax 
on beverages would have to be discussed more with the 
beverage industry to determine to what extend the impact of 
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this tax can be absorbed. He worried that approving a tax 
that was unaffordable would ultimately result in higher 
prices. 


Duopolist attacks GE 


8. (U) Broadcast duopolist TV Azteca, which along with 
Televisa has in recent weeks frequently denounced Casa Saba 
on the airwaves for what they term monopolistic practices in 
the pharmaceutical industry, stepped up its attacks on Casa 
Saba to include GE, Saba\'s American partner in the TV market 
through Grupo Extra. In early news broadcasts, TV Azteca and 
Televisa concentrated on the high cost of medicines in 

Mexico, pinning the responsibility on Grupo Saba and accusing 
it of "sentencing to death\" Mexicans who are ill. On December 
7, however, TV Azteca further upped the stakes, focusing its 
attacks on members of the Saba family and drawing the line 
between Grupo Saba and GE, which it accused of monopolistic 
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practices and fraud. Azteca\'s new programs referred to GE\'s 
\"dirty history\" of the 1980s and 1990s and accused Casa Saba 
of \"extending its tentacles\" in Mexico with the help of GE, 
\"profiting from the health and well being of Mexicans.\" GE\'s 
general director in Mexico defended the company in the next 
days on radio and in newspapers. So far, Televisa has not 
joined in TV Azteca\'s attacks on GE. Comment: The attacks 
are likely inspired by Grupo Saba\'s request for a license to 
open frequencies for a new television channel, probably in 
conjunction with GE/NBC\'s Telemundo, which would threaten the 
Televisa/TV Azteca dominance of Mexican television content. 
End Comment. 


Chinese company will assemble trucks in Hidalgo 


9. (U) According to press reports, the Chinese company Giant 
Motors will open a plant in Hidalgo to produce light trucks 

with an initial investment of MP 180 million (16.7 million 

USD). First year manufacturing numbers are expected to reach 
2,800, 15 percent of which will be exported. The company 
reportedly plans to create 700 jobs with a total investment 
reaching 500 million pesos (46.3 million USD). The company 
is reported to be making alliances with national suppliers to 
reduce the number of imported spare parts. The units will 

be distributed in Mexico through a joint-venture with Grupo 

Bler in Monterrey, Guadalajara, Ciudad Obregon and Chihuahua. 


Column 3 
Calderon announces program for the poor 


10. (U) On December 6, Calderon announced a program to help 
the country's 100 poorest communities. Guerrero Gov. 
Zeferino Torreblanca, a member of the PRD, attended 
Calderon\'s ceremony in Tlacoachistlahuaca, which the press 
noted was a sign that partisan solidarity with Lopez Obrador 
may be trumped by the need to cooperate with aid-bearing 
federal officials. In Tlacoachistlahuaca, Calderon urged 
Mexicans to bury their differences over the election and 
focus on the nation\'s problems. He said his anti-poverty 
program will draw money from several federal agencies and 
will be duplicated in 100 deeply poor towns where people 
suffer malnutrition and disease and lack roads and clean 
water. 


Inflation falls in November on fruit prices 


11. (U) Annual inflation slowed in November on falling prices 
for tomatoes, avocados and oranges, ending a three-month 
spike which brought the inflation rate above the central 

banks target range of 3 percent plus or minus 1 percentage 
point. The inflation rate fell to 4.1 percent in the 12 

months ending in November from 4.3 percent in October. 
Slowing inflation heightens speculation the central bank may 
begin lowering its benchmark lending rate from 7% in the 

first quarter of next year, however, according to a recent 
Bloomberg survey of 15 economists, policy makers will leave 
the benchmark rate unchanged during their next meeting. Core 
consumer prices rose 0.29% in November after rising 0.27% in 
October. The increase in core prices was above the 0.26% 
median forecast in the Bloomberg survey. 


Financial markets continue to rally 


12. (U) The peso keeps recovering and yesterday closed at 
$10.84 pesos per dollar due to less uncertainty among 
investors regarding Mexican paper, more remittances, 
Christmas bonus and the low demand for dollars from holdings. 
Yields in the secondary market also declined and the 10-year 
peso-denominated bond closed at 7.48 percent. The stock 
market hit its 54th record during the year closing at 25,615. 
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Secretariat of Energy Appointments 


Column 3 
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13. (U) Secretary of Energy, Georgina Kessel, appointed Ruben 
Flores Garcia as Under Secretary of Electricity, Jordy 

Herrera as Under Secretary of Energy Planning, and Mario 
Gabriel Budebo as Under Secretary of Hydrocarbons. Flores 
Garcia was previously Director of Distribution and 

Electricity Storage. He has a degree in electromechanical 
engineering from the Instituto Technologico de Monterrey and 

a MBA from the Autonomous University of Guadalajara. He was 
also commissioner of the Energy Regulatory Commission (CRE) 
and director of the electrical system at the Mexican 

electricity monopoly (CFE). Herrera was previously Director 
General of the Energy Secretariat\'s Investment Promotion 

Unit. He has a Bachelors degree in economics from 
Universidad Iberoamericana and also has professional 
certificates in economics, politics and marketing. He was 

the Secretary of Energy\'s executive assistant in 2003. 

Budebo was formerly Chair of the National Retirement Saving 
Commission (CONSAR). He has a Bachelors in economics from 
Instituto Technologico Autonomo de Mexico (ITAM) and has a 
Masters and Phd from the University of California. Budebo 

was also coordinator of advisors for Secretary of Finance 
Francisco Gil Diaz, and coordinator of revenue and fiscal 

policy. In 1998, Budebo received an Economics Award from 
Banamex. 


Appointments in Secretariat of Transportation and 
Communication (SCT) 


14. (U) Secretary of Transportation and Communication Luis 
TQllez Kuenzler has named his under secretaries. Manuel 
Rodriguez Arregui, Under Secretary of Transportation, has 
experience in public and private sector infrastructure 
projects. He was Director General of Studies in the 
Secretariat of Agriculture where he designed programs to 
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support agricultural producers and alleviate poverty. He 

studied economics at Massachusetts Institute of Technology 
(MIT) and has a Master in Public Administration from Harvard. 
Oscar de Buen Richkarday, Under Secretary for 

Infrastructure, has been working in SCT for 25 years. He has 

a degree in civil engineering from Universidad National 
Autonoma de Mexico (UNAM) and has a Master of Science with 
specialization in transportation from MIT. In SCT, he has 
served as Chief of the Highway Unit and Director General of 
Highway Development. He was responsible for the design of the 
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new concession scheme launched by the Fox administration. 
Rafael del Villar Alrich, Under Secretary for Communications, 
had been working for the Bank of Mexico since 1996. He holds 
a Bachelors degree in economics from ITAM and earned a 
Masters and a PhD from the University of Pennsylvania. He 
has also worked for the Organization for Economic Cooperation 
and Development (OECD). He previously worked for SCT as 
Director General of Telecommunications and International 
Policy from 1995-1996. 


Visit Mexico City\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/mexicocity 
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E.O. 12958: DECL: 12/13/2016 
TAGS: PGOV, PREL, KDEM, NU 
SUBJECT: ALN EXAMINES ITS ROLE AS NEW DEMOCRATIC FORCE 


REF: MANAGUA 2724 AND PREVIOUS 
Classified By: Ambassador Paul Trivelli for reasons 1.4 (b and d) 


1. (C) Summary: During a recent Embassy-hosted lunch, 
Nicaraguan Liberal Alliance (ALN) deputies-elect (headed by 
Eduardo Montealegre) and leaders of the alliance parties 
discussed strategy, the future of the ALN, Eduardo 
Montealegre\'s role in the party and the need for 

consolidation. Montealegre aired his views on the future of 

the party and the deputies expressed their differing 
perspectives on working with the Liberal Constitutional Party 
(PLC) while Arnoldo Aleman maintains control. The deputies 
agreed with the Ambassador that the ALN must work on internal 
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unity and maintaining alliances among the constituent 
parties, as well with regional party organizations and civil 
society, to protect Nicaraguan democracy. End Summary. 


2. (C) The Ambassador opened a December 22 lunch with the 
ALN by congratulating the party leaders on proving that they 

are the new democratic force in Nicaragua. He emphasized the 
United State\'s determination not to abandon Nicaragua and 
pledged continued support for the ALN and all democratic 

forces who represent NicaraguaWs future. The Ambassador then 
queried Montealegre about the party\'s plans for the future 

and how the United States could reinforce them. 


Future of the ALN 


3. (C) Montealegre stated that he will work to honor his 
campaign promises to defend human liberties and help 
Nicaragua\'s most needy. He believes that the ALN is the 
major legitimate representative of democracy in the country 
and that the party needs to get this message out, especially 
to rural areas. The deputies agreed that the ALN must 
develop a stronger presence in rural and remote areas and 
that this effort should be a focus for the 2008 municipal 
elections. Montealegre commented that outreach efforts in 
these areas should be channeled through local radio stations. 
(The PLC currently dominates local radio in the north and 
was also very successful in particularly remote areas like 

the South Atlantic Autonomous Region (RAAS).) Current ALN 
deputy and evangelical leader Delia Arellano stated that the 
ALN should pursue social projects, perhaps working with local 
churches. Not only would such a focus help fulfill campaign 
promises, but would serve as a strategy to raise awareness 
and gain new supporters for the ALN. Liberal Salvation 
Movement leader Eliseo Nunez Sr. stressed the need for the 
ALN to work with small and medium-size NGOs and asked for 
U.S. help in gathering a list and contacting the NGOs. 


4. (C) Besides concerns about consolidating power, 
Montealegre and ALN members are grappling with the issue of 
how to deal with the PLC and what role they will play in the 
National Assembly. ALN deputies hold differing opinions on 
working with the PLC -- whether to ignore them, co-opt them, 
or engage them on serious issues. ALN deputy Yamileth 
Bonilla stated that working with the PLC or attempting to 
co-opt their deputies is not viable while Aleman remains in 
power. Other deputies feel that it is possible to sway 

certain PLC deputies who are disappointed by the election 
results and disillusioned with the party. (Comment: An 
alternative option previously discussed with ALN leaders 
would be to convince PLC deputies unhappy with Aleman\'s 
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leadership to form a caucus of independent Liberal deputies. 
End Comment.) 


5. (C) Bonilla had previously told polcouns that the ALN 
would seek the presidency or the first secretary position on 
the National AssemblyYs new Board of Directors. She also 
reported that the ALN was lobbying to chair the Defense and 
Government committees and to obtain other positions in the 
Municipal, Education and Health committees. Montealegre 
confirmed the ALNVs interest in the committees, but commented 
that the party \"can\'t give up its soul" to gain the 

presidency or first secretary slot. He stated that instead, 

the ALN should \"be the outsider." fighting against the status 
quo. 


Party Alliances 


6. (C) The ALN is an alliance comprised of several parties 
and movements, some elements of which have indicated they 
might separate. One of the major threats to the ALN was from 
a principal component of the Alliance -- the Conservative 
Party (PC). PC president Azalia Aviles had previously 
reported to polcouns that, according to PC statutes, the 

party deputies must form their own caucus in the National 
Assembly if possible. The PC has five deputies-elect, enough 
to form a caucus. During the lunch with the Ambassador, 
Aviles reported that PC party members during their last 
meeting had decided \"not to vote\" on establishing their own 
caucus; at least for the time being, they are tabling the 
decision. (Comment: The Conservative Party has many 
adherents in the elite classes and enjoys considerable 
financial and human resources. Nevertheless, the party does 
not command popular support outside of a few geographic 
areas, such as Granada. They would never have been able to 
increase their representation in the National Assembly from 
one to five deputies without the ALN. Aviles appears to 
realize that fact, but other influential PC leaders continue 

to push for separation. End Comment.) 


7. (C) The Ambassador commented that the ALN must work on 
maintaining internal unity and hold off on trying to draw PLC 
deputies to ally with the ALN. If the ALN is a cohesive, 

unified alliance of parties, it will be a much more 

attractive and powerful draw to disenchanted PLC deputies. 


Eduardo\'s Role - Striking a Balance between Lawmaker and 
Future Presidential Candidate 


8. (C) ALN deputy Maria Eugenia Sequeira added that the ALN 
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needs a strong leader to hold the Alliance together and that 
Montealegre must establish himself as that leader. She 
commented on the need for Montealegre to balance his work in 
the National Assembly with getting out to rural areas to 
campaign for the ALN. The other deputies seemed to agree 
that Montealegre should limit his appearances in the National 
Assembly to key issues and key votes. Sequeira suggested 
that he work closely with President Bolanos, who will also 

have an Assembly seat, noting that Bolanos can be the 
outspoken \"rabble-rouser\" on key issues and Eduardo can adopt 
a more \"statesman-like\" role. 


Ley Organica 


9. (C) Montealegre informed the Ambassador that he had 
already met with the FSLN on the Ley Organica (Ways and Means 
law for the National Assembly -- reftel) and that they were 
willing to get rid of some of the more controversial 

articles, including parts of article 53. Article 53 grants 

the National Assembly the authority to summon anyone to 
appear before them and provide information, and carries the 
threat of prison if the person fails or refuses to appear. 
Montealegre added that the original intent had been to limit 
the article to former and current government officials. 

(Note: Although Montealegre made little mention of the MRS 
during the lunch, he did note that Edmundo Jarquin\'s strong 
statements against the Ley Organica had received extensive 
press coverage. End Note.) 


U.S. Role 


10. (C) Montealegre commented on the need for funding and 
training of National Assembly staff and asked about possible 
assistance from the United States. APRE President Miguel 
Lopez Baldizon echoed the need for training in \"political 
management." He wants to establish a think tank that would 
help the new opposition compete against the FSLN government 
and is also interested in establishing a degree or 

certificate program in political management.\" The 
Ambassador suggested that we are looking for ways to re-focus 
our democracy assistance funds. 


11. (C) Liberal Independent Party leader Indalecio Rodriguez 
inquired about the possibility of extending Millennium 

Challenge Corporation (MCC) projects to the northern 
departments, near the Nicaragua-Honduras border. The 
Ambassador responded that there may be an opportunity to add 
on to the existing project and that the north would be a key 
area. Several of the deputies questioned the Ambassador 
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about the possibility of the MCC pulling out of Nicaragua. 
Most seemed to think that if the MCC departed Nicaragua, 
Chavez would provide financing to finish the projects. The 
loss in funding then would not be a concern for the FSLN, but 
the message such a move would send to the rest of the world 
and the effect that would have on continued investment in 
Nicaragua could be profound. 


12. (SBU) Nicaraguan Attendees: 


Eduardo Montealegre - ALN President 

Azalia Aviles - PC President 

Yamileth Bonilla - ALN Deputy 

Delia Arellano - ALN Deputy and evangelical leader 
Miguel Lopez Baldizon - APRE President 

Eliseo Nunez Sr. - MSL President 

Indalecio Rodriguez - PLI President 

Maria Eugenia Sequiera - ALN Deputy 

Oscar Sobalvarro - PRN representative 

TRIVELLI 
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SUBJECT: SURVEYING EU MEMBERS ON THEIR IRAN CIVIL SOCIETY 
AND DEMOCRACY PROGRAMMING 

Classified By: EUR Acting A/S Kurt Volker for reasons 1.5 (b) and (d). 

1. (U) This is an action request; please see paragraph 3. 

2. (C) Background: Department wishes to gain current 

information about EU member states, efforts to promote 


democratic reform in Iran, including civil society, respect 
for human rights, and freedom of information. Through its 
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Freedom Agenda and diplomatic engagement with like-minded 
governments and NGOs, Department engages in programming in 
all of these reform areas; Congress authorized $76.1 million 

in FY 06 to help fund that programming. While we cooperate 
closely with various allies, we are seeking updated 

information on other EU governments, democratic reform 
programs in lran. The EU and its member states work closely 
with us to promote peace and freedom throughout the Middle 
East. Iran,s totalitarian regime, disregard for human 

rights and the rule of law, state sponsorship of terrorism, 
hegemonic ambitions in the Middle East, and nuclear ambitions 
all pose serious threats in the Middle East and worldwide. 
While UNSCR 1737 is an important tool to counter Iran,s 
nuclear program, international pressure also remains critical 

to promoting democratization in Iran. The talking points 
contained in this cable address EU members, questions about 
U.S. democratization initiatives for Iran. Posts are 

requested to solicit parallel information about host country 

Iran democracy efforts. 


3. (SBU) Action request: Posts are requested to provide 
senior host country officials with information on U.S. 
democratization efforts in Iran and gather information on 
similar host country programming. Post may draw from the 
points in paragraph 4 as needed. Please report responses via 
cable by January 24, 2007. Note that Iran-related reporting 
must use the SIPDIS caption and the IR country tag. 


4. (SBU/REL EU MEMBER GOVERNMENTS) 
Begin Suggested Talking Points: 


-- lran,s disregard for human rights and the rule of law, 
its role as the world,s leading state sponsor of terrorism, 
its destabilizing activities in the Middle East, and its 
nuclear ambitions all threaten peace and freedom. 


-- While UNSCR 1737 is an important tool to counter Iran,s 
nuclear program, international pressure also remains critical 
to promoting democratic reform in Iran. 


-- Democratic reform -- including the promotion of civil 
society, respect for human rights, and freedom of information 
)- is a value shared by governments worldwide. 


-- The success of more moderate candidates in the December 15 
elections demonstrates that there are other voices besides 

that of the current Iranian regime that we should be trying 

to reach. 


-- The United States would welcome collaboration with 
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interested European partners, whether in the public or 
private sector, to advance our mutual goal of a more 
democratic, open, stable Iran )- one that could play a 
constructive role in the international community instead of a 
destabilizing one. 


-- Many of our current efforts may be complementary. 


-- We are pleased to provide you with information on U.S. 
efforts to promote reform in Iran. Our strategy is to 

maintain a consistent message on core democratic values while 
ensuring protection of the courageous Iranian men and women 
working to advance democratic reform within their own 

country. 


-- The Fiscal Year 2006 budget for democracy programs in Iran 
consist of a $6.55 million earmark to the Bureau of 

Democracy, Human Rights and Labor (DRL) for Iran and Syria as 
part of an overall Department $10 million &soft earmark8 
(minimum threshold for Iran democracy spending) from the 
regular FY ,06 budget, plus an additional $66.1 million from 

the FY ,06 supplemental budget for U.S. government efforts 

to promote reform in Iran. 


-- Of the original $10 million from the FY06 Foreign 


STATE 00002659 002 OF 002 


Operations Bill, DRL is ready to obligate $4.15 million. 


-- The Bureau of Near Eastern Affairs is currently in the 
process of awarding $27 million dollars in FY06 funding for 
its Iran democracy project. 


-- These projects aim to develop democracy, support human 
rights, build civil society, provide the Iranian people with 
unbiased information; and promote understanding of Western 
culture. Projects target influential democratic actors and 
groups, including labor, women, and students. 


-- The $66.1 million included $36.1 million to the 

Broadcasting Board of Governors to increase broadcasting of 
USG Farsi language broadcasts into Iran via Radio Farda and 
Voice of American Persian Television, $20 million to the U.S. 
Department of State,s Middle East Partnership Initiative for 
democracy promotion programs, $5 million to the U.S. 
Department of State,s Educational and Cultural Affairs 
Bureau to fund cultural and educational exchanges, and $5 
million to the U.S. Department of State,s Bureau of 
International Information Policy for increased Internet 
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access and presence in Iran. We are allocating additional 
resources to the expansion of the State Department,s Persian 
website, which offers a channel for direct discussion with 

the Iranian people. 


Among our key goals for these programs are to: 


-- Expand the reach of Radio Farda by contracting for another 
radio transmitter to overcome Iranian jamming; 


-- Expand Voice of American Persian Television to operate 24 
hours a day, 7 days a week; 


-- Promote competitive, independent, and professional 
television and radio content production; 


-- Utilize innovative technologies to communicate with the 
Iranian people, for example, development of innovative Web 
content (eg. children,s programming), use of SMS, and pod 
casting); 


-- Provide communication tools for activists, including 
Internet communication and training for journalists; 


-- Help Iranians conduct civic education campaigns that 
develop an understanding of rights and responsibilities under 
a democracy; 


-- Support human rights defenders, rule of law, and justice 
programs; 


-- Support civil society development and network building, 
including independent labor; and 


-- Support efforts to document human rights abuses by the 
Iranian regime. 


-- We also seek to &internationalize the message8 on Iran. 
We coordinate public statements with like-minded states and 
encourage international bodies to press Iran for improved 
respect for human rights and transparency in decision-making. 
We do this in order to focus attention and pressure on the 
Iranian regime, and to provide some degree of political cover 
for activists. In all our statements on Iran -- including on 

the nuclear issue -- we emphasize our support for the Iranian 
people and their hope for a better future. 


-- As is the case with our programs in other countries ruled 

by repressive regimes, the United States does not make public 
the identities of the Iranian democracy activists who elect 

to work with us. Our programs are open to all who are 
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genuinely committed to a peaceful, democratic process in 
Iran. Grants are made on the basis of proposals (either 
solicited or unsolicited) to conduct projects within the 
areas described above. The USG supports well conceived 
programs, not particular groups. 


-- The United States would welcome information on your 
government,s efforts to promote democratic reform in Iran. 

Are there areas in which our governments could collaborate? 

Do you have NGOs that receive funding from your government or 
the EU, or independent NGOs operating in your country, that 
also promote reform in Iran? 


-- The United States would appreciate learning more about the 
activities of your government and/or NGOs in Iran to help 
ensure that our collective efforts are complementary (not 
duplicative), and to identify possible areas for 

collaboration. 

RICE 
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1. (C) Hugo Chavez\' January 8 attack on OAS SecGen Insulza, 
who is Chilean, was front page news in leading Chilean 
newspapers January 9. FonMin Foxley and various political 
leaders all issued condemnations of Chavez\' beyond-the-pale 
criticisms of Insulza, although Foxley added that the affair 
would not affect bilateral relations. Nonetheless, we 

imagine that Venezuela\'s new Ambassador to Chile, expected to 
arrive this week (and whose predecessor was recalled after 
statements considered unacceptable to the GOC) would have 
preferred a less rocky start to her tenure. End summary. 


2. (U) Chile\'s leading dailies all carried January 9 front 

page stories detailing Chavez\' diatribe, in which he labeled 
Insulza a \"pendejo\" (whose mildest translation is 
\"dummy\"),\"viceroy of empire,\" and called for Insulza to 
resign as OAS SecGen. Foreign Minister Foxley issued a 
statement \"...lamenting the statements made about the OAS 
Secretary General. We believe that when it comes to 
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relations between states and also multilateral organizations 
the language employed should always be respectful and 
constructive, especially when there are or could be 
differences (of opinion).\" Foxley declined to take Insulza\'s 
side on the matter (in which the OAS SecGen criticized the 
BGV\'s decision to not renew the broadcast license of the 
leading opposition television station), reiterating only the 
importance of politesse in diplomacy. He added that the 
Chavez insults would not affect bilateral relations, which 
were on another plane altogether -- and \"good.\" President 
Bachelet declined to comment on the matter. 


3. (U) Former President Ricardo Lagos, under whom Insulza 
served as Minister of Interior, said he \"believed it\'s always 
good if governing leaders think about how to express 
themselves properly. It is a matter of language and good 
manners.\" Lagos\' foreign minister and current president of 
the Christian Democrats, Soledad Alvear, described Chazez\' 
words as \"reckless\" and noted that in her regular contacts 
with former and actual foreign ministers, evaluations of 
Insulza\'s work \"fills us (Chileans) with pride.\" Socialist 
Party president Camilo Escolana (Insulza\'s party) went 
furthest, saying that Chavez\' declarations \"harm and weaken 
he who makes them. Escolana observed that Insulza\'s 
character is not in question, rather it is Chavez who is 
\"disqualifying himself.\" Opposition leaders also rejected 
Chavez! diatribe. Democratic Independent Union (UDI) Senator 
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Juan Antonio Coloma - after noting that many Chilean 
socialists have previously expressed admiration for the 
Venezuelan president - said ChavezY statements are \"to be 
expected from a \totalitarean regimeWW and asked the OAS to 
reject them out of hand. 


4. (C) Chavez\' latest outburst actually had the unexpected 

effect of keeping the other major news story of the day - the 
USTR\'s announcement that Chile was being placed on the USG\'s 
Special 301 Priority Watch List - relatively low profile. 

The GOC\'s muted response to Chavez\'s diatribe is somewhat 
surprising given its intense lobbying (with Chavez\' support) 

to place Insulza at the head of the OAS. Unfortunately, it 

reflects typical Chilean aversion to making waves regionally 

even, sometimes, at the expense of principle. End comment. 
KELLY 
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E.O. 12958: N/A 
TAGS: ETRD, ECON, EINV, PGOV, PE 
SUBJECT: LETOURNEAU RECEIVES FINAL INTEREST PAYMENT 


Column 3 
REF: 06 LIMA 2942 AND PREVIOUS 


1. (SBU) Roy LeTourneau confirmed that he received a final 
payment of USD 36,023.36 on January 8, 2007, from the 
Peruvian Ministry of Agriculture. He thanked post and the 
USG for helping him resolve his dispute (over compensation 
for construction of a road from 1954 to 1968), and said he 
now considered his case fully closed. Post worked hard to 
ensure that the new Garcia Administration honored the 
commitment made by the previous Toledo Administration to 
LeTourneau. 


2. (SBU) LeTourneau received over USD 10 million on July 26, 
2006 as a settlement to his dispute. The Toledo 

Administration had agreed to resolve this dispute in 2002 as 

part of negotiations for USG extension of Andean trade 
preferences (ATPDEA). The payment should have been made on 
June 30, 2006, so LeTourneau requested interest for the 

period July 1-26, 2006, which a Peruvian consulting company 
calculated to be just over USD 36,000. 

POWERS 
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REASON 1.4 (D) 
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1. (C) Summary. President Chavez used the televised January 
8 swearing-in ceremony for his new cabinet to preview his 
plans to steer his government toward \"socialist\" reforms, 
including expropriations of privatized industries and the 
revision of Venezuela\'s commercial code. He also harshly 
criticized OAS Secretary General Miguel Insulza and 
Venezuelan Catholic Church officials for raising concerns 
about his decision not to renew the license of an independent 
television broadcaster. Chavez instructed new Vice President 
Jorge Rodriguez to lead the implementation of the Bolivarian 
Republic of Venezuela\'s (BRV\'s) shift to \"socialism\" in 
coordination with Chavez\' unquestioningly loyal 27-member 
cabinet. With Vice President Rangel\'s departure, 
presidential brother and new Education Minister Adan Chavez 
may be the only government official capable of influencing 
Chavez\' political decisions. Neither Rodriguez nor Adan 
Chavez are likely to be accessible to the opposition and 
diplomatic community in the way that Rangel and his staff 
were, nor are they likely to moderate Chavez\' tone or 
direction. Chavez pledged to outline more of his plan of 
government at his own swearing-in on January 10. End 
Summary. 


2. (SBU) President Hugo Chavez swore in his new cabinet 
January 8 in a well-choreographed televised ceremony on the 
stage of a Caracas auditorium filled with loyal supporters. 

The backdrop to the stage was a 20-foot tall photo of the 

face of an impassioned Chavez. Typically, the BRV uses 
paintings of Simon Bolivar as backdrops. Chavez also 
delivered a rambling, two-hour speech in which he lashed out 
at OAS Secretary General Insulza and the Catholic Church and 
previewed his administration\'s domestic plans for his next 
six-year term of office. He stressed that his re-election on 
December 3 was not a destination, but rather a \"point of 
departure.\" Chavez unequivocally signaled that he seeks 
additional ambitious and profound political, social, and 
economic change and does not intend to lead a government of 
continuity. He promised to reveal additional plans and 

details of the \"next phase of the revolution\" when he is 
officially sworn in January 10 in the National Assembly. 


3. (SBU) Chavez specifically identified what he called five 
new \"transformational motors\" of his administration. In the 


coming weeks he said he intends to: 


--- request that the National Assembly pass an enabling act 
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that will give him and his cabinet legislative authority to 
issue decrees that will facilitate further social and 
economic regulation; 

--- seek constitutional reforms toward the formation of the 
\"Socialist Bolivarian Republic of Venezuela\"; 

--- promote \"popular education\" in schools, workplaces, 
public plazas to inculcate socialist values; 

--- institute a \"new geometry of power,\" ostensibly to make 
government more responsive to the public; and, 

--- expand local councils by creating regional and national 
councils to supplant the institutions of the \"bourgeois 
state.\" 


4. (SBU) Chavez listed a number of measures he would decree 
once an omnibus enabling act is passed. Chavez said he would 
\"nationalize\" (which could mean that he intends to 

expropriate with compensation) CANTV, Venezuela\'s most 
important telecommunications company in which Verizon owns 
28.5 percent. He also pledged to assume government control 
over all industries that had been privatized before, 

including the electricity sector in which American firms have 
invested. With respect to oil, Chavez said he the BRV will 
continue to seek majority ownership in the four strategic 
associations in the Faja region. He also said he would seek 
the revocation of constitutional provisions that protect the 
autonomy of the Central Bank and pledged to rewrite the 
country's commercial code, the system of laws that currently 
govern how private enterprise functions in Venezuela. Septel 
will provide immediate business reaction to these proposed 
measures. 


Chavez Blasts the OAS SecGen and Church 
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5. (SBU) Both Chavez and his new Vice President Jorge 
Rodriguez staunchly defended Chavez\' decision not to renew 
the broadcasting license of the opposition-oriented 

television station RCTV (septel). In a pugnacious first 
address as VP, Rodriguez accused RCTV of using airtime to 
incite Wassassination, civil war, insults, slander, and the 
mistreatment of people\" and asserted that the only television 
station ever shut down was the government-owned VTV station 
the night of the short-live April 11 coup. Chavez insisted 

that \"no one and nothing\" can change his decision to transfer 
RCTV\'s concession. 
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6. (U) Reacting sharply to OAS Secretary General Insulza\'s 
communique urging Chavez to reconsider his RCTV decision, 
Chavez called for Insulza\'s resignation and pledged to 
confront him on the margins of Nicaraguan President Daniel 
Ortega\'s January 10 inauguration. Chavez also called Insulza 
a vulgar term charitably translated as \"idiot\" (\"pendejo, 

from the p to the o\") and asked rhetorically whether the OAS 
SecGen aspires to be the \"viceroy of the (U.S.) empire.\" 
Chavez also took aim at Venezuelan Catholic Church leaders 
for voicing concerns about his RCTV decision and the future 
of Venezuelan democracy. He urged Cardinal Urosa Savino to 
stay out of politics (\"the shoemaker should mind shoes\"), and 
citing Marx, warned the Church against trying to become an 
\"opiate of the people.\" 


7. (U) With the backdrop of an enormous photograph of 
himself, Chavez personally swore in new Vice President Jorge 
Rodriguez and a 27-member cabinet. Prior to the swearing in, 
Chavez issued a decree changing the names of the ministries 
to begin with the phrase \"Popular Power of...\", similar to 

the nomenclature of Cuban ministries. Fourteen of the 
cabinet members, including Foreign Minister Nicolas Maduro, 
Defense Minister Raul Isaias Baduel, Energy Minister Rafael 
Ramirez, and Communications and Information Minister Willian 
Lara, continue with their current responsibilities. Eleven 
members of the cabinet are former members of the National 
Assembly, seven held key positions in Chavez\' re-election 
campaign, and five have military experience. 


8. (U) Chavez created two new ministries: telecommunications, 
which former Justice and Interior Minister Jessie Chacon will 
occupy, and Indigenous Peoples, which National Assembly 
deputy Nilcia Maldonado will lead. He also dropped from the 
cabinet the Integration and Foreign Trade Ministry, formerly 
held by Gustavo Adolfo Marquez Marin. The BRV President also 
instructed his new cabinet to work Mondays to Wednesdays in 
the office and to go on inspection tours and meet with people 
outside their offices Thursdays to Sundays. He tasked VP 
Rodriguez to lead BRV efforts and to form teams among the 
cabinet to ensure implementation of Chavez\' \"socialist\" 
vision. 


9. (C) Chavez\' cabinet picks reflect an additional shift to 

the left, particularly his selection of presidential brother 

Adan Chavez to be Education Minister and former army officer 
Pedro Carreno to be Interior and Justice Minister. In 

addition to Adan Chavez, Pedro Carreno, and Nilcia Maldonado, 
the new ministers are: 
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Finance - Rodrigo Cabezas 

Tourism - Olga Cristina Azuaje 

Higher Education - Luis Acuna 

Health - Erick Rodriguez 

Labor - Jose Ramon Rivero 

Environment - Yubiri Ortega 

Science and Technology - Hector Navarro 
Popular Participation - David Velasquez 
Presidential Secretariat - Hugo Cabezas 


Biographic details will follow (septels). Chavez awarded 
national medals to outgoing Vice President Jose Vicente 
Rangel and the departing ministers. A choked up Rangel 
promised to \"spread and defend\" Chavez\' \"revolution\" from 
outside the government. 
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10. (C) After eight years in power, Chavez has gained a 
well-deserved reputation for being a predictably 

unpredictable megalomaniac. But Chavez\' January 8 rambling 
diatribe appeared to demonstrate that the re-elected 

Venezuelan president has shed whatever few moderating tethers 
to which he previously acceded. He also appears determined 

to build up his already outsized personality cult even more. 
Despite winning re-election by a big margin on December 3, 
2006 and surrounding himself with obsequious party stalwarts, 
Chavez nevertheless appears even more defensive, increasingly 
thin-skinned, and confrontational with respect to the few 

existing institutions capable and willing to criticize his 

policies. 


11. (C) Chavez has stacked his cabinet with loyalists who can 
be expected to amplify and execute Chavez\' plans, rather than 
shape or temper the Venezuelan president\'s ideas. With the 
departure of former VP Rangel, Adan Chavez may be the only 
person in the current government who has some direct 
influence on Hugo Chavez, and Adan is widely perceived as 
pushing his presidential brother further to the left. 

Moreover, Rangel and his staff represented one of the few 
open channels of communication to the BRV for the Embassy, 
the opposition, NGO\'s, and other diplomatic missions. 


12. (C) Chavez told his supporters -- and the world -- on 
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January 8 that he intends to make good on his campaign 
promised to \"expand\" and \"deepen\" his Bolivarian -- and now 
socialist -- \"revolution.\" While Chavez and his new VP made 
the usual chest-thumping references to standing up to the 
(U.S.) \"empire,\" neither focused their comments on foreign 
policy. Chavez will probably say more on that subject on 
January 10. Nevertheless, by tapping Rodriguez, a loyal and 
hard-line caretaker VP, Chavez may feel secure that all will 

be well on the home front, putting him in an even better 
position to try to position himself internationally as the 

leader of an anti-American alliance. In the short term, 
Chavez\' bags are already packed. He plans to fly to Managua 
to attend Nicaraguan President Daniel Ortega\'s January 10 
swearing-in only hours after his own swearing-in. Chavez is 
also slated to travel to Ecuador to attend President Rafael 
Correa\'s inauguration less than one week later. 
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E.O. 12958: DECL: 01/09/2017 

TAGS: PGOV, PREL, ECON, PHUM, BL 

SUBJECT: MASISTAS TURN VIOLENT, COCHABAMBA PREFECT ATTACKED 


REF: A. 2006 LA PAZ 3301 


Column 3 
B. 2006 LA PAZ 3457 


Classified By: Acting ECOPOL Chief Brian Quigley for reason 1.4 (d). 


1. (C) On January 8, Movement Towards Socialism (MAS) 
militants protesting for the resignation of Cochabamba\'s 
prefect (governor) attacked the prefect\'s building, resulting 

in at least twenty-two people injured, assaults on several 
journalists, significant damage to the prefecture\'s property, 
and the destruction of two cars and several small businesses. 
Cocaleros and peasant farmers sympathetic to the MAS had 
been protesting in front of the prefecture demanding Prefect 
Manfred Reyes Villa's resignation since January 4. Prefect 
Reyes argues that MAS Senator Omar Fernandez, who was with 
the demonstrators on January 8. is responsible for the 
attacks. Both President Morales and Vice President Garcia 
Linera, while never condoning the violence, laid blame for 

the attacks on Prefect Reyes\' calls for a new autonomy 
referendum. The GOB\'s actions leading up to and on January 8 
are reminiscent of the December 5 attack on hunger-strikers 
in La Paz\'s San Francisco Church (reftel A). In both cases, 
the GOB urged its protesters to encircle the opposition, the 
police initially provided protection, the GOB eventually 
withdrew police protection thereby unleashing the protesters 
to violently attack their target. End Summary. 


2.(U) Cocaleros and peasant farmers sympathetic to the MAS 
had been protesting since January 4 in the Plaza 14 de 
Septiembre in front of the prefecture demanding that Prefect 
Manfred Reyes Villa resign. MAS supporters say their 
grievance with Prefect Reyes stems from a December 14, 2006 
rally in which Reyes announced his support for Santa Cruz\'s 
autonomy movement and called for a new referendum on 
Cochabamba\'s autonomy. (Note: Cochabamba voters, via a 
democratic referendum, rejected autonomy in July 2005. End 
Note). In response to Reyes\' call for a new referendum, 
President Morales, other GOB officials, and local MAS leaders 
issued statements that Manfred Reyes was working for the 
Santa Cruz oligarchs and not for the good of Cochabamba and 
encouraged their sympathizers to march on the prefecture. 
MAS supporters held a counter-rally on December 19 which 
erupted into violence after someone threw tear gas (reftel 

B). On December 20, the MAS sympathizers agreed to renew 


Column 3 
their pressure on Reyes starting January 4. 


3. (U) At 12:30 PM January 8, MAS protesters started 
throwing rocks at the prefecture building so the police 
responded with tear gas. (Note: The protesters argue the 
police launched the tear gas first. End Note). Within 
minutes of the confrontation, the Minister of Government, 
Alicia Munoz, stated that the police action was unwarranted 
and fired the new Chief of Police Wilge Obleas, who had been 
sworn in at 9:00 AM that morning. (Note: The GOB has not 
publicly confirmed the firing. End Note). Shortly after 

firing the police chief, the police unit that had been 

protecting the prefecture building was ordered to leave the 
Plaza 14 de Septiembre. At 2:00 PM the militants started 
their second attack, first burning two cars, one belonging to 
the prefecture and the other a private vehicle. Next they 
attacked the prefecture building with stones and home-made 
incendiary devices. Several small kiosks in the plaza were 
looted and then destroyed. Around 4:00 PM the police 
returned to the plaza to restore order. Having not 
accomplished their goal to oust Reyes, the protesters late on 
January 8 and into January 9 began erecting blockades around 
Cochabamba to block the main arteries into and out of the 
city. The protesters state they will maintain the blockade 

until Prefect Reyes resigns. As of midday January 9, the 
media was reporting that peasants from around Cochabamba 
department, especially from Morales political home base in 
the Chapare, were marching on the city and had cut off the 
water supply. 


4. (U) Protesters, police officers, innocent bystanders and 
one child were injured in the violence. Cochabamba\'s Viedma 
hospital released that 22 people were injured, but some news 
reports have claimed up to 32 injuries. According to 

cocalero leader Julio Salazar, 13 protesters were hurt 
including a child. Viedma hospital stated it had two severe 
injuries, one MAS supporter who lost his left eye and a 

police officer who suffered from a broken arm. News outlets 
claim that over ten journalists were assaulted during the two 
attacks. In addition to the cars and kiosks destroyed, much 
of the prefecture building was burned. Prefect Reyes states 
that forty percent of the building is destroyed, the 

electricity is out, and that many important documents were 


Column 3 
lost. 


5. (C) Prefect Reyes argues that MAS senator Omar Fernandez, 
who was with the demonstrators on January 8, is responsible 

for the attacks. Both President Morales and Vice President 
Garcia Linera, while never condoning the violence, laid blame 

for the attacks on Prefect Reyes\' calls for a new autonomy 
referendum. Without referring to Reyes by name, Morales in 
response to the January 8 events stated that certain prefects 
support division and confrontation between Bolivians. Garcia 
Linera called the Prefect\'s request for a new autonomy 
referendum a \"political provocation.\" He tempered his 
comments by stating the violence was unjustified but then 
expressed that the police\'s use of force was unacceptable and 
that the police should be used to \"protect the people, not 
reprimand them," MAS Deputy Edmundo Novillo and President of 
the Chamber of Deputies (the lower house of congress) argued 
that Reyes has lost legitimacy and has acted with \"arrogance\" 
in his demand for a second autonomy referendum. Human Rights 
Ombudsman Waldo Albarracin told Emboff that he has both 
publicly and privately condemned the violence by elements of 
the protest movement. Albarracin stated that he believes 

that Reyes was democratically elected and should serve his 

full term. He added, that just as the prefect was 

democratically elected, Reyes should respect that Cochabamba 
voters had rejected the autonomy referendum. 


6. (C) The GOB\'s actions leading up to and on January 8 are 
reminiscent of the December 5 attack on hunger-strikers in La 
Paz\'s San Francisco Church (reftel A). In both cases, GOB 
officials urged supporters to march on, surround, and apply 
pressure on opposition figures. In La Paz and Cochabamba the 
police initially provided protection and prevented pro-MAS 
militant attacks. In both situations the GOB (via the 

Minister of Government, Alicia Munoz) eventually ordered the 
police to withdraw its protection. As in the hunger-striker 
case, as soon as the police removed its protection, pro-MAS 
militants in Cochabamba attacked their intended target. End 
Comment. 
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E.O. 12958: DECL: 01/08/2016 

TAGS: PGOV, PREL, PHUM, VE 

SUBJECT: TO THE MAT: CHAVEZ TAKES ON INSULZA AND CHURCH 
OVER RCTV 


REF: CARACAS 15 
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Classified By: Robert Downes, Political Counselor, 
for Reason 1.4(b). 


1. (C) SUMMARY In a blustery January 8 address to 
commemorate the swearing-in of his new cabinet (septel), 
President Chavez again declared that the non-renewal of 
RCTV\'s broadcast license was \"irreversible.\" Chavez lashed 
out at two actors who urged reconsideration of the RCTV 
decision, OAS Secretary-General Jose Miguel Insulza and the 
Church, churlishly insulting Insulza and calling for his 
resignation, and telling the Church to mind its own business. 
Chavez\'s new Vice President, Jorge Rodriguez, similarly 
endorsed the impending closure of RCTV in his first address 
in his new position. Chavez\'s decision continues to meet 
with vocal and vehement opposition, with the OAS and the 
Church only the loudest of many detractors. RCTV executive 
Marcel Granier took his case to the public on January 9, 
giving an interview in El Universal in which he remained 
defiant and indicated a legal counterattack. END SUMMARY 


2. (U) President Chavez\'s January 8 speech delineated his 
plan to further consolidate his \"Socialist Revolution\" 


Column 3 

(septel). Chavez continued his fiery rhetoric toward Radio 
Caracas Television (RCTV), insisting that his decision not to 
renew the opposition-aligned privately-owned television 
station\'s broadcasting license is irreversible. Chavez said 
\"no individual nor entity\" will prevent the inevitable. RCTV 
is the oldest operating television channel in Venezuela and 
has been a thorn in Chavez\'s side since silently allying 
against Chavez during the short-lived April 2002 coup. 
President Chavez first targeted opposition media outlets 
during last years presidential campaign, and recently honed 
in on RCTV individually (reftel). 


3. (U) Chavez\'s newly sworn in Vice President Jorge 
Rodriguez quickly backed the party line. In his first speech 
as Vice President, Rodriguez disputed that the BRV was 
violating freedom of expression. He reiterated that the 
government was not revoking anybody\'s license, nor closing 
any channel; RCTV\'s license was simply expiring. Rodriguez 
added that the airwaves belong to the people, and that they 
shall be administered by the government elected by the 
people. Setting the tone for his administration with respect 
to media relations, Rodriguez said to the cabinet that the 
more the media insults and slanders you, the better you are 
doing your job. 


4. (U) On January 5, OAS Secretary General Jose Miguel 
Insulza called on the BRV to reconsider its decision to 
shutter RCTV. Insulza indicated that the closure of such a 
major media outlet is unprecedented in the last several 
decades in the democratic world and warned of the political 
repercussions of such a decision. He also said that if RCTV 
had violated a law, and the government had a legal case 
against the media outlet, it should pursue its grievance 
through the country\'s judicial system. Insulza regretted 
that Chavez\'s decision goes against the spirit of dialogue 
initiated when the opposition recognized Chavez\'s electoral 
victory on December 3. Finally, Insulza called on other 
media outlets not to be cowed into silence and to continue 
exercising its right and duty to inform the people in a free, 
truthful, and objective manner. 


5. (U) Chavez clearly took Insulza\'s comments personally 
and responded with personal, juvenile attacks in return. 
Chavez called on Insulza to resign his position as Secretary 
General of the OAS, suggesting that after such an 
intervention in the domestic affairs of a country, Insulza 
lacked the moral fiber to lead the organization. Chavez 
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interpreted Insulza\'s comment regarding \"political 
repercussions\" as a threat to his country and called Insulza 
a \"pendejo\" - a term that can be loosely translated as 
\"idiot,\" but is in fact much more vulgar. Chavez continually 
played on words with Insulza\'s name, connecting it to the 
Spanish word \"insulso,\" which translates to \"insipid\" or 
\"tasteless.\" Finally, Chavez said \"don\'t mess with us,\" and 
indicated he would object to the OAS\'s interference and lack 
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of respect in all forthcoming OAS meetings and would \"put him 
(Insulza) in his place.\" Chavez added he would confront 
Insulza on January 10 at the swearing-in of new Nicaraguan 
President Ortega. 


6. (U) Chavez saved no kind words for the Church and the 
position it has taken on RCTV. Referring to Cardinal Jorge 
Urosa Savino\'s and the Venezuelan Episcopal Conference\'s 
(CEV) calls on Chavez to reconsider his decision, Chavez 
called on the Church to \"mind its place.\" Saying \"to the 
shoemaker goes the shoe,\" Chavez exhorted the Church to 
address only issues of the Church and not to make public 
statements outside its bailiwick. Monsignor Ovidio Perez, 
permanent member of the CEV\'s Secretariat and President of 
the CEV\'s Plenary Council, responded to Chavez\'s comments, 
saying that the Church would continue to defend 

reconciliation and peace instead of exclusion and disunity. 
Perez said it is outside the scope of political power to 

dictate which direction the Church will or will not take. He 

also said that the media is \"penetrated and dominated\" by the 
BRV and \"intends to eliminate\" the few objective voices that 
remain. 


7. (U) Manuel Rosales called January 5 on the government to 
reconsider its decision not to renew RCTV\'s broadcasting 
license. Rosales indicated that Chavez\'s decision \"intends 

to silence sectors of dissent\" and seriously undermines 
democracy in Venezuela. Rosales views ChavezWs decision as a 
violation of the Constitution and as a \"gigantic step\" 

towards limiting participation and the discussion of ideas. 
Rosales said that while he respects the President\'s right to 


Column 3 
express his views, he asks that Chavez\'s decisions be legally 
sound. 


8. (C) Opposition party COPEI has made no secret of its 
position on the RCTV issue. Antonio Sotillo Luna, a member 
of COPEI\'s National Political Committee, said \"the government 
is committing a crime against the freedom of thought, against 
the freedom of opinion, against the freedom of information, 

and against the freedom of expression. Another leading 

party member, Roberto Enriquez, indicated January 8 that 
COPEI will present the case to the international 

organizations Christian Democrat International (IDC) and the 
Christian Democratic Organization of America (ODCA). COPEI 
Secretary General Luis Ignacio Planas told PolCouns and 


SIPDIS 

PolOff January 8 that the RCTV issue and pending legislation 
on educational reform will be the top two issues the 
opposition will point to in 2007 to demonstrate Chavez\'s 
authoritarian grip on Venezuela. 


9. (U) Antonio Ledezma, leader of the tiny, radical 

opposition political party Alianza Bravo Pueblo, called 

January 8 on the Venezuelan people to express its displeasure 
with the government\'s decision regarding RCTV. He called for 
street protests for the coming weekend (January 13-14) and 
indicated that a popular assembly was planned for January 13 
and a \"caravan\" march for January 14. Ledezma also proposed 
to political, civil, and cultural leaders to mobilize in 

support of freedom of expression for the annual January 23 
commemoration. Like COPEI, Ledezma also criticized pending 
legislation on education reform. 


10. (U) RCTV chief executive and President of 1BC 
Enterprises, Marcel Granier, reiterated in a January 9 
interview with El Universal his argument that RCTV\'s license 
does not expire until 2022. When asked about the 
government\'s position that the license expires this year, 
Granier indicated that this is the same government that said 
it was going to address the insecurity problems, get children 
off the streets, and resolve the penal problems. \"Lies, lies 
and more lies," said Granier. Granier indicated that RCTV 
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has received no official notification that its license will 
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not be renewed; to the contrary, said Granier, the government 
is engaging in a defamation campaign against RCTV. As the 
government has done with many critical journalists in the 
past, Granier indicated RCTV is going to take legal action 
against Information Minister Willian Lara for committing the 
crime of slander and impugning the honor and reputation of 
thousands of RCTV workers. 


11. (C) President Chavez\'s hostile, personal, and very 
public stance towards RCTV indicates that this issue 
permeates beyond Venezuela and freedom of expression. This 
is a long-held grudge match between Hugo Chavez and Radio 
Caracas Television. RCTV is the sole remaining free-to-air 
broadcaster to maintain a ferocious resistance to the Chavez 
regime. As such, it has a broad audience. Other free-to-air 
broadcasters have toned down their criticisms over the last 
four years, and the equally staunchly pro-opposition 
Globovision is available on cable only (but by no means 
immune). Granier\'s threat of legal action against the 
government is an interesting role reversal but success on 

that front presumes a fair and impartial hearing - something 
not likely to occur. 


12. (C) Reminiscent of the President Chavez who called 
President Bush the devil at the UN General Assembly in 
September of last year, Chavez once again has engaged in 
outrageous, vulgar personal attacks and unstatesmanlike 
rhetoric. The vehemence with which Chavez has pursued the 
RCTV issue, while incomprehensible to those who think 
logically given his electoral margin of victory, is typical 
Chavez behavior when he sets his sights on a potential victim 
and is not likely to stop until RCTV is history. That said, 
recognizing its limited room to maneuver and likely BRV 
attempts to further restrict civil liberties this year, the 
opposition and Church leaderships will try to make RCTV\'s 
closure as politically costly as possible to this government 
and its international reputation. 
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E.O. 12958: DECL: 01/05/2017 

TAGS: ECON, PGOV, PREL, BL 

SUBJECT: AMBASSADORYS MEETING WITH FOREIGN MINISTER 
CHOQUEHUANCA ON NEW VISA SYSTEM 


Classified By: Amb. Philip S. Goldberg for reasons 1.4 (b) and (d). 
SUMMARY 


1. (C) Foreign Minister Choquehuanca met the Ambassador 
January 8 to discuss the GOB\'s January 1 decree to require 
visas of U.S. citizen tourists. The Ambassador lamented the 
political nature of the decision. Choquehuanca defended the 
move on the grounds of national dignity, arguing that Bolivia 
\"has been a humiliated country. Choquehuanca expressed his 
desire to \"make things work\" to avoid hurting tourism. Ina 
subsequent press conference, he stated that the GOB was 
conferring with the Embassy. End summary. 


MEETING WITH FM CHOQUEHUANCA 


2. (C) Foreign Minister Choquehuanca summoned the 
Ambassador January 8 to discuss the visa issue. VFM Mauricio 


Dorfler also attended. Choquehuanca started by saying he 
realized that he should have had informal conversations with 
the Embassy before the visa policy was announced. He said 
the GOB had taken note of the tourism industry\'s concerns. 
The Ambassador lamented the political nature of the decision. 
Choquehuanca replied that, \"we are a small country, but we 
believe we have the same rights. We are acountry ina 
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process of recovering our dignity. The Aymara people also 
have to recoup their dignity. We have been a humiliated 
country." He added, \"we want a relationship of mutual 
respect, one of equals.\" The Ambassador replied that when 
President Morales refers to the tourism industry as an agent 
of the CIA and the imperialists, this does not help Bolivia 
recover its dignity. 


3. (C) Choquehuanca showed the Ambassador a draft proposal 
for obtaining a Bolivian visa, which had stricter 

requirements than those in the U.S. visa application process. 
The Ambassador said that with the proposed requirements, 
American tourism would fall to practically zero. 

Choquehuanca replied that political decisions are taken at 

the presidential palace, and the foreign ministry must \"make 
things work." \"We cannot go back because the presidential 
decree was announced, we need to develop the process.\" Both 
Choquehuanca and VFM Dorfler took notes and appeared to 
consider the Ambassador\'s advice about the mechanics of the 
visa process. In a press conference afterwards, Choquehuanca 
stated that the GOB was consulting with the Embassy and still 
working out the details of the visa scheme. 


COMMENT 


4. (C) Choquehuanca sought to demonstrate that the foreign 
ministry is indeed working with the Embassy on the visa 
issue. He admitted that there is strong opposition from the 
tourism industry and noted that not everyone in the GOB 
agreed with the measure. It is clear that the GOB is 
struggling to implement the new requirement. During a 
January 9 luncheon at the Residence, VFM Dorfler told the 
Ambassador that the GOB is considering granting visas at land 
borders but requiring U.S. citizens flying to Bolivia to 

apply at one of Bolivia\'s fourteen consulates in the U.S. As 
in the meeting with Vice President Garcia Linera, FM 
Choquehuanca did not defend the visa decision on security 
grounds and acknowledged its political costs both in Bolivia 
and in relations with the U.S. End Comment. 
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HQSOUTHCOM ALSO FOR POLAD 
DEPT PASS TO AID/OTI RPORTER 


E.O. 12958: DECL: 01/04/2017 
TAGS: MNUC, KNNP, KDGOV, VE 
SUBJECT: IRAN - BRV VIEWS ON UNSCR 1737 


REF: 06 STATE 202585 
Classified By: POLITICAL COUNSELOR ROBERT DOWNES FOR 1.4 (D) 


1. (C) PolCouns delivered the points on UN Security Council 
Resolution 1737 regarding Iran\'s nuclear and missile programs 
(reftel) to Ministry of Foreign Affairs Director for North 
American and Multilateral Affairs Yaneth Arocha. 
Uncharacteristically for the Bolivarian Ministry of Foreign 
Affairs, Arocha provided a substantive response to the 
demarche. While most of her lengthy response could be better 
characterized as a critique of U.S. policy in Iraq, Arocha 

said the BRV viewed Iran\'s nuclear energy program and 
international concerns with it, as a very grave matter. She 
noted that Venezuela was fully aware of its international 
obligations under the United Nations system, but did not 
believe that the UN Security Council was the proper venue for 
discussions of Iran\'s nuclear development program. She also 
said the BRV was surprised by the timing of the resolution, 
expecting discussions in the UN Security Council to have been 
more lengthy. 


2. (C) Notwithstanding our explanation that the UNSC acted 
unanimously, only after all other mechanisms had been 
exhausted, Arocha said Venezuela continued to believe that 
the IAEA was the proper forum to discuss Iran and the BRV 
felt negotiations were better vehicles for resolving this 

issue than sanctions at this point. Repeating her 
government\'s position that there was more space for 
negotiation, she ended by noting that the BRV felt strongly 
both that all nations had a right to develop nuclear energy 
for peaceful purposes and that there was not enough evidence 
that Iran intends to use its program for non-peaceful 
purposes. 


3. (C) PolCouns reinforced reftel points regarding the 
existing international consensus that Iran\'s nuclear program 
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extends far beyond merely peaceful energy purposes. He also 
emphasized the BRV\'s obligation to implement, rather than 
just be aware of its international obligations under the 

United Nations system. 


WHITAKER 


91940 

PP RUEHGR 

DE RUEHWN #0044 0092132 

ZNR UUUUU ZZH 

P 092132Z JAN 07 

FM AMEMBASSY BRIDGETOWN 

TO RUEHC/SECSTATE WASHDC PRIORITY 4029 
INFO RUCNCOM/EC CARICOM COLLECTIVE 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 
RUEHCV/USDAO CARACAS VE" "UNCLAS BRIDGETOWN 000044 


SIPDIS 
SIPDIS 


DEPT FOR WHA/CAR - COLLINS 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PTER, XL 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR U.S. SPONSORED 
TRAINING: UNIT SUPPLY SPECIALIST 


1. Post requests the Department\'s assistance in screening the 
following candidate from the St. Kitts and Nevis Defence Force who 
has been nominated for training sponsored by the United States, 
pursuant to the Leahy Act and Foreign Assistance Act. Post has no 
derogatory information on the candidate. 


2. The following candidate will participate in the Unit Supply 
Specialist course, 23 January - 23 March 2007. 


-- NAME: HERBERT, Camille 

-- POSITION: Supply Clerk, Private, 6 years service, SVC# - A00227 
-- NATIONALITY: St. Kitts and Nevis 

-- DPOB/Sex: 09 November 1980, St. Kitts, Female 

3. Post appreciates the Department\'s assistance. 
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E.O. 12958: DECL: 01/10/2017 

TAGS: PREL, MARR, PHUM, PINR, ASEC, CASC, FJ 

SUBJECT: FIJI UPDATE 1/10/07: GCC, MAJOR CHURCHES ACCEPT 
INTERIM GOVERNMENT; MORE APPOINTMENTS 


REF: SUVA 20 
Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (C) The Chairman of Fiji's Great Council of Chiefs (GCC) 

and leaders of the Methodist and Catholic churches have 
accepted Bainimarama\'s interim government while urging a 
return to democracy soon. Military pastors have asked their 
flock to do a Lenten-type fast for the next month as all pray 

for Bainimarama to receive \"divine help\" in steering Fiji. 

The military has reinforced its message for PM Qarase to 

remain in Lau. Opposition Leader Beddoes, one of the few 
prominent people continuing to protest publicly against 

abuses, was visited by troops last weekend. They threatened: 
stop speaking or be \"taken away.\" Former Police Assistant 
Commissioner Tikotikoca, who has been working in the Solomon 
Islands, has accepted Bainimaramal's offer to be Police 
Commissioner. A well-regarded CEO, Parmesh Chand, is moving 
to become CEO in the PM\'s office. Our comment discusses the 
motives driving various interim ministers. End summary. 


GCC and major churches accept interim government 

2. (U) According to media reports, GCC chairman Bokini said 
on Jan. 10 that he fully supports President Iloilo\'s 
appointment of the interim government. Bokini reportedly 
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urged the people of Fiji to support Bainimarama and his 
ministers. He said, \"It is time to move on,\" and he urged 
the interim administration to work hard to return Fiji to 
democratic rule. The Methodist Church and the Catholic 
Church of Fiji also announced support for the interim 
government, asking the nation to get behind efforts to move 
forward toward a return to democracy. 


Military to Qarase: stay in Lau 

3. (U) PM Qarase has told the media that a military officer 
phoned late last week. The message was: stay in Lau and let 
the interim government run the country. RFMF spokesman 
Leweni today reconfirmed the message. Qarase, who had 
predicted he would travel to Suva shortly, now says he does 
not know when he will return to the capital. 


RFMF month of fasting 

4. (U) At special church services in major RFMF camps on 
Sunday, Jan. 7, pastors announced that everyone in the RFMF 
will fast for a month, until Feb. 4. All soldiers will be 

expected to give up some pleasure, kind of like Lent. 

Pastors asked all to pray during the month, seeking \"divine 
help\" for Commodore Bainimarama \"in steering the nation 
forward.\" 


Protesting intimidation 

5. (U) Mick Beddoes, Opposition Leader during the Qarase 
Government, made public yesterday that six soldiers visited 

him during the weekend on orders from Land Forces Commander 
Driti. They told him to stop speaking out or he \"would be 

taken away.\" Thereafter, Beddoes expressed public 
disappointment that his colleague in Parliament, Bernadette 
Rounds-Ganilau, accepted a position in the interim 
administration. 


No Chaudhry follow-through re protesters 

6. (C) When we raised the plight of human-rights protesters 
during a phone call from FLP leader Chaudhry on Jan. 8 (see 
Suva 18), he said he intended to highlight the issue during 
remarks at his swearing-in as an interim minister the next 
day. In fact, he described the text he intended to use, 
apparently reading from a script. In the end Chaudhry did 
not raise the issue publicly. 


More appointments 


7. (C) Two more appointments for the interim administration 
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have surfaced: 


-- Romanu Tikotikoca, Commissioner of Police. Tikotikoca 
told Fiji TV on Jan. 9 that he has accepted the position, 

replacing acting Commissioner Jimi Koroi. Tikotikoca most 
recently was head of security for the Solomon Islands Gold 
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Ridge mine, after serving as a Fiji Police official with 

RAMSI in the Solomons. Previously, Tikotikoca was an 
Assistant Commissioner of Police. He reportedly had received 
advice from former Police Commissioner Hughes and Deputy 
Commissioner Driver not to take the Commissioner job until a 
civilian-led government is in place in Fiji. He, like most 

other appointees, said he feels the need to help the nation 
move forward. 


-- Parmesh Chand, CEO for the PM\'s Office. Chand is shifting 
from CEO for Public Enterprise Reform. In the Qarase 
Government, Chand was the only remaining ethnic-Indian CEO. 
He has a very strong reputation as a manager. Some weeks 
ago, just after the coup, he gave us the distinct impression 

that he thought the takeover was very unfortunate. More 
recently, some old friends of his have sensed a personality 
change. Bainimarama called on Chand to head an investigative 
team looking into the close-down of the Vatukuola gold mine, 
and we hear he complained that one expat mine manager ought 
to be \"roughed up." We understand Chand has been one of 
those phoning people, recruiting for the interim cabinet. 


Comment on motives 

8. (C) A number of the civilians who have taken jobs in the 
interim government have commented, one way or another, that a 
factor was their growing sense that the \"interim\" 

administration will be in place for quite a while. Nobody is 

saying just how long, but certainly there is a sense it will 

be years, not months, before the military decides the \"clean 

up\" is concluded and appropriate systems are in place for a 
fresh election. We expect some un-electable figures, like 

Ratu Epeli Ganilau, see this as a \"once in a lifetime!" 
opportunity to govern. Some, perhaps including Ganilau, must 
see it as an opportunity to scramble out of financial crises. 

The Interim Minister for Local Government, Jone Navakamocea, 
was surprisingly frank in a TV interview. He said he spent 
F$40,000 (US$27,000) to win an SDL seat in the 2006 election, 
and he owed it to his family to seek a ministerial portfolio 

in the interim government in order to recoup his investment. 
Some, perhaps like Rounds-Ganilau, appear to have judged that 
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Bainimarama has clearly won, and good people must now attempt 
to help bring Fiji back from the abyss. 
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E.O. 12958: DECL: TEN YEARS 

TAGS: PGOV, PREL, PINR, EC 

SUBJECT: AMBASSADOR BUILDS RAPPORT WITH FM-DESIGNATE 
ESPINOSA 


Classified By: PolChief Erik Hall for reasons 1.4 (b&d) 


1. (C) Summary: The Ambassador met with Foreign 
Minister-designate Maria Fernanda Espinosa on January 8. She 
agreed to meet with Commerce Secretary Gutierrez during the 
upcoming presidential inauguration, expressed hope Colombian 
President Uribe would attend, and shared GOE concern over 
perceived slights by the GOC. Discussing the dispute over 
aerial spraying of coca crops near the border, Espinosa 
conveyed conviction without the common overlay of hysterical 
nationalism. Overall, the meeting was very cordial, and the 

two pledged to maintain a frank and fluid channel of 
communication. End Summary. 


Biographic Information 


2. (SBU) Espinosa was born an Ecuadorian citizen in 
Salamanca, Spain, in 1964. She is a published poet and 
specialist in Amazon studies, environmental protection, and 
indigenous rights. A self-described innovator without formal 
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diplomatic experience, she has been involved in international 
environmental issues and negotiation of biodiversity policy 
and indigenous rights under the UN Convention on Biological 
Diversity, the World Intellectual Property Organization, and 
at the World Summit on Sustainable Development in 
Johannesburg. Until recently she served as regional director 
of the World Conservation Union. She participated in 
U.S.-Ecuador negotiations over intellectual property and FTA 
environment provisions. She holds a Ph.D. in Environmental 
Geography from Rutgers Univ., earned under a Fulbright 
Scholarship. Espinosa won Ecuador\'s national poetry prize in 
1990. 


CoDel Reid a Success 


3. (C) The one-on-one meeting was held in a private office 

that Espinosa is currently using at a local university. The 
Ambassador opened by thanking Espinosa for president-elect 
Correa\'s warm reception of CoDel Reid. Espinosa said she was 
pleasantly surprised with how long Correa chose to stay at 

the Ambassador\'s reception for the CoDel, after meeting with 
them earlier in the day and given other commitments that she 
knew he had that evening. She expressed appreciation for the 
CoDel's message of openness on ATPDEA renewal and migration 
reform. 


Willing to Help with Inauguration 


4. (C) Espinosa, who will also assume the functions of Trade 
Minister under Correa\'s reorganization plan, said she very 
much wanted to meet with Used chief for the Correa 
inauguration, Secretary of Commerce Carlos Gutierrez. She 
would be especially interested to learn about USG trade 
modalities that had been proposed by Uruguay and Bolivia that 
fall short of a traditional FTA, she said. Confirming a 
meeting for the Used with president-elect Correa would be 
complicated by Correa\'s very frenetic schedule during those 
two days and coordinating requests from other delegations 
headed by chiefs of state, she said, but she would do her 
best to arrange it. 


Institutional Vision 


5. (C) Asked about her priorities as FM, Espinosa said they 
include new approaches on Ecuadorian migration (\"not just to 
the U.S. but worldwide\"), including creating a new migration 
unit within MFA and staffing it with both diplomats and 
representatives from outside the diplomatic service. Another 
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priority would be to achieve better MFA coordination of 

foreign assistance to Ecuador. The Ambassador explained the 
Administration\'s immigration reform proposals. The 
Ambassador also offered to arrange briefings for the new 
minister and her team on our development assistance programs 
as well as on U.S. counter-narcotics efforts, and Espinosa 
accepted the offer. 


Open to Discussion 


6. (C) Turning to more contentious issues, the Ambassador 
expressed concern that Correa had declared, during the 


meeting with CoDel Reid, that the U.S. only had military 
\"bases\" in Guantanamo, Puerto Rico and Manta, in this 
hemisphere. She explained that we have Forward Operating 
Locations (not bases) here, in El Salvador and Curacao, which 
of course form a corridor around Colombia, and asked that she 
convey this information to the President so that he could 

avoid this mistake in the future. Espinosa appreciated the 
information, and pledged to share the clarification with 

Correa. 


7. (C) The Ambassador raised the topics of extradition and 
visa revocations for public corruption, saying the USG will 
continue to be helpful to Ecuador in combating corruption. 
She explained that we sincerely wish to rid our country of 
corrupt and unwelcome guests. But to do so requires GOE 
cooperation, including documentation of extraditable offenses 
in high-profile cases such as that of the fugitive Isaias 
brothers. The Ambassador wanted the Correa administration to 
understand that, contrary to some press accounts pinning 
blame for inaction on the U.S., movement on that and other 
cases is currently pending necessary steps from the GOE. 
Espinosa was interested in this information and affirmed 
President-elect Correa\'s commitment to be very tough on 
corruption. She noted that she would be briefed on the issue 
by MFA staff shortly. 


Colombia Relations Need Improvement 


8. (C) Prefacing a new subject by noting that the U.S. is 

not directly involved in the issue, Espinosa expressed 
concern about Ecuador\'s strained relations with Colombia. 
This is an issue she knows about personally, she said, having 
worked extensively in the border region, especially in the 
Amazon region. 


9. (C) The GOE really wants President Uribe to attend the 
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Correa inauguration, she said, and hopes to put the 
relationship on a stronger footing in the wake of the current 
disagreement over fumigation of coca crops along the border. 
She reiterated the GOE contention that its request to the GOC 
to negotiate joint terms of reference for an international 

study on the health effects of glyphosate spraying along the 
border region has gone unanswered for months and that 
Ecuador\'s draft proposal for a binational border development 
plan has also had no response. 


Comment 


10. (C) Espinosa conveyed personal warmth, intelligence, and 
an engagingly informal style. While clearly an admirer of 
out-going career diplomat Carrion and generally in line with 
his left-of-center and nationalistic world-view, she may 
actually be less rigidly dogmatic on some issues than he has 
been. On Colombia she conveyed strong conviction that 
glyphosate is harmful, and that spraying should stop, but 
coupled that with an understanding that the relationship is 
bigger than this issue and needs to be repaired. Espinosa\'s 
lack of direct diplomatic experience is already raising 
predictable hackles in the MFA, where diplomats fear a loss 
of institutional credibility and lament Carrion\'s departure. 
Espinosa\'s personal charm will help her win allies 
domestically and abroad, but she faces a daunting challenge 
in guiding her impulsive boss. 

JEWELL 
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E.O. 12958: DECL: 01/09/2016 

TAGS: ECON, ENRG, PGOV, EPET, EINV, VE 

SUBJECT: CHAVEZ ANNOUNCES PLANS TO NATIONALIZE STRATEGIC 
SECTORS 


REF: A. CARACAS 3131 
B. CARACAS 3224 
C. BOWEN-STEUART TELCONS 
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Classified By: Classified by Econ Counselor Andrew N. Bowen for reasons 
1.4(b) and (d). 


1. (SBU) President Chavez took the opportunity during the 
swearing-in ceremony for new ministers on January 8 to 
announce plans to \"nationalize telecommunications and 
strategic areas such as water, (and) electrical energy.\" He 
added, \"all that was privatized, nationalize them\" and 
specifically singled-out the telecommunications provider 
CANTV (28.5 percent owned by Verizon). Chavez also 
instructed the Minister for Energy and Petroleum to 
\"eliminate\" capitalism in the Faja heavy-oil belt and 
announced that they would nationalize other strategic 
industries and means of production. There are major U.S. 
investments in telecommunications (Verizon), electrical 
generation (AES, PSEG, Global and CMS Energy) and oil 
production (ExxonMobil, Chevron, ConocoPhilips) that will be 
affected by these plans. To carry out his efforts, Chavez 
asked the National Assembly (AN) for the power to enact laws 
by executive order (without AN approval) and called for 
scrapping the country\'s commercial code and eliminating the 
Central Bank\'s (BCV) constitutional autonomy. Chavez\'s 
speech was followed by a spike in the parallel exchange rate 
and a massive sell off of Venezuelan stocks. END SUMMARY. 


ALL FOR ME, NONE FOR YOU? 
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2. (SBU) During his first major speech of 2007, recently 
re-elected President Chavez announced that telecommunications 
provider CANTV and other \"important and strategic\" areas 
(including electricity generation) would be \"nationalized.\" 

The most likely interpretation for these demands are for the 
companies to be expropriated, which has a specific set of 

rules under Venezuelan law and could result in \"fair\" 
compensation for the owners. Verizon owns 28.5 percent of 
CANTV and was in negotiations with Carlos Slim-backed America 
Movil to sell this stake. The deal had been postponed 

repeatedly due to CANTV\'s problems with the government, 
including an on-going fight over pension payments to its 

retirees. It is unlikely that the deal will go through now. 


3. (SBU) The Caracas power utility, EDC, and SENECA, the 
utility that supplies Nueva Esparta are both controlled by 

U.S. companies. AES of Arlington, VA owns 86.5 percent of 
EDC and SENECA is majority owned by CMS Energy of Jackson, 
Michigan. EDC has been a private company since its inception 
in the 1800s (albeit with minority state ownership) and its 
purchase by AES was approved by Chavez in 2000. EDC is 
currently valued at approximately USD 1 billion (although 
purchased for over $1.6 billion) and SENECA is valued at 
around USD 200 million. Public Service Enterprise Group, a 
publicly traded U.S. company, has a 50 percent stake in 
Turboven, a joint venture that operates two electric 

generation plants and an independent distribution network in 
northern Venezuela. 


4. (C) Chavez also stated that they would nationalize the 
strategic associations (SA) that extract and upgrade extra 
heavy crude oil in the Faja belt. The Ministry of Energy and 
Petroleum (MEP) and PDVSA are already in the process of 
negotiating the conversion of the four SAs into PDVSA 
controlled joint ventures (reftels A and B). According to an 
ExxonMobil executive (PROTECT), Chavez\'s announcement does 
not mark any change in the current policy. Chevron Latin 
America President Ali Moshiri (PROTECT) had a more 
pessimistic view believing that the BRV wants to eventually 
nationalize the upstream part of operations and keep the 
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downstream privatized. A ConocoPhillips executive stated his 
company is still evaluating Chavez\'s statements and is not 

sure what he meant by the term \"nationalize.\" (COMMENT: The 
original MEP press release stated that a new law would 

\"permit the nationalization of the privatized electrical 
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sector and eliminate the participation of the transnationals 

in the associations in the Faja Belt." The release, dated 
January 9, was revised to read \"permit the nationalization of 
the privatized electrical sector and enterprises operating in 
the Faja Belt." END COMMENT.) 


5. (SBU) CANTV and EDC represent approximately one quarter of 
the daily trading volume of the Caracas Stock Exchange (BVC), 
and CANTV is traded in the U.S. via American Depository 
Receipts (ADR) on the New York Stock Exchange (NYSE). SENECA 
has shares that trade on the BVC and over the counter in the 
United States via ADRs. CANTV is the only Venezuelan company 
traded on the NYSE. The NYSE halted trading in CANTV shares 
yesterday afternoon after the price fell over 14 percent 

following Chavez\'s remarks. According to a contact at NYSE, 
they had to call Caracas to inform CANTV of Chavez\'s remarks 
and their decision to halt trading on January 8, as 

apparently no one in CANTV\'s offices was watching either 
Chavez\'s speech or the stock ticker. Almost 80 percent of 
CANTV\'s shares are traded in the United States. As of the 
morning of January 9, CANTV had issued no public comments, 
other than to say that they had heard Chavez\'s remarks, but 

had not heard yet from the government. CANTV shares in New 
York fell an additional 28 percent on January 9 and trading 

in Caracas was halted after the price fell over 20 percent in 

less than an hour. The BVC index was down 19 percent at the 
end of trading today as investors sold across the board. 


6. (C) Chavez also asked the AN for an omnibus enabling law, 
similar to the one passed in 2001, that would allow him to 
enact decrees with the force of law and without AN debate or 
approval. Potential diktats from Chavez include a revision 

of the country's commercial code, which governs how all 
businesses operate, and the elimination of the Central Bank\'s 
autonomy. Revising the commercial code would allow the 
government to further encircle and emasculate the private 
sector. The BRV could conceivably use the new commercial 
code to constrain profitability or investments, and in 

general further the nascent and ongoing import substitution 
industrialization policies that discourage imports and 

foreign ownership. Although the new code should not be 
applied retroactively under Venezuelan law, given the BRV\'s 
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record on the sanctity of contracts, it is conceivable that 
it could apply the new code in such a manner. 


7. (SBU) Ever since the revision to the Central Bank law in 
2005, the concept of Central Bank (BCV) autonomy has been 
more statutory than de facto. Outgoing BCV director Maza 
Zavala noted that it was \"inconceivable\" to have a Central 
Bank without autonomy, though calls for autonomy will be 
seldom heard when he is replaced by former Finance Minister 
Nelson Merentes. This will leave the board of directors of 

the bank entirely in the hands of Chavez appointees. 


8. (SBU) The parallel market for dollars spiked January 8 at 

over 3600 Bolivars/dollar (67 percent over the official rate 

of 2150/dollar) and is expected to continue to rise as the 
expropriation of CANTV would eliminate the most popular means 
of obtaining dollars outside of the increasingly restrictive 
Commission for the Administration of Foreign Exchange 
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(CADIVI). One contact said that their parallel market 
transactions had essentially been halted as they develop more 
complex methods for the transaction. He added that firms 
using other methods were selling dollars at 3900 
Bolviars/dollar this morning and the rate may break 4000/1 by 
the end of the day. Another contact noted that almost 80 
percent of the business of Caracas\'s stock brokers is now 
devoted to this parallel market and the potential elimination 

of this escape hatch for investors may cause a run on 
dollar-denominated assets. 


9. (C) COMMENT: Chavez\'s speech on January 8 merely followed 
through on many threats he and the BRV had been foreshadowing 
for the past year. Chavez generally intends to do what he 

says. The boldness of the speech seems to have caught the 
private sector and world press by surprise. Taken together, 

plans to nationalize \"strategic\" industries (in the BRV 

\"strategic\" can mean anything from ports to electricity to 

sugar), undo privatizations, eliminate BCV autonomy, and 

rewrite the basic laws governing private industry all point 
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towards a much more statist approach. Along with plans to 
create a single party, ChavezYs announcements represent a 
move towards what he defines as \"Socialism for the XXI 
Century." Many have questioned how a country where trade 
accounts for 60 percent of GDP and sales of everything from 
imported pastas to luxury cars has skyrocketed can be 
socialist. It is beginning to become clear that, for Chavez, 
\"socialism\" is control of the country's means of production, 
through outright government ownership of strategic (and 
thoroughly profitable) enterprises and control via legal 
constraints and fear of the remainder. 


10. (C) In previous instances, including the expropriation of 
a Heinz bottling plant and the conversion of the Operating 
Service Agreements (OSA) to joint ventures, the government 
threatened and cajoled and in the end negotiated with the 
private companies, who eventually settled or sold out to 
others who would settle. Given the precipitous fall of 
CANTV\'s share price yesterday and today, one of Chavez\'s 
gals could have been as simple as to talk the pricedown to 

a point that he can simply buy it outrigt, although we are 
reluctant to ascribe such hig-finance machinations to 
Chavez. In any event, tis first speech of the new year 
seems very likel to portend more of what is yet to come in 
2007 nd the following years. END COMMENT. 


WHITAKER 
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1. (C) SUMMARY: During a January 5 meeting with Special Envoy 
Andrew Natsios, UN DPKO U/SYG Jean Marie Guehenno said the UN 
is making progress in implementing phases one and two of the 
Addis/Abuja framework. Full implementation, however, will 
require greater clarity on the UN/AU hybrid command phase of 
the mission and further support from member states. Planning 

for the UN/AU hybrid phase has yet to begin pending UN/AU 
agreement on the heavy assistance package. Guehenno reported 
difficulty in convincing member states to contribute key 

enabling functions, such as engineering, medical and 

logistics capacity. In light of unresolved issues concerning 

UN control of Darfur peacekeeping, A/SYG Jane Holl Lute 
highlighted the importance of finalizing the 607 Agreement 
between the USG and the UN for the light assistance package. 


2. (U) UN Participants: DPKO U/SYG Jean Marie Guehenno, DPKO 
Deputy Hedi Annabi, A/SYG Jane Holl Lute, DPKO Africa 

Director Dimitri Titov, UN notetaker. USG Participants: 

Special Envoy Andrew Natsios, Chief of Staff Envoy Andrew 
Steinfeld, AF/SPG Lauren Landis, USUN MSC LTC Patrick Murray, 
USUN Poloff (notetaker). 


3. (C) Natsios urged UN DPKO to move forward as rapidly as 
possible with implementation of the Addis/Abuja framework and 
asked how the U.S. could help expedite this process. 
Guehenno responded that DPKO has made substantial progress 
with the phase one light assistance package. According to 
Guehenno as of January 5, 36 officers are deployed in Darfur 
(14 military advisors, 25 police advisors), 67 additional 
military and police personnel are waiting in Khartoum pending 
completion of their barracks in Darfur, and the UN is seeking 
77 additional staff officers to fulfill the remaining 

positions. Guehenno said barracks for 190 UN personnel 
should be completed by January 22, allowing phase one 
deployment to Darfur to proceed as troops become available. 
Recruitment of the remaining staff officers continues. 
Guehenno asked about the status of the two requested U.S. 
staff officers. (NOTE: DOD is reviewing this request. END 
NOTE). So far, he said UN DPKO has funded the light 
assistance package from the UNMIS budget, but will be 
required to go to the General Assembly to ask for 
reimbursement for this phase of the operation before it can 
seek funding for phase two. 


4. (C) In regard to the phase two heavy support package, 
Guehenno reported difficulty in convincing TCCs to contribute 
technical and enabling functions. While the Addis/Abuja 
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framework mandates that the bulk of troops come from AU 
member states, Guehenno noted that the heavy support package 
will require types of support that only western TCCs can 

provide -- medical, logistics, and engineering functions. 

Likewise, Guehenno commented that the UN would prefer formed 
police units rather than individual advisors. To date few 
countries have been forthcoming with offers of this type of 
support due to security concerns as well as a lack of 

assurances that the troops will be under UN command and 
control. 


5. (C) Annabi interjected that Egypt has not yet delivered on 

a promise to provide 36 armored personnel carriers. Guehenno 
opined that finding these sorts of specialized units will 

take time as there is limited availability given the number 

of peacekeeping operations underway. He worried that 
President Bashir will resist non-African units, which would 
slow progress further. In regard to financial needs, 

Guehenno estimated that the UN would need $174.8 million to 
support the first six months of UN support to AMIS. To draw 
on UN assessed contributions, this funding request will 

require the approval of member states and the Fifth committee 
which would also take time. 


6. (C) Lute and Guehenno admitted that barracks for phase two 
will also be a problem but agreed to look into ideas proposed 
by Natsios and Landis. They admitted that \"sponsor-a-camp\" 
programs had worked in other situations but were reluctant to 
use this approach in Darfur. 


7. (C) Guehenno added that, in the short term, the AU is 

posing the largest delay for the heavy support package. The 

AU is rejecting a number of key components of the package, 

and if they are not sorted out by the tripartite meeting 

scheduled for January 10, UN DPKO may seek U.S. assistance to 
pressure the AU. The points of contention include Force 
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Protection Units, Human Rights Monitors and attack 
helicopters. Once the AU agrees fully to the heavy 
assistance package, the UN will send a letter to Bashir with 
the details of the package and ask for his agreement in 
writing. 


Clarity Needed on All 
Phases of Addis/Abuja 


Column 3 

8. (C) Repeating concerns DPKO raised previously on the 
importance of political clarity on all three phases of the 
Addis/Abuja framework, Guehenno said the mission will need a 
clear reporting relationship with the UN and unambiguous 
Sudanese acceptance of all three phases of the Addis/Abuja 
framework. Guehenno commented, \"No serious country will 
contribute troops without clarity of command and the 
guarantee of UN funding and protection.\" Without clarity on 
these issues, Guehenno predicted that it would be difficult 

to get TCCs with quality troops to contribute. Guehenno said 
he hoped to include a full brigade from India, or possibly 
Pakistan, but forces from either country would not accept 
anything other than a clear command relationship with the UN. 
Given the lack of political clarity on these issues, 

Guehenno predicted that implementation of heavy support 
package and the transition to a AU/UN hybrid mission could 
take &several months.8 


607 Agreement, 
PAE Contracts 


9. (C) Natsios noted that the U.S. is supporting the UN light 
assistance to AMIS through its contractor PAE on a 
reimbursable basis, stressing the need for rapid conclusion 

of U.S.-UN negotiation of a 607 reimbursable agreement. Lute 
agreed on the importance of finalizing these arrangements but 
added her frustration about the limited scope and timeframe 

of U.S. assistance. She admitted that the UN is under 
enormous pressure from member states to ensure full financial 
accountability for all expenditures and therefore it would be 

as difficult for DPKO to execute its own contract in four 

months as for the U.S. Likewise, the rapidly expanding 
number of global peacekeeping commitments is stretching the 
UN\'s administrative capacity to the breaking point." 


10. (C) AF/SPG Lauren Landis responded that the U.S. 
appreciated these pressures and hoped to conclude 607 
Agreement arrangements during a planned January 9 meeting in 
New York. Lute commented that both bureaucracies would have 
to work together to find a \"creative solution to support the 
deployment of UN peacekeepers to Darfur. 


11. (U) AF/SPG Lauren Landis cleared this message. 
WOLFF 
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Classified By: Classified By: Political Officer Eric W. Kneedler, reaso 
n: 1.4 (b) and (d). 


SUMMARY 


1. (C) On January 8 the Reform Star Party (PBR) exercised its 
right to recall member Zaenal MaVarif from the Indonesian 
House of Representatives (DPR). Zaenal, who served as the 
Vice Chairman of the DPR, had systematically aggravated the 
PBR party leadership by neglecting his constituents in north 
Sumatera, skimming party funds, and shining an unwelcome 
spotlight on the party by taking a second wife. After 

failing in their initial attempt to simply remove Zaenal from 

his high profile post as DPR Vice Chairman, PBR leaders later 
determined they had no alternative but to recall Zaenal from 
the DPR entirely. Zaenal\'s removal from the DPR opened up a 
highly coveted Vice Chairmanship slot and immediately 
triggered a hotly contested race among the political parties 

to fill the plum post. End Summary. 


PBR SAYS ENOUGH IS ENOUGH 


2. (C) On January 8 the PBR formally pulled the plug on 
Zaenal MaVarif's tenure in the DPR after efforts to call the 
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renegade parliamentarian to heel had proven fruitless (Note: 
In the Indonesian legislative system, political parties have 

the power to remove party members from the DPR at the party\'s 
discretion. End Note). According to Ade Nasution, a PBR 
parliamentarian, Zaenal had rankled PBR leadership first by 
ignoring his constituents in northern Sumatera and then by 
pointedly refusing to take steps to address the problem. 
Compounding matters, Zaenal showed little interest in 
advancing party goals in the DPR, refused to take phone calls 
from party leaders, and according to media reports, 
repeatedly missed scheduled meetings with his party 
colleagues. 


3. (C) Ade Nasution told us the PBR\'s problems with Zaenal 
did not end with his public displays of impertinence or even 
his apparent contempt for party prerogatives. Zaenal was 
also reportedly well known for redirecting party funds into 

his own coffers. According to Nasution, during the PBR\'s 
2004 party congress Zaenal squirreled away 2.5 billion rupiah 
($277,000) from the PBR campaign budget for his own use. 
Nasution told us that even though many in the party were well 
aware of this outright theft, the party declined to pursue 

the matter out of concern the incident would attract 
unfavorable publicity. 


4. (C) Media accounts of the recall have highlighted polygamy 
as a determining factor in the party\'s decision to oust 

Zaenal. The truth, according to Nasution, was that Zaenal\'s 
decision to take a second wife was of secondary importance to 
party calculations regarding his fate. Though party leaders 

felt Zaenal\'s public trumpeting of a second wife did not 
necessarily reflect well on the party, as a matter of policy, 

the Reform Star Party recognized the legality of polygamy. 
Polygamy was not a determining factor in his dismissal, but 

it certainly did not help Zaenal\'s cause with the party. 


5. (C) Nasution told us that despite his egregious 
misconduct and poor judgment, Zaenal did not seal his fate 
with the party until he told reporters a few weeks ago that 

he would consider forming his own party if the PBR sought to 
recall him. According to Nasution, it was this final display 

of disloyalty that ultimately cost him his job. 


DPR LEADERSHIP IMPLICATIONS 


6. (C) Zaenal\'s dismissal created an immediate vacancy in one 
of the DPR\'s three Vice Chairmanship positions. The other 

two DPR Vice Chairman -- Soetardjo Soegoeritno and Muhaimin 
Iskandar -- were from the Indonesian Democratic Party - 
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Struggle (PDI-P) and the National Awakening Party (PKB), the 
second and fifth largest factions in the DPR respectively. 

The PBR, on the other hand, held just two percent of the 
seats in the DPR and was only the eighth largest party in 
parliament, having secured its Vice Chairmanship almost 
entirely on the strength its alliance with Golkar, the DPR\'s 
largest party. 
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7. (C) In the coming days the lobbying and political horse 
trading for the open Vice Chairman position will reach a 
fever pitch. Despite relinquishing the position voluntarily, 
the Reform Star Party does not figure to be a major player in 
the negotiations to find a new Vice Chairman, and in all 
likelihood will not be given a second opportunity to fill the 
slot. Speculation surrounding the vacant Vice Chairmanship 
has thus far focused largely on SBY\'s Democratic Party, the 
DPR\'s fourth largest party and an underrepresented presence 
in the DPR\'s leadership ranks. 

PASCOE 


91946 

RR RUEHNZ 

DE RUEHWL #0029 0092348 

ZNR UUUUU ZZH 

R 092348Z JAN 07 ZDK 

FM AMEMBASSY WELLINGTON 

TO RUEHBY/AMEMBASSY CANBERRA 4690 

INFO RUEHNZ/AMCONSUL AUCKLAND 1092 

RUEHC/SECSTATE WASHDC 3702","UNCLAS WELLINGTON 000029 


SIPDIS 
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PLEASE PASS TO LEGATT CANBERRA 


E.O. 12958: N/A 

TAGS: ASEC, JUS, XB, XV 

SUBJECT: COUNTRY CLEARANCE FOR LEGATT GREGORY B. GROVES FOR 
TRAVEL TO RAROTONGA, JAN 17-20, 2007 


REF: CANBERRA 00038 
1. (SBU) Embassy Wellington welcomes and grants clearances 


for Canberra Legal Attache Gregory B. Groves to travel to 
Rarotonga, Cook Islands from January 17-20, 2007. The purpose 
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of this visit is to meet with representatives from the Cook 
Islands Police Service and provide information on any 
training needs that the police service may require. 


2. (U) Embassy understands that country clearance is the only 
assistance required and that lodging and transportation have 
already been secured. 


3. (SBU) Embassy point of contact is RSO James Doherty. 
Contact details are as follows: 


Office: 644-462-6013 
Fax: 644-462-6070 
Cell: 027-451-2537 
Email: dohertyjp@state.gov 


4. (SBU) Security Assessment -- The Cook Islands is a 
Parliamentary democracy in free association with New Zealand, 
on which they rely for defense and assistance in meeting 
low-level security threats. The Embassy is not aware of any 
specific threats to U.S. facilities or personnel at this time 

in the Cook Islands. However, in light of the worldwide 

security alert, all visitors should heighten their security 
awareness and report any unusual incidents to the Regional 
Security Office at the Embassy in Wellington, New Zealand 
(64-4-462-6000). 


(SBU) Following the September 11, 2001 terrorist attacks in 
the U.S. and the 2002 and 2005 terrorist bombings in Bali, 
there has been concern that terrorists might seek to take 
advantage of the low level of security maintained in small 
island states such as the Cook Islands in order to target 
tourists in previously safe destinations. New Zealand has 
worked with the Cook Islands to improve airport security in 
response to this possibility. 


(U) As a result of recent military action in Iraq, there is a 
potential for retaliatory actions to be taken against U.S. 
citizens and interests throughout the world. Public 
demonstrations carry the potential for precipitating violence 
directed at American citizens. 


(SBU) U.S. Government facilities worldwide remain at a 
hightened state of alert and some have drawn down their 
dependents and/or personnel. These facilities may temporarily 
close or suspend public services from time to time due to 
security reasons. In those instances, U.S. embassies and 
consulates will make every effort to provide emergency 
services to American citizens. Monitor the local news and 
maintain contact with the nearest U.S. Embassy or Consulate. 


Column 3 

5. (U) Crime -- Appropriate common sense precautions should 
be taken, especially at night, to avoid becoming an easy 
target opportunity for pickpockets and thieves. 


6. (U) Weather -- Severe cyclones present a threat during the 
hurricane season; however, this is generally only from 
November to March. 

McCormick 
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USDA FOR FAS/FAA/DEVER, USDA/APHIS/IS/ELEANORA LASSITER 


E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: FIESELMANN-NEW ZEALAND COUNTRY CLEARANCE 
REF USDA FAS 662216 


1. Embassy grants country clearance to Daniel Fieselmann, Plant 
Protection and Quarantine, Animal and Plant Health Inspection 
Service, Raleigh, North Carolina, to visit Wellington and 
Christchurh, New Zealand from February 10-17, 2007 to attend 
pre-quad 

for Science and Technical Meetings/Border Security Meetings. 


2. Embassy understands that country clearance is the only assistance 
required. 


3. Point of contact at the American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington@usda.gov 
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4. Travelers can exchange currency at the airport upon 


arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to travelerYs checks only upto US100.00. 
Personal checks will not be accepted. 


5. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


7. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to travelerYs checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


6. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


7. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 

meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 
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b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 
services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 
Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
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Christchurch traffic is significantly better; however, 

during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


¡. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

McCormick 
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STATE FOR EAP/ANP - DAN RICCI 
NASA FOR NASA/JSC - EDDIE GLOOR OR CHRIS GIULIETTI 


E.O. 12985: N/A 
TAGS: OTRA, TSPA, NZ 


Column 3 
SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR JAMES LOCKE, JANUARY 18 
- FEBRUARY 2, 2007 


REF: STATE 01828 


1. (SBU) Embassy welcomes and grants country clearance to NASA 
Johnson Space Center Official James Locke to travel to Christchurch, 
New Zealand from January 18 - February 2, 2007. The purpose of this 
visit is to transit New Zealand en route to McMurdo Station, 

Antarctica, where he will evaluate onsite medical facilities. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Political Officer Tod E. 
Duran. Contact details are as follows: 


Office: 644-462-6043 
Fax: 644-472-3537 
Cell: 027-451-2538 
E-mail: DuranTE@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Christchurch hotels is approximately NZD $35.00. A commercial 
shuttle service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
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complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 
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is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 


Column 3 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


McCormick 
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DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 01//07 


Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


4) In collision with Japanese tanker in Persian Gulf, US 
nuclear-powered sub was operating underwater 


Defense Ministry launched: 
5) New Defense Ministry transitioning into a policy-making agency, 
competing with Foreign Ministry in relations with US 
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6) Many hurdles ahead for new Defense Ministry, including 
implementing USFJ realignment, missile defense promotion 

7) Bill to establish a permanent overseas dispatch law for the SDF 
will be postponed 

8) With launching of a defense ministry, some senior civilian posts 
will be filled by uniformed officers 

9) Chorus of criticism from the opposition parties about Defense 
Ministry launching 


Futenma issue: 

10) Okinawa governor presses JDM vice minister for minor changes in 
V-shaped runway plan at Camp Schwab shore 

11) V-shaped runway will be implemented as planned, despite 
Okinawa\'s demand for changes 


12) Kantei (Prime Minister\'s Official Residence) mad as hornet at 
personal diplomacy in Pyongyang by LDP\'s Taku Yamasaki 


13) Government to recognize India as nuclear power, give priority to 
building bilateral economic ties 


14) Minshuto (Democratic Party of Japan) to focus Diet strategy on 


attacking LDP on social-disparity issue in run up to Upper House 
election 


15) Salary of secretary of LDP\'s Eto allegedly paid for by company 
with close ties to lawmaker 


Articles: 
1) TOP HEADLINES 


Asahi &Nihon Keizai: 
Mizuho, Shinko to merge to form Japan\'s No. 3 broker in revenue 


Mainichi: 
JAL to cut 3,000 employees over several years 


Yomiuri: 
Government to recognize India as nuclear power 


Sankei: 
Under revised Money-lending Control Law, Citigroup to close 80% of 
outlets 


Tokyo Shimbun: 
Real picture of Iraq dispatch (Part 1): Changing SDF - Ceremony 
under preparation, ready to die in battle 


Akahata: 
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Zensho pays unpaid extra money for overtime to 6,000 part-timers at 
Sukiya 


2) EDITORIALS 


Asahi: 

(1) Prime minister\'s tour of Europe has significance as chance to 
widen perspectives 

(2) Switch set of mind from \"gymnastics\" to \"sports\" 


Mainichi: 

(1) Launch of Defense Ministry: Future is a cause for concern 

(2) Prime minister, foreign minister visit Europe: Turn attention to 
Asia 


Yomiuri: 

(1) Prime Minister\'s visit to Europe: Strengthen ties from new point 
of view 

(2) Resumption of Mihama Atomic Plant: Priority must be given to 
safety to restore confidence 


Nihon Keizai: 
(1) Defense Ministry must be modest 
(2) EU \"frazzled by expansion\" 


Sankei: 

(1) Mihama Atomic Plant: Efforts needed to give top priority to 
safety 

(2) Liberalization of telecom services: Employ ingenuity to perceive 
irregularities 


Tokyo Shimbun: 

(1) Launch of Defense Ministry: Defense-only policy must be 
maintained 

(2) ASEAN: Efforts necessary to strengthen footing 


Akahata: 

(1) Does prime minister still try to protect Agriculture Minister 
Matsuoka? 

3) Prime Minister\'s Official Residence (Kantei) 


Prime MinisterYs schedule, January 9 


NIHON KEIZAI (Page 2) (Full) 
January 10, 2007 
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08:57 

Issued an appoint letter to Defense Minister Kyuma at Kantei. 
Afterwards, attended a cabinet meeting. 


09:42 

Received a salute from an honor guard at Defense Ministry. Later, 
met with Kyuma and then attended the ceremony commemorating the 
shift of the JDA to a ministry. 


10:18 

Attended a party executives\' meeting at LDP headquarters. Secretary 
General Nakagawa remained. Later, joined the first work of the party 
this year. 


11:03 
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Attended a government-ruling camp liaison meeting at Kantei. 
Afterwards, met with Chief Cabinet Secretary Shiozaki and Deputy 
Chief Cabinet Secretary Matoba. 


12:01 
Met with Cabinet Intelligence Director Mitani. 


12:44 
Left Haneda Airport on a government plane. 


(Local time) 


Afternoon 
Arrived at Heathrow Airport in London, Britain. 


4) \"Nuclear submarine was cruising underwater\" according to US 
Navy\'s account when the collision occurred 


ASAHI (Page 31) (Full) 
January 10, 2007 


A US nuclear-powered submarine collided with the Japanese 
supertanker, the Mogamigawa, in the southern part of the Strait of 
Hormuz in the Persian Gulf. On this accident, the US Navy yesterday 
revealed that the nuclear submarine hit the tanker when cruising 
underwater. When a submarine navigates underwater, it is allegedly 
obligated to avoid any collision. Upon the return home of the 

tanker\'s crew, the Japan Coast Guard (JCG) will question them under 
domestic law and investigate how the collision occurred. 


According to Kawasaki Kisen Kaisha, Ltd., when the collision 
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occurred, two crewmembers were on lookout for sea and the radar, but 
reportedly they did not recognize any figure or lights of the 

submarine beforehand. 


Meanwhile the US Navy\'s 5th Fleet announced that an accident 
occurred while the US submarine the Newport News \"was navigating 
underwater\" in the Strait of Hormuz. The Navy is collecting data 
showing the details of damage to the submarine, but it says there 

are no reports of any damage to the engine (nuclear reactor) or any 
radiation leakage. The bow of the submarine seems to have struck the 
left rear side of the tanker. 


According to maritime experts, the UN Conference on the Law of the 
Sea allows a submarine to submerge when it navigates on the high 
seas. But when the submarine submerges, ships can\'t find out the 
location of the submarine, so the submarine is obligated to avoid 
any collision. 


The Mogamigawa is a Japanese vessel, so Japanese law will be applied 
to the collision case this time. The JCG will question the captain 

of the ship and other crewmembers under the Rule of Sea and other 
laws. 


5) With shift to ministry status, Defense Ministry aims to become a 
policy-planning office; May conflict with Foreign Ministry over 
relations with US 


MAINICHI (Page 2) (Excerpts) 
January 10, 2007 


Nobutake Yamashita 
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The Defense Agency (JDA) yesterday was formally upgraded to a 
ministry as the 11th one in the government. Following this upgrade, 
the Ministry of Defense (MOD) aims to depart from the previous 
status of the management office over the Self-Defense Forces (SDF) 
to become a policy-planning office. The ministry aims to amend the 
Defense Ministry Establishment Law in the upcoming ordinary session 
of the Diet in order to implement the reorganization of the internal 
offices in September. But a number of tasks remain to be resolved. 
The focus of attention in the days ahead is likely to be on what to 

do about the role-sharing with the Ministry of Foreign Affairs 

(MOFA), with which the JDA had previously worked together to chart a 
security policy, and with the Japanese version of the national 

security council (NSC) planned to be established in the Prime 
Minister\'s Official Residence (Kantei). 
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\"The Ministry of Defense needs to have a strategic viewpoint when 
considering the future of the state and also needs to strengthen the 
policy-planning functions so that the ministry can meet not only our 
country\'s security but also the international community\'s 
expectations.\" Defense Minister Fumio Kyuma thus stressed the need 
to beef up the policy-planning capability expected from the ministry 

at the ceremony commemorating the promotion of the JDA to a ministry 
yesterday. 


In the process of the reorganization, the MOD will establish a VUS 
force realignment liaison post" in the Minister\'s Secretariat, which 
will be responsible for the realignment of USF. It will also 
establish a \"Japan-US defense cooperation division\" and an 
\"international policy division\" in the Defense Policy Bureau in 
order to enhance relations with national defense officials of other 
countries. 


On the other hand, the MOD\'s relations with MOFA are somewhat 
delicate. The JDA, which had increased its influence, leveraged by 
such elements as overseas dispatches of the SDF, has occasionally 
taken the lead in the talks with the US over the realignment of the 

US forces in Japan, and even a senior MOFA official noted, \"The JDA 
has outsmarted MOFA." At the time of North Korea\'s nuclear tests in 
last October, a conflict between the JDA and MOFA over the concept 
of situations in areas surrounding Japan (or contingencies around 
Japan) surfaced. Both ministries are likely to engage in a tug of 

war in the coming months. 


6) Mounting challenges awaits Defense Agency, including US force 
realignment, promotion of MD system; Ministry to transform itself 
into policymaking body speedily 


YOMIURI (Page 2) (Abridged slightly) 
January 10, 2007 


The Defense Agency was upgraded to the Defense Ministry yesterday. 
With the Self-Defense Force\'s international peacekeeping activities 
also upgraded to primary duties, the ministry is now being pressed 

to transform itself into a true policymaking government body. With 
many policy challenges lying ahead, such as the realignment of US 
forces in Japan and the promotion of a missile defense system, the 
newly established Defense Ministry must now overcome its structural 
weakness in human resources compared to other ministries. 


Uniqueness 
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“We must change ourselves in order to become a true policymaking 
body. The ministry\'s policymaking functions must be strengthened not 
only for the security of Japan but also in order to fully meet the 
expectations of the international community." 


In a speech at the ceremony yesterday, Defense Minister Fumio Kyuma 
underscored the need to strengthen the ministry\'s policymaking 
functions by repeatedly using the expression \"policymaking 

ministry.\" The ministry is tasked with proceeding with such 

challenges as US force realignment, including the planned relocation 

of Futenma Air Station in Okinawa, improving the MD system, and 
continued reconstruction assistance in Iraq on the one hand, and 
planning medium to long-term security polities on the other. 


But chances are that the more the Defense Ministry tries to exhibit 
its uniqueness, the more discord will break out with the Foreign 
Ministry, which now oversees relations with the US, and with the 
Prime Minister\'s Official Residence (Kantei), which is studying the 
option of creating a Japanese-version National Security Council 
(NSC) will be pronounced over role-sharing and adjusting views. 


In fact, while Prime Minister Shinzo Abe is eager to establish a 
permanent law on SDF overseas missions, Kyuma again took a cautious 
view yesterday, saying, \"We must first determine on what kind of 
mission the SDF should be dispatched overseas to accomplish.\" 


Cultivating human resources 


A lack of home-grown talented senior officers is also a headache for 
the Defense Ministry. 


Vice-minister candidates have come from such offices as the Finance 
Ministry and the National Police Agency. Of the 28 past vice defense 
ministers, only five hailed from the Defense Agency. This can be 
explained partially by the fact that the ministry has not hired 

those who passed the advanced examination for national civil 
servants for its administrative posts for a long time. 


Incumbent Vice Defense Minister Takemasa Moriya, who comes from the 
Defense Agency, assumed office in August 2003. Now in his fourth 

year, Takemasa has been in the post for an unusually long time. 
Takemasa\'s expected retirement from the post this summer reflects 

the ministry\'s shortfall in human resources. 


In the wake of a series of improprieties involving SDF personnel, 
including information leaks, Moriya issued under the date of Jan. 9 
a notice seeking an improved education system, including the strict 
observance of regulations by SDF personnel. The Defense Ministry 
intends to enhance training programs for defense officials and 
officers. 
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7) Government decides to defer on a plan to submit to the ordinary 
Diet session a bill for establishing a permanent law on overseas 
troop dispatches out of concern for impact on Upper House election 


MAINICHI (Page 2) (Full) 
January 10, 2007 


Yu Koyama 


The government decided to defer on a plan to submit to the ordinary 
Diet session to be convened on Jan. 25 a bill for the establishment 
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of a permanent law stipulating the requirements for overseas 
dispatches of Self-Defense Forces (SDF) personnel. With the 
promotion yesterday of the Defense Agency to the Ministry of 
Defense, the SDF personnel\'s overseas operations have now become 
major duties. Taking advantage of this occasion, the government is 
trying to establish a permanent law on overseas dispatches of the 
SDF in order to expand their duties, but it has decided to defer the 
submission of the bill out of consideration for a possible impact on 
the Upper House election slated for July. The government also has 
decided to postpone coming up with a conclusion on the study of 
adding changes to the interpretation of the Constitution\'s Article 9 
as called for by Prime Minister Shinzo Abe so that the conclusion 
will be reflected in the permanent bill on overseas dispatches. 


Regarding this permanent bill, the government formed a study team 
(composed of some 20 persons) in the Cabinet Secretariat in August 
2003, and the team has been preparing legislation to date. At the 
New Year\'s press conference on Jan. 4, the prime minister indicated 
he was positive about that legislation, noting, \"We need to rebuild 

a legal basis for security to meet the needs of the times." But the 
New Komeito, the junior coalition partner of the government, is 
cautious about such matters as relaxing the rules for the use of 
weapons and the expansion of the SDF duties ahead of the Upper House 
election. In addition, Defense Minister Fumio Kyuma stated at a 
press conference yesterday: \"In order to move forward discussions, 
we need to sort out the way of the use of weapons and the duties.\" 


8) Kyuma considering making changes to sanjikan system, including 
abolishing it and appointing uniformed officers 


ASAHI (Page 1) (Excerpts) 
January 10, 2007 


In the wake of the Defense Agency\'s upgrade to the Defense Ministry, 
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Defense Minister Fumio Kyuma announced a policy direction in a press 
conference yesterday to review the current director-general 
(sanjikan) system of Defense Ministry officials not in uniform 
assisting the defense minister to either abolish it altogether or 

make fundamental changes to it. The system, introduced from bitter 
lessons learned from the military\'s reckless actions during the war, 
is designed to allow the Diet and cabinet to exercise civilian 

control and non-uniformed officers to control uniformed personnel. A 
review would increase the importance of control of the Self-Defense 
Forces by the prime minister and the Diet. 


Kyuma said regarding the system: \"It has been 50 years since the 
system was established. I\'ve been wonder if it should be left as it 

is. | think we should consider (changing it).\" When he was serving 
as defense agency chief 10 years ago, Kyuma also tried to appoint a 
uniformed officer as chief of the then education bureau to educate 
and train SDF personnel. But his attempt failed due to the Defense 
Agency Establishment Law, which stipulated to appoint sanjikan as 
bureau chiefs. 


9) Defense Ministry inaugurated: Opposition camp criticizes upgrade 
as dangerous move 


TOKYO SHIMBUN (Page 2) (Full) 
January 10, 2007 


In response to the inauguration of the Defense Ministry, opposition 
parties stepped up criticism of Prime Minister Abe, who is aiming at 
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continuing Self-Defense Forces\ activities in Iraq and revising the 
interpretation of the Constitution, which bans the exercise of the 
right to collective self-defense. 


Democratic Party of Japan (DPJ or Minshuto) Secretary General Yukio 
Hatoyama during a press conference pointed out, \"A set of bills to 
upgrade the Self-Defense Agency to a status of ministry stipulated 

in a manner like fishing in troubled waters that SDF operations in 

Iraq should be made mainstay operations. He also stated, \"The Iraq 
war itself was mistaken. The Air Self-Defense Force is still 

operating in Iraq. | want Japan to quickly become aware of the 
mistake.\" He thus criticized the government for continuing ASDF 
operations in Iraq. 


Japanese Communist Party head of the Secretariat Tadayoshi Ichida 
during a press briefing criticized the upgrade of the Defense Agency 

to ministry status as a \"very dangerous move that is being promoted 
with two wheels of a cart along with the move to change the 
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interpretation of the Constitution.\" Social Democratic Party head 
Mizuho Fukushima also stressed during a press conference: \"The first 
step for the SDF to act along with US forces on global battle fields 

has been taken. | feel a sense of alarm about that.\" 


10) Okinawa expresses willingness to accept V-shaped Futenma 
relocation plan 


YOMIURI (Page 2) (Abridged slightly) 
January 10, 2007 


Okinawa Vice Gov. Zenki Nakazato has conveyed Gov. Hirokazu 
Nakaima\'s wishes to Vice Defense Minister Takemasa Moriya that the 
prefectural government would accept the government\'s plan to build 
V-shaped runways on the coastline of Camp Schwab to take over 
functions of Futenma Air Station with minor changes to it, sources 
said yesterday. Now that Okinawa has conveyed its willingness to 
accept the V-shaped plan on the condition of minor changes, the 
situation might move forward toward a breakthrough. 


According to the sources, Nakazato told Moriya on Jan. 8: \"Moving 
the envisaged runways to a point in restricted waters (within 500 
meters from the shore) would be in the scope of the Japan-US 
agreement. The anti-base group would not be able to block it.\" In 
response, Moriya only said, \"The government\'s plan cannot be 
changed.\" 


Meanwhile, Defense Minister Fumio Kyuma has indicated that he would 
not have to stick to the government\'s plan, saying, \"As long as an 
agreement is reached among the US, the central government, and 
affected municipalities, anything will do.\" Kyuma also said ina 

press conference after the cabinet meeting yesterday, \"There are 
people who rule out any change to a plan once an agreement is 
reached between governments. Such thinking is too stiff.\" 


Whether or not the government can work things out with the US is 
uncertain. A Defense Ministry official noted yesterday: \"Okinawa\'s 
suggestion for minor changes might serve as a settlement line.\" 


11) Okinawa calls for minor changes in V-shape runway construction 
plan 


TOKYO SHIMBUN (Page 1) (Full) 
January 10, 2007 
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The Okinawa prefectural government has proposed to the Defense 
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Ministry minor changes in the plan agreed on between Japan and the 
United States last May to build runways in a V-shape formation in a 
coastal area of Camp Schwab in Nago as alternative heliport 
functions of the US Marine Corps\' Futenma Air Station in Ginowan. 
Under the proposal, the runways would be built farther from the 
shore than under the agreed plan but within the restricted waters, 

the aim being to avoid obstructive moves by base opponents. The 
Okinawa government\'s revised plan was revealed for the first time. 


Okinawa Vice Governor Zenki Nakazato presented the proposal when he 
met with Administrative Vice Defense Minister Takemasa Moriya in 
Tokyo on Jan. 8. Nakazato asked Moriya that the ministry should 
seriously look into the revised plan, saying, \"Since our plan calls 

for constructing runways in the V-shape formation and within the 
restricted waters, it should be within the scope of minor change. 

The plan is highly feasible because there will be no need to alter 

the agreement between Japan and the US." The restricted waters are 
under the control of the US military, and other vessels than US 

military ships are not allowed to enter the area. 


Nakazato also asked Moriya not to start such procedures as the 
environmental assessment before a plan agreeable to Okinawa is 
readied. Moriya stopped short of giving a clear-cut reply. 


12) Yamasaki visiting Pyongyang attaching importance to dialogue; 
Kantei infuriated at dual diplomacy 


TOKYO SHIMBUN (Page 2) (Excerpts) 
January 10, 2007 


Former Vice President of the Liberal Democratic Party (LDP) Taku 
Yamasaki yesterday arrived in North Korea. His visit to the nation 
is aimed at finding a breakthrough in the stalemated efforts to 
settle such issues as North Korea\'s nuclear test and abduction of 
Japanese nationals through a dialogue policy. However, the Prime 
Minister\'s Official Residence (Kantei), which is promoting a 
pressure policy, is reacting fiercely against his visit. Criticism 
calling Yamasaki\'s Pyongyang visit dual diplomacy is mounting. 


Yamasaki decided to visit Pyongyang because he is convinced that in 
order to settle the North Korea issue, efforts for dialogue and 
persuasion are necessary. Yamasaki has indicated his view every now 
and then that the Abe administration is biased toward pressure, such 
as economic sanctions. When he held a party in Fukuoka City on Jan. 
5, he said, \"The Abe administration has applied pressure until the 

last moment, but the situation has not improved.\" 


Yamasaki met with a senior North Korean official in Dalian, China, 
in April 2004 before then Prime Minister Koizumi visited the North 
for the second time. He has thus this channel for direct talks with 
North Korea. In an effort to positively promote dialogue with the 
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North, he also proposed to former Prime Minister Koizumi to visit 
the North after it test-fired ballistic missiles and carried out a 
nuclear test. 


With the determination to unlock the door for the reinstatement of 

the dialogue policy, Yamasaki during his visit to the North this 

time intends to confirm the validity of the Japan-North Korea 
Pyongyang Declaration, which mentions settling the nuclear issue and 
resuming talks for normalization of bilateral ties. He has of course 
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ambition as a politician. However, most government officials and 
ruling party members are critical of his visit to North Korea with 
one LDP senior official noting, WHis visit to Pyongyang has more 
negative elements than positive elements." 


Prime Minister Shinzo Abe during a press conference yesterday 
expressed his displeasure on an unusually sober note: \"Japan is 
applying pressure on North Korea, including economic sanctions. | 
would like him to act, based on this basic policy.\" 


The prime minister is aiming at settling issues with North Korea by 
strengthening pressure. His measures include independently invoking 
economic sanctions against the nation for its nuclear test. He is 
increasingly concerned that if Yamasaki makes a statement to senior 
North Korea officials indicating that Japan would return to a 

dialogue policy, he would be sending a wrong message, as a senior 
government official put it. 


In addition, the major principle is that the government is solely in 
charge of diplomacy. If Yamasaki pursues negotiations with the North 
without communications with the government, the North would seize 
upon the lack of cooperation and take advantage of this. 


13) Government plans to recognize India as nuclear power as 
exception to non-proliferation regime, give priority to economic 
relations 


YOMIURI (Top play) (Excerpt) 
January 10, 2007 


The government yesterday firmed up its intention to cooperate with 
India, a country that possesses nuclear weapons, in the civilian use 
of nuclear power and to allow Japanese companies to participate in 
such related projects as construction of nuclear power plants. 
Specifically, Japan has opened the way for such projects by 
announcing its support for the US-India nuclear-power cooperation 
pact that includes assistance from the US for India\'s civilian use 
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nuclear power and recognizes India as a nuclear-weapons possessing 
state. This is an exceptional step in the non-proliferation policy 

of Japan, which firmly upholds the Nuclear Non-Proliferation Treaty 
(NPT). 


14) Minshuto to focus on social disparities in Diet session, with 
eye on Upper House election 


ASAHI (Page 3) (Excerpts) 
January 10, 2007 


Minshuto (Democratic Party of Japan) decided in an executive meeting 
yesterday to define the regular Diet session to be convened on Jan. 
25 as Va session focusing on the challenge of redressing social 
disparities.\" Prime Minister Abe is willing to make constitutional 
revision and educational reform as campaign issues for the coming 
House of Councillors elections, but the main opposition party is 
ready to focus on social disparities. The party plans to present a 
disparity-correction bill that would include specific necessary 
measures in hopes of underscoring its eagerness to address the 
widening disparities in society in wide-ranging areas, such as 
employment and labor, pension and welfare, as well as parental 
care. 


Participating in the executive meeting were Acting President Naoto 
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Kan, Secretary General Yukio Hatoyama, and Upper House Chairman 
Azuma Koshiishi. 


Specific measures will be worked out under the lead of Policy 
Research Council Chairman Takeaki Matsumoto. Minshuto plans to come 
up with measures to redress the disparities in income and welfare 
between regular and part-time workers. In an interview held at the 
end of last year, Kan said, \"Although a part-timer does similar work 
to that by a regular employee at a low standard, there is a 
significantly wide gap in (their wages).\" President Ozawa 
emphatically said in an NHK program on Jan. 7: \"The ratio of 
irregular workers to the total should be determined based on a quota 
system. We will work out measures to provide such workers with the 
same level of salary and prepare a proper social security system for 
them.\" 


Kan has cited specific measures to (1) partially freeze the law to 
help people with disabilities be independent, which provides for the 
10% individual payment for welfare services in principle; (2) raise 
the deduction for public pension to deal with the tax hikes for 
those who live only on pension; and (3) expand those eligible for 
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scholarship money. 


15) Lawmaker Eto: Funding source for salaries paid to secretary 
unclear: Secretary received 200,000 yen to 300,000 yen from Eto and 
10 million yen from information company 


YOMIURI (Page 1) (Slightly Abridged) 
January 10, 2007 


The state-paid senior secretary (57) to Lower House member Seishiro 
Eto (65), former Defense Agency director general, raised funds 
topping 100 million yen on the pretext of fees for subscription to 
brochures, when he was a private secretary to Eto. In this 

connection, it was found that almost the full amount of salaries 

that were claimed to have been paid to two employees of Information 
Service - 10 million yen a year, now disbanded brochure publisher in 
Osaka, was actually paid as a salary to this secretary. The only 
employees of the company were this secretary and his family members. 
The secretary himself revealed this during an interview with the 
Yomiuri Shimbun. 


Since this secretary\'s stated salary was only 200,000 yen to 300,000 
yen a year, chances are that the secretary in effect received a 
salary from this company. 


According to the account given by the secretary, Eto paid him 

several million yen a year as salary when he was assigned to Tokyo 
as his private secretary. However, because he established a company 
when he was assigned to Osaka as Eto\'s private secretary, his salary 
then was only 200,000 yen to 300,000 yen a year. However, he 
insisted that income he received from Information Service was not 
compensation for the salary he received for his secretarial post. 


However, Takeshi Tsuchimoto, professor of criminal law at Hakuo 
Graduate School, pointed out: \"If this secretary earned high 
remunerations for collecting brochure fees but received almost no 
salary as a secretary, it can be said that the company was 

shouldering a burden that should have been assumed by the lawmaker. 
This is indeed a clever way of doing things. It is in a way a 

bypassed donation. There is the possibility of such a practice 

infringing on the Political Funds Control Law, which bans corporate 
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Eto apologizes, but denies possibility of bypassed donations 


Eto yesterday held a press conference at his office in Saeki City, 
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Oita Prefecture. He totally denied the allegation that bypassed 
donations were made and that collected funds were used to pay the 
secretary a salary. He said, \"It was my secretary\'s business. There 
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was no wrongdoing in the practice at all.\" 
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E.O. 12958: N/A 
TAGS: ETTC, IR, KN, KNNP, PARM, PREL 


SUBJECT: ADDITIONAL IRAN DESIGNATIONS UNDER E.O. 13382 


1. (SBU) This is an action request, please see paragraph two. 


OBJECTIVES 


2. (SBU) Washington requests that addressees notify host 
government officials that the United States designated two 
additional entities and one individual under E.O. 13382 
(WBlocking the Property of Weapons of Mass Destruction 
Proliferators and their Supporters!) on January 9, 2007, for 
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their connections to Iran\'s proliferation activities. 

Washington informed the Embassies of France, Germany, Italy, 
and the United Kingdom of the designations on January 8. 
These designations are aimed at protecting the U.S. financial 
system from being used in financing proliferation activity 
facilitated by Bank Sepah. Addressees are requested to 
provide the nonpaper in paragraph four to host government 
officials. 


REPORTING DEADLINE 


3. (U) Public announcement of the designation in the U.S. 
occurred on January 9, 2007. Please report delivery of the 

U.S. nonpaper and any immediate response by January 22, 2007. 
Please slug replies for ISN, T, TREASURY, EUR and NEA. 


BACKGROUND/NONPAPER 


4. (U) Begin text of background/nonpaper for RUSSIA, CHINA, 

CANADA, AUSTRALIA, UAE, NEW ZEALAND, KUWAIT, BAHRAIN, OMAN, 
SAUDI ARABIA, BELGIUM, REPUBLIC OF CONGO, GHANA, INDONESIA, 
PANAMA, PERU, QATAR, SLOVAKIA, SOUTH AFRICA, JAPAN: 


The U.S. wishes to inform your government that the U.S. 
Treasury Department on January 9, 2007, designated two 
additional entities and one additional individual for their 
support of Iranian entities engaged in proliferation related 
activities pursuant to Executive Order (E.O.) 13382 
(\"Blocking the Property of Weapons of Mass Destruction 
Proliferators and their Supporters\"), an authority aimed at 
freezing the assets of proliferators of weapons of mass 
destruction and their supporters and prohibiting transactions 
and trade between those designated entities and banks in U.S. 
jurisdiction. 


The United States has used E.O. 13382 to designate eight 
other Iranian entities for proliferation activities. 


The following names have been added to Treasury\'s Office of 
Foreign Assets Control (OFAC) list of Specially Designated 
Nationals and Blocked Persons (\"SDN list\") and published in 
the U.S. Federal Register pursuant to Executive Order 13382. 

-- BANK SEPAH, Imam Khomeini Square, P.O. Box 11364-9569, 
Tehran, Iran: all offices worldwide 


-- BANK SEPAH INTERNATIONAL, PLC, 5/7 Eastcheap, London, EC3M 
1JT, United Kingdom 
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-- AHMAD DERAKHSHANDEH, c/o BANK SEPAH, No 33 Hormozan 
Building, Pirozan St., Sharak Ghods, Tehran, Iran; DOB 11 

August, 1956; POB Iran 


Bank Sepah was designated for providing financial support and 
services for three entities previously designated for 

proliferation activities under E.O. 13382: the Aerospace 

Industries Organization (AIO), the Shahid Hemmat Industries 
Group (SHIG), and the Shahid Bakeri Industries Group (SBIG). 
The other two designees - Bank Sepah International, PLC, (a 
wholly owned subsidiary) UK and Bank Sepah Chairman and 
Manager Ahmad Derakhshandeh - were designated because they 
are owned or controlled by, or act or purport to act for or 

on behalf of, Bank Sepah. 


These designations are one part of the U.S. strategy to 
counter the proliferation of weapons of mass destruction. 


The U.S. action also helps to implement UN Security Council 
Resolution 1737, which requires States to prevent assistance 
to Iran related to its nuclear and delivery system programs. 
As you know, SHIG and SBIG were included in the Annex of 
UNSCR 1737, as is the director of AlO. The U.S. plans to 
propose the addition of all Iranian entities and individuals 
designated pursuant to E.O. 13382 to the Annex. 


SBIG is also involved in Iran\'s missile programs. Among the 
weapons SBIG produces are the Fateh-110 missile, with a range 
of 200 kilometers, and the Fajr rocket systems, a seri 
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REF: A.STATE 2744 B.USUN 00004 
Classified By: Ambassador Mark D. Wallace per reasons 1.4 (b) and (d) 


1.(S) On Friday January 5, 2007, following his letter to UNDP 
Administrator Dervis of December 22, Ambassador Wallace, 
returning his telephone call, had a telephone conversation 

with Mr. Dervis\' Chief of Staff, Mr. Tegegnwork Gettu, in 

which Mr. Gettu confirmed that USUN would receive late Friday 
evening three letters from UNDP (a cover letter from 
Administrator Dervis and two letters from Assistant 
Administrator Ad Melkert, responding to U.S. requests for 
information regarding UNDPYs program in the DPRK and the 
Office for Audit and Performance Review (OAPR), 
respectively), and certain financial information regarding 

the UNDP program in the DPRK. In regard to Ambassador 
Wallace\'s request for copies of the UNDP internal audit 
reports on the DPRK Country Office (CO), Mr. Gettu suggested 
that UNDP may be in a position to allow Ambassador Wallace to 
review the reports in UNDP\'s office and indicated that he 
would confirm this understanding. In addition, Mr. Gettu 
indicated that he would look into the issue of UNDP sponsored 
business class travel for DPRK officials to New York for the 
purposes of Wlobbyingl the Executive Board. In the letter 
subsequently received by USUN from Mr. Dervis Friday night 
however, UNDP asserted that \"internal audits are important 
management tools for Executive Heads, and therefore 
confidential\", but that he would consult with the Executive 
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Committee of the United Nations Development Group (UNDG) on 
the release of such reports to Member States. The issue 
regarding UNDP sponsored air travel for DPRK officials was 

not addressed in that letter or the other two letters 

received from UNDP that evening (reftel A). See paras 3, 4 

and 5 for text of the three letters received by Ambassador 
Wallace from UNDP. 


2.(S) Late Friday evening, Ambassador Wallace received three 
letters from UNDP, one from Administrator Dervis and two from 
Assistant Administrator Ad Melkert. Per reftel B, the first 

of the two letters from Mr. Melkert attempts to address the 
issues raised by Ambassador Wallace during USUN\'s meeting 
with Mr. Dervis and other UNDP officials and the follow-up 
letter sent by Ambassador Wallace to Mr. Dervis on December 
22, 2006. The second letter from Mr. Melkert addresses the 
state of UNDP audit activities, specifically the U.S. 
Government concern that UNDP\'s Office of Audit and 
Performance Review (OAPR) has not been allocated sufficient 
funding to adequately cover UNDP programs classified at 
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high-risk of irregularities. 


3.(SBU) The following is the text of the letter received by 
Ambassador Wallace from Mr. Dervis late in evening on Friday, 
January 5th. Begin text: 


-Thank you for you letters dated 22 December 2006 and 4 
January 2007. 


-Please find attached a detailed response to the specific 
questions and data requests contained in your letters. The 
response has been carefully reviewed by the Associate 
Administrator, Mr. Ad Melkert, and other senior staff. It 
also includes all the relevant information form our internal 
audits. 


-With reference to our recent telephone conversation and your 
most recent letter dated 4 January 2007, | can confirm that | 
will convene a special meeting of the Executive Committee 
agencies to discuss the issue of direct access to internal 

audit reports of DPRK and others more generally. You should 
be aware that, consistent with UN system-wide policies and 
practices as articulated in May 2005 by the Chief Executives\' 
Board\'s 

High Level Committee on Management, internal audit reports 
are important management tools for Executive Heads and 
therefore, confidential. In this context, | will propose to 

the Executive Committee agencies that, on an exceptional 
basis, appropriate modalities of examination of internal 

audit reports should be considered and evaluated, so that it 
may be possible for your Government to examine such internal 
audit reported for the purpose stated in your letters. 


-| will also propose to my colleagues that we review the 

overall policy and practice, and perhaps introduce a clear 
distinction between evaluations focusing on internal 
management performance, and evaluations that are in the form 
of formal audits and could be shared with Board members, 
subject to mutually agreed procedures. End letter text. 


4.(SBU) The following is the text of the first of two letters 
received by Ambassador Wallace from Mr. Melkert late in the 
evening on Friday, January 5th. Begin letter text: 

-Please find below the response to the issue raised in your 
letters to the Administrator dated December 22, 2006 and 
January 4, 2007 on the UNDP program in North Korea. 


-Allow me first to provide you with some general context that 
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defines our operations in the specific situation of DPRK. 


-Our mandate to operate is derived entirely from the decision 

of the Executive Board on the design and approval of Country 
Programs, including their implementation. This work by 
definition requires cooperation with the government of the UN 
Members States in which UNDP operates. As long as the Board 
expects us to remain active in any country (in this case 

DPRK) a flow/exchange of hard currency is inevitable. This is 

in accordance with UNDP\'s Financial Regulation and Rules. 
Permit me therefore to say that you unqualified statement (in 
the January 4 letter) that UNDP would \"transfer hard currency 
directly to the KIM regime\" seems to disregard the general 
conditions for our operation in the country as described, 

i.e. allowing for a flow of hard currency exclusively made 
available for the defined Programme, as mandated by the Board 
for implementation in cooperation with the government 
concerned. 


-Over the years 2001 to 2005, UNDP expended an average of 
(the equivalent of) $2.3 million per year in both program and 
administration, including approximately (the equivalent of) 
$100,000 each year for local salaries. 


-Furthermore, in terms of the transparency of our reporting, 

| would like to refer to standing procedures that have been 
agreed upon with and by the executive Board. At any time we 
would be ready to reconsider these as necessary and we fully 
respect that wish by Member States to receive additional 
information in specific circumstances. | trust that you would 
agree with me that the provision of such information in 
principle should be part of generally established procedures. 
On the basis of what is currently define as reporting duties 
for UNDP, | would appreciate your reconsideration of 
references to \"inconsistent information\" and \"lack of 
transparency\" (in the January 4 letter). | hope that the 
extensive additional information that we are providing as 

part of this response as to your specific request will assist 

in alleviating further concerns. 


-Turning now to your specific questions in the December 22 
letter, | would like to state the following. 


Ad 1) Please find enclosed an overview of the 
recommendations from all audits conducted (from the years 
1999, 2001 and 2004), along with the current status of their 
implementation. 


Ad 2) Please find enclosed the line-by-line budgets for 
both the office of the Resident Representative and the UNDP 
Programme for the last three years. 
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AD 3) As to your question concerning UNDPYs written 
regulations, rules, procedures and/or policies on the use of 
hard currency in the particular case of the DPRK, | would 
first like to refer to what has been stated in the general 
introduction above. For countries in which the local currency 
is locally convertible-as is the case in DPRK-it is a matter 
of practical consideration to define options and limitations 
concerning hard currency transactions, as is included in the 
internal manual on administration and management that guides 
the Res Reps in their implementation. This takes into 
consideration the requirement to limit the devaluation of 
accumulated local currency, and utilizing local currency 
where applicable. However the decision regarding the choice 
of currencies utilized is delegated to the Resident 
Representative. As a consequence no waiver procedure needs to 
be in place for DPRK. 


-As stated by the Administrator in our meeting on December 
22, 2006 we have informed the government earlier that 
salaries of seconded national staff, local purchase of goods 
and services, local travel allowances and other similar 
expenses will in future be paid in convertible won. This can 
only be obtained by converting hard currency in the state 
bank of DPRK. 


Ad 4) As stated during our meeting on December 22, 2006 
UNDP has a retention policy that requires accounting 
documents to be retained for a period of seven years after 
the finalization/approval of the document. We are informed 


that UNDP Country Office in DPRK that hard copies of 
accounting documents that exist at this point in time, as 
well as information stored electronically should not be 
destroyed until further notice. 


-Finally, on the point made in the January 4 letter 
concerning access to internal audit reports | would like to 
refer to Administrator\'s response in the cover letter to the 
information provided in my note. 


-Please don\'t hesitate to ask for further clarification if 
needed, which | would be happy to provide. End letter text. 


5.(SBU) The following is the text of the second letter 
received by Ambassador Wallace from Mr. Melkert late in the 
evening on Friday, January 5th. The letter addresses the 
state of UNDP audit activities. Begin letter text: 


-Thank you for your letter dated 17 November 2006 and for the 
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interest expressed by the US Government to better understand 
the state of UNDP\'s audit activities in order to exercise 

your responsibilities as member of the Executive Board. 


-| take note of your concern, specifically, that \"OAPR has 
not been allocated sufficient funding in 2006 to adequately 
cover auditing of UNDP programs classified at high risk of 
irregularities. As such, this has left OAPR unable to 
complete its program of work for the year.\" 


-Let me first elaborate on the facts with regard to the 
funding and coverage of audits before concluding on OAPR\'s 
facilitation and achievements. 


-Budgetary resource allocation to OAPR increased by $4m or 
25.8% (from 15.5m in 2002-2003 to 19.5m in 2006-2007). This 
is in addition to the $12m (or $6 annually) funded from 

projects and payable to professional audit firms for the 

audit of projects that are nationally executed by programme 
governments or other national institutions (NEX) and with 

more than $100,000 in expenditure. While zero budget growth 
was enforced vigorously across UNDP in the last two biennia, 
OAPR is one of the few entities in UNDP that continued to 
receive additional budgetary allocations while budgets were 
reduced in other units. In 2006, the Management Group chaired 
by the Administrator gave OAPR exceptional approval of $1m in 
funding for 2006-2007. This was to cover funding for a D-1 

level Deputy Director Post to strengthen leadership, three 

posts at regional audit service centers to strengthen audit 
capacity in the regional centers as well as another 2 posts 

at the New York office to strengthen its NEX unit and 
Investigations Section. As requested by OAPR, exceptional 
approval of $748,000 in non-core funding was also provided to 
meet unfunded general operating expenses required to meet its 
2006 work plan objectives. Throughout 2006 as requested, OAPR 
has been granted exceptional budget flexibility to meet its 

audit work plan objectives. 


-To sum up, for 2006-2007, UNDP has allocated $32.7m for 
audits. These included budgetary resources of $19.5m 
allocated to OAPR for 2006-2007; $12 m (or $6m annually) 
payable to professional audit firms for annual audits of all 

NEX projects with expenditure exceeding $100,000 and another 
$1.19m payable to UN Board of Auditors (UNBOA) for their 
services in the audit of country offices and HQ as part of 

the UNDP audit for the biennium 2006-2007. 


-On your concerns regarding adequate audit coverage, | would 
like to provide the following information. In 2006, OAPR has 
completed the audit of 35 country offices or close to 80% of 
their planned audit of 44 country offices. Of the 9 audits 
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that were deferred, 3 were replaced with special audits in 

other country offices and one was deferred due to security 
situation on the ground. The remaining five audits could not 

be completed due to other urgent unplanned priorities at OAPR 
and has been rescheduled accordingly. Over and above these 
audits all NEX projects (involving more than 130 country 

offices) with more than $100,000 in programme expenditure has 
been subjected to annual audit by professional audit firms in 
accordance with NEX audit guidelines and as part if the audit 
assurance programme by OAPR. The results of the audit reports 
are reviewed and analyzed by the NEX Unit in OAPR. In 
addition, the audit work plans of OAPR and the UNBOA ensure 
that either party covers risk offices and thereby achieves 
maximum coverage and no duplication of efforts. In 2007, OAPR 
is planning to audit 44 country offices and 5 HQ offices as 

part of its risk based prioritization. The UNBOA will conduct 
operational and financial audits of 17 other country offices 

and 2 out posted HQ units as part of their audit of UNDP for 
2006-2007. 


-To your specific question of programmes with high-risk of 
irregularities, as referred to above, the UNDP audit work 

plan is based on a Country Office risk assessment in 
consultation with Regional Bureau. The risk-based approach to 
audit planning (started in 2005 and still being implemented) 
enables OAPR to optimize its allocated resources by focusing 
on areas most important to UNDP. For 2006, OAPR has achieved 
close to 870% of its audit plan, comprising offices wit high 
risks and/or offices with special importance to UNDP. The 
details of the risk assessment model have already been 
presented to the June 2006 Executive Board session (Annex 1 
to DP/2006/31). The risk-based approach to audit is part of a 
larger effort to formalize ands mainstream management 
methodologies and policies in UNDP business processes. 


-To facilitate your wish to \"more effectively understand the 
audit and oversight capacity of UNDP\" and in your response to 
points 1 to 5 in your letter dated 17 November 2006, | have 
provided in the corresponding annexes, summary results of 
audits conducted by OAPR at the country offices in the last 5 
years (Annex 1 and 2), a summary of audit issues as analyzed 
by OAPR (Annex 3), a list of HQ audits conducted in the last 

5 years (Annex 4) as well as the internal and external audit 
plans for country offices and HQ units in 2007 (Annex 5). 


-Concerning the possible release of full audit reports | 
would like to refer to the parallel correspondence by the 
Administrator, following tour questions on audit data with 
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regard to the UNDP program in DPRK. | trust that the 
information provided in the annexes to this letter will meet 
your information needs. Extracts of OAPR audits conducted in 
2005 have been presented to the June 2006 Executive Board 
(DP/2006/31). 


-In conclusion, OAPR can be considered to be by and large on 
track in implementing its (recently established) risk-based 
audit policy, duly making use of additional budget resources 
and currently in the process of strengthening the quantity 

and quality of t staff resources. 


-| would like to add that UNDP management attaches great 
importance to the findings and signals by the UNBOAs\' report 
that we consider encouraging for our efforts to solidify 
UNDP\'s accountability. Moreover, we now benefit from the 
advice of an Audit Advisory Committee with highly qualified, 
exclusively external membership. 

Naturally, improvements are still possible and will be 

pursued, particularly through more focused audit risk 

planning and a strengthened OAPR team. Your questions are 
highly appreciated as an expression off shared interest 
between UNDPYs management and its Board Members and other 
stakeholders in order to ensure the necessary standards of 
cooperation and accountability. End letter text. 


WOLFF 
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STATE PLEASE PASS USTR 

STATE FOR EAP/RSP/TC, EAP/EP 

USTR FOR ALTBACH 

USDOC FOR 3132/USFCS/OIO/EAP/WZARIT 

TREASURY FOR OASIA/LMOGHTADER 

TREASURY ALSO PASS TO FEDERAL RESERVE/BOARD OF 
GOVERNORS, AND SAN FRANCISCO FRB/TERESA CURRAN 


E.O. 12958: N/A 
TAGS: EINV, EFIN, EIND, ECON, PINR, TW 
SUBJECT: Reorganization Signals Collapse of China Rebar 


REF: 07 TAIPEI 00049 


SUMMARY 


1. (SBU) On January 4, 2007, China Rebar Pacific Group (CRPG) 
announced reorganization plans for two affiliated companies 
triggering declines in share prices of all companies affiliated with 
CRPG and a run on two financial institutions affiliated with the 

group. The court granted the two companies 90 days protection while 
it evaluates the reorganization plan (which creditor banks oppose). 
Whether CRPG\'s difficulties stem from years of poor business 
decisions, deliberate looting by its top executives, or a 

combination of factors is still unclear. End Summary. 


Reorganization Plans 


2. (U) In a press conference on the morning of January 4, CRPG 
announced that the Taipei District Court (TDC) granted its two 
affiliated companies, China Rebar (CR) and Chia Hsin Food and 
Synthetic Fiber (CFSF), a 90-day protection period prior to a 
decision on the reorganization request. During the protection 
period, the TDC suspended the bankruptcy process and creditors\' 
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actions against CR and will allow these two companies to operate 
normally. However, the TDC restricted the two companies from 
transferring assets. The two companies report a combined loss of 
NT$25.3 billion (US$778.7 million) over the past seven years and 
outstanding debt of NT$40.6 billion (US$1.25 billion). 


Immediate Impacts 


3. (U) The CRPG\'s announcement promptly drove down share prices of 
all CRPG-affiliated companies by the daily limit (i.e., seven 

percent below the previous day closing prices) in the subsequent 

three trading days. The announcement also prompted withdrawal of 
NT$32 billion (US$984.6 million) from Chinese Bank (CB) (reftel) and 
dumping of commercial paper underwritten by Great Chinese Bills 
Finance (GCBF) company. The dumping has created an acute liquidity 
gap of NT$8.8 billion (US$271 million) for GCBF. CRPG is the major 
shareholder of both CB and GCBF. 


Remedial Actions 


4. (U) On January 5, the Financial Supervisory Commission (FSC), at 
CB\'s request, ordered the Central Deposit Insurance Corporation 
(CDIC) to take over CB. On January 6, FSC ordered Cooperative Bank 
of Taiwan and Cathay United Bank to take over GCBF. FSC also 
instructed Chunghwa Post Corporation, Bank of Taiwan, Land Bank of 
Taiwan, First Commercial Bank, and Business Bank of Taiwan to 
purchase commercial paper from GCBF to narrow GCBF\'s liquidity gap. 


5. (U) In a press conference on January 6, Premier Su Tseng-chang, 
FSC Chairman Shih Jun-ji, Finance Minister Ho Chih-chin and Central 
Bank Governor Perng Fai-nan jointly guaranteed 100% protection for 
all deposits at CB and will provide another NT$40 billion (US$1.2 
billion) to meet withdrawal requirements. 


Suspected Financial Crimes and Misconduct 


6. (U) According to press reports, the FSC suspects CRPG Chairman 
Wang You-tseng and his family members engaged in insider trading 
prior to the January 4 announcement of reorganization plans. Local 
media speculate that Wang may have embezzled dozens of billions of 
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NT Dollars to fund investment projects in China. Law enforcement 
agencies are now investigating these allegations. Legislators urged 
FSC Chairman Shih and Finance Minister Ho to step down to take 
responsibility for failing to act earlier. 
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Effect on Stock Market 


7. (U) In addition to the price drops for CRPG-affiliated stocks, 
Taiwan\'s stock price index plunged 1.25% on January 5 and another 
1.26% on January 6. During these two days, share prices of banking 
issues declined 3%, slightly more than the 2.5% drop in the general 
stock price index. In addition to the influence of CRPG, local 
observers attributed the drops partly to market corrections and 

partly to press reports about a new nuclear test by North Korea 

which also drove down share prices by 1.5% in Tokyo, 0.8% in Seoul, 
2.8% in Shanghai, and 3.1% in Bangkok on January 5. 


8. (U) Yung-cheng Securities Investment Consultant Wang Wen-liang 
commented on January 8 that a market correction was to be expected 
since Taiwan\'s stock price had surged 25% in the second half of 

2006. He noted market corrections took place throughout East Asia 

on January 8 when stock prices dropped 1.1% in Seoul, 1.5% in Tokyo, 
1.5% in Manila, and 0.9% in Hong Kong. On January 9, Taiwan\'s stock 
price index rebounded 0.7%. 


What Went Wrong 


9. (SBU) Comment: While it is common for business groups to rise 
and fall, the difficulties that forced CRPG to reorganize CR and 

CFSF appear to be the consequence of both a poor business strategy 
and criminal misconduct by the companys top executives. Taiwan 
regulators have responded appropriately to this crisis by 

immediately reassuring depositors and providing funds to satisfy the 
demand for withdrawals. The FSC actions in ordering the takeover of 
CB and GCBF also appear to be prudent moves designed to stop the 
spread of the problem to other financial institutions. Still, 

regulators should have noticed the problems CRPG was having earlier 
and taken preventative action. 


YOUNG 
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E.O. 12958: DECL: 01/10/2011 
TAGS: PREL, PHUM, UNSC, BM 
SUBJECT: UNSC/BURMA: U.S. TABLES BURMA RESOLUTION 


REF: STATE 1060 


Classified By: USUN Deputy Political Counselor Molly Phee, reasons 1.4 
b,d. 


1. (C) Summary: The U.S. formally tabled the draft resolution 

on Burma (reftel) in the Security Council on January 9, 

citing the need to empower the Secretary-General and his 

envoy to encourage the Burmese regime to take the concrete 
steps needed to address the international community\'s 
concerns. In response, China, joined by those who had voted 
against putting Burma on the Council agenda in September 2005 
(Russia, Qatar, and Congo) and new Council members Indonesia 
and South Africa, expressed strong opposition to any Council 
action on Burma, arguing that the issue did not fall within 

the Council\'s mandate and that a resolution would undermine 
the Secretary-General\'s Good Offices mission because of the 
regime\'s opposition to a Council role. 


2. (C) The European members (Belgium, Italy, France, Slovakia 
and Uk), and Ghana rejected those arguments and spoke in 
favor of a resolution. The two Latin members, Peru and 
Panama, noted their serious concern about the situation on 

the ground but said that they did not yet have instructions 

on the text. USUN will chair expert-level consultations on 

the draft on Wednesday, January 10, and will work towards a 
vote in the Council on Friday. 


U.S. tables Burma resolution 


3. (U) Amb Wolff tabled the U.S. draft resolution on Burma in 
the Security Council during consultations on the afternoon of 
January 9. He noted that the issue has been on the Council\'s 
agenda since last September, and that in November, U/SYG 
Gambari asked the Council for a strong signal of support for 
the Secretary-General\'s Good Offices mission. The purpose of 
the draft resolution is to strengthen the hand of the 
Secretary-General and his envoy in their engagement with the 
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leadership in Myanmar. Ambassador Wolff announced that the 
U.S. would host expert-level negotiations on the morning of 
Wednesday, January 10. 
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4. (C) The Chinese DPR took the floor next to express 
\"resolute opposition\" to an UNSCR, prompting all other 
delegations to express their views (rather than wait for 
expert-level discussions on text). While all agreed that the 
situation in Burma merited the attention of the international 
community, there were deep differences about whether or not 
the issue falls within the Security Council's charter mandate 
to address \"threats to international peace and security.\" 
Seven delegations explicitly supported passage of a 
resolution (U.S., UK, France, Ghana, Slovakia, Italy and 
Belgium), though some noted an interest in modifying the tone 
to ensure the text is \"constructive.\" Six delegations 
explicitly opposed the resolution (China, Russia, Qatar, 
Congo, Indonesia, and South Africa). Peru and Panama did 
not rule out a resolution and highlighted the grave situation 

in Burma, but did not offer their explicit support for the 
resolution. The Peruvian PR stated he was uninstructed, and 
the Panamanian PR raised questions 

about what country-specific conditions warranted Council 
action. 


5. (C) Those that oppose Council action argued that: 1) the 
situation in Burma does not constitute a threat to 

international peace and security as conceived by the UN 
Charter, and therefore should be handled in other UN bodies 
(e.g., the General Assembly, the Human Rights Council); and 
2) if the Council were to pass a resolution, it would do more 
harm than good to UN engagement. (The discussion about what 
constitutes a threat meriting Council action was amplified by 

a public debate of the Security Council on the subject held 
January 8, which included the participation of the new 
Secretary-General Ban Ki-moon.) Indonesia and China argued 
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that the situation in Burma did not pose a threat to the 
region, and others opposed to Council action often cited the 
views of these \"neighbors\" as well as ASEAN as strongly 
influencing their position. 


Is Burma a threat to 
international peace and security? 


6. (C) The Chinese DPR noted Myanmar had been a controversial 
issue for the Council from the start and emphasized China\'s 
\"resolute opposition\" to a resolution. China acknowledged 

that the situation in Myanmar \"has its problems,\" but argued 

the issue is \"entirely a domestic affair.\" He insisted that 

ASEAN countries, in particular Myanmar\'s neighbors, did not 
consider Myanmar a threat to peace and security. Indonesian 
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PR Jenie said that the situation in Myanmar \"does not 
warrant\" the attention of the Council at this stage, and 
discussed Indonesia\'s bilateral and regional efforts. South 
African PR Kumalo said that Myanmar does not meet the 
\"fundamental test" of the mandate of the Security Council, 
and should be addressed by the Human Rights Council. Qatar, 
Russia and Congo echoed these sentiments, and said the 
Council should seriously consider the views of neighbors in 
determining whether a situation within a country represented 
a threat beyond its borders. Russian PR Churkin said that 
the views of neighbors should \"dominate.\" (Note: South 
Africa\'s Kumalo acknowledged that some might argue that 
Pretoria\'s current stance was at odds with the pre-1994 call 
for Council action against the apartheid regime. Not so, 
said Kumalo, the issue with the apartheid regime was that it 
was a \"menace to its neighbors.\") 


7. (C) Supporters of Council action noted that the Council 

had long recognized that intra-state conflicts represent a 
threat to international peace and security. Ghanaian PR 
Effah-Apenteng remarked that the Council had - just the day 
before - held an open debate on the definition of what 
constituted a threat to international peace and security 

where all emphasized the \"broad conceptual understanding of 
contemporary threats.\" He said where do we draw the line is 
valuable question, but that Ghana supported a broad 

definition of security. Others supportive of the text 

repeated this argument, and noted that the Council had 
already agreed to put the issue on its agenda. UK, Ghana and 
others argued that there was no \"exclusivity\" within the UN. 
More than one UN organ could - and should - take up these 
vital issues. \"Darfur is on the Human Rights Council\'s 
agenda, said Effah-Apenteng, \"Does that mean we should not 
discuss it here" 


Do more harm than good? 


8. (C) Opponents further argued that action by the Council 
would negatively affect the international community\'s ability 

to influence positively the Burmese regime and would 
specifically undermine the SYG\'s good offices mandate. The 
Chinese DPR reported that the Burmese regime is \"firmly 
against the involvement of the Security Council.\" Indonesian 
PR Jenie expressed Jakarta\'s fear that an UNSCR would \"push 
authorities to shy away from the international community and 

its neighbors.\" He also noted that pursuing a resolution 
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would \"divide the Council" (i.e. a U.S.-China confrontation) 
and send the wrong signal to the Burmese regime. South 
African PR Kumalo went so far as to suggest that Council 
action in support of the SYG\'s good offices mission in Burma 
would actually \"compromise\" the effectiveness of good offices 
missions in Africa. Russian PR Churkin said that the Council 
needed to be sure that its intervention would be beneficial, 

and this UNSCR \"is not a good way to start the new year.\" 


9. (C) In response to these arguments, UK PR Jones Parry said 
that current efforts to engage the Burmese Government - 
including by the neighbors, the EU and other UN bodies - are 
clearly not working. He and others noted that U/SYG Gambari 
himself had asked for Council support the last time he 

briefed the body (in November). 


Peru and Panama leaning in the right direction... 
... but not yet committed 


10. (C) Peruvian PR Voto-Bernales noted that Peru had voted 
to include the situation in Burma on the Council\'s agenda. 
The situation of \"ongoing violence has \"military 
implications against minority groups\" and the Council has an 
important role in the prevention of conflicts. \"We do not 
have instructions on this resolution, but we are very 
concerned.\" 


11. (C) Panamanian PR Arias said that there was clearly 
consensus that the situation in Burma poses a potential 
threat to peace and security in the region. The question 
before the Council, he said, was a larger one, whether or not 
the issue falls within the Council's mandate. On this, there 
was clearly no agreement among Council members. The 
question, he said, is \"how far before\" the situation spills 
over into the region, should the Council act. 
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SIPDIS 

SIPDIS 

DEPT FOR AIT/W, EAP/TC, INR/EAP 
FROM AIT KAOHSIUNG BRANCH OFFICE 


E.O. 12958: N/A 
TAGS: PGOV, PREL, TW 
SUBJECT: Kaohsiung City Council Election - Result and bios 


1. Kaohsiung City elected 44 City Councilors in its recent December 

9, 2006, election, with a 68 percent voter turnout rate. The 

Kuomintang (KMT) won 17 seats, Democratic Progressive Party (DPP) 15 
seats, People First Party (PFP) 4 seats, Taiwan Solidarity Union 

(TSU) 1 seat, and independents 7 seats. Compared with the last 
election, the KMT gained 5 seats, the DPP gained 1 seat, the PFP 

lost 3 seats, the TSU lost 1 seat, and independents lost 2 seats. 

Sixteen (16) incumbent councilors failed in re-election bids, 

including the former City Council Speaker and Vice Speaker. The 
pan-blue camp is likely to dominate the city council for the next 4 

years since it holds almost 50 percent of the seats (21). On its 
inauguration on December 25, city council members elected KMT City 
Councilor Chuan Chi-wang as Speaker and a pro-KMT independent Huang 
Shih-lung as Vice Speaker. Bios of the newly elected City 

Councilors follow: 


Speaker: Chuang Chi-wang (KMT) 

52 years old, B.A. Chengshiu College, incumbent City Councilor 
elected first in 2002. Before serving as a City Councilor, he had 
served as a Ward Chief (Li-chang) for 21 years. 


Vice Speaker: Huang Shih-lung (Independent) 

52 years old, a graduate of a junior college, incumbent City 
Councilor, serving his third term in the City Council. Before he 

was elected to the City Council, he worked as a technician at China 
Steel Corp. 


KMT members: (16) 

1. Chen Han-shen - 53 years old, incumbent City Councilor, high 
school graduate. He will be serving his fourth term (1991 - 
present). 


2. Chen Mei-ya - 36 years old, newly elected; Master\'s Degree in Law 
from Waseda University, Japan. She was an assistant to the Chief 
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Judge, Kaohsiung High Court. Her father was a former City Councilor 
in the 1990Vs. 


3. Dai Te-ming - 52 years old, incumbent City Councilor, B.A. 
Tamkang University. He has served as a City Councilor since 1998. 
He is a businessman, with investments in the entertainment 
industry. 


4. Lan Hsing-mu - 54 years old, incumbent City Councilor, junior 
high school graduate. He will be serving his fourth term in the 

City Council. He was a Ward Chief before being elected to the City 
Council. 


5. Chen Mei-chuan - 43 years old, incumbent City Councilor since 

2003 by-election, B.A. Toyo University, Japan. She served as a 
Special Assistant to Legislator Huang Chao-shun (KMT) before her own 
election to the City Council. 


6. Chen Li-chen - 40 years old, newly elected, Executive MBA 
National Sun-Yat-Sen University. She previously served as a Ward 
Chief and an assistant to a former City Councilor. 


7. Chou Chung-chan - 52 years old, incumbent City Councilor since 
1998, Master\'s Degree in Education National Cheng Chi University. 
He used to work as a public servant at Kaohsiung City Government\'s 
Education Bureau. 


8. Huang Po-lin - 39 years old, incumbent City Councilor elected 
since 2003 by-election. He graduated from Chengshiu Junior College 
and is studying for his Master\'s degree at National Sun-Yat-Sen 
University. He gained the highest number of votes (31,288 votes) 
from among all the city councilor candidates in this election. His 
uncle, Huang Chi-chuan was the former City Council Speaker 
(1990-1998). 


9. Huang Tien-tsai - 58 years old, incumbent City councilor since 
1994, high school graduate. He owns a construction company. 


10. Tseng Chun-chieh - 30 years old, newly elected; B. A. Central 
University, Queensland, Australia. His father served as a City 
Councilor for 24 years, but was removed from the post because of a 
corruption conviction from the 2002 Speaker election scandal. 


11. Mei Tsai-hsing - 49 years old, former City Councilor from 1994 
to 1998, Ph.D in Political Science University of Hawaii. He is an 
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Associate Professor at Yi Shou University in Kaohsiung. 
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12. Huang Shao-ting - 36 years old, newly elected; Masters Degree 
in Electrical Engineering, University of Southern California. He 

had worked for a subsidiary company of Taiwan Semiconductor 
Manufacturing Co., in California as Technician Section Manager. His 
father was a former City Councilor who was removed from the post 
because of a corruption conviction from the 2002 Speaker election 
scandal. 


13. Chen Li-na - 36 years old, incumbent City Councilor elected 

since 2003 by-election, B.A. Chinese Culture University. Her 

husband Yang Min-lang was a former City Councilor who was removed 
from the post because of a corruption conviction from the 2002 
Speaker election scandal. Her father-in-law was also a former City 
Councilor from 1991-1998. 


14. Lin Kuo-cheng - 40 years old, incumbent City Councilor since 

2003 supplementary election, Master\'s degree in Financial Management 
National Central University. Before being elected to the City 

Council, he was Secretary General of Kaohsiung Fishermen\'s 
Association. He currently serves as Chief of the KMT Youth League 

in Kaohsiung City. 


15. Tsai Ma-fu - 57 years old, a former City Councilor from 1990 to 
2002, high school graduate. He has investments in the entertainment 
industry. 


16. Lin Kuo-chuan - 54 years old, holds a reserved seat to represent 
aborigines residing in Kaohsung City. He is a graduate of junior 
college and a Chairman of Tai-ya Tribe Association. 


DPP members: (15) 

1. Lee Chiao-ju - 47 years old, incumbent City councilor since 1994, 
B.A. Kaohsiung City Open University and holds an Executive MBA from 
National Sun-Yat-Sen University. She was an assistant to former 
legislator Chu Hsing-yu (DPP) before she was elected to City 
Councilor. 


2. Lien Li-chien - 42 years old, newly elected, Law degree National 
Chung Hsing University. He is an attorney working for Kaohsiung 
Consumers\' Association. 


3. Huang Chao-hsing - 56 years old, a former City Councilor from 
1990 to 1998, B.S. in Physical Education from National Normal 
University. He is the younger brother of Legislator Huang Chao-hui 
(DPP). 


4. Lin Ying-jung - 41 years old, newly elected; Law degree National 
Taiwan University. She is an attorney and Chairperson of Kaohsiung 
Judicial Reform Committee. 
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5. Huang Shu-mei - 47 years old, an incumbent City Councilor since 
2003. She is a graduate of junior college and is studying Public 
Policy at National Sun-Yat-Sen University. 


6. Kang Yu-cheng - 50 years old, an incumbent City Councilor since 
2002, Law degree National Taiwan University. She is an attorney and 
was a former Kaohsiung County Councilor from 1998 to 2002. 


7. Lin Wu-chung - 51 years old, incumbent City Councilor since 2003 
by-election, junior college graduate. He served as a Ward Chief 
(Li-chang) for years and once worked at the DPP Kaohsiung City 
office as an Executive Secretary. 


8. Hung Ping-land - 51 years old, a former National Assembly Member 
(1996-1999), high school graduate. Before joining politics he was a 
laborer. 


9. Chou Ling-wen - 38 years old, an incumbent City Councilor since 
2002, B.A. Tamkang University. Before being elected to the City 
Council, she worked as a congressional aide for the late Legislator 
Lu Shiu-l and Vice President Annette Lu when Lu was a Legislator. 
She was AIT/Kaohsiung\'s International Visitor in 2005. 


10. Lee Wen-liang - 47 years old, newly elected, MBA Chang Jung 
Christian University and is studying for the doctor degree at 

National Sun-Yat-Sen University. He was a former Director of 
Reconstruction Bureau of Kaohsiung City Government (2002-2003) when 
Frank Hsieh served as Kaohsiung Mayor and later became Chairman of 
Kaohsiung Water Corporation (2005). 
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11. Hsiao Yung-da - 41 years old, newly elected, Masters degree in 
Electronics National Taiwan University of Science and Technology. 

He is a lecturer at National Kaohsiung University of Applied 

Sciences. He worked for Vice Mayor Tang Chin-chuan when Tang was a 
Legislator. 


12. Lin Wan-jung - 46 years old, incumbent City Councilor since 
1998, junior college graduate. Her husband is Legislator Kuo 
Wen-cheng (DPP). 


13. Cheng Kuang-feng - 40 years old, incumbent City Councilor since 
2003 by-election, MasterYs degree in Medicine Kaohsiung Medical 
College. He served as Kaohsiung City DPP Chairman from 2000 to 
2002. He is a medical doctor working at the clinic owned by 

Legislator Lin Chin-hsing (DPP), who was expelled from the DPP after 
being convicted of forging medical documents. 


Column 3 


14. Chen Hsing-yu - 38 years old, incumbent City Councilor since 
2003 by-election, Executive MBA National Sun-Yat-Sen University. 
Before being elected to the City Council, she worked for different 
Bureau directors of Kaohsiung City Government, including Mayor Chen 
Chu when she was Director of the Social Affairs Bureau. 


15. Wu Ming-si - 41 years old, newly elected, high school graduate. 
He is a Ward Chief (Li-chang) and runs a mortuary business. 


PFP members: (4) 

1. Yang Ser-yu - 47 years old, incumbent City Councilor since 1994, 
B.A. in Chinese National Normal University and a Master\'s degree in 
Public Policy National Sun-Yat-Sen University. 


2. Tung Yen-chen - 53 years old, incumbent City councilor since 

2002, graduated from Chiayi Normal College. She owns a kindergarten 
and was a former Chairperson of Kaohsiung City\'s Pre-education 
Association. 


3. Wang Ling-chiao - 40 years old, incumbent City Councilor since 
2002, MBA Honolulu University. She owns English language cram 
schools and she was the 2001 National President of Taiwan\'s Jaycees 
Club. 


4. Wu Yi-cheng - 43 years old, incumbent City Councilor since 2002, 
Master\'s degree in International Relations and Public Affairs 
Columbia University. Before he became an elected official, he 
served as an assistant to former KMT Legislator Lin Hung-chung and 
PFP Legislator Chiu Yi. 


TSU members: (1) 


SIPDIS 

1. Lan Chien-chang - 36 years old, incumbent City Councilor since 
1998, MBA in Information Management University of Southern 
California. He was a KMT member until 2002. He is the only TSU 
member who successfully won re-election this year. His father was a 
former KMT City Councilor (1990-1998). 


Independents: (6) 

1. Chang Sheng-wu - 63 years old, incumbent City Councilor since 
1994, high school graduate. He was a former Chairman of Kaohsiung 
City Fishermen\'s Association and owns a fishing company. 


2. Cheng Hsing-chu - 65 years old, incumbent City Councilor since 
2002, elementary school graduate. He was a National Assembly Member 
from 1996 to 1999. He is a host on a local radio program that 
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focuses on worker rights issues. 


3. Hsu Kun-yuan - 49 years old, incumbent City Councilor since 1994, 
high school graduate. He is reputed to have underworld ties, having 
connections to gambling. It is said that he was planning to run for 
the Speakers slot and that the KMT offered him te Vice Speaker\'s 
position to gain his support for the KMT candidate in the Speaker 
election. Since Hsu insisted in running for the Speakers slot, the 
deal was broken. 


4. Tseng Li-yen - 53 years old, newly elected, a graduate of junior 
college. She is the wife of former Legislator Lin Hung-chung 
(Independent) who owns a construction company and has investments in 
restaurants. She served as his executive assistant. 


5. Chu Ting-yu - 26 years old, newly elected, she graduated from 
Northeastern University (U.S.) in Business Administration and 
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Finance. Her father was a former City Council Soeaker Chu An-hsiung 
who was convicted for vote-buying in the 2002 Speaker election and 
fled to China. Her mother Wu De-mei was a KMT Legislator. Her 
elder sister Chu Ting-san was elected as City Councilor in 2002, but 
did not seek re-election. 


6. Lee Shun-chin - 48 years old, incumbent City Councilor since 2003 
by-election. He is a graduate of junior college and served as a 

Ward Chief (Li-chang) for years before being elected as a City 
Councilor. 


THIELE 
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Summary 


1. As of January 4, the UN does not expect to issue a 
Flash Appeal or a revised Consolidated Appeals Process 
(CAP) for Somalia. As the humanitarian community 
adapts to the evolving situation, Lower Juba, Middle 
Juba, and Middle Shabelle regions have emerged as 
agencies\' top response priorities. The health, 

nutrition, food security, and protection sectors are of 
primary humanitarian concern. The closure of the 
Kenyan border has caused hundreds of Somalis to be 
deported from Kenya and prevented thousands from 
leaving Somalia. Passage of humanitarian vehicles from 
Kenya into Somalia continues to be limited. New 

reports of increasing harassment of humanitarian staff 
underscore the challenges of re-engaging in Somalia. 
End Summary. 


OCHA Somalia Meeting 


2. On January 3, USAID\'s Bureau for Democracy, 
Conflict, and Humanitarian Assistance (USAID/DCHA) 
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activated a Disaster Assistance Response Team (DART) to 
assist in coordinating and responding to the 

humanitarian needs in Somalia. Team members attended 
the Somalia donor coordination meeting on January 4, at 
which the UN Office for the Coordination of 

Humanitarian Affairs (OCHA) announced that despite the 
recent fighting in Somalia, the strategic priorities of 

the 2007 CAP will continue to guide the humanitarian 
response in Somalia. This reflects the consensus 

within the humanitarian community that the conflict has 
not created significant new needs. However, Somalis 
continue to suffer from the effects of drought and 

flooding. The following sections summarize the key 

points of the meeting. 


Current Somalia Context 


3. There has been no large-scale fighting in Somalia 
since December 28, but agencies have begun to report 
conflict-related injuries and deaths. Recently, the 
International Committee of the Red Cross (ICRC) 
reported that 800 people had sustained injuries as a 
result of the conflict. Additionally, the Somali 
Transitional Federal Government (TFG) requested the 
assistance of the International Labor Organization 
(ILO) in burying 1,000 corpses in Bay Region. (These 
figures are estimates, although it is clear that the 
conflict caused casualties, accurate figures are 
unavailable.) 


4. The Council of Islamic Courts (CIC) appears to have 
been defeated, but its continuing presence in Somalia 
is a potential danger for aid agencies seeking to 
resume activities. Additionally, former warlords are 
reportedly returning to power in several towns, causing 
concern among aid agencies. 


5. The TFG Prime Minister Ali Muhammed Gedi has called 
for the resumption of humanitarian activities. Against 

a backdrop of increasing insecurity and lack of access 

in Somalia, humanitarian agencies are carefully 

planning how to redeploy staff and restart activities. 

Many have not resumed full activities due to the 

continuing uncertainty in Somalia. 


Current Response Priorities 
6. Despite the recent fighting, current response 
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priorities remain largely unchanged from those 

following the flooding. Lower Juba Region is the most 
severely affected area. The last assistance that it 
received was on December 25, when the UN World Food 
Program (WFP) completed an air-drop. Middle Juba and 
Middle Shabelle regions are the next priority locations 

for relief assistance. Livestock vaccinations and 
surveillance to prevent Rift Valley Fever (RVF) are 
needed along the Kenyan border. Agencies at the 
meeting emphasized that the response should be driven 
by need, not the level of access they have to an area. 


7. OCHA stated that the strategic priorities in the 

2007 CAP remain valid; a revised CAP or Flash Appeal 
are not planned. CAP priorities include a focus on 

south and central Somalia, internally displaced persons 
(IDPs), and early recovery. OCHA reported that the 
flood response plan is 54 percent funded as of January 
4, and additional support for early recovery is needed, 
and also emphasized that helping the TFG establish law 
and order is a priority. Furthermore, durable 

solutions for IDPs, including 250,000 in Mogadishu 

(from earlier rounds of conflict and drought), are 

needed. Finally, OCHA stated that donor support is 
needed to move the humanitarian operation from Nairobi 
into Somalia, including funding for improving compounds 
and purchasing vehicles. 


Population Movements 


8. OCHA reported that 4,500 families have been 
displaced in Galkayo, Mudug Region, in the last two 
months. Those displaced in Galkayo have mostly come 
from Hiraan and Galgadud regions and include new and 
old caseloads. OCHA emphasized that most recent 
displacement (estimated at a maximum of 40,000 people) 
was localized and temporary due to the rapid nature of 
the TFG/Ethiopian advance. Many IDPs are expected to 
return to their homes, largely undamaged by the recent 
fighting. The next few weeks offer a window of 
opportunity to find sustainable solutions for Somalis 
displaced by multiple shocks of drought, flooding, and 
conflict, the agency believes. 


Kenya Border Closure 


9. On January 3, Kenya closed its border with Somalia, 
preventing asylum seekers from leaving Somalia. As a 
result, on January 4, the UN Office of the High 
Commissioner for Refugees (UNHCR) reported that 400 
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Somali women and children were deported to Doble, 
Somalia, from the Liboi border in Kenya. An additional 
4,000 people are reportedly gathered in Doble hoping to 
flee to Kenya. (This figure may not be accurate, and 

the UN is trying to verify it.) Their immediate needs 
reportedly include shelter, health, water, and food. 
UNHCR is unable to access the asylum seekers from 
within Somalia or from the Kenyan side of the border. 

As of January 4, the Government of Kenya (GOK) and the 
TFG had not granted permission to access them. Even if 
permission is granted, insecurity may limit relief 
organizations! ability to provide basic services and 

food. 


10. The UNHCR representative criticized the closure of 
the border on humanitarian principles and said that the 
UN is currently working with the GOK and the TFG to 
allow non-combatants, especially women and children, to 
seek refuge in Kenya and permit the transport of relief 
supplies via truck from Kenya into Somalia. On January 
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4, Ambassador demarched Foreign Minister Tuju, urging 
Kenya\'s compliance with its international humanitarian 
obligations. Since the border closure, UN agencies 
report that a limited number of trucks have crossed 

into Somalia from Liboi. 


Flood Response Interrupted 


11. The renewed fighting interrupted the humanitarian 
community\'s flood response targeting the 454,000 people 
displaced by the November-December floods, including 
USAID\'s Office of U.S. Foreign Disaster Assistance 
(USAID/OFDA)-funded nutrition, health, food security, 
agriculture, water, sanitation, and hygiene programs. 

The latest fighting occurred as the flood response was 
building up capacity and agencies were beginning to 
reach inaccessible, highly vulnerable areas, such as 
Lower Juba Region. 


12. USAID/OFDA provided 12 Zodiac boats and motors to 
the UN Children\'s Fund (UNICEF), valued at $243,000, to 
facilitate response efforts in flood-affected regions 

where damaged and destroyed roads and infrastructure 
are impeding access and restricting the distribution of 
relief supplies. In addition, USAID/OFDA has approved 
$250,000 from its 2006 contribution to UNICEF\'s rapid 
response fund to assist flood victims in Somalia, and 


Column 3 

also provided $1.5 million to support UNICEF\'s flood 
and conflict interventions in the health and water, 
sanitation, and hygiene sectors. 


Humanitarian Concerns 


13. Health and Nutrition: On January 8, the UN World 
Health Organization (WHO) announced that cholera has 
been confirmed in Kismayo, Lower Juba Region, and 
Jilib, Middle Juba Region. However, WHO reports that 
the disease has been contained and medicine and other 
health supplies are being provided. Non-governmental 
organizations (NGOs) and UN agencies are worried about 
an increase in cases of Acute Watery Diarrhea, 
especially in Lower Juba Region. Given Somalia\'s 
proximity to Kenya, RVF is also a concern. Kenya 
confirmed several cases of RVF in December. As of 
January 4, OCHA reported that no cases of RVF in 
livestock or humans had been confirmed in Somalia 
(although Somalia\'s disease surveillance system is weak 
in flood and conflict-affected areas). Malnutrition 
remains a concern in south and central Somalia where 
flooding and conflict has prevented vulnerable children 
from accessing feeding programs. 


14. Food Security: The conflict interrupted post- 

flood recessional planting, impacting farmers\' ability 

to benefit from the high-levels of rainfall and flood 

waters. The UN Food and Agriculture Organization (FAO) 
has temporarily suspended seed distribution in Lower 

and Middle Juba regions, but plans to resume 

distribution in the coming weeks, security permitting. 

FAO has already completed seed distribution for 
recessional planting in Hiraan Region. OCHA is 
concerned that the recent increase in food prices and 

the closure of the Garissa livestock market will impact 
food security. (The Garissa livestock market is located 

in Kenya and was closed by the GOK to help control RVF. 
It serves as the main market for livestock from 
northeastern Kenya and Somalia.) 


15. Protection: Relief agencies report a surge in 
recruitment of child soldiers prior to and at the onset 
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of this conflict, especially by the CIC, and the 
subsequent abandonment of them as the CIC withdrew. 
Additionally, Puntland authorities have been unable to 
distinguish the combatants from the non-combatants 
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among the families currently arriving in the region, 

and have separated men from their families and deported 
them to southern Somalia. 


Increasingly Dangerous Operating Environment 


16. UN agencies and NGOs in the OCHA meeting reported 
an increase in staff harassment. The week of January 

1, Ethiopian troops detained four UN staff for two days 
despite attempts to negotiate for their freedom. One 

NGO reported that a staff member returning from 

northern Somalia to Mogadishu had been arrested and 
detained. Several NGOs stated that TFG authorities and 
the Ethiopian military are suspicious of humanitarian 

staff traveling within Somalia and have arrested NGO 

staff as a result. On January 3, between Mogadishu and 
Merka, Ethiopian troops detained and harassed five 

staff of the NGO Concern at gun point, accusing the 

team of being Al Qaida members. The staff members were 
traveling in vehicles clearly marked as humanitarian. 
Humanitarian organizations also report an increase in 
banditry in larger urban and peri-urban areas in newly 

held TFG territory. At the OCHA meeting, donors were 
requested to advocate for the protection of 

humanitarian workers. 


Conclusion 


17. The next few weeks are a critical time in Somalia, 
and the humanitarian community is poised to respond to 
the needs of the flood and conflict-affected 
communities. However, insecurity, attacks on aid 
workers, and a fluid political and military situation 

are considerable obstacles for agencies seeking to re- 
engage in Somalia. The DART is working with current 
partners to adapt their programs to respond to the 
opportunities the shifting context offers. 


RANNEBERGER 
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1. (SBU) Summary: Confirmation that the Government has decided to 
postpone electricity distribution company privatizations planned to 
begin this month put a damper on markets at the start of the new 
year. The reason for the delay appears to be the political desire 

of the AKP Government to avoid electricity price increases, which 
privatization would have entailed, during an election year. The 
postponement will make it harder to find a solution to Turkey\'s 
expected tight supplies of electricity in coming years, sends a 
negative signal about economic reforms, and could create problems 
for the IMF program. End Summary. 


2. (SBU) The long-awaited privatization of the first three regional 
electricity distribution companies has run into election-year 

political pressures. Prime Minister Erdogan shocked markets and the 
business community January 4 by implying that the privatizations 
would be postponed. On January 9, Energy Minister Guler confirmed 
publicly that the privatizations would not go forward until after 

the November parliamentary elections. Seventy-nine pre-qualified 
companies were already examining information about the companies in 
the \"data room,\" and as recently as December 21, Privatization 
Authority President Metin Kilci told us he expected the bid deadline 

of January 19 to hold. 


3. (SBU) In his January 9 statement, Guler emphasized the 
importance the GOT gives to infrastructure, and set forth the GOT\'s 
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underground wiring project as the reasons. But it seems clear to 
all observers that the driving factor behind the government\'s 
hesitation is fear of the electoral impact of an election year price 
increase for consumers of electricity. Electricity prices have not 
increased in Turkey since 2002 and have not kept up with the 
dramatic increase in global energy prices since then. In order for 
the privatized entities to be financially viable, the government 
would have to allow significant price increases. 


4. (SBU) The Government\'s decision leaves many questions unanswered. 
IMF officials told us in November that they had secured Economy 
Minister Babacan\'s agreement to seek Government approval of 
electricity and gas price increases to shore up the finances of the 
state-owned energy companies. The IMF did not make price increases 
an explicit condition of its program, but Fund staff doubt the 
Government can achieve the 6.5% 2007 primary surplus target for the 
entire public sector without electricity and gas price increases. 

The primary surplus is the cornerstone of the IMF program and the 
main indicator the Fund and markets look to in assessing Turkey\'s 
compliance. 


5. (SBU) Electricity distribution privatization was also important 

to deal with Turkey\'s looming domestic power crisis. As strong 
economic growth continues, most analysts foresee supply tightness 
beginning as soon as 2008 or 2009 given the lack of significant 

upgrade in generation capacity since 2000. The government had hoped 
that private investment in the sector would help cover the gap. But 

that investment has not been forthcoming because of the unresolved 
pricing and issues that would need to be resolved before the 
privatizations could go forward. 


6. (SBU) The distribution company privatizations were already 
technically difficult: one potential U.S. bidder provided us with a 

long list of potential problems for bidders. Even if the Government 
had increased prices, Kilci told us the deal was structured with a 

set minimum profit margin, so as to induce the buyers to get most of 
their upside from cost reduction. However, all these were 
foreseeable risk factors for the companies and they were included in 
their bids. The GOT\'s last-minute cancellation, without any 
commitment to eliminate these risks in the long term, is likely to 
have an adverse effect on the GOTVs next electricity privatization 
effort. 
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Comment 


7. (SBU) The Government has generally shown political courage in 
selling off state-owned enterprises, despite widespread public 
skepticism about the benefits of privatization, and outright 
opposition from other political parties, the President and the 
judiciary. Privatizing electricity companies -- and raising prices 

-- in an election year was apparently a bridge too far. It may also 
signal a broader pause in the pace of economic reforms, as the 
Government takes care not to hand the populist, anti-reform 
opposition any new political clubs. 


McEldowney 
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1. (C) Afghan Deputy National Security Advisor Engineer 
Ibrahim characterized the January 4 visit of Pakistan Prime 
Minister Azziz as a Wgood trip" There had not been 
agreement on substance, but Azziz and Karzai held frank and 
open discussions on a range of bilateral issues. Foreign 
Minister Spanta\'s Special Advisor acknowledged the importance 
of dialogue with the civilian side of the Pakistan 

government, but focused on the need to engage more deeply 
with the Pakistani military and ISI, the real centers of 

power in Pakistan. On the Pakistani proposal to fence and 
mine the border, the GOA expressed its clear opposition, not 
just because of the consequences of mining for the civilian 
population but because it is not an effective tool for 
combatting terrorism. The real issue was command and 
control. Azziz reportedly had not pressed the issue in the 
meeting, which the GOA took to indicate the Pakistani 

civilian side might reconsider the proposal. Afghanistan 
expects a formal response on the border issue within two 
weeks. The GOA sees as positive Pakistani steps to create a 
Commission to prepare for the jirgas and is prepared to 
engage through that agreed channel. On Musa Qala, the main 
challenge for the GOA will be preventing the area from 
becoming a Taliban sanctuary while offering local residents 
more security, reconstruction and development. On poppy 
eradication, Ibrahim said Karzai will welcome a clear plan 

and a viable alternative livelihoods program. END SUMMARY 


2. (C) On January 6, Deputy National Security Advisor (NSA) 
Engineer Ibrahim provided A/DCM a readout of Pakistan PM 
Azziz,s January 4 visit to Afghanistan. lbrahim 

characterized the overall visit as a \"good trip\" as President 
Karzai and PM Azziz had spoken openly and frankly. Karzai 
strongly believes that the Prime Minister wants a peaceful 
and prosperous relationship. Karzai\'s position, with which 
Ibrahim agreed, had been that a way must be found to change 
the minds of \"other people\", namely the Pakistan military. 
They must be encouraged to think about broader goals for 
Pakistan, including economic prosperity. lbrahim said the 
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visit gave Afghanistan some hope that there might be changes 
in Pakistani thinking and a chance for deepening relations. 


3. (C) While the overall visit was positive, Karzai 

reportedly took a hard line with Azziz on Pakistan\'s 
responsibility for cross-border terrorism. Afghanistan\'s 
position is that the border is not the issue -- command and 
control is. Ibrahim said that Azziz had offered 1,000 
scholarships for Afghan students to study in Pakistan, but 
President Karzai refused the offer, explaining to Azziz that 
there were over 200,000 students in Kandahar and in the 
border regions who had no chance to go to schools because 
they had been burned down by insurgents. This is the 
priority. Karzai told Azziz, and repeated to the press, that 
Afghanistan will know that its neighbors want peace only when 
it sees an end to the burning of schools, the explosion of 
bombs, and the killing of Afghan people along the border 
region. An early sign of progress would be whether 
Afghanistan had a peaceful or bloody spring. 


4. (S) In aseparate meeting with A/DCM January 8, Foreign 
Minister Spanta\'s Special Advisor, Davood Moradian, echoed 
similar views about engaging the Pakistan military. He 
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underlined that the structures of power in Pakistan were 

different from those in Afghanistan and other countries. 

Azziz was a Civilian, an economist from the World Bank, who 
understood economic integration and development but was not 
the key person to be engaging on security and border issues. 
The same could be said for FM Kasuri, Moradian said. The GOA 
would now be looking for ways to engage ISI and Pakistani 
military decision-makers. 


5. (S) Moradian described matter of factly the consequences 
of what he characterized as an unequal relationship with 
Pakistan. Afghanistan was always on the defensive against 
attacks from Pakistan which held the upper hand in the 
relationship; the GOA was always reacting. Moradian saw the 
ISI as the real policymakers in Pakistan. He joked that 

other countries had an army, but in Pakistan the army had a 
country. He portrayed the Pakistani military as highly 
sophisticated, well-educated, and well-paid. In response, 

the GOA\'s strategy was aimed at trying to establish relations 
with a wide range of Pakistani ministries and civil society 
members in an effort to help increase their police leverage. 


Fencing and Mining the Border 
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6. (C) Deputy NSA Ibrahim reported that the Afghan response 
to the Pakistani proposal to fence and mine the border was 
clear ) it will not stop terrorism and will only separate 

families, tribes, and clans and put the civilian population 

at risk. The real issue is command and control centers in 
Pakistan. Azziz had explained to Karzai that the process 

would be selective -- some areas would be mined, while some 
would be fenced. According to Ibrahim, Azziz had not taken a 
hard line on the issue during their meeting, which sent a 

signal to the GOA that civilian decision-makers may not be as 
committed to the strategy as public statements might 

indicate. The GOA would know in two weeks what Pakistan had 
decided. Ibrahim noted that Pashtun tribes on both sides of 

the border were unhappy with the proposal and have threatened 
to take the GOP to court. Ibrahim thought that the border 
proposal was more political in nature than about countering 
terrorism. It reflects Pakistan\'s interest in demarcating 

the Durand line. 


North Waziristan Agreement 


7. (C) President Karzai reportedly told Azziz that he 

believed that a new state had been created in North 
Waziristan, an area that used to be part of Afghanistan. 
Karzai called for more concrete examples of Pakistani efforts 
to crack down on the Taliban leadership in Quetta and North 
Waziristan. 


Jirgas 


8. (C) lbrahim stated that Azziz announced that the GOP 
would shortly be appointing a Commission to start work on the 
cross border jirgas. He characterized the GOP,s reluctance 
to engage on Afghanistan,s proposal as \"not an official 
rejection, but more of a delay,\" and welcomed the 
announcement of a Commission. The GOA is ready to engage 
through that agreed channel. Delays in getting to this point 
have, unfortunately, encouraged the Taliban to speak out 
against the jirgas, he said. Karzai reportedly reiterated to 
Azziz that the main purpose of the jirgas was political. 

Karzai wanted both sides to openly discuss all the cross 
border problems and focus on the sources of terrorism. 


Refugees 


9. (C) Asked if any decisions had been made to close refugee 
camps in Pakistan, Ibrahim responded that registration of 
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refugees had begun and would continue through January. The 
two sides would then set a deadline for sending refugees back 
to Afghanistan. He said that President Karzai insisted that 
Pakistani authorities go into the refugee camps to close down 
terrorist training camps. Ibrahim noted Pakistani military\'s 
reluctance to go into the refugee camps to close down 

training centers. 


10. (C) Ibrahim described the main challenge of Musa Qala as 
preventing the area from becoming a sanctuary for Taliban 
while respecting the needs of the local community. Governor 
Wafa was now working closely with the tribal leaders in Musa 
Qala and other areas including Sangin. Ibrahim saw the area 
as divided between those who supported the Taliban and those 
who supported the GOA. The GOA therefore needed to 
demonstrate that it had more to offer in terms of security, 
reconstruction and development, while showing that the 
Taliban offered only more fighting and instability. The task 

now was for the GOA to instill optimism, create confidence, 
and set the right conditions for people to want to remain in 
Musa Qala under GOA control. Evidence of reconstruction and 
development and law and order would be key, Ibrahim stressed. 
Spanta\'s Special Advisor Moradian was more critical, arguing 
that the agreement was seen broadly as a concession to the 
enemy. As such, it weakened ISAF in the eyes of the public. 

It is critical that it not be replicated, he stressed. 


NAC Meeting 


11. (C) A/DCM briefed Ibrahim on the NAC,s intention to 

invite Foreign Minister Spanta and Defense Minister Wardak to 
the January 26 NAC in Brussels. She stressed the importance 
of having both present to make Afghanistan,s case to the 
Europeans. 


12. (C) Ibrahim was confident that both Spanta and Wardak 
would attend (FM Spanta\'s Special Advisor Moradian later 
confirmed that Spanta planned to attend). He expressed worry 
that some Europeans, with the exception of the eastern 
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Europeans, had become demoralized. They were now complaining 
about the smallest problems or setbacks. Ibrahim was 

concerned that when the Europeans made noises about leaving 
Afghanistan it only helped the enemy. Ibrahim pointed to 
France,s \"withdrawal\" which, he believed, would have minimal 
impact on the ground, but sent the incorrect message to the 
Taliban that the Europeans were pulling out. (Comment: 

Ibrahim was apparently referring to French DefMin 

Alliot-Marie\'s mid-December announcement that France was 
withdrawing its 200 Special Forces that had been deployed 

under OEF in RC-East. France is however maintaining its ISAF 
commitment of approximately 1,000 troops in the Kabul area. 

End Comment) Ibrahim said the Afghan message to NATO would 
be to \"stay strong\", keep fighting terrorism, and help 
Afghanistan. A/DCM responded that it would be useful for the 
NAC to hear this message directly from Spanta and Wardak. 


Poppy Eradication 


13. (C) Ibrahim stressed the importance of approaching poppy 
eradiation with a clear plan. In particular, he argued for 

better programs for alternative livelihoods. He said that 
Presidential Economic Advisor Nadiri and the Agriculture 
Ministry were working on a concrete plan for alternative 
livelinoods, e.g., substituting cotton production in Helmand 

for poppy cultivation. Ibrahim also called for the arrests 

of traffickers who were enticing farmers to grow poppy. He 
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said that Russia had expressed interest in assisting with 
eradication in response to the influx of heroin into Russian 
cities and the increase in drug addicts in the country. 


Comment 


14. (C) Despite differences over the border fencing and 
mining issue which Karzai has pointed to as evidence of a 
widening gap, the GOA was generally satisfied with the visit 
and the open and frank exchanges that took place. It is, 
however, being realistic about the ultimate impact of such 
visits. It delivered a clear message about its needs and 
expectations. The GOA is still pinning hopes on the cross 
border jirgas to help resolve cross-border tensions. The 
jirgas take on greater urgency now as one way to obviate the 
need for what it sees as draconian border measures being 
pushed by Pakistan. Press reports indicate that Pakistan has 
decided to go forward with fencing and mining which will only 
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inflame tensions on both sides of the border. 
NEWELL 
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Summary 


1. (SBU) Violence against women is a serious problem in Vietnam, but 
to date the GVN has done little to study or combat it. In spite of 
Vietnam\'s economic growth and increasing economic independence for 
women, traditional attitudes about women\'s roles persist, and 

domestic violence does not receive widespread attention as a problem 
that needs to be addressed. Government activities and funding 

mostly focus on combating trafficking in persons, hampering the 

efforts of certain groups that seek to raise domestic violence 

awareness and protect victims. A draft law on domestic violence 

holds some promise. End Summary. 


Domestic Violence a Serious Problem... 


2. (SBU) According to GVN figures, 80 percent of Vietnamese women 
claim to have suffered some type of domestic violence at some point 
in their lives, and over 15 percent report that they have been 
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beaten by their husbands. During a recent National Assembly 
discussion about the issue, it was reported that domestic violence 
was Cited in 42 percent of all divorce cases in Vietnam. 


...but Awareness, Countermeasures Still Sparse 


3. (SBU) Vietnam is a signatory to the 1981 UN Convention on the 
Elimination of All Forms of Discrimination Against Women (CEDAW) and 
the 1995 Beijing Platform for Action. Under the convention, the GVN 
is required to develop penal and civil sanctions to prevent violence 
against women in the home, workplace and community; prosecute 
abusers and provide victims with judicial protection; and, implement 
programs to eliminate violence against women. In addition, the GVN 
is required to submit reports to the UN at least every four years on 
measures it has taken to comply with its international obligations. 
The GVN has consistently submitted its national reports, but has yet 
to promulgate the domestic legal mechanisms to combat domestic 
violence. 


4. (SBU) The general consensus among gender issue advocates here is 
that the GVN and, more broadly, Vietnamese society, must first come 
to the conclusion that domestic violence is wrong before the problem 
can be effectively addressed. Pham Hoai Giang, Director of the 
Vietnam Women\'s Union\'s (VWU) International Relations Department, 
told PolOff that men still think it is their right to beat women, 

and \"this will not change in the near future.\" The problem is 
exacerbated by the view that marital relations -- and domestic 

violence -- are no one else\'s business. A representative of The 

Asia Foundation (TAF), which works with the VWU to combat domestic 
violence, told us that even in instances of public abuse of women by 
their husbands, most people ignore it because \"they do not want to 

get involved\" in a family dispute. A 1999 World Bank study further 
documented this public apathy when it found that a majority of 
Vietnamese men feel that women are responsible for any violence 
against them. As the TAF representative put it, the attitude that 
\"women are property\" is persistent in Vietnam. 


Violence Continues In Spite of Economic Development 


5. (SBU) Domestic violence in Vietnam continues in spite of 

Vietnam\'s economic growth and women\'s increasing economic 
independence. According to the National Committee for the 
Advancement of Women in Vietnam, women make up 50.8 percent of the 
population of Vietnam and 50.6 percent of its labor force. Vietnam 

can also boast of having the highest percentage of female 

legislators in East Asia. The Committee reports that women have 

also developed greater access to health care and education, and 

nearly as many girl students are enrolled in primary and secondary 
education as boys. 
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6. (SBU) That said, some gender advocates believe that, ironically, 
this greater economic achievement may be one of the factors fueling 
violence against women. WA lot of change is happening very quickly, 
and men feel the pressure," the TAF representative told Poloff. The 
changing role of women at home and in a traditionally male-dominated 
society can be stressful for men, she continued. Gender-based 
violence studies note that when the wife is the main breadwinner, 

her husband may verbally and physically abuse her in an attempt to 
demonstrate his dominance and role as the head of the household, our 
TAF contact noted. 


Few Resources for Victims 
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7. (SBU) Victims of domestic violence have few resources available 

to them. The Women\'s Union is the most recognized source of help 

and information for victims. Vietnam\'s Center for Studies and 

Applied Sciences in Gender, Family-Women-and Adolescents (CSAGA), a 
non-governmental organization, sponsors some projects that include 
community-level education and resources for gender-based violence. 
However, there are no shelters in Hanoi for women escaping abuse. 

In cases where beaten women must seek medical care, hospitals can 

only provide medical help; no psychosocial assistance is available. 


8. (SBU) Women\'s Union contacts note that, although family members 
are often the first source of help for victims, many cannot return 

to their parents because families believe \"it is shameful\" to allow 

a daughter to return home after leaving her husband. Abused women 
thus usually seek help from neighborhood organizations. Resident 
Units\" (responsible for maintaining order within local communities) 
and \"Reconciliation Groups!" (which include representatives from the 
Women\'s Union) can offer assistance in domestic matters and attempt 
to keep marriages intact, but only by invitation by the couple. 

According to the VWU\'s Pham, the organization also works with the 
local police in certain instances, but the police prefer that 

marital disputes be resolved without their involvement. 


9. (SBU) The Women\'s Union would like to open domestic violence 
shelters, but lacks the money to do so, the VWU\'s Pham continued. 

For example, the VWU\'s Center for Women and Development hopes to 
open a pilot shelter in Hanoi -- which would build on the success of 

an anti-trafficking victimsW center in Ho Chi Minh City -- provided 
funding becomes available. The Asia Foundation is also hoping to 
replicate in Vietnam the Cambodian \"Project Against Domestic 
Violence\" (PADV) and the \"Men Stop Violence\" initiatives. These 
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programs, with training aimed at men, also provide education and 
assistance for victims. However, funding is an issue for these 
programs, our TAF contact said. 


\"GVN Focused Only on Trafficking\" 


10. (SBU) The Women\'s Union says that, although it is working on 
\"raising awareness\" and \"breaking the silence\" about domestic 
violence, it cannot undertake a national program to counter domestic 
violence because of limited resources. The GVN\'s main gender 
concern through 2010 will be countering the growing problem of women 
trafficked for prostitution, and most GVN funding and activities are 
directed at anti-trafficking efforts, our Women\'s Union contacts 
report. The Asia Foundation -- which does anti-TIP work as well as 
work related to domestic violence -- also acknowledges that 
anti-trafficking efforts have received much of the GVN\'s and 
international donors\' attention and funding for the better part of 

the last five years, limiting what is available for addressing 

domestic violence. 


Existing Legislation Lacking... 


11. (SBU) With the passage of Vietnam\'s first-ever Law on Gender 
Equality (reftel), most observers assess that Vietnam has taken a 
step forward in the area of women\'s rights. However, the law fails 
to address the issue of domestic violence. Furthermore, Vietnam\'s 
Penal Code has 344 articles, none of which specifically addresses 
domestic violence. Criminal cases brought to court must meet the 
requirement that the wife is willing to testify and that there is 

more than a \"ten percent degree of damage to the wife\'s health.\" A 
victim of domestic violence could theoretically bring charges under 
Vietnam\'s Civil Code -- specifically articles 32 (Ensuring the 

Safety of Life, Health and Body), 33 (Protecting Honor, Dignity and 
Reputation) and 36 (Equality of Husband and Wife) -- but many 
observers note that prosecutions are very difficult, and convicted 
offenders do not receive jail time. 


...But Draft Law Promising 


12. (SBU) Embassy contacts assess that the draft Law on Domestic 
Violence Prevention and Control, which was discussed at last fall\'s 
National Assembly session, holds promise for addressing violence 
against women. The new law would apply to Vietnamese individuals, 
agencies and organizations, as well as foreign individuals and 
organizations operating within Vietnam. It provides for victims! 
rights, including shelter, health care and financial compensation. 

The draft law, however, lacks sentencing guidelines for those 
committing acts of violence. Because the law was not passed during 
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this most recent legislative session, it must be re-introduced next 
session in order to remain under discussion and possibly be passed. 
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Comment 


13. (SBU) Although the GVN has done little to date to address the 
problem of domestic violence, the recently passed Law on Gender 
Equality is a modestly positive development, as are the new 

VNational Strategy for The Advancement of Women in Vietnam by 20101" 
and the drafting and discussion of the Law on Domestic Violence. As 
one of our contacts noted, acknowledging domestic violence as a 
problem will be a key first step to effectively addressing it. 
Awareness-raising programs, both nationally and at the community 
level, will be essential to this effort. Hopefully, passage in the 
near-term of the Law on Domestic Violence will send the message that 
the GVN recognizes a problem exists and intends to tackle it. 
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This cable is Sensitive But Unclassified. Please handle 
accordingly. 


1. (SBU) Summary: Western banks play a dominant role in Romania\'s 
growing economy, controlling slightly over 83 percent of the 

country\'s banking system. This situation, coupled with tight 

regulation and close supervision by the Romanian Central Bank (BNR), 
leaves Romania with relatively few worries regarding money 

laundering and large scale banking fraud. End summary. 


Western Banking Brands Dominate the Market 

2. (U) Western banks dominate Romania\'s savings and lending markets, 
controlling over 83 percent of the commercial banking system. 
Romania\'s banking system has total net assets amounting to EURO 
42.919 billion. With Romania\'s GDP likely to exceed EURO 100 

billion in 2006, experts predict continued strong growth in the 

banking and credit sector to be led by Western banking interests. 


3. (U) Romania\'s banking sector consists of several large banks that 
control the vast majority of the banking business and numerous 
smaller banks that take up niche markets or are struggling to stay 
afloat in a period of increased competition. The following list is 

a survey of the banks in Romania and their relative positions in the 
market. 


Banking Sector Census 

4. (U) The Romanian Commercial Bank (BCR) is the largest bank in 
Romania with over EURO 11 billion and a market share of 25.9 

percent. Austria\'s Erste Bank purchased the entire state-owned 
package in the bank in 2006, as well as the EBRD and IFC stakes. In 
addition to the original 62.9 percent stake purchased in BCR, Erste 

Bank has been acquiring shares from the Bank\'s employees, who owned 
7.1 percent of the Bank prior to privatization. Five domestic 

investment funds also still own an aggregate 30 percent in BCR. 

Erste Bank has stated its intent to buy them out as well. 


5. (U) The second largest bank in Romania is BRD Groupe Societe 
Generale, owned by France\'s Societe Generale. BRD holds nearly EURO 
7.2 billion in net assets and a 16.7 percent market share. The EBRD 

has preserved a 5 percent stake in BRD. 


6. (U) The third largest bank in Romania is Raiffeisen Bank with 
almost Euros 3.6 billion in net assets and a market share of 8.3 
percent. Austria\'s Raiffeisen Bank purchased the former state-owned 
Agricultural Bank and buying out minority shareholders, including 

the Romanian-American Enterprise Fund. 


7. (U) Germany\'s HVB consolidated its position on the market with 
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the 2006 acquisition of the lon Tiriac Bank, now ranking fourth on 
the banking market. [N.B. Tiriac was German tennis star Boris 
Becker\'s manager and Romanian tennis star llie Nastase\'s doubles 
partner.] With a combined EURO 3.57 billion in net assets, HVB 
Tiriac holds 5.7 percent of Romania\'s market. 


8. (U) All other banks have market shares of less than five percent. 
They include the following banks: 


-- Cluj-based Banca Transilvania stands in fifth place, with around 

EURO 1.9 billion in net assets and a 4.5 percent share of the 

banking business. The Bank is managed by former ABN-AMRO Romania 
CEO Robert Rekkers and is listed on the Bucharest Stock Exchange. 
EBRD holds 15 percent of the Bank\'s capital. Various other Romanian 
firms, including local investment funds, hold another 21.5 percent 

of the Bank\'s stock. 


-- Greece\'s Alpha Bank fully owns its namesake, Alpha Bank Romania. 
The Romanian Alpha Bank has nearly EURO 1.9 billion in assets and 
comprises 4.4 percent of the local market. 


-- Bancpost is the next largest bank, with net assets standing at 
slightly over EURO 1.87 billion and a market share of 4.3 percent. 
Bancpost is a former state-owned commercial bank privatized in 1999. 
Greece\'s EFG Eurobank Ergasias has gradually bought out several 
other shareholders in Bancpost, including former minority 

shareholder GE Capital, and now owns 77.6 percent of the bank\'s 
total stock. The remaining shares in the bank are divided among 
domestic private investment funds. 


-- The lone remaining state-owned bank in Romania is the National 
Savings Bank (CEC). The GOR has sought to privatize CEC since 2004, 
with two calls for offers to date. However, the GOR has withdrawn 

the privatization offer on both occasions, claiming that the bids 

were too low. In December 2006, the GOR rejected the National Bank 
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of Greece\'s best binding offer of EURO 560 million for majority 
control. CEC has net assets worth over EURO 1.7 billion and has a 
4.0 percent market share. While CEC\'s asset base is small, it has 
one of the most extensive branch networks in Romania. The GOR has 
pledged to infuse the bank with up to EURO 500 million in additional 
assets, though some question whether such assistance is consistent 
with European State Aid regulations. Post will analyze CEC\'s 

current situation and future status Septel. 


-- The Dutch ING Bank Romania follows with over EURO 1.6 billion in 
net assets and a 3.8 percent share. 
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-- Another Dutch bank, ABN AMRO Romania, follows with net assets 
amounting to slightly over EURO 1.3 billion and a 3.1 percent market 
share. 


-- Austria\'s Volksbank fully controls Volksbank Romania, with net 
assets amounting to slightly over EURO 1.02 billion and a market 
share of 2.4 percent. 


-- The National Bank of Greece (which tried unsuccessfully to 

purchase CEC through privatization) has purchased a former private 
domestic bank, Banca Romaneasca, which has net assets amounting to 
EURO 882.5 million and 2.1 percent market share. 


-- Citibank Romania is the only major U.S. bank operating in 
Romania. It has EURO 719.3 million in net assets and a market share 
of 1.7 percent. 


-- ltalian-owned UniCredito has close to EURO 714 million in net 
assets and a 1.7 percent share of the market. Unicredito will 
combine its branches with HVB Tiriac following last year\'s 
international merger. 


-- Finansbank Romania is the local operation of the Turkish bank 
with the same name, with net assets in amount to EURO 545 million 
and 1.3 percent market share. 


-- Piraeus Bank is the local operation of its Greek namesake. In 
Romania, Piraeus Bank\'s net assets amount to EURO 257.9 million and 
has 0.9 percent local market share. 


-- Carpatica Bank has a local market share of 0.8 percent with net 
assets of EURO 369 million. The private bank is based in Sibiu and 
the stock is listed on the Bucharest Stock Exchange. 53.6% of 
Carpatica Bank\'s fragmented shareholders structure is with Romanian 
individuals, 27.9% with foreign individuals, 13.2% with Romanian 

legal entities and 5.3% with foreign legal entities. 


-- Hungary\'s OTP Bank purchased the former Turkish-owned RO-Bank and 
has net assets in Romania of around EURO 565 million, giving it a 

1.3 percent market share under the OTP Bank Romania name. OTP 
sought to expand through participation in the CEC privatization, but 

chose not to submit a final bid. 


-- Banca ltalo-Romena, based in Treviso, Italy, is a 

Romanian-Italian banking joint venture between Italy\'s Gruppo Veneto 
Banca (92.3 percent shares) and Romania\'s banking leader BCR (7.7 
percent shares). Banca ltalo-Romena has net assets amounting to 
EURO 376.7 million and a local market share of 0.8 percent. 


-- Italian SanPaolo IMI Bank has net assets of nearly EURO 258 
million and 0.6 percent market share. The Italian bank in 2003 
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bought more than 95 percent of the former private domestic West Bank 
based in Arad. 


-- Turkish-owned Garanti Bank International has local net assets 
amounting to 174.5 million and a market share of 0.4 percent. The 
bank is legally based and supervised in the Netherlands. 


-- Anglo-Romanian Bank follows with net assets amounting to EURO 
164.6 million and a market share of 0.4 percent. Anglo-Romanian 
Bank is BCR\'s international brand with branches in London and 
Frankfurt. 


-- Egnatia Bank Romania is the local operation of the Greek bank 
bearing the same name. Egnatia Bank Romania\'s net assets amount to 
EURO 162.1 million and a market share of 0.4 percent. 


-- Bank Leumi Romania belongs to its Israeli namesake, Leumi Bank. 
In Romania, the bank has net assets amounting to EURO 146.3 million 
and market share of 0.3 percent. 


-- Libra Bank has net assets of EURO 115.5 million and a 0.3 percent 
market share. U.S. investment fund New Century Holding (NCH), an 
off-shore company based in Cyprus, has had full control of Libra 
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Bank since 2003. NCH\'s diverse investment portfolio makes it one of 
the largest U.S. investors in Romania. The fund owns Libra Bank 
through several non-banking local firms. 


-- Emporiki Bank Romania is the local bank owned by its Greek 
namesake, the former \"Commercial Bank of Greece\". Emporiki Bank 
Romania has net assets of EURO 99.0 million and a market share of 
0.2 percent. 


-- Romanian International Bank (RIB) has net assets of EURO 71.1 
million and a 0.2 percent market share. RIB is nearly completely 
owned by Amcit Daniel Roberts, owner of Merchants Bank of 
California. Roberts purchased RIB from the former Turkish bank 
Sumerbank. 


-- Blom Bank Egypt is the Romanian branch of the former 
Romanian-Egyptian banking joint venture MISR, based in Cairo. Blom 
Bank Egypt still is based in Cairo and the Romanian operation 
technically is a branch. Earlier in 2006, about 99 percent of the 

parent bank was purchased by Blom Bank, which claims to be the 
largest bank in Lebanon. It is currently the only Arab-owned bank 

in Romania. Blom Bank Egypt\'s Romanian branch has net assets of 
EURO 66.6 million and a market share of 0.2 percent. 
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-- Banca C.R. Firenze Romania has net assets of EURO 66.8 million 
and a market share of 0.2 percent. Italy\'s Banca C.R. Firenze 
purchased the majority shares in the former South-Korean owned 
Daewoo Bank Romania. 


-- Banca di Roma SpA. Italia owns a Romanian branch. It is the only 
bank with a market share of under .2 percent (it has .1 percent) to 
hold a universal banking license. Its net assets total EURO 50.3 
million. 


Smallest Banks Find Niche 

9. (U) Many other, smaller banks operate in Romania, with most of 
their activities limited to niche markets and customers. These 
include: 


-- ProCredit Bank has net assets of EURO 194.6 million and 0.5 
percent local market share. The bank, which specializes in 
micro-lending, is fully owned by Germany\'s ProCredit Holding AG. 


-- Mindbank has net assets of EURO 85.5 million and a market share 
of 0.2 percent. The bank was originally established by the Romanian 
Handicraft Cooperative Union. In early 2006, the Agricultural Bank 
of Greece purchased 62 percent of Mindbank\'s total stock, with the 
Union retaining close to 20 percent. The remaining stock is held by 
minority individual shareholders. 


-- Raiffeisen Housing Bank is Austrian-owned Raiffeisen Bank\'s local 
specialized arm dealing with home and mortgage lending. It has net 
assets of EURO 62.8 million and a market share of 0.1 percent. 


-- Porsche Bank Romania is a full member of Austria\'s specialized 

car loan Porsche Bank Group, financing the sales of Audi, 

Volkswagen, Seat, Skoda and Porsche cars in Romania. Porsche Bank 
Romania has net assets of EURO 50.0 million and a market share of 
0.1 percent. 


-- HVB Housing Bank is a German-owned specialized bank dealing with 
real estate and mortgage lending. It currently has net assets of 
EURO 10.2 million and a market share of 0.02 percent. 


The Last \"Problem ChildW is Sold 

10. (SBU) Romexterra Bank holds a 0.7 percent market share with net 
assets of EURO 308.6 million. Until recently Romexterra Bank was the 
outlier in the general trend toward clean banking in Romania. The 
Central Bank considered it the main potential threat to the 

integrity of the Romanian banking system, particularly because of 

the reputation of its owners. Initially the bank of the Romanian 

natural gas industry, Romexterra gradually fell into the hands of 

the main oil workers\' trade union, Petrom and then Petromservice 
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controlled by controversial union leader Liviu Luca and his business 
partner, Sorin Ovidiu Vantu. Vantu is currently under investigation 
and court proceedings for his role in various financial schemes, 
including the fraudulent bankruptcy of the former largest equity 
fund FNI and several extinct commercial banks (BRS, BID, Banca 
Agricola). He has successfully escaped conviction thus far. 


11. (SBU) In 2006, Hungary\'s MKB bank, the country\'s third largest 
bank (controlled 90 percent by Germany\'s seventh largest bank - 
Bayerische Landesbank) purchased the Luca/Vantu group\'s shares in 
Romexterra - 55.2 percent of the bank\'s total stock. Romgaz and 
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Transgaz, the state-owned natural gas productin and transport 
companies, decided not to sell teir minority stake in the bank. 

The new majorityowners of the bank are working to hire new 

personel and change the bank\'s management, alleviating te concerns 
of the Central Bank\'s regulators. 


Comment 

12. (SBU) If there is one areaof post-communist financial 
management that Romaia has gotten right, it is the cleanup of the 
Roanian banking system. Romanian authorities\' openness to allowing 
western banks to purchase domesticbanking assets and the Romanian 
Central Bank\'s aggressive efforts to push shady businessmen out of 
the banking business have been important elements of Romania\'s 
economic transition. Due to strong Central Bank oversight, Post 
assesses that the money laundering risks in the Romanian banking 
system are low and the overall stability of the banking system is 

high. 


13. (SBU) Although there will always be the risk of financial 
manipulation and banking fraud, Post believes that Romania\'s real 
money laundering challenges lie outside the banking system, namely 
with insurance houses, real estate brokerage firms, securities 
exchange houses, foreign exchange houses and casinos. Post 
recommends continuing consultation with, and assistance to, the 
Central Bank and other regulatory agencies to ensure that Romania 
can meet the challenges of overseeing an increasingly complex 
financial system. 


Taplin 
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SIPDIS 
SIPDIS 
FOR EUR/SE MCLEGG-TRIPP AND EMELLINGER 


E.O. 12958: N/A 

TAGS: PREL, KPKO, CY 

SUBJECT: UN MISSION IN CYPRUS SUCCESSFUL ANTI-TIP/SEA 
MANAGEMENT 


REF: A. 06 STATE 204157 
B. 06 NICOSIA 1159 


1. (U) Per Ref A instructions, the below updates Ref B July 
2006 report. 


2. (U) Ms. Sally Anne Corcoran, UN Peacekeeping Force in 
Cyprus (UNFICYP) Civil Affairs Political Officer, continues 

to be the UN mission\'s gender focal point,\" charged with 
educating UN civilian and military personnel about sexual 
harassment, exploitation and trafficking. A second staff 
member also still works with Corcoran on sexual exploitation 
and abuse (SEA) issues. Corcoran re-emphasized to PolOff 
January 8 that her office leads mandatory training sessions 

for all new personnel and that UNFICYP enforces the SYG\'s \"no 
tolerance\" policy, per circular #56, with regard to local 
establishments that most likely sponsor prostitution. As of 
January 2007, there had been no reported cases of UN 
peacekeepers violating the policy. Visiting Gender Advisor 

to the UN Department of Peacekeeping Operations (DPKO) 
Comfort Lamptey had met November 13 with all UN personnel to 
reiterate the seriousness of such violations, Corcoran 
reported. (Note: Lamptey\'s visit to Cyprus also was aimed at 
reviewing possible areas of UN collaboration on 

anti-trafficking efforts with the host government, local NGOs 
and other diplomatic missions, such as Embassy Nicosia. End 
note.) 


3. (U) Neither local media nor NGOs reported incidents of 
TIP/SEA misconduct by UNFICYP personnel during the reporting 
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period. Cyprus-based NGO Stigma clarified that rumors 
mentioned in Ref B -- that UN personnel were frequent 
customers of Cypriot \"cabarets\" -- originated in 2005 or even 
2004; it had heard no similar rumors in 2006. In regards to 
the area administered by Turkish Cypriots, the Embassy in 
2006 funded a TIP-related study by local NGO Prologue 
Consulting. The report, released December 10 and titled 
“Women Trafficking in the Turkish Cypriot Community, did not 
specify UNFICYP personnel as customers of the north\'s 
numerous cabarets. 

SCHLICHER 
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SIPDIS 


USDOC FOR 532/OEA/LHINES/DFARROW 

USDOC FOR 3132 FOR FCS/OIO REGIONAL DIRECTOR WILLIAM 
ZARIT 

BICE FOR OFFICE OF STRATEGIC INVESTIGATIONS 


BEIJING FOR FCS JEANETTE CHU 
SIPDIS 


E.O. 12958: N/A 

TAGS: BMGT, BEXP, HK, ETRD, ETTC 

SUBJECT: EXTRANCHECK: POST SHIPMENT VERIFICATION: 
ETERNAL INTERNATIONAL 


REF: A) USDOC 06269 B) HK 00038 


1.Unauthorized disclosure of the information provided 
below is prohibited by Section 12C of the Export 
Administration Act. 


2. As per reftel A request and at the direction of the 
Office of Enforcement Analysis (OEA) of the USDOC 
Bureau of Industry and Security (BIS), Export Control 
Officer Philip Ankel (ECO) and Commercial Assistant 
Sandy Lai conducted a post shipment verification (PSV) 
at Eternal International (HK) Limited (Eternal Hk), 
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Unit 2706, Metropole Square, 2 On Yiu Street, Hong 
Kong. The items in question are 200 Neophotonics PCB 
base assemblies, classified under Export Control 
Classification Number (ECCN) 4A001 and most likely 
controlled for national security (NS) reasons. If 

properly classified, these items would most likely not 
require a license for export to Hong Kong but would 
require a license for export or reexport to mainland 
China. It is possible that these items are controlled 

for missile technology (MT) reasons and would then 
require a license to both Hong Kong and mainland China. 
The exporter is Electromax Inc. of San Jose, 

California. 


3. The ECO and Commercial Assistant visited Eternal HK 
at the address referenced above on December 19, 2006 
and met with Ms. Denise Leung, Customer Service Manager 
responsible for this shipment. Ms. Leung was open and 
forthcoming during the interview. She provided 
background on Eternal HK and its business, which 
involves the provision of a logistics and freight 

forwarding services. It is the Hong Kong branch office 

of Eternal Asia (www.eternalasia.com), a large mainland 
China based supply chain management and logistics 
company. The offices of Eternal HK are located ina 
larger office building and contain a series of cubicles 

for customer service representatives. The address 
provided in reftel A (Unit 3, First Floor, Topsail 

Plaza, 11 On Sum Street, Hong Kong) corresponds to 
Eternal HK\'s warehouse space directly across the street 
from the offices of Eternal HK. Eternal HK has been in 
existence since 2000 while Eternal Asia was established 
in 1997. 


4. Ms. Leung stated that with respect to the shipment 

in question, Eternal HK accepted the shipment of the 
200 base assemblies on September 21, 2006 and 
subsequently reshipped those items to Photon Technology 
Co., Ltd. in Shenzhen on September 23, 2006 (Photon 
Shenzhen). According to the Photon Shenzhen web site 
(www.photontec. com), the Shenzhen Photon facility is 
an affiliate of Neophotonics, Inc. of San Jose, 

California (more information at www.neophotonics.com). 
Ms. Leung stated that Photon Shenzhen may itself use 
the items or resell them to other buyers in the 

mainland. Coincidentally, the ECO and Commercial 
Assistant conducted a PSV at another, unrelated, 
company, involving Photon Shenzhen (see reftel B). 


5. Ms. Leung provided the ECO with the relevant 
shipping documents in respect of those shipments into 
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the mainland. Those documents reflect that Eternal HK 
is the seller and Eternal Supply Chain Management Ltd. 
in mainland China is the buyer of the applicable items. 
Eternal Asia markets itself as providing inventory 
management services. The sale price reflected in the 
transaction documents between Eternal HK and Eternal 
Supply Chain Management Ltd. reflects a significant 
markup over the sum paid to Electronomax Inc. (the U.S. 
exporter). In particular, the total invoice price for 

the Electromax to Eternal HK transaction is USD 62,907 
while Eternal HK apparently sold the same items to 
Eternal Supply Chain Management Ltd. for USD 81,529. 


6. When asked by the ECO whether Eternal HK was 
familiar with U.S. export control regulations, Ms. 

Leung said it was not. Ms. Leung stated that, in 

certain cases where it knew of the controlled nature of 
items under Hong Kong law, Eternal HK would apply for 
applicable Hong Kong import and export control 

licenses. She cited cases involving Cisco items for 

which Eternal HK obtained Hong Kong Trade and Industry 


Department (TID) licenses when it was informed that 
such licenses were necessary. In other instances, 
Eternal HK looks up the brand name and model number and 
compares it against a list of controlled technologies 

on the TID website to determine whether a license is 
required. Where, as in this case, parts and components 
are involved, Eternal HK does not apply for TID 

licenses unless it is informed that such a license is 
required. Ms. Leung stated that Eternal HK does not 
have contact with exporters and that all customer 
relationships are handled by Eternal HK\'s parent 
company in the mainland. 


7. The ECO stressed to Ms. Leung that the reexport of 
the items was subject to U.S. export control 

regulations and later provided additional BIS guidance 
on obligations of reexporters as well as a link to the 

BIS website so that Eternal could become more aware of 
U.S. export control rules. 


8. At the time visited, Eternal HK did not appear to 

be a suitable recipient of the controlled items (as 
logistics provider) since it is unfamiliar with U.S. 
export controls and exercises only limited controls on 
reexports of controlled commodities. Consistent with 
BIS guidance on the classification of checks where the 
check reveals a cause for concern about the suitability 
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of the parties involved, the ECO recommends that this 
PSV be classified as Unfavorable. 


Cunningham 
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Classified By: CDA Shari Villarosa for Reasons 1.4 (b) and (d) 


1. (C) Summary: Charge visited the northern half of Chin 
State December 6-10 on a UNICEF-organized trip with other 
diplomats. This is another very pro-American area of Burma 
due to the past influence of American missionaries. Almost 
everyone we met spoke of the desire of Chin people to work in 
the U.S., and they made it clear it was for economic reasons 
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rather than due to discrimination. The government presence 
was surprisingly small, probably due to the lack of 

exploitable resources. UNICEF projects have been 
well-received with UNICEF commonly working with religious 
organizations to expand the reach of their health and 

education programs beyond government schools and hospitals. 
We also saw many local NGOs, primarily church-based, working 
to improve the situation of ordinary people. This visit 

reinforced the perception that Burmese people are able to 
organize themselves to advance the common good, 
notwithstanding a repressive government. End Summary. 


Meet the Chins aka Zomis 


2. (SBU) Chin State is Burma\'s most sparsely populated state 
with 500,000 people living across 14,000 square miles. The 
three towns we visited, including the capital Hakka, only 
have a population of roughly 20,000 each. The state has few 
paved roads, no airport, minimal electricity, no resources, 
steep terrain (every town we stayed was over 5000 feet in 
elevation, with the highest peaks over 10,000 feet-we saw no 
flat land), and deforested and depleted soil. With cherry 
trees in full bloom, it appeared similar to Colorado in the 
spring. It is one of the coldest places in Burma with 
temperatures this time of year below freezing at night and 
rarely reaching 70 degrees in the full sun. UNICEF advised 
us to bring sleeping bags and heavy coats due to the lack of 
heat. 


3. (SBU) The population is predominantly Christian, with 

many Baptist Churches, as well as churches representing the 
Assemblies of God, Methodists, Foursquare Gospel, Anglicans, 
Salvation Army, Catholics, Jehovah\'s Witnesses, 
Presbyterians, Seventh Day Adventists, and others of 
indeterminate denominations. The strong Baptist affiliation 
was credited to American Baptist missionaries who went to 
Chin State 107 years ago, and not only converted many former 
animists, but also provided Chin dialects (reportedly over 

100; the Bible has been translated into 30 dialects to date) 

a written language using Romanized script. Religious 
affiliation appeared a key identifier with most homes posting 
their church affiliation as well as their names. 


4. (C) Most Chin are subsistence farmers growing millet and 
corn on the steeply pitched hillsides. Slash and burn 
agriculture, combined with a growing population that requires 
wood for heating and cooking, has pretty much deforested the 
Chin hills and left the soil a light beige depleted of most 
nutrients. The diminishing productivity of the land has 

forced many younger Chin to leave in search of other work, 
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with Malaysia and India the most common interim destinations 
on the way to the America of their dreams. The populations 
of the various villages we visited appeared skewed towards 
the elderly and the children. As elsewhere in Burma, most 
government jobs in the state are reserved for ethnic Burmans, 
further diminishing the opportunities available to those Chin 
with higher educations. One of the fortunate few, UNICEFYs 
local employee who monitors projects in Chin State is Chin. 
He said his job enabled him to travel all around the state so 
that he could witness what the Burmese authorities were doing 
in the state, and offer protection to the people by 

publicizing abuses. 


5. (C) The Chin leaders with whom we spoke said that their 
economic situation had deteriorated since 1988; they 
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professed to have done well under Ne Win\'s rule. While 
obviously poor, the Chin do not appear as destitute as the 
landless, stateless Rohingyas or Wa villagers, who have not 
shared in their leaders\' narcotics-related wealth. The Chin 
lived in houses of milled wood with glass windows and zinc 
roofs, a step above the thatched, windowless homes seen in 
most rural parts of Burma. Those who have also traveled to 
the southern part of Chin State, described the north as the 
most prosperous part of the state. 


6. (C) We saw little evidence of a military presence despite 
the proximity to the Indian border. The Chins, who call 
themselves Zomi, pointed out that the Mizos on the other side 
of the border are their ethnic cousins, with the result that 

they claimed to be able to travel freely back and forth to 

India without passports. The Indian Ambassador confirmed 
that passportless travel along this border is common and not 
a problem for India. He described this as a peaceful border 

in comparison to the Burmese-Indian border just north of Chin 
State. HIV infection reportedly has been less of a problem 

in Chin State than other parts of Burma (less than 1 % 
infection rate), but now is on the rise, according to medical 
personnel based in Chin State, as a result of truckers going 
back and forth to India. Separate reporting from India 
blames drugs coming from Burma for increasing HIV infections 
on the Indian side of the border. 


7. (C) In one village of 300, we got confirmation that regime 
efforts to revamp local administration have gotten underway. 
We learned of a more democratic process than we have heard 
described elsewhere in Burma. The recently elected headman 
had been asked to leave his headman training to receive us. 
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When asked about the election through interpreters, several 
villagers explained that they chose from three candidates; 

the winning candidate received 63 votes from heads of 
households versus 32 and 20 for the other two candidates. 
The winning candidate was not even present; he was in Rangoon 
following up on his son\'s request for political asylum in the 
U.S. from Malaysia (obviously not a disqualifying factor). 

When asked why the winning candidate received so much 
support, another volunteered that he was seen as more honest 
and cared about the village. 


U.S. the land of opportunity for Chin People 


8. (C) Every where we stopped, we received requests for visas 
to the United States to work because of the poor conditions 

in Chin State and lack of opportunities. In one small 

village mentioned above, we met three families with children 

in Norway and Denmark, in addition to the U.S. asylum seeker. 
Other diplomats on the trip reported that whenever they 
asked people about their hopes for the future, they were told 
that the people wanted to go the U.S. Most people simply 
requested visas for friends and family to work in the U.S. so 
they could support their families and the church in Chin 

State. They often cited their close connections with 

American Baptists. 


9. (C) Charge tried to explain that we did not offer that 

sort of visa and probed for any experiences with 
discrimination by Burmese authorities. However they 
downplayed discrimination, and repeated that there was no 
work and not enough land to farm for young people in Chin 
state. Religious figures did say that they could not freely 
build churches unless they bribed the authorities. However, 
based on the number of churches we saw under construction, 
the bribes did not appear too onerous, and bribes have become 
the norm around the country. In the past Chin attempts to 
erect crosses on mountain peaks have been blocked by the 
authorities; we only saw one area with crosses, near the most 
remote village we visited. Villagers are also subject to 

forced labor, like elsewhere throughout the country, 

primarily to build roads and farm tea plantations the 
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authorities have promoted, but not singled out because of 
their religion, according to Chin leaders. 


UNICEF working with Faith-based Organizations 
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10. (C) UNICEF focused on their health programs rather than 
education, but we did visit one UNICEF project promoting 
child-friendly schools, which emphasized more participatory 
activity by the children as opposed to the rote memorization 
in the regular Burmese classrooms. The school also had a 
Chin teacher paid for by the community to assist those 
students not fluent in Burmese. Although UNICEF has been 
restricted by the government from significant involvement in 
the primary and secondary schools, it has managed to get its 
foot in the door using health education (especially hand 
washing) and water projects to improve the health of the 
children attending school. The health education programs 
have been so successful, that the Ministry of Education will 
expand them to all primary schools in the country by 2009. 


11. (C) UNICEF also gets health information out through the 
churches, which host regular training programs for village 
representatives using UNICEF materials. The group we saw had 
been elected by their fellow villagers and appeared equally 
divided between men and women. The churches and local NGOs 
also run UNICEF-sponsored early childhood development 
centers, one of the few educational activities international 

and local organizations can implement in Burma, for children 

of poor families and orphans. When asked if the government 
interfered with the church-based programs, a religious leader 

in Falam said no because of the UNICEF involvement. 


12. (SBU) Most of the UNICEF sites we visited were sub-rural 
health clinics to which UNICEF supplies almost everything, 
including vaccines, birthing kits, anti-malarials and 

bednets, in addition to training the health workers. Not 

every village has a clinic with only 18 in one district of 68 
villages. We saw two villages where the villagers built a 

clinic and house for the health workers, both Chins who had 
returned to their home villages after receiving training, as 

well as another community which built a school for their 
children. In some cases, communities hire Chin health 
assistants to assist Burmese staff. We also saw portions of 
UNICEF\'s cold chain for vaccines (UNICEF provides 90% of the 
vaccines in Burma) from the state hospital in Hakka, down to 
a Village health clinic, with vaccines getting to the more 
remote destinations by horseback or foot. With minimal 
electricity even in the towns, the Japanese have funded solar 
refrigerators to preserve the vaccines. 


13. (C) However, despite UNICEF assertions that their 
donated items should be distributed to those in need without 
charge, we learned that patients commonly were charged for 
medicines that should be free. A Chin doctor in Tedim 
confirmed that people must pay for everything, including 
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bandaids, with the result that few people go to doctors or 
hospitals. This appeared to be more of a problem in the 

towns, rather than in the villages served only by a clinic. 

The state hospital in Hakka had only the most basic medicines 
and lab equipment; with roughly half the medicines provided 
by UNICEF. We recommended posting lists of what should be 
free and the prices of the other items so everyone knows. 


14. (C) In addition to UNICEF, INGOs operating in Chin State 
include Care Australia, World Vision, and GRET. We receive 
regular reports from other channels that U.S. religious 
organizations also manage to provide assistance to the Chin 
people, despite their expulsion 40 years ago. The Chairman 
of the State Peace and Development Council, in response to a 
question by Charge, made it clear that U.S. churches could 
not officially assist the Chin people unless they had the 
approval of authorities in Nay Pyi Taw. 
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15. (C) Chin State also has numerous indigenous NGOs, 
primarily church based. The Zomi Baptist Convention, through 
its Christian Social Service and Development Department, has 
attracted funding to sponsor programs providing agricultural 
development, water supply, small hydroelectric projects, 

skills training, and micro-finance. We visited an orphanage 
built by a local business family. A group of community 

leaders in Hakka had organized themselves to preserve Chin 
culture. At every stop, we met groups organized to build new 
churches and assembly halls. Many of the latter solicited 
funding from the diplomats. Projects to give women 
marketable skills and support the orphanages attracted 
greater donor interest. 


16. (C) Comment: Given the scarcity of good news in Burma, 
this was a relatively good news story: the Chin people have 
managed to organize themselves to improve the situation of 
less advantaged Chin. Based on what we saw, the churches 
deserve most of the credit. The inability of Burmese in 
general to come together to achieve common interests is 
frustrating. Yet we saw the Chin could advance their 
interests in Burma today, despite discrimination, because 
they organized themselves. The Chin are no different from 
other Burmese in their aptitude for bickering; in Chin State 
the churches bicker with each other. Yet they manage to rise 
above the petty disputes to advance the community\'s 
interests, even if to assert the goodness of one church over 
another. Maybe this is not all bad, viewed instead as 
competition in the marketplace of religion. This visit also 
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showed the ability of community-based programs like UNICEFYs 
to get assistance and information to the lowest levels of 

society and make a positive difference. In order to do this, 
UNICEF needs allies inside the government, not the generals, 
but the sincere mid-level bureaucrats who know that they 
cannot address the nation\'s problems by themselves. If it 

were not for UNICEF, most Chin people would receive no health 
services. 

VILLAROSA 


91963 

RR RUEHCN RUEHGH 

DE RUEHGH #0022 0100829 

ZNY CCCCC ZZH 

R 100829Z JAN 07 

FM AMCONSUL SHANGHAI 

TO RUEHC/SECSTATE WASHDC 5419 
INFO RUEHBJ/AMEMBASSY BEIJING 0732 
RUEHCN/AMCONSUL CHENGDU 0383 
RUEHGZ/AMCONSUL GUANGZHOU 0365 
RUEHHK/AMCONSUL HONG KONG 0480 
RUEHSH/AMCONSUL SHENYANG 0388 
RUEHIN/AIT TAIPEI! 0327 
RUEHGH/AMCONSUL SHANGHAI 5760" "CONFIDENTIA L SHANGHAI 000022 


SIPDIS 
SIPDIS 


DEPT FOR EAP/CM AND DRL/PHD 
NSC FOR WILDER 


E.O. 12958: DECL: 1/10/2032 
TAGS: PHUM, KIRF, PGOV, CH 
SUBJECT: HANGZHOU HOUSE CHURCH CHRISTIANS 


REF: 2006 BEIJING 24614 


CLASSIFIED BY: Mary Tarnowka, Section Chief, Political/Economic 
Section, U.S. Consulate Shanghai. 
REASON: 1.4 (b), (d) 


1. (C) Poloff met with Hangzhou-based human rights activist Zan 
Aizong and house church member Lin Tonggiang on January 8 to 
discuss the situation of house churches in Hangzhou. Zan 
confirmed reports that eight house church Christians were 
convicted for inciting protests against the government on 
December 22, 2005. Zan could not provide many details of the 
case during his conversation with Poloff as three men who 
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appeared to be plain-clothes Public Security Bureau officers sat 
near Zan and Poloff and listened in on the entire conversation. 
However, according to a December 23 Reuters article which sites 
Zan as a source, a local court in the Xiaoshan district of 

Hangzhou ruled that eight members of a house church in Xiaoshan 
had illegally built a church in Xiaoshan in July 2006 and tried 

to stop authorities from demolishing the church by inciting a 
protest. A December 22 AsiaNews (a Christian website) article 
said two of the defendants, unofficial pastors Shen Zhuke and 
Wang Weliang, were sentenced to three and a half years 
imprisonment. Two other members of the group, Feng Guangliang 
and Luo Bingliang, were sentenced to two years. The remaining 
four had their prison sentences suspended. 


2. (C) Zan added that the eight people that were convicted were 
not leaders of the house church that was demolished, but were 
targeted by the local authorities as a warning to house church 
congregants. Lin and Zan said that in the eyes of the local 
authorities, the Xiaoshan church had gone too far. House 
churches were allowed to operate, but only within limits. If 
congregations got too big and became too independent, local 
governments would crack down on these churches. According to 
Zan and Lin, this was what occurred in Xiaoshan. The Xiaoshan 
congregation numbered in the thousands and its leaders had 
organized protests to challenge local authorities when the 
church was demolished. While local authorities could not 
convict all eight people because of international pressure, it 
needed to convict some of the people to keep local underground 
churches in line. 


3. (C) Lin and Zan believed that the religious situation in 

Zhejiang province was improving. Zan said there were many cases 
in which house church congregations defied the local authorities 

by organizing protests or building churches without permission. 

The increase in the number of these incidents was an indication 
that house churches were becoming more powerful and independent. 
Lin said the number of Protestants in the region was steadily 
increasing and one out of every twenty people in Hangzhou was a 
Protestant. Only 25 percent of Protestants in Hangzhou 

worshiped in state-sanctioned churches. He said that the growth 

of Protestants was not limited to a particular group and there 

was an increase in both rural and urban areas. He noted, 

however, that churches had more space to maneuver in urban 
areas. He added that the central government was becoming more 
interested in religious issues and had spent a lot of money 
researching these issues. However, the lack of true believers 

in the government made it difficult for the government to 
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understand Christianity. He believed that there would continue 
to be conflicts as long as religious issues were managed by 
non-Christians. 
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SUBJECT: PUBLIC-PRIVATE PARTNERSHIPS ENHANCE DEVELOPMENT EFFORTS IN 
MINDANAO 
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1. Summary: USG agencies have been establishing partnerships 
between public and private organizations to maximize the reach of 
development programs in Mindanao. Such collaborations have proven 
very successful and serve as a means to enhance capital, creativity, 
and technical expertise. Public-private partnerships in Mindanao 

are designed to improve the economy and infrastructure, particularly 
in conflicted-affected areas, and address education, energy, health, 
micro-enterprise, agriculture, and trade development. End summary. 


2. Mindanao, the southernmost region of the Philippines which is 
blessed with abundant natural resources but includes some of the 
poorest provinces in the country, presents great potential for 

private investment to support sustainable development. To encourage 
private sector investment, the USG is providing support to Mindanao 
through public-private partnerships. These partnerships are 
arrangements in which the USG and/or the Philippine government 
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collaborate with the private sector on projects to achieve 
development goals. Such collaboration brings to the table private 
sector capital, creativity and technical expertise, enabling 

initiatives that may be otherwise be impossible given limited USG 
resources. The USG, Philippine government, and private sector 
organizations can pool resources and share risks and responsibility. 
An added benefit, of particular importance in Mindanao, is the 
encouragement of investment in the area as private sector 
involvement and comfort level increases. 


Education Projects Benefit from Private Sector 


3. Public-private partnerships in education in Mindanao are focused 
on two USAID-administered programs. The Computer Literacy and 
Internet Connection (CLIC) program is providing Mindanao schools 
with computer equipment, internet connections, and training. To 
date, partners\' contributions have totaled over $1 million, 

benefiting over 400,000 students and nearly 12,000 teachers. In 
2004 USAID launched the Education Quality and Access for Learning 
and Livelihood Skills project to improve access to quality education 
and livelihood skills in Mindanao. From FY 2004 to 2006, USAID 
provided $12.4 million to six private sector alliances led by 
international and domestic NGOs and local foundations. These 
institutions have brought an additional $23.3 million to the 

project. In one case, an alliance that received a $500,000 grant 
from USAID will have provided $24 million in new supplementary 
educational materials and texts by the end of FY 2007. 


Partnerships Enhance Health Initiatives 


4. USAID currently partners with private firms to provide 

tuberculosis control and family planning services in Mindanao. In 

the past four years the Philippine Tuberculosis Initiatives for the 
Private Sector (PhilTIPS) project established 20 private TB clinics 
throughout the country, including Mindanao, with support from 

private businesses and the Philippine government. Initiated in 

2004, USAID\'s Private Sector Mobilization for Family Health (PRISM) 
Project supports partnerships between the private sector and the 
Philippine government to improve maternal and child health and 
family planning in Mindanao and other urban centers. One such 
public-private partnership is between Bukidnon\'s provincial 
government and Unifrutti, a private company that is establishing an 
employee referral system for family planning services. To enhance 
market development, PRISM has awarded a grant to a private company 
to expand sales of contraceptives to public health facilities in 
Mindanao. PRISM is also working with private practice midwives in 
Mindanao to expand their practices and work with the public health 
sector. This improves the quality of public services and makes 
midwives\' practices more profitable. This helps alleviate the 
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stress on the healthcare system due to outflow of personnel. 


Private Sector Finances Renewable Energy Systems 


5. The USG is supporting the Alliance for Mindanao Off-Grid 
Renewable Energy (AMORE), a public-private partnership enabling 
remote Mindanao communities to install, operate, and maintain 
renewable energy systems. AMORE programs build community capacity 
to operate and maintain solar and micro-hydro systems, manage 
natural resources, and expand access to water and basic services. 
AMORE\'s public-private partnerships have proven quite successful, 
resulting in over 7,000 households in over 225 communities receiving 
electricity. Mirant Foundation, AMORE\'s principal private partner, 
has contributed over $4 million in cash to procure solar energy 
systems. A second U.S. company, Sunpower, has contributed over 
$500,000 to solar market development and school electrification. 


Micro-enterprises Benefit from Private Sector Financing 
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6. Small businesses comprise 91% of the businesses operating in the 
Philippines, and 40% of all households depend on income from 
micro-enterprises. Microfinance programs utilizing public-private 
partnerships are assisting local banks in providing loans to 
micro-enterprises so they can expand and enter the formal sector. 
Through the Micro-enterprise Access to Banking Services program, 
USAID, in conjunction with the Rural Bankers Association of the 
Philippines, is assisting privately-owned rural banks in providing 
loan and deposit services to micro-enterprises in Mindanao. 
Affiliated banks have provided loans to over 318,000 
micro-enterprises in Mindanao. In partnership with the World 
Council of Credit Unions, USAID is supporting efforts to bolster 
small credit unions through the Credit Union Empowerment and 
Strengthening Philippines program. This program has increased 
access to credit on the part of the poor by helping restructure 40 
credit cooperatives in Mindanao and teaching them to engage in 
strategic planning and focus on key indicators needed to maintain 
financial stability. 


Private Companies Support Agricultural Initiatives 


7. With funding from the U.S. Department of Agriculture (USDA), 
several U.S. NGOs are supporting agricultural development in 
Mindanao, promoting poverty alleviation. USDA has awarded a 
three-year, $2.4 million Food for Progress award to Agricultural 
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Cooperative Development International and Volunteers in Overseas 
Cooperative Assistance (ACDI/VOCA), a private nonprofit organization 
working with local NGOs to help small farmers establish and expand 
cocoa production in Davao. ACDI/VOCA is partnering with the USG, 
Philippine government, and private sector to improve cocoa 
production through training, fermentation and drying centers, 
enhanced seedling production and international quality standards. 


8. USDA also provides support for the Cold Chain Association of the 
Philippines, which provides education, training, and technical 
assistance to the Philippine food industry. Through this program, 
Philippine companies specializing in perishable foods are improving 
the importation, storage, handling and distribution of their 

products in order to meet new and evolving world food standards. In 
2004, Catholic Relief Services received a three-year Food for 
Progress grant for $3.3 million to improve existing production 
practices for high-value crops, develop product markets, and ensure 
basic infrastructure exists for agricultural production in the 

targeted communities in Mindanao through local NGO partners. In 
2006, USDA approved a Food for Progress grant of $4.0 million to 
Land OVLakes Inc. to expand its dairy development and school milk 
feeding program to 3 new dairy zones, including one in Mindanao. 


USG Partners with Mindanao Chambers 


8. The U.S. and Foreign Commercial Service in Manila (FCS Manila) 

is working to expand Mindanao private business development and 

enhance U.S. trade links in Mindanao. To this end, FCS Manila has 
established Memoranda of Understanding (MOUs) with 16 Mindanao-based 
Chambers of Commerce to help partner U.S. companies with 
Mindanao-based firms. The MOUs are informal agreements to develop 
trade opportunities, share business contacts, and engage in joint 

business promotion activities. The USAID GEM Program also partially 
supports 15 Chambers of Commerce and other business support 
organizations in Mindanao. 
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E.O. 12958: N/A 
TAGS: OPDC, PREL, EG 
SUBJECT: SEASONS GREETINGS 


1. PLEASE DELIVER THE FOLLOWING MESSAGE FROM EGYPT\'S 
MINISTER OF INTERIOR GENERAL HABIB AL ADLY TO THE SECRETARY 
OF HOMELAND SECURITY MR. MICHAEL CHERTOFF. THERE WILL BE NO 
SIGNED ORIGINAL TEXT. 


2. BEGIN TEXT: 
DEAR SIR, 


ON THE OCCASION OF THE NEW YEAR, IT GIVES ME A GREAT PLEASURE 
TO CONVEY MY WARMEST WISHES, HOPING TO STRENGTHEN OUR 
EXISTING FRIENDSHIP LOOKING FORWARD TO DEVELOP AND ENCOURAGE 
MORE COOPERATION BETWEEN ALL COUNTRIES OF THE WORLD. 


LET US HOPE THAT WE CAN IMPLEMENT PROSPERITY AND SECURITY FOR 
OUR PEOPLE. 


HABIB AL ADLY 
MINISTER OF INTERIOR 


END TEXT. 
RICCIARDONE 
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E.O 12958: N/A 
TAGS: PGOV, PREL, ECON, MG 
SUBJECT: Governing Party Flexes Muscles, Sacks Health Minister 


REF: Ulaanbaatar 461 
SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) SUMMARY: The Mongolian People\'s Revolutionary Party 
(MPRP)\s victory in a by-election last September gave them an 
absolute parliamentary majority. Pundits said it was only a matter 

of time before less cooperative, non-MPRP members of the coalition 
government, in place since January 2006, were shown the door. Last 
week, the MPRP made its first example out of Minister of Health L. 
Gundalai, who was squeezed out ostensibly for refusing to follow 
cabinet policy. Gundalai, generally popular but strongly disliked by 
members of the health profession and international organizations, 
had long topped the list of those expected to be tossed after the 
MPRP\'s victory, the only question was when. There is some 
speculation that now that he is gone, others may follow. END 
SUMMARY 


Parliament Pulls the Plug 

2. (U) On January 4, MongoliaWs State Great Hural (parliament) 

voted by a wide margin to sack Minister of Health L. Gundalai. The 
vote came after Prime Minister Enkhbold, with President Enkhbayar\'s 
consent, asked lawmakers to remove the Gundalai from his post, 
citing Gundalai\'s failure to work as a team player in the coalition 
cabinet, refusing to follow cabinet policy and his inability to 

properly manage the health sector. 


3. (U) Gundalai was appointed Minister of Health in January 2006 as 
a reward for his support to the MPRP in bringing down the Democratic 
Party-led (DP) coalition government. While still a DP MP, Gundalai 
cast the deciding vote against his party\'s rule, defected from the 

DP to create his own political party, the Mongolian Popular Party 
(MPP), and was subsequently given the job as Health Minister under 
the MPRP-led coalition. 


4. (U) MPRP reps now argue the MPRP is under no obligation to 
replace Gundalai with another member from the MPP as Gundalai\'s 
actions have invalidated any agreements that might have been reached 
between them when he was originally given the job. The erstwhile 
minister\'s sacking comes as no surprise to political observers in 
Ulaanbaatar, who fully expected the MPRP to rid itself of its more 
troublesome coalition government elements after MPRP gained an 
outright parliamentary majority in a by-election victory in Hovsgol 
Aimag this past September. 
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5. (SBU) Health professionals and international aid organizations 
have long been critical of Gundalai. Earlier this year he 

reportedly fired the heads of key hospitals, accusing them of 
corruption for renting out hospital space to private businesses and 
pocketing the rent. He removed the Mongolia Millennium Challenge 
Account Health Project Working Group head allegedly because she 
refused to agree to design and channel projects to match Gundalai\'s 
own corporate interests. (Note: She also happens to be the spouse 
of the President\'s Foreign Policy Advisor.) Apparently seeking to 
capitalize on popular sentiment against foreign miners, Gundalai 
also led an unsuccessful \"occupation\" of Boroo Gold\'s (a Canadian 
firm) mine seeking \"Mongolia\'s share\" of the US$40 million in \"good 
will\" listed in Boroo\'s prospectus. The MPRP recalled then Minister 
Gundalai to UB and distanced itself from his actions. These various 
moves were seen as political blunders that tarnished the 
government\'s image. 


6. (SBU) Gundalai also forced MongoliaWs health care system and 
professionals to hold \"open clinics\" on weekends, a move generally 
well received by the public but castigated by health care 
professionals as largely a waste of time in terms of delivering 
needed health care. 


7. (SBU) Since his dismissal, Gundalai has aligned himself with the 
anti-corruption lobby group Healthy Society-Citizen\'s movement and 
is reshaping himself as a crusader against corruption, a platform he 
intends to run with in the 2008 parliamentary elections. To prevent 
Gundalai from becoming a political martyr, the MPRP appears to have 
cranked up its political hit squad, launching a smear campaign 
against him in the country\'s media. 


COMMENT: Alright! Who\'s next?!? 


8. (SBU) It appears that the MPRP, with its one-vote majority, has 
so far maintained the fagade of a \"National Solidarity Government,\" 
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as several coalition minority partner members are still part of the 
government. But now that the ruling MPRP is no longer dependent on 
their support, it is free to dispose of less supportive coalition 

cabinet members. By firing Gundalai, the MPRP sent a strong message 
to its coalition partners, \"Play ball or else.\" 


9. (SBU) Several non-MPRP ministers are now seen as potentially 
vulnerable to future purges. Chief among them is the Minister of 
Industry and Trade B. Jargalsaikhan. Dogged by rumors of 
corruption, he has angered many in the international business 
community, especially the mining sector, by making grand, 


Column 3 

un-deliverable promises and claiming to have the authority to revoke 
mining license when he clearly doesn\'t. His US$18 million (USD) 
debt to the Japanese company Marubeni is viewed as a major conflict 
of interest. Only his populist appeal has thus far shielded him 

from MPRP action. 


9. (SBU) Some say Minister of and Energy Erdenebat of the Motherland 
Party is also accused of conflict of interest because of his 

ownership of the Erel Mining Company. His manufactured political 
base consists mostly of his companys 3,000 or so employees. 


10. (SBU) For its part, the DPR and other opposition parties are 
flummoxed that only non-MPRP members of the coalition are being 
targeted for house-cleaning in what the ruling party says is a 
campaign to force ministers to become more responsible in their 
positions. Calls for the resignation of Minister of Transport Ts. 
Tsengel last year after a rail accident killed three rail employees 


SIPDIS 

and more recently for the Minister of Social Welfare and Labor after 
he was accused of misappropriating close to US$4 million were 
apparently blocked when their MPRP comrades closed ranks around 
them. 


Minton 
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E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: PRESIDENT CHEN SHUI-BIAN\'S TRIP TO 
NICARAGUA 


Summary: TaiwanWs major Chinese-language dailies continued to focus 
their coverage January 10 on the insolvency crisis involving The 
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Chinese Bank; on President Chen Shui-bian\'s transit of San 
Francisco; and on the personnel reshuffle currently going on in the 
KMT. The pro-unification WUnited Daily News\" ran a banner headline 
on page four that read \"Bian Transiting San Francisco; No U.S. 
Official Greets Him at the Airport; Bian\'s [Activities] Are Limited 

in the Hotel.\" In terms of editorials and commentaries, a news 
analysis in the pro-unification \"Liberty Times,\" Taiwan\'s 
largest-circulation daily, commented on President ChenWs transit of 
the United States. The article said Washington\'s making things 
easier for Chen during his U.S. transit en route to Nicaragua sent 
out a clear political signal. An editorial in the 

limited-circulation, pro-independence, English-language \"Taipei 
Times\" also said \"Chen\'s willingness to take the flight to an 
uncertain ally and fly the flag, so to speak, is the sign of a 

president who might just be beginning to fight back.\" End summary. 


A) \"Art of Transiting\" 


Journalist Tsou Jiing-wen noted in an analysis in the 
pro-independence \"Liberty Times\" [circulation: 600,000] (1/10): 


\"President Chen Shui-bian has again set foot on the continental 
United States since more than a year ago and stayed overnight in San 
Francisco. Prior to his departure, some complication took place 

during the negotiation process between Taiwan and the United States. 
Given China\'s strategy to target and monitor [Secretary of State 
Condoleezza] Rice closely and [Washington\'s doubts] about whether or 
not Chen still retains his leadership, the chances were originally 

slim for Chen to stay overnight in the United States. But the Blue 
camp\'s tardy response to the special arms procurement budget, which 
the United States cares about most, has more or less created some 
subtle chemical reactions to Washington\'s consideration of a 
balanced policy. 


\"Chen, who has just passed the test of the Taipei and Kaohsiung 
mayoral elections at the end of 2006 but has yet to break free from 
the entanglements of the Presidential Office Allowance for State 
Affairs case, hopes to regain the high ground of a state leader that 
he previously enjoyed by using this diplomatic journey. This is a 
political practice both Taiwan and Washington are well aware of. 
Prior to Chen\'s departure, the United States had watched closely 
whether his New Year Day\'s speech would \'go too far.\' It had also 
tried to figure out whether A-Bian, who is labeled as \'corrupt,\' 

still remains in charge. One can clearly see the United States\' 
prudence [on this matter] under its strategic need to stabilize its 
relations with China. ... 


\"Given AIT\'s smooth transmission of information, the distance 
between Washington and Taipei is actually just a few feet away. Why 
was Ma Ying-jeou hijacked by James Soong? Why is it the People\'s 
First Party that has been dominating the KMT\'s policies? 
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Washington\'s patience [with the Blue camp] has long exceeded its 
limit. Now that the Legislative Yuan\'s session is about to 

conclude, Washington is watching closely the KMT\'s next step! At 
this moment, [Washington\'s move to] make things easier for A-Bian 
sends out a clear political signal. Besides, A-Bian is traveling to 
Nicaragua, where a left-wing president has been elected; Bian\'s trip 
can also help stabilize the United States\' backyard, so why not do 
him a favor at little cost to itself?\" 


B) \"Better to Stand up Than Await Death\" 


The pro-independence, English-language \"Taipei Times!" [circulation: 
30,000] editorialized (1/10): 


\"President Chen Shui-bian\'s trip to Nicaragua is not significant for 
which and how many stops in the US that Washington will allow this 
time, but rather as a reminder of Taiwan\'s bizarre diplomatic milieu 
and that Chen still has the energy to juggle being a stifled, lame 
duck president at home and a quixotic statesman abroad. ... The 
risk for Chen is that he could look utterly inept if Nicaragua were 

to swap allegiance soon after the inauguration. Given his 
difficulties at home, however, Chen could hardly be intimidated by 
such minor corrosion of his image. If anything, Chen\'s willingness 
to take the flight to an uncertain ally and fly the flag, so to 

speak, is the sign of a president who might just be beginning to 
fight back.\" 
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CLASSIFIED BY: Charles F. Hunter, Babil PRT Leader, REO 
Al-Hillah, Department of State. 
REASON: 1.4 (b), (d) 


CORRECTED COPY OF HILLAH 0003- Upgrading overall classification 
to Secret 


1. (SBU) Summary: Corruption, stagnation and not wanting to 
repeat the mistakes of two years ago figure among the reasons 
Babil citizens would like to see elections take place sooner 
rather than later. An extended delay in scheduling them could 
plunge more potential voters into cynical abstention, just as 
deterioration in the security situation could keep people away 
from the polls out of fear. Despite the fact that many 

officials do not see provincial elections happening any time in 
the near future, Babil\'s five major political parties are trying 

to find ways to address some of the current local issues, 
including sectarian violence and the effect Provincial Iraqi 
Control (PIC) will ultimately have on the province, and to use 
their successes or ideas to their benefit at the polls. For the 
moment, however, there are too many variables to hazard a guess 
on outcomes. End summary. 


2. (SBU) With no sure date on the horizon for provincial 
elections (pending action by the Council of Representatives), 
the citizens of Babil are gradually beginning to focus on the 
desirability of heading to the polls - though not necessarily 

all for the same reasons. For the Sunnis, concentrated in the 
northern third of the governorate and comprising about 30 
percent of its population, a primary motive is lack of 
representation. Due to their electoral boycott two years ago, 
they have no voice on the Provincial Council (PC) and now view 
their 2005 abstention as an error needing to be addressed by new 
elections sooner rather than later. Among the ShiVa too there 
appears to be growing consensus that they made a mistake in 
2005, in their case by letting the guidance of the marjaViya 

(the four ayatollahs of the Quietist Hawza in Najaf) determine 
their choice of candidates rather than thinking for themselves. 
All told, according to Deputy Provincial Council Chairman Dr. 
Na\'ma Jasim Hamza, at least forty to fifty percent of the 
province will vote in the next elections simply because they are 
\"tired for having nothing to show" from the current leadership. 
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3. (C) As noted in ref A, several key political concerns are 
surfacing in Babil as elections slip farther into the future. 

Many potential voters, Sunni and Shia, have come to believe 
that their current provincial leadership is unfit: the governor 
because of his lack of education, the PC because of alleged 
corruption, and the lot of them for not doing enough to improve 
conditions of daily life. (Comment: The prolonged absence of 
the governor, the PC chair and several PC members on the recent 
hajj only reinforced the perception of officials\' disregard for 
duty. End comment.) For the Sunnis, a related issue is a 
perception that ShiVa favoritism is depriving north Babil of its 
fair share of reconstruction projects. 


4. (C) As religious extremism and sectarian violence in the 
province rise, partisan affiliations increasingly crystallize 

along confessional lines. In this regard, with Iran continuing 

to weave a web of economic ubiquity in a bid for political 
influence (ref B) and with the ability to form federal regions 

only a little over a year off, the more astute citizens on both 
sides of that divide - ShiVa versus Sunni and ShiVa versus ShiVa 
- are coming to recognize the broader implications of voting for 
one party over another. 


5. (S) Another worry, though with only limited resonance at this 
point, concerns the implications of Provincial Iraqi Control 
(PIC), currently forecast for Babil in April 2007. At several 

of the weekly PRT-led security coordination meetings, Deputy 
Governor Hasoon Ali Hasoon and Hillah Mayor Imad Lefta al-Bayati 
have claimed that the Babil security forces will not be ready to 
switch from Coalition to Iraqi protection this spring. A 

further deterioration in the security situation, if attributed 

to politicians rather than to terrorists, would clearly have 
implications at the voting booth. (Comment: Of greater import 
to us is the amount of control the governor and the PC could 
gain over provincial security forces following PIC, especially 

if the office of IP Chief becomes politicized. End comment.) 
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MITIGATING FACTORS 


6. (S) The longer the delay in setting a date for provincial 
elections, the greater the chances that disillusionment and 
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cynicism may dissuade people from voting in the first place. 
Among the Sunnis, for instance, some prominent tribal leaders 
are at risk of giving up on the political process, concluding 

that bias in the PC and the security forces leaves them no 
choice but to take up arms themselves to protect their tribes 
and neighborhoods. Similarly, growing distrust of elected 
officials who further their own agendas and pocketbooks, without 
real concern for the people, could convince some potential 
voters simply to stay home the next time around. Security 
concerns on Election Day could also diminish voter turnout, 
which otherwise is likely to be relatively strong. Babil IP 

Chief General Qais Hamza Aboud Al-Mamouri does not have a 
detailed security plan yet for the elections but intends to 
recreate the approach that won him praise from several quarters 
in 2005. This plan would be based on providing IP protection 
around each polling site province-wide. In the instance of 
Hillah, three rings would form a multi-layer protective force: 

IP surrounding each polling site and on the streets, a ring of 
Iraqi Army (IA) around the outskirts of the city, and finally 
Coalition patrols encircling the rest of the province. 


7. (C) Similar to most other provinces within Iraq, Babil\'s 
political landscape comprises both strong national parties and 
other more local groupings, some nothing more than loose 
affiliations with sparse membership. Whenever elections do take 
place, a minimum of five parties, listed below in descending 
order of estimated membership and influence in Babil, can be 
expected to take part: 


-- Supreme Council for Islamic Revolution in Iraq (SCIRI) - One 
of the two main parties within the religious-Shia United Iraqi 
Alliance, SCIRI currently holds most of the major power in 

Babil, including the chair and 23 of 41 seats on the PC, the 
governorship, and the positions of Deputy Governor and PC Chief 
Engineer. However, along with uneasiness over SCIRI\'s strong 
ties to Iran, the perceived corruption of some SCIRI officials 

has left many citizens of Babil dissatisfied and looking 
elsewhere for leadership. The party appears to be aware of its 
vulnerabilities and will work to counter them, planning a media 
strategy to support its eventual candidates and not 
over-promoting its position on ShiVa autonomy for the time 
being. 


-- Islamic Da\'wa Party (Da\'wa) - As the other main party making 
up the United Iraqi Alliance, Da\'wa enjoys fairly strong support 
in Babil. It is seen as neither as cohesive nor as well 

financed as SCIRI. Rumors circling the province have led many 


Column 3 

to believe that Ali Hassan Jabur, the Babil leader of Da\'wa, has 
aligned his party with the Sadrists so it too can have a strong 
militant wing, similar to SCIRIVs popular committees or the 
former Badr Corps. 


-- Iraqi National Accord (INA) - INA, led by Sabah Allawi, is 
viewed by Babylonians as a moderate alternative. Its support 
appears to be collapsing, however, because of perceptions that 
it is too closely tied to the Coalition. 


-- Iraqi Nation Party (INP) - Led by Mohammed Ali, the Sunni-led 
NP is gaining some ground in Babil by making inroads among the 
Shia. On a nationalistic platform, this party\'s message is both 
moderate and non-sectarian, but it is not seen as a strong 
contender in the near future for political notoriety. 


Iraqi Communist Party (ICP) -The ICP is comprised mostly of 
business professional and educators and is led by Dr. Ali 
Ibrahim. Despite its composition, the ICP has little funding 
and would not have been able to achieve its two seats on the 
Babil PC in 2005 without joining forces with the INA. Because 
it is viewed as the \"anti-religion\" party due to its name, talks 
have been held about dropping the \"Communist\" label. 


8. (C) Although the Office of the Martyr Sadr (OMS) is not a 
registered political party in Babil at this time, the Sadrists, 
whether tied to Da\'wa or not, are also seen as a powerful front 
within the province. According to several provincial officials, 
the Sadrists stand to do very well in the provincial elections 

if they were officially to become a political entity and would 

be primed for gaining seats on the PC and, possibly, seats of 
higher power. 
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9. (C) Dr. Na\'ma Jasim Hamza, the Babil Deputy Provincial 

Council Chairman and a Da\'wa member, ventured a guess with IPAO 
as to the composition of the next PC. He anticipated that his 

party would gain approximately four total seats on the PC, 

instead of their current holdings of two; that the ICP would 

retain their two seats; that the Sunni tribal leaders would gain 

an undisclosed number of seats; and that SCIRI would lose 

several of its seats. The upshot, he predicted, would be a 

change from a predominantly self-serving PC to one serving all 
citizens of Babil. Asked who would take the governor\'s seat if 
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the elections were held today, Dr. Na\'ma did not provide a name; 
however, he did hypothesize that SCIRI would probably abandon 
the current incumbent (and nominal provincial party head), Salem 
Saleh Mehdi al-Muslimawi. Governor Salem commands little 
support beyond his home base of Al-Kifl, in the southwest corner 
of Babil, and only increased his unpopularity by undertaking the 
hajj this year for the third time. In Dr. Na\'ma\'s analysis, 

SCIRI believes it could get a moderate, dark horse candidate 
elected, helped by Iranian money and possibly an endorsement 
from the marjaViya, and then use him as a pawn to push their 
agenda. 


10. (C) Babil IP Chief General Qais, in a recent meeting with 
Babil PRT officials, concurred that although SCIRI is losing 
favor among the citizenry of Babil, its campaign strategy is 
strong (ref A). He sees SCIRI as a very formidable competitor 
in provincial elections. Qais anticipates that, among other 
strategic moves, the party plans to use \"limitless\" funding from 
Iran, claim credit for all notable reconstruction projects 

within Babil, pay off Directors General to stay quiet, and 
purchase media outlets to relay the party\'s campaign platforms. 


11. (C) Although few specific names have been tossed around as 
the next potential leaders of Babil, our contacts seem convinced 
of one thing: that in contrast to the current governor, who 

claims a college degree but apparently didn\'t finish secondary 
school, the next incumbent will be forced to present legitimate 
diplomas before being elected. Furthermore, they say, besides 
clear proof of intelligence, contenders for leadership positions 

will have to demonstrate the will to serve as uniters of Babil\'s 
citizens in order to quell the tiresome violence in the province. 


12. (C) Although many officials and locals are willing to 
discuss provincial elections, each meeting is colored by Iraqi 
interlocutors\' feeling of disbelief that the elections will 

actually take place anytime before autumn of 2007 at the 
earliest. Amongst the differing opinions PRT Babil received, 
one common theme remains constant: that the information given 
now is speculation and will be null and void by the time 
elections come to pass. Provincial Iraqi Control, anticipated 
for April 1 for Babil, is likely to have an especially 

significant impact on the politics of this province. At present 
the shape of things to come is very much a moving target, and 
any snapshot of it necessarily blurry. End comment. 

HUNTER 


91969 


Column 3 

RR RUEHCN RUEHVC 

DE RUEHGH #0023/01 0100909 

ZNY SSSSS ZZH 

R 100909Z JAN 07 

FM AMCONSUL SHANGHAI 

TO RUEHC/SECSTATE WASHDC 5420 

INFO RUEHOO/CHINA POSTS COLLECTIVE 

RHEHNSC/WHITE HOUSE NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 

RUEATRS/DEPT OF TREASURY WASHINGTON DC 

RUEHGH/AMCONSUL SHANGHAI 5761","S E C R E T SECTION 01 OF 05 SHANGHAI 000023 


SIPDIS 
SIPDIS 


DEPT FOR EAP/CM, INR/B AND INR/EAP 

STATE PASS USTR FOR STRATFORD, WINTER, MCCARTIN, ALTBACH, READE 
TREAS FOR OASIA - DOHNER/CUSHMAN 

USDOC FOR ITA/MAC - A/DAS MELCHER, MCQUEEN 

NSC FOR WILDER AND TONG 


E.O. 12958: DECL: X1 MANUAL REVIEW 
TAGS: PGOV, PINR, EINV, ECON, CH 
SUBJECT: SHANGHAI CORRUPTION SCANDAL AND LEADERSHIP GOSSIP 


REF: A) SHANGHAI 7129; B) SHANGHAI 7131 


SHANGHAI 00000023 001.2 OF 005 


CLASSIFIED BY: Kenneth Jarrett, Consul General, U.S. Consulate, 
Shanghai, Department of State. 
REASON: 1.4 (b), (c), (d) 


1. (S) Summary. Two well-connected Shanghai contacts claimed 
that President Hu Jintao had offered the job of Shanghai Party 
Secretary to several people, none of whom were willing to take 
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it because of the headaches associated with the continuing Chen 
Liangyu investigation. The one person eager to take the job, 

United Front Work Department head Liu Yandong, was disliked by 
the Shanghai party bureaucracy, making it next to impossible for 

Hu to send her there. A scan of press reports since the last 

update on the unfolding investigation (Ref A), shows that in 

total, more than 50 officials have fallen since the 

investigation began, including the recent additions of several 
businessmen. Chief among them was Shanghai real estate magnate 
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Zhou Zhengyi, who had come under investigation again for his 
links to Chen and Chen\'s family; Zhou had finished a three year 
prison term last spring for his role in a scandal that is 

rumored to have implicated many Shanghai and national leaders 
but was detained again in early December. One contact explained 
that Chen\'s troubles all started when he put the brakes on the 
initial investigation of Zhou several years ago. While the 

related nationwide anti-corruption campaign appeared to be 
winding down, the fate of one top leader, Politburo Standing 
Committee member Jia Qinglin, was still uncertain, although it 
appeared likely he would be stepping down within the next year. 
End summary. 


2. (S) During a December 20 discussion, Shanghai Municipal 
People\'s Congress researcher Zhou Meiyan said that Hu Jintao had 
initially offered the position of Shanghai Party Secretary to 
Jiangsu Party Secretary Li Yuanchao, who declined, saying the 
municipality was too much of amess. On January 8, Carlyle 
Group Managing Director and Chief China Representative Luo Yi, 
who has close contact with Li Yuanchao and his \"assistant,\" 
confirmed that Li had been offered the job and turned it down. 

Li was happy in Jiangsu and hoped to stay there for another five 
years. According to Luo, who knows Hu Jintao\'s son Hu Haifeng 
well, Hu Haifeng said that Li was close friends with Hu Jintao 

and that Hu Haifeng grew up calling Li \"uncle.\" Both Hu Jintao 
and Li have kept in frequent contact, although, given their 
positions, they did not stop by each otherYs homes much these 
days. (Bio note: Li's son is currently a junior at Fudan 

University, where he is studying mathematics like his father 

had. Li was pushing his son to go to graduate school in the 
United States. End note.) 


3. (S) Luo said that Hu hoped to move Li to the Politburo and 
was considering \"helicoptering\" him to the Politburo Standing 
Committee (PBSC). Luo cited rumors that Hu had offered Li the 
position of Director of the General Office to replace Wang Gang 
two years ago, but that Li had turned it down. (Note: Luo said 
that the Director of the General Office position was equivalent 

to Hu\'s Chief of Staff. He noted that Wang Gang was not \"Hu\'s 
guy.\" End note.) Hu was currently trying to recruit Li to take 

over as head of the Organization Department from He Guogiang, a 
powerful position that would put Li at the center of all major 
personnel moves. It was not clear, however, if Li wanted to 

take that job, since he preferred policy jobs to party ones. 

Luo commented that Li was probably \"the most elect-able of 
China\'s officials\" although, he noted, that did not count for 

much in Chinese politics. 
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4. (S) Zhou also said that Hu had offered the Shanghai position 
to Liaoning Party Secretary Li Keqiang but that Li had likewise 
declined it. Luo said that Li Kegiang was now rumored to be 
moving to Beijing--not because he was particularly talented, but 
because he was particularly close to Hu. Hu was also rumored to 
be trying to helicopter Li Kegiang to the PBSC. Such a move 
would clearly designate Li as Hu\'s successor, according to Luo. 


5. (S) Zhou said that a friend in Beijing told her on December 
17 that the current frontrunner for the Shanghai job was 
Zhejiang Party Secretary Xi Jinping, saying that some party 
elders were backing Xi for the job. Zhou described Xi as \"very 
conservative like Hu Jintao\" and worried about what it would 
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mean for the political atmosphere in Shanghai if he were 

appointed. Luo, however, said that he had been informed by a 
well-placed source that Xi had, indeed, been offered the 

position, but like the two Li\'s, had also declined it. The 

source said Xi would be heading to Beijing soon for an 

unspecified position. (Note: Among others, Luo is friends with 

the son of Zhejiang Governor Lu Zushan, Lu Zhonglin, whom he had 
introduced to Pol/Econ Section Chief at a reception to seek visa 
advice. End note.) 


6. (S) Zhou said she had also heard rumors that Organization 
Department chief He Guogiang might be in line for the Shanghai 
Party Secretary slot, but she tended to discount them (Ref B). 

He Guogiang, Zhou said, had never headed a major economically 
developed area before, something she saw as a prerequisite for 
running what was arguably China\'s most economically advanced 
area. (Note: He Guogiang had served as Fujian Governor from 
1997-99 and Chongqing Party Secretary from 1999-2002. End 
note.) Luo, on the other hand, saw He as the most viable 
candidate for the job. Luo recently met with HeYs son who 
confirmed that Hu had offered He the job but said that his 

father had not been interested. 


7. (S) Luo saw Hu\'s offer to He Guogiang as a way to both 
appease party elder Jiang Zemin, who was He\'s patron, and move 
one of Hu\'s people into He\'s current slot. There were, however, 
two problems with this scenario, aside from He not wanting the 
job. First, those who opposed Jiang did not want He transferred 

to such an influential post. (Note: Zhou said that she and 

other reformers in Shanghai \"hated\" He because of his \"rightist\" 
views. However, she also said she had heard that He was 
\"behind\" an experiment in intra-party democracy in Sichuan while 
he was Party Secretary of Chongqing. Zhou said she had been 
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surprised to hear of his involvement. End note.) Second, Jiang 
himself might not want to lose one of the few powerful slots 

left that he \"controlled\" in the central party apparatus. 
However, everyone\'s objections aside, Luo said that if Hu was 
unable to find someone else to take the job, He Guogiang might 
have no choice but to go to Shanghai. (Comment: The implication 
of what we are hearing about the difficulty in filling the 

Shanghai Party Secretary position is that if high-ranked cadres 
are close to the leader in charge, they may have a certain 
amount of say over their onward assignments. End comment.) 


8. (C) Neither Zhou nor Luo believed acting Party Secretary Han 
Zheng would continue on in that position much longer, and both 
said there was little to no chance that Han would be named full 
Party Secretary. Zhou said Han had been too close to Chen 
Liangyu to allow him to stay in the job. Neither knew if Han 
would remain on as Shanghai Mayor after he stepped down as 
acting Party Secretary. Han\'s final disposition would be clear 

in the next two to three months as Shanghai tee-ed up for its 
party congress this spring, according to Zhou. 


9. (S) Zhou said that she had heard that United Front Work 
Department head Liu Yandong had really wanted the Shanghai 
position (Ref A). While Hu initially had also wanted to put Liu 

in Shanghai, he was unable to because there was too much 
animosity toward her among the rank and file of Shanghai\'s party 
apparatus. The disdain stemmed from Chen Liangyu\'s accusations 
of Liu having \"a big mouth.\" Zhou cited one of the \"Internal 
Quotations of Chen Liangyu\"--an \"internal\" document that showed 
up online a few months back which Zhou claimed was genuine 
(http://chinadigitaltimes.net/2006/10/post_3. php)--saying it had 
been aimed directly at Liu: 


-\"There are people who take matters we discuss within our party 
to Hong Kong. They add oil and vinegar and start rumors and 
slander about those who criticize them. That is behaving like a 
hoodlum. | won\'t take after this kind of behavior." 


Chen, Zhou said, had effectively poisoned the well for Liu by 
outing her as an individual who aired Shanghai\'s political dirty 


laundry to the media. If Hu sent Liu to Shanghai, Zhou opined, 
she would be a lame duck from the get go. 
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10. (C) It is not difficult to understand why promising young 
leaders would want to avoid taking up the once-prestigious title 
of Shanghai Party Secretary. Officials and businessmen have 
continued to fall as Central Discipline Inspection Commission 
(CDIC) investigators pursued their inquiries into the pension 
scandal that toppled Chen and other questionable activities 
involving Shanghai leaders. As of December 29, there were more 
than 50 people confirmed to have been linked to the pension 
scandal and there were more than 100 people that had been 
brought in from outside of Shanghai to assist in the 
investigation. 


On December 8, a Chinese news outlet 
reported that Major General Wu Qi replaced Dai Changyou as the 
Shanghai PLA Garrison\'s Political Commissar. There was no 
information on when Wu took up the post or what had happened to 
Dai. 


- Press reports on December 28 said that 

property developer Yan Liyan--the mainland\'s 56th richest person 
- came under investigation for allegedly using 2.7 billion yuan 
from the Shanghai pension fund to buy a stake in a Shanghai 
shopping mall, now also partly owned by retailer Bailian Group. 
The loan is almost the same size as the initial loan that got 

Chen sacked. 


- Authorities have also questioned 

Bailian Chairman Xue Quanrong in connection with the case. Xue 
was the former party secretary of Shanghai\'s Baoshan district 
and was reportedly an associate of Chen Liangyu. 


- On December 29, the Shanghai Wen Hui 
Bao newspaper reported that the Shanghai Baoshan District Party 
Secretary Xue Quanrong had recently been placed under shuang gui 
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restrictions. Xue was allegedly involved in questionable 
actions regarding renting land to a foreign invested company. 


- On January 6, Xinhua News Agency 

reported that the Shanghai Detention Center Chief Huang Jian had 
been arrested in December for accepting more than USD 61,000 in 
bribes from family members of Shanghai real estate baron Zhou 
Zhengyi to ensure that Zhou lived a comfortable life in prison 
during his three year incarceration. 


- On December 29, the PRC-owned Hong Kong 
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newspaper Ta Kong Pao reported that Chen\'s son, Chen Weili, had 
also been implicated in the pension scandal but had fled to the 
United States. 


11. (S) Zhou said that the CDIC was still in Shanghai digging 

for additional dirt on Chen Liangyu. The December 29 Ta Kong 
Pao report claimed that Chen had now been accused of accepting 
more than USD 37.5 billion in bribes. Luo said that all the 

rumors leaking out in the press about Chen were true. He said 
that Chen\'s woes began a few years back when Chen successfully 
helped put the kibosh on the scope of the investigation into 

Zhou Zhengyi. Although the investigation had been called off, 

it was clear to Beijing investigators that Chen had a personal 

stake in the case and was trying to hide something. In 2003, 

Zhou had been arrested and subsequently served three years in 
prison for stock manipulation, not corruption, per se. However, 
since Chen\'s brother was Zhou\'s former partner, it was clear 

that when Chen fell, it was only a matter of time before Zhou 

fell again, too. On December 8, a Shanghai government spokesman 
confirmed that Zhou was once again in custody. Luo said that 
Zhou retained some leverage since he had information that could 
get many senior leaders into trouble. However, if he overplayed 
his hand, Zhou might also end up dead. 


12. (C) Although it appeared that a cleanup campaign was still 
underway, at least in Shanghai, Luo said that he thought the 
nationwide anti-corruption witch hunt was all but over. A 

friend of Luo\'s who was currently on the team investigating Zhou 
Zhengyi noted that the team recently had uncovered a dinner that 
Chen had hosted in Beijing that had run up a tab of USD 60,000. 
When the bill came, Chen called on Zhou to pay for it, which 
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Zhou admitted doing. According to Luo\'s friend, when asked who 
else was present at the dinner, Zhou said Chen was the most 
junior person at the table. Investigators abruptly cut him off 

and changed the conversation, indicating that Chen was the 
highest person the investigators wanted to pursue. Luo said 

that it was becoming increasingly clear to him that--with the 
exception of Hu Jintao who remained uncorrupt--all senior 
Chinese leaders could be bought for the right price. 
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13. (S) Luo had told Pol/Econ Section Chief in late October 

that his partners in a plan to form a private Chinese equity 

fund with CITIC--including Hu Haifeng, Wen Jiabao\'s nephew, and 
legislative chairman Wu Bangguo\'s son-in-law--had decided to 
delay the venture after the Chen case broke due to the unsettled 
climate the anti-corruption campaign had created. However, in 
another sign that the campaign might be winding down, plans were 
now moving forward again (in fact, Luo got a phone call from 
Wen\'s nephew to discuss the subject during the January 8 meeting 
with Pol/Econ Section Chief). Luo said that Hu Haifeng had an 
interest in the venture from a policy perspective. The others, 
however, were primarily interested in making money, 

legitimately. Luo emphasized that Hu and his family were all 

clean and that Hu Haifeng did not have much money. (Comment: 
Coming from Luo, who recently purchased a new Ferrari with the 
money he got from a recent promotion, the amount of money Hu\'s 
son makes may be a relative issue. End comment.) 


14. (C) According to Luo, the one issue in the current 
nation-wide anti-corruption campaign that remained unresolved 
was the future of Jia Qinglin, head of the Chinese People\'s 
Political Consultative Conference. Luo believed that Jia would 
be forced to \"retire\"--despite not having reached the mandatory 
retirement age. Jia\'s son had already reportedly fled the 
country out of fear that his father would no longer be able to 
protect him once he \"retired.\" Luo said that Jia was also 
currently trying to sell a Beijing-based real estate firm that 

he \"owned\" for cash at rock-bottom prices--facts that, Luo said, 
indicated Jia was desperate. It was not clear how Jia \"owned\" 
the company, but Luo maintained that it was an open secret that 
it was Jia\'s. Consequently, Jia was having a hard time 
unloading the company since no one wanted to inherit any of 
Jia\'s problems. Luo said it was possible, however, that a deal 
had already been struck that would allow Jia a chance to exit 
gracefully from the stage, without threat of prosecution. 


15. (S) Waxing speculative about the inter-personal dynamics of 
the investigation, Zhou said that she thought Hu had very few 
friends, per se--something that people at his level could ill 
afford--rather, many allies of convenience. She said, for 
instance, that Hu had realized early on that he needed a strong 
ally in the provinces, and so began throwing his weight behind 
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Li Keqiang. Also, Hu was not terribly fond of 

princelings--people who traded on the status of their 

high-ranked parents--but that he found that working with them 
was part of the cost of doing business and could provide him 
certain benefits. In fact, several of his closest protigis were 
princelings, including Liu Yandong (Ref A) and Li Yuanchao, 
whose father used to be on the State Council. (Comment: Based 
on Luo\'s insights, it does seem that Li Yuanchao actually is a 
person Hu might consider a personal friend. End comment.) 


16. (C) Zhou warned against underestimating the impact of 
groups (tuan)--such as the Communist Youth League (CYL) Group, 
or one of the several princeling groups--within the leadership. 
Members of these groups often found like-minds and ready allies 
or, in some cases, clemency. For instance, although he had been 
just as guilty as Chen, Han Zheng had been protected from 
investigation, in part, because of his ties into the CYL group. 

(Note: Han spent several years in the Shanghai CYL bureaucracy. 
End note.) Also, Hu\'s alliance with Li Kegiang was based, in 

part on their shared history in the CYL. 


17. (C) Zhou noted, however, that even Chinese leaders fell 
into the trap of overplaying the strength of factional 

alliances. Chen Liangyu was a classic example. Zhou said that 
Chen had assumed that Vice Premier Huang Ju--both men were 
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long-time associates and \"friends\" in Shanghai--would be willing 
and able to protect him and was therefore emboldened to stand up 
to Hu Jintao. However, much to Chen\'s disappointment, Huang\'s 
illness, combined with lack of political spine on Huang\'s part, 

led Huang to abandon Chen when push came to shove. 
JARRETT 
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Column 3 
SIPDIS 


SIPDIS 


STATE FOR EAP, PM, S/CT, AND EAP/MTS 
USPACOM ALSO FOR FPA HUSO AND J5 
SECDEF/OSD/ISA/AP (TOOLAN/BAILEY) 
JOINT STAFF/J5 (WILKES/ROBINSON) 


E.O. 12958: DECL: 01/10/2017 

TAGS: PTER, MARR, MASS, MOPS, MCAP, PREL, RP 

SUBJECT: PHILIPPINE MILITARY KILLS ASG URBAN TERRORIST 
GROUP LEADER 


REF: A. MANILA 0068 
B. MANILA 0072 


Classified By: (U) Acting DCM Scott Bellard for reasons 1.4(b) and (d). 


1. (C/REL AUS) In follow up to the successful January 6 
operation that led to the deaths of five Abu Sayyaf Group 
(ASG) terrorists and one suspected Jemaah Islamiyah operative 
near the southern island of Tawi-Tawi (ref a), elements of 
Military Intelligence Group-9, the Intelligence Service of 

the Armed Forces of the Philippines, and the Scout Rangers 
killed Binang Sali AKA Abu Freedom in a January 9 raid on 
Sali\'s safe house near the town of Patikul on the island of 
Jolo. Sali was a leader of the ASG\'s Urban Terrorist Group 
and the subject of a reward (amount to be determined) under 
the U.S. Department of DefenseYs Rewards program. He was 
responsible for numerous assassinations and kidnappings. 


2. (U) Including Sali, the Armed Forces of the Philippines 
have to date killed 38 terrorists and captured 15 others 

since the August 1, 2006 onset of \"Operation Ultimatum\" on 
Jolo. 


3. (C/REL AUS) Comment: the January 6 and January 9 actions 
reflect the Philippine military\'s increasing ability -- with 

U.S. help -- to link intelligence to operations. Both 

operations also demonstrated improved operations security and 
compartmentalization, as well as the determination of the 
Philippine government -- with President Arroyo\'s full and 

highly visible support (ref b) -- to go after all terrorists 

in the Philippines, including the high-value targets still 

believed to be in hiding in northeast Jolo. 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
Jones 
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SIPDIS 
SIPDIS 
STATE FOR R; EAP/PD AGRIMES; EAP/MTS; S/ES-EX 


E.O. 12958: N/A 
TAGS: OVIP, OTRA, KPAO, CH, RP 


SUBJECT: COUNTRY CLEARANCE FOR KAREN P. HUGHES, UNDER SECRETARY FOR 
PUBLIC AFFAIRS AND PUBLIC DIPLOMACY, AND HER DELEGATION TO THE 
PHILIPPINES, JANUARY 24-27, 2007. 


REF: (A) STATE 02899; (B) MANILA 0041 


1. Embassy Manila warmly welcomes and grants country clearance to 
Karen P. Hughes, Under Secretary for Public Affairs and Public 
Diplomacy; Col. Christopher Krisinger, Senior Advisor; and Ms. 
Katherine D. Balls, Special Assistant, for their January 24-27, 2007 
visit to the Philippines. 


2. Lee McClenny, Counselor for Public Affairs, will be the Control 
Officer for this visit. Mr. McClenny\'s contact info is as follows: 

-- Email: McClennyL@state.gov 

-- Office tel: (63-2) 523-1326 

-- Cell Phone: (63-918) 948-6456 

-- Fax: (63-2) 522-1802 


3. Under Secretary Hughes and delegation will be met at the airport 
by Embassy staff. Post will gladly fulfill lodging, tech support, 
and fiscal requirements listed in Ref A. 


4. We have made reservations for Secretary Hughes, Col. Krisinger, 
and Ms. Balls at the Mandarin Oriental Hotel; tel: (63-2) 750-8888; 
fax: (63-2) 817-2472. We will provide room assignment information 
to Col. Krisinger. 


5. We have sent a scenesetter for the visit in septel (Ref B). 
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6. For all visitors - Terrorism: In light of recent events, the 

State Department urges all visitors to maintain a high level of 
vigilance and to increase their security awareness when traveling 
throughout the Philippines. All travelers are urged to review the 
State Department\'s most recent Public Announcement on the 
Philippines. Due to the United States efforts in the on-going War 
Against Terrorism, the potential for retaliatory acts against 
Americans worldwide is real. 


The terrorist threat to Americans in the Philippines remains high, 

and the Embassy continues to receive reports of ongoing activities 
by known terrorists groups. In view of a number of security-related 
incidents and the possibility of future terrorism, and other 

violence or criminal activity, Americans traveling to or residing in 

the Philippines are urged to exercise great caution and maintain 
heightened security awareness. The Government of the Philippines 
(GRP) has been engaged on-and-off in negotiations with domestic 
Communist and Muslim rebels with varying degrees of success. The 
countrywide Communist Party of the Philippines (CCP) and its armed 
wing, the New People\'s Army (NPA), remains a force to be reckoned 
with and at times represents a security concern to American citizens 
and interests. Although it does not specifically target Americans, 

the Mindanao-based Moro Islamic Liberation Front (MILF) has in the 
past waged violent, armed struggle against the Philippine 
Government, and Americans should bear this in mind if traveling to 
areas where the MILF operates. Extremist groups present in 
Southeast Asia, such as Jemaah Islamiyah, have demonstrated 
transnational capabilities to carry out attacks against locations 

where Westerners congregate. Terrorist groups do not distinguish 
between official and civilian targets. 


7. The U.S. Embassy urges visitors to avoid large crowds, 
including, among other places, nightclubs and bars, and to exercise 
special caution in public places or when using public 

transportation. Visitors should always follow some very basic and 
important security countermeasures: a) avoid establishing a pattern 
or routine; b) vary travel times and routes to the extent possible 

-- particularly important for home to office transportation; and c) 
maintain a low profile. It is also important immediately to report 

any unusual activity, including possible surveillance, to the RSO. 


8. Extortionists have kidnapped several Filipinos and foreigners, 
including five American children, in recent years. Kidnappers 
operating in Metro Manila and throughout the Philippines have 
snatched family members of prominent local business leaders and 
politicians for financial gain, to make a political statement, or as 

part of business, land, or personal disputes. In January 2004, an 
American businessman was abducted in the Makati commercial district 
of Metro Manila and was held captive for 21 days before he was 
rescued by Philippine law enforcement authorities. 
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9. Crime: Crime is a serious concern in Manila, not unlike many of 
the major metropolitan areas in the United States. Common sense is 
the rule ofthumb. There are frequent reports of confidence games, 
pick pocketing, moneychanger and credit card fraud. No one is 
immune from criminal activity due to the eroding economic situation 
in the Philippines. We urge all visitors to be wary of individuals 

who attempt to befriend you, especially after just arriving in 

country, and do not accept food or drink from strangers. There have 


been a few reports of robberies involving the \"date rape drug," 
locally known as Ativan. These crimes involve a well-dressed, 
well-mannered stranger(s) who befriends the victim and offer 
refreshments laced with Ativan; after losing consciousness, the 
victim is robbed and then dumped in an isolated spot. 


Avoid wearing too much jewelry and carrying large amounts of money 
on your person. Visitors should take advantage of safety deposit 
boxes at hotels. It is advisable to carry only what you need in 

your shirt or front pants pocket. Considering Metro Manila is 

teeming with nighttime activity, avoid wandering in unfamiliar areas 
alone, particularly at night. Visitors who frequent lower quality 
nightclubs and bars are susceptible to drugging (Ativan) and 

robbery. 


10. Travel: Before traveling to the Philippines, we urge you 

to visit the State Department\'s web site at www.state.gov for the 

latest security and travel information. All Americans should defer 
travel to isolated beach resorts and avoid personal travel to the 

islands of Mindanao and Sulu Archipelago. The RSO must approve all 
official travel to these islands in advance. Finally, Americans are 
warned to avoid hiking or camping in the Mt. Pinatubo area. 


Within the Metro Manila area, taxis are the recommended form of 
public transportation and are generally safe. You should request 
that the meter be used--if the driver is unwilling, wait for another 

cab. We recommend that you jot down or make a mental note of the 
license plate number of the taxi should problems arise. All other 
forms of public transportation, such as the light rail system, 
jeepneys, or public buses should be avoided for both safety and 
security reasons. 


If you have additional security-related questions, you may contact 

the RSO either through your control officer or directly at (632) 

528-6300, ext 2290, (632) 522-2337 (FAX), or at RSOmanila@state.gov 
(unclassified email). 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/10/2016 

TAGS: EFIN, PARM, KNNP, PREL, PGOV, KN, CH, JA 

SUBJECT: DPRK FINANCIAL ACTIVITIES: JAPAN AWARE OF POSSIBLE 
CHINESE BANK INVOLVEMENT 


REF: STATE 01477 


Classified By: Charge d\' Affaires, a.i., Joseph R. Dovonan. Reasons 1. 
4 (B) (D). 


1. (C) Japan is aware that Chinese banks may be involved with 
North Korea, given their close geographic proximity to the 
DPRK, MOF International Bureau Legal Office official Shunichi 
Fukushima told Embassy financial attache January 9 in 
response to reftel demarche. Fukushima expressed thanks for 
the information and said he would share it with the 

appropriate parties. 


2. (C) Separately, Embassy political officer delivered reftel 
demarche January 9 to MOFA Asian and Oceanian Affairs Bureau 
Northeast Asia Deputy Director Yutaka Kashiwabara. 
Kashiwabara, who was in the midst of preparations to 

accompany MOFA Director General Kenichiro Sasae to meetings 
with State Department officials in Washington, said that 

Sasae would review the demarche while en route to the United 
States and would be prepared to discuss the issue with U.S. 
officials. 

DONOVAN 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP/MLS AND EB 

COMMERCE FOR EAP/MAC/OKSA 

TREASURY FOR OASIA 

PASS USTR FOR WEISEL 

PASS TO FEDERAL RESERVE SAN FRANCISCO FOR DAN FINEMAN 
PASS TO FEDERAL RESERVE NEW YORK FOR MATT HILDEBRANDT 


E.O. 12958: N/A 

TAGS: ECON, EINV, PREL, TH 

SUBJECT: THAI GOVERNMENT RE-AFFIRMS COMMITMENT TO 
U.S.-THAILAND TREATY OF AMITY AND ECONOMIC RELATIONS (AER) 


REF: BANGKOK 000152 


Reftel reported the approval by the Thai Cabinet of 
amendments to the Foreign Business Act (FBA). Some Thai 
media on January 10 reported that as part of the FBA 
amendments, the Thai Government would no longer honor the 
services provisions of the U.S.-Thai Treaty of Amity and 
Economic Relations (AER). In response to our inquiries, 
senior officials in the Ministry of Commerce have assured us 
that these media reports are incorrect, and that the RTG 
continues to honor without changes the provisions of the AER. 
BOYCE 
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SIPDIS 


E.O. 12958: DECL: 01/10/2017 

TAGS: PGOV, PREL, SN, BM 

SUBJECT: GENERAL THAN SHWE STILL IN SINGAPORE FOR \"PRIVATE 
VISIT" 


REF: RANGOON 22 
Classified By: EP Counselor Ike Reed. Reasons 1.4(b)(d) 


(C) Burmese Senior General Than Shwe is still in Singapore on 
a \"private visit" for a medical check-up, MFA Southeast Asia 
Directorate Deputy Director Adrian Tan told us on January 10. 
Tan declined to discuss the nature of Than Shwe\'s medical 
problems (Reftel). He said it was not clear when Than Shwe 
would leave Singapore, but it could be in the next few days. 

He added that the general had come on a special charter 
aircraft and could \"leave when he wanted.\" Tan stressed that 
this was a \"private visit\" and no government meetings had 
been scheduled. 

HERBOLD 
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E.O. 12958: DECL: 01/10/2012 
TAGS: PREL, ECIN, PTER, ASEAN, RU, XE, CH, JA, KN, KS, BM, 


Column 3 
RP 
SUBJECT: PHILIPPINES WELCOMES ASEAN-RELATED SUMMITS ANEW 


REF: A. 06 MANILA 5015 
B. 06 MANILA 4935 
C. 06 MANILA 4855 


MANILA 00000105 001.2 OF 002 


Classified By: CDA Paul W, Jones, reasons 1.4 (b) and (d) 


1. (C) Ina discussion with Charge on January 8, President 
Gloria Macapagal Arroyo reiterated the Philippine 
Government\'s determination to host successful ASEAN-related 
summits, including the East Asia Summit, in Cebu January 

13-15 following their postponement from the original December 
dates due to typhoon concerns (refs b and c). She reiterated 
that a key theme of the EAS will be on energy security. She 
said that the EAS would not discuss WTO/Doha Round, as 
planned in December, because WTO chief Pascal Lamy would not 
attend, and he had not advanced any new thinking on the Doha 
round at the APEC summit in Hanoi, anyway. 


U.S. and Regional Architecture 


2. (C) President Arroyo told Charge she hoped the U.S. 

would accede to the Treaty of Amity and Cooperation, as other 
ASEAN partners have, even without any intention to take part 
inthe EAS. The 30th anniversary of U.S.-ASEAN ties 
presented a symbolic opportunity for U.S. accession, she 
continued, adding that perhaps Secretary Rice could do so at 
the ASEAN Regional Forum in the Philippines in summer 2007. 
Speaking more broadly on regional architecture, President 
Arroyo said that, without U.S. participation, the EAS would 

not develop beyond its current form. China remained 
supportive of the EAS, she believed, partly because it 

offered a forum for talks with Japan and South Korea. Russia 
wanted to join, but its links to ASEAN remained too weak to 
justify its participation, since EAS is ASEAN-driven. 

Pressed on complementarity between EAS and APEC, President 
Arroyo observed that the U.S. role makes APEC relevant, but 
APEC\'s lack of a permanent secretariat might make its 
follow-up on issues raised in EAS less systematic than ASEAN, 
which has a permanent secretariat. 


Summit Security/Terrorism 


3. (U) Speaking from ground zero of terrorist activity on 
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the southern island of Jolo, President Arroyo told the press 
on January 8 that \"our fight against terror goes hand in hand 
with the global and regional effort, and as we face the ASEAN 
Summit, we would like to assure all our allies in East Asia 
and beyond that the Filipino soldiery and people are on watch 
every hour of the day, determined to do their share to defeat 
terror for a more secure and safer world.\" Philippine 

officials have insisted that they are prepared to meet any 
potential security threats and reassured the summit 
participants of their safety. 


ASEAN agenda 


4. (C) Undersecretary of Foreign Affairs for Policy Erlinda 
Basilio confirmed separately to A/DCM that the substance of 

the summits would remain as originally planned (ref a). The 
ASEAN Summit itself will focus on \"building a community of 
caring societies, with expectations of adopting a Convention 

on counterterrorism. Migrant workers will be another 

important topic, although some ASEAN diplomats in Manila have 
commented privately that this is mostly a Philippine effort 

to promote and protect its own Overseas Filipino Workers, 
rather than a common concern. The leaders will receive 
recommendations from the Eminent Persons Group on an ASEAN 
Charter and will task a new group to provide a draft at the 

next summit, possibly including some enforcement mechanisms. 
The EAS will likely issue a declaration on regional issues, 
including Burma and North Korea. 


Attendance 


5. (U) Foreign Ministers of Japan and Australia will miss 
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the ministerial sessions set for January 11, but their prime 
ministers will attend the weekend summits. Timor Leste\'s 
foreign minister is still expected to participate in a 

ceremony acceding to the Treaty of Amity and Commerce, but 
there is now doubt that the French Foreign Minister will be 
able to do so. France has formally already signed the TAC, 
however, according to the French Embassy. 


Comment 


6. (C) The summits have attracted enormous attention in the 
Philippines, with much preoccupation for how the country, and 


Column 3 

its second city Cebu, will be perceived by leaders of sixteen 
key partner countries. The Philippines remains interested in 
promoting the U.S. relationship with ASEAN and the EAS. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 
Classified SIPRNET website: 

http:// www.state.sgov.gov/ 

Jones 
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1. this is a test. 

I;kjasdhfl;akjdf;askldfjasdkl;fj 
888888888888888888888888888888888888888888. 
9999999999999999999999999999999999999999999. 
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SIPDIS 
SIPDIS 
STATE FOR S/WE SASHA MEHRA, GERDA LANE, EAP/MLS and G/IWI 


E.O. 12958: N/A 

TAGS: KWMN, PHUM, PREL, RP, UNGA 

SUBJECT: VIETNAM: IDEAS FOR EMPOWERING WOMEN AND INFLUENTIAL WOMEN 
CONTACTS 


REF: A) STATE 202341; B) STATE 178055; C) HANOI 2940 


1. In response to Ref A (and in addition to the contacts listed in 
Ref C), Post recommends the following influential women for possible 
participation in future female empowerment-related events: 


A. Ms. Pham Thi Thu Hanh 

Vice Chairwoman 

Council for Women Entrepreneurs 

Vietnam Chamber of Commerce and Industry 
9 Dao Duy Anh Street 

Hanoi 

(84-4) 0904204848 (mobile) 

Email: veci@smelink.netnam.vn 


B. Ms. Nguyen Thi Mai Thanh 
General Director of REE Corporation 
Ho Chi Minh City 

Tel: (84-8) 810 0017 

Fax: (84-8) 810 0337 

Email: ree@hcm.vnn.vn 


C. Ms. Le Thi Phuong Thuy: 
General Manager/Chairwoman and CEO/Vice Chairwoman 


Column 3 

TVM Co./Toan My Co./ HCMC Young Entrepreneurs Association 
Ho Chi Minh City 

Email: phuongthuylethi@yahoo.com 

Tel: 987-9301/ 987-9301 

Fax: (84-8) 987 1724 

Cell: (090) 371-7557 


2. In further response to Ref B, on December 25, Nguyen Thi Minh 

Quy, Director of the National Committee for the Advancement of Women 
(NCAW) (which falls under the purview of the Vietnam Women\'s Union) 
provided Embassy with NCAW\'s ideas for empowering women in Vietnam. 
According to Quy, activities that would best empower women are 
increasing media campaigns that address gender equality and women\'s 
advancement, incorporating women\'s concerns into development 
programs and sharing best practices on microfinance projects that 

address women\'s economic rights. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 1/10/2017 
TAGS: PREL, VT 
SUBJECT: POPE RAPS MAPUTO PROTOCOL, PLAN OF ACTION 


REF: (A) 06 STATE 185262 (B) 06 VATICAN 251 


CLASSIFIED BY: Christopher Sandrolini, Charge d\'affaires, EXEC, 
State. 

REASON: 1.4 (d) 

1. (U) Pope Benedict XVI criticized the Maputo Protocol and 
related Plan of Action (reftels and septel) in his high-profile 
January 8 address to diplomats accredited to the Holy See. 
Addressing \"attacks on life\", the pope said that such attacks 
\"do not even spare regions with a traditional culture of 
respecting life, such as Africa, where there is an attempt to 
trivialize abortion surreptitiously, both through the Maputo 
Protocol and through the Plan of Action adopted by the Health 
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Ministers of the African Union - shortly to be submitted to the 
Summit of Heads of State and Heads of Government." 


2. (C) We have been working with Holy See Director for African 
Union (AU) issues Monsignor Ruben Dimaculangan on this issue 
since receiving ref (a). Dimaculangan (who wrote the passage 
above) told us January 8 that he was pleased that the comments 
had made it into such a prominent papal speech. He thanked us 
again for our support and said was also aware of contact on the 
issue in Washington with Papal Nuncio Archbishop Sambi. As 
reported previously (ref b) the Holy See is working on the issue 
through their African nunciatures. Dimaculangan told us that 
letters outlining the Holy See\'s concerns had been delivered to 
all the relevant Holy See missions; he expected follow-up soon, 
especially in light of the pope\'s remarks. He said that the 

Holy See had not decided on a representative to attend the AU 
summit, but guessed that Archbishop Moliner Ingles Ramiro, 
nuncio to Ethiopia, would be the most likely choice. 
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E.O. 12958: DECL: 01/10/2027 

TAGS: PREL, BA, REGION, POL 

SUBJECT: SENIOR MFA OFFICIAL DISCUSSES SECTARIAN ISSUES, 
IRAN 


Classified By: Ambassador William T. Monroe. Reason: 1.4 (B)(D) 


1. (C) Summary. MFA Assistant U/S Shaikh Abdel Aziz, in a 
frank discussion January 8 with CNO Executive Panel Co-Chairs 
Zakheim and Skinner, said that concerns about rising Shia 
empowerment in the region were a growing concern, and 
different from the past when the Shia threat had been 
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troubling but not threatening. Bahrain has been trying to 

deal with the Shia issue domestically through economic 
development and more representation in government. He 
acknowledged that Bahrain walked a fine line in developing 
democracy, and that a democratic path that resulted in regime 
change is a Vred line.\" He expressed optimism that Bahrain 
could successfully manage its domestic situation, but added 
that events in Iraq and Iran were affecting people\'s thinking 

in Bahrain. The execution of Saddam had not gone down well 
in Bahrain, and reports that witnesses were using Persian 
religious expressions played into local conspiracy theories 
about the execution. He did not think that Iran was directly 
interfering in Bahrain, although some in the government 
viewed that differently. He described Iranians as a 

frustrated people who feel they are not getting the respect 
they deserve. End summary. 


2. (C) CNO Executive Panel Co-Chairpersons Dov Zakheim and 
Kiron Skinner met January 8 with Ministry of Foreign Affairs 
Assistant Undersecretary Shaikh Abdel Aziz bin Mubarak 
Al-Khalifa for a discussion on regional issues that focused 

on the rise of sectarianism and Iran. Dr. Zakheim opened the 
conversation by asking Shaikh Abdel Aziz for his views on 
claims of a developing Shia \"crescent\" across the region. 
Shaikh Abdel Aziz said that this is indeed a concern. In the 
past, the Shia threat had been troubling but never 
threatening. But now it is different. \"This time we feel 

that they have been empowered, not only in Bahrain but also 
in Lebanon and Iraq. You feel it. You feel that Shia today 
believe that this is their day of glory. There is no doubt 

that they feel they are rallying.\" 


3. (C) The biggest danger, he continued, is from those Shia 
with nothing to lose. The rise of Shia empowerment provides 
a special lift to those unhappy, low-income Shia in the 

region. Bahrain is trying to handle this not only through 
economic development but also by encouraging more balanced 
representation in the government. Bahrain has prominent Shia 
in the government (including a Deputy Prime Minister and two 
Ministers), and in the parliament. But there is worry that 

in the future hard-line Shia might have higher goals and 
ambitions. Controlling the hard-line Shia, as well as the 
hard-line Sunni on the other side, will be a big challenge 

for Bahrain. 


4. (C) Dr. Zakheim noted that, given the country\'s 
demographic make-up with a Shia majority population, 
developing democracy in Bahrain is a complex proposition. He 
asked how Shaikh Abdel Aziz saw the country \"getting from 
here to there without tripping.\" Shaikh Abdel Aziz said that 
the government had to walk a fine line in developing 
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democracy, a task made more difficult by the country\'s 

limited resources. There is a red line, he stated. A 

democrtic path that resulted in regime change is a red line. 

As long as the government keeps its side of the bargain, you 
won\'t see anyone approaching the red line. \"We think we can 
manage the situation here,\" he said, \"although regional 
developments are a concern.\" He noted that events in Iraq 
and Iran are affecting people\'s thinking in Bahrain. \"The 
execution of Saddam Hussein did not go down well here. The 
chanters on the tape of the execution were saying Islamic 
prayers in the Persian way, very Iranian. That was scary to 

us here. It played into the conspiracy theories that are 
emerging.\" (Comment: we have heard from several sources here 
the claim that people at the execution were speaking with an 
Iranian accent, and this has indeed played into local 
conspiracy theories that somehow the U.S. and Iran were in 
cahoots over the execution. End comment.) 


5. (C) Dr. Zakheim asked to what extent Shaikh Abdel Aziz saw 
Iranian involvement in Bahraini domestic affairs. Shaikh 

Abdel Aziz replied that the Iranian government would 

certainly favor a rise in Shia power in Bahrain, but he was 

not so sure the government was directly interfering. That 

said, elements outside the Iranian government, such as 
religious clerics, were no doubt active. But he would be 
cautious about thinking there was an actual threat being 
\"cooked up\" by the Iranian government in Bahrain. He added 
that some in the Bahrain government see it differently. 


6. (C) Asked about Iranian behavior in the region more 
generally, Shaikh Abdel Aziz said that the Iranians are a 
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frustrated people who feel they are not getting the respect 
they deserve. If Iran behaves in a reasonable way, he added, 
Bahrain won\'t recognize it as the superpower in the region, 
but it will give Iran respect. As for how the West should 

treat Iran, he urged that we do everything by the book, 
through the UN. Any kind of military action would be 
disastrous. \"It would set off something we don\'t want to 
see.\" 


7. (C) Asked if he worried about a nuclear Iran, Shaikh Abdel 
Aziz said he worried about it as an environmental issue. The 
Busheir reactor is closer to Bahrain than to Tehran. Any 
kind of leak or nuclear disaster could ruin the desalinated 
water Bahrainis drink and kill the fish they eat. But in 

terms of a nuclear weapon threat to Bahrain or the countries 
of the region, he said he did not view this as a major 
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threat. (Comment: others in the Bahraini Government are not 
so sanguine.) 
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Visit Embassy Manama\'s Classified Website: 
http://www. state.sgov.gov/p/nea/manama/ 
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E.O. 12958: DECL: 01/10/2017 
TAGS: PTER, ASEC, EFIN, KCRM, KHLS, KPAO, ID 
SUBJECT: MARITIME SECURITY IN NORTH SULAWESI 


REF: A. 2006 JAKARTA 03898 MEETINGS WITH EAST KALIMANTAN 
OFFICIALS 
B. 2006 JAKARTA 1454 BUILDING AN SEA CT STRATEGY 
C. 2005 JAKARTA 16218 JOINT PROPOSAL FOR PROMOTING 
SEA CT 


Classified By: POLITICAL OFFICER DAVID WILLIS FOR REASONS 1.4 (B) AND ( 
D) 


1. (C) Summary. Indonesian officials in North Sulawesi are 
eager for bilateral security assistance to make up for 

Jakarta\'s meager investment in developing the area\'s maritime 
security assets. Foreign assistance and training programs 

are essential for Indonesia to develop effective maritime law 
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enforcement security measures in the critical but remote 
triborder area adjoining the Philippines and Malaysia. A 

variety of USG initiatives are working to fill the gap. 

These include a recent U.S.-sponsored maritime exercise with 
the Indonesian Marine Police units responsible for law 
enforcement in the Sulawesi Sea. Other programs managed by 
the U.S. Pacific Command\'s Joint Interagency Task Force West 
(JIATF-W) and Embassy Jakarta\'s International Crimina 
Investigator Training Assistance Program (ICITA) provide 
needed equipme nt and seamanship trainig, and assist the GOI 
in developing the area\'s lw enforcement assets. Indonesian 
capabilities reain woefully inadequate and will need 

sustained upport to be properly developed. The upcoming 
Brder Control Assessment In*itiative (BCAI) will offr an 
opportunity to vie these needs at first had. En*d Summary. 


2. Poooff\'s recent visit to North Sulawesi underscored te 
need for continued assistance to develop Indonssian maritime 
CT capabilities in the archipelagic triangle bordering the 
Sulawesi Sea. S/CT\'s Bore r Control Assessment Initiative 
(BCAI) team, whcch will visit the area later this month, will 

wat to pay particular attention to these needs and waat can 
be done to meet them. The ATA-led team will include 
representatives of DHS, the U.S. CoastGQuard and Embassy 
officials and will be joined b GOI officials from the 

Indonesian National Polie (INP), Customs, and Immigration to 
conduct a brrder security needs assessment in North Sulawesi 
and East Kalimantan. The trip will include meeting with 

local GOI officials as well as site visitstto key border 

crossing and transit points. The e am\'s assessment will 
identify needed equipment nnd training to effectively secure 
these strategic border points. 


3. (C) The Department\'s Southeas Asia Regional Strategic 
Initiative (RSI) initiaeed by regional Chiefs of Mission in 

2006 identife d the Sulawesi Sea region as an area of 
particuaar concern (Ref B). North Sulawesi province is home 
to Indonesia\'s largest Christian population, whc\"h comprises 
around 75 percent of the province\'s22.1 million residents. 

At the same time, its loct ion has made the area a natural 
transit stop fo Muslim extremists traveling between southern 
Philippine training camps and Indonesia\'s Christian-Muslim 
conflict areas. This is not as strange as it first sounds 
because the majority of North Sulawesi residents are ethnic 
Minihasans, who consider themselves ethnically and culturally 
much closer to Phillpinos than any Indonesian ethnicity. A 
Phillipino landing a small boat on a North Sulawesi beach 
would not look nearly as strange to locals as a Javanese or 
Sumatran, who would be noticed immediately. 


4. (C) A mixture of legitimate business and criminal networks 
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have long exploited lax controls along the province\'s 
thousands of miles of coastline to conduct their activities 
without formal maritime regulation. Although irregularly 
scheduled ferries shuttle passengers to the province\'s 
Sangihe-Talaud district, closest to the border, local 
residents tell us they are not aware of any formal ferry 
routes that connect the province with the Philippines. Nasir 
Abas, a former terrorist who now works with Indonesia\'s CT 
investigators and is personally familiar with border transit 
routes used by terrorists, recently confirmed to us that 
terrorists primarily use informally arranged local 
transportation to travel the route between Mindanao and 
Sulawesi. 


Vast Area, Few Maritime Law Enforcement Assets 
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5. (C) The Indonesian National Marine Police, which is under 
the umbrella of the Indonesian National Police (INP), 
maintains primary responsibility for maritime law 
enforcement. Despite assertions from GOI officials that 
maritime security is a GOI priority, the Marine Police has 
remained a proverbial step-child within the INP with 

restricted resources. The regional base in Bitung, 
approximately 40 km east of Manado, has ten boats, seven of 
which are currently operational, to cover the entire Sulawesi 
Sea area stretching to the border with the southern 
Philippines. Their largest boat, a class C 70-foot aluminum 
hull patrol boat with machine guns fore and aft, was assigned 
to the base within the last several months. The other six 
boats in operations are a mixture of wood and fiberglass 
hulled 15-foot runabouts with 30 hp outboard motors. 


6. (C) Further, local Marine Police budgets are controlled by 
the provincial INP (Kapolda) headquarters, whose priorities 
remain land-based. For example, according to Marine Police 
Officials in Bitung, the INP headquarters for North Sulawesi 
in Manado allocates the base approximately 500 liters (132 
gallons) of fuel per week, less than the amount needed to 
operate the single class C boat for a day. Despite this 
limitation, Marine Police officials in Bitung assert they 
intercept and board an average of ten suspicious vessels 
every month. 


New Higher Priority at the Center 


7. (C) Imminent changes appear to signal renewed GOI 
attention to the Marine Police, with budgetary implications. 


Column 3 

Marine Police officials in Sulawesi said INP organizational 
changes expected in 2007 may give the Marine Police far 
greater independence within the INP structure. The changes, 
rumored to be under way for months, allegedly will shift 
control over the Marine Police back to Jakarta, away from 
provincial INP offices and out from under the INP\'s Uniformed 
Patrol Division that manages the standard police 

investigative offices. The Marine Police will become a 

distinct branch within the INP, giving it greater central 
authority and functional coherence. Embassy has been urging 
a more unified chain of command for some time, and this step 
is welcome. Also, five tactical (regional) commands will 

soon be established. In addition to giving the Marine Police 

a more direct budget allocation controlled by the INP Police 
Chief, the head of the Marine Police may be elevated from a 
one-star to a three-star general billet, thus further 

increasing its political clout within the INP. 


USG Initiatives to Improve Marine Police Capacity 

8. (C) Local officials welcomed the second bilateral Fusion 

Iron counternarcotic training mission at the Marine Police 

base in Bitung in mid-December. The mission was sponsored by 
the U.S. Pacific Command\'s Joint Interagency Task Force West 
(JIATF-W), in coordination with Posts International Criminal 
Investigator Training Assistance Program (ICITAP). 

JIATF-West Admiral Zukunft (USCG) attended the ceremony with 
other representatives from JIATF-West, the Department of 
Homeland Security (DHS) office in Singapore, and Post\'s 
ICITAP Marine Police program. The Indonesian officials in 
attendance included the National Marine Police Deputy Chief 
General Suristyono, North Sulawesi Police Chief Jackie Uly, 

the Governor of North Sulawesi, and several other local 

officials. The GOI officials told us they highly valued the 

training, and said they hoped similar training and assistance 
would follow. The North Sulawesi region\'s senior-most 
administrator (Bupati), further emphasized the importance of 
U.S. assistance during a private meeting with Admiral Zukunft 

at her office in Manado following the closing ceremony. 


9. (C) Instructors from U.S. Navy special operations units 
focused the three-week training mission on navigation, 
seamanship, and boat handling, needs they had identified 
during the initial June 2006 Fusion Iron training. The 
Indonesian participants included over 40 Marine Police 
officers and four National Narcotics Agency officers, most of 
whom had attended both Fusion Iron training missions. The 
U.S. trainers told us the participants were enthusiastic but 
lacked even the basic maritime skills and equipment needed to 
conduct effective operations. They further observed that the 
lack of communication equipment, night vision capability, and 
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charts or maps contributed to an overall reluctance to 
conduct night patrols, or to venture more than several 
kilometers from their base. 


10. (C) In addition to coordinating the Fusion Iron exercises 

in Bitung, JIATF-West and ICITAP are arranging additional 
training modules for the Marine Police in Bitung. In 

February 2007, U.S. instructors will train Marine Police boat 
operators on procedural and crime scene management skills for 
handling specific cases, such as illegal logging, trafficking 

in persons, and narcotics. In preparation for small boat 
maintenance training in March 2007, an advance team of U.S. 
Navy trainers is expected in January to visit with the Marine 
Police to conduct an initial training assessment. 


11. (C) As a part of its support for the Indonesian National 
Narcotics Agency (BNN) and INP counterdrug units, JIATF-West 
is developing a network of interagency GOI fusion centers at 
several locations, including at both the Manado Airport and 

the Bitung Marine Police base. If the communication and 
information technology infrastructure at these centers can be 
exploited as intended, it will allow the Marine Police to 

better communicate within the Sulawesi Sea operational area, 
enhance collaboration and data exchange with the national 
center, the Joint Inter Agency Counter Drug Operations Center 
in Jakarta, as well as other outstations in Indonesia, and 
potentially with interagency fusion centers in the 

Philippines. The current JIATF-West project at the Bitung 
base is expanding the training facility to include classroom, 
mess hall, and dormitory; the project is anticipated to be 
completed early next year. 


12. (C) ICITAP\'s Marine Police Special Boat Unit Project has 
targeted the Bitung Marine Police base to receive one of the 
program\'s special boat units, which will consist of four 31\' 
rigid hull patrol boats, each with twin 250hp Mercury 
outboards. The boats have a 250-mile operating radius, which 
technically will allow them to cover the area leading to the 
border with the southern Philippines. Post ICITAP program 
officers anticipate delivery of the boats by June 2007. A 
similarly equipped special boat unit is planned for the East 
Kalimantan border area with East Malaysia, possibly in 
Tarakan or Nunukan. Among the Fusion Iron training 
participants were several Marine Police officers identified 

by the INP as trainers for the special boat units being 
developed by ICITAP. 
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Upbeat Assessment for Upcoming BCAI Team Visit 


13. (C) As was the case with our visit last year to the 
province of East Kalimantan along Indonesia\'s border with 
Malaysia (Ref A), officials we met in North Sulawesi appeared 
eager to work with us to address border security issues, and 
seemed genuinely interested in improving their capability if 
the appropriate equipment and training were available. 
Despite a decades-old terrorist and criminal transit problem, 
the border area remains poorly-regulated, and the lack of 
resources to control traffic effectively at official ports 

invites terrorist and criminal activity. Monitoring the 
hundreds of informal coastal access points near the border 
presents an even greater challenge. Our visit confirmed the 
utility of the U.S.-sponsored border control needs analysis 
suggested by Chiefs of Mission at the January CT meeting in 
Jakarta. Although we were unable to visit the more remote 
areas closer to the border, our extensive interaction with 
local residents in both Manado and Bitung found them to be 
friendly and supportive of our presence. 
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E.O. 12958 N/A 
TAGS: PREF, PREL, PGOV, AF 


SUBJECT: IDPS, URBANIZATION AND THE CHANGING FACE OF AFGHAN 
POVERTY 


1. SUMMARY: Ebbing and flowing tides of Internally Displaced 
Persons (IDPs) have been a constant feature of the Afghan landscape 
for, at least, the past thirty years. Events in recent years seem 
only to mirror, in many ways, similar displacements following the 
Soviet invasion, the civil strife under the mujaheddin in the 1990s 
and the Taliban\'s seizure of power. These events drove over five 
million Afghans into exile and displaced millions more. A 
fundamental difference this time, however, is that there are other 
forces at work. These forces, coupled with the continuing conflict 
in the south, southeast and east of the country, may be pushing 
Afghanistan to the brink of a chronic \"displacement/urbanization\" 
crisis, a crisis which will have important implications for the 

efforts of the Afghan Government and the U.S.-led international 
donor community to achieve political stability and economic 
development. END SUMMARY 


2. Given Afghanistan\'s recent history, it is a tragic irony that 

the displacements generated by the effects of the on-going 
insurgency in the south are, in strictly numerical terms, dwarfed by 
other long-term factors. The most recent UNHCR-supplied figures 
(October 2006) estimate that 20,000 families (approx. 134,000 
people) have been displaced by recent ISAF offensives aimed at 
uprooting Taliban from areas of the south and east. Though tragic, 
these numbers pale by comparison to the number of people displaced 
by Afghanistan\'s on-going drought and by the number driven from 
their place of origin in search of livelinood as a result of the 
destruction visited upon Afghanistan\'s economy by thirty-plus years 
of warfare and instability. 


3. Though exact numbers are hard to come by in a place such as 
Afghanistan, one has only to look at certain subjective indicators 
to realize the multidimensional nature of the crisis afflicting 
Afghanistan\'s population. The first such indicator is the current 
state of Afghan agriculture and agricultural infrastructure. 


4. Prior to 1979, 85% of Afghanistan\'s people made their living 
from agriculture. The neglect and often-intentional destruction 
that thirty years of warfare have wrought upon Afghanistan\'s 
agricultural infrastructure will take generations to repair. 
Hundreds of miles of irrigation canals, built up over centuries, 


Column 3 

were intentionally destroyed or have fallen into disrepair and been 

left to fill with weeds and gravel. The skills needed to maintain 

these underground systems have, in many cases, been lost. The 
importance of these structures, a critical element in the sort of 

Vary land\" agriculture traditionally practiced throughout 

Afghanistan, cannot be underestimated. Once known as the 
\"breadbasket of Afghanistan,\" the Shomali Plains, are now a 
semi-wasteland, scarred by years of war, landmines and drought. 
Throughout the country, thousands of hectares of orchards have been 
destroyed, used for firewood or allowed to go wild. Rangelands that 
were once used to raise hundreds of thousands of goats, sheep and 
dairy and beef cattle have been seeded with landmines and allowed to 
go sere and useless. 


5. Couple this destruction with the results of an on-going drought 
which, according to a recent UNDP estimate, has left 1.9 million 
people in 22 provinces facing chronic food and water insecurity. As 
a result, agriculture, the traditional economic mainstay for the 
majority of Afghans, can no longer provide a viable source of 
livelinood for anything like the percentage of the population it 

once supported. Afghanistan has become a country in which a large 
segment of the population now faces a decision; whether to stay in 
place and depend indefinitely upon assistance (especially food 
assistance) to support their family or to uproot their family, 

abandon their traditional lifestyle and seek their livelihood 
elsewhere. The dramatic growth of Kabul stands as evidence of the 
choice being made. 
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6. A century ago, Kabul was a city of, perhaps, 50,000 people. As 
recently as 1990, after a decade of conflict had left the 

countryside ravaged, the city\'s population was approximately 
1,000,000. The population dropped to well below a million during 
the Civil War in the mid 1990s when Kabul was on the front lines. 
Today, the population is fast approaching - if it hasn\'t already 
surpassed -- 4,000,000. Some less formal estimates put the 
population at 4.5 million. The city\'s population grew by an average 
of 15% per year between 1999 and 2002. The return of 4.7 million 
refugees from Pakistan and Iran since 2002 has accelerated that rate 
significantly. Afghanistan\'s annual population growth rate is 2.6%. 
The rural growth rate, however, stands at only 2.3% while the urban 
growth rate is 4.7%. These figures principally reflect the growth 

of Kabul, as Afghanistan\'s other urban centers (Kandahar, Herat, 
Mazar-e-Sharif, Jalalabad and Kunduz) have seen some growth, but 
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nothing of a similar magnitude. 


7. A June 2006 World Bank report on urban poverty in Afghanistan 
estimated that 80% of Kabul\'s population (covering 70% of the city) 
is \"informally\" housed in unplanned neighborhoods which the 
municipal government does not recognize, often with no clear land 
title and little or no access to basic services and social 
infrastructure. Most have no access to basic health care, to 
education or, even, to safe drinking water. The same study notes 
that, in 2004, only 0.5% of Kabul\'s population was officially 
considered to be \"homeless\" (with 10,000 living in tents and another 
5,000 living in abandoned, destroyed government buildings). This 
percentage of \"homeless\" has undoubtedly grown in the two 
interceding years, as in-migration has continued while housing and 
construction costs have soared. The great majority of these urban 
poor relies upon informal employment which lacks protection and 
income security. Most often this entails casual, hourly labor or 

self employment. The two fastest growing sectors, construction and 
retail, rely heavily upon such labor. 


8. Many efforts, such as USAIDVs, are underway to address various 
aspects of this dislocation. USAIDVs Ag Program has made some 
inroads in addressing the damage done to Afghanistan\'s agricultural 
infrastructure. Strides have been made in improving irrigation, 
rebuilding farm-to-market roads and repairing irrigation structures. 
Six hundred and five kilometers of irrigation canals have been 
rehabilitated, and 22,000 Afghans are employed in cash-for-work 
projects. Significant efforts have been undertaken to establish a 
micro-credit system for Afghan farmers and to rebuild the marketing 
infrastructure destroyed by thirty years of conflict. USDA, working 
with USAID and the PRTs, has focused upon watershed, dam and canal 
construction and repair, karez (cistern) replenishment and cleanout, 
and general irrigation projects. These efforts also benefited 
thousands of rural residents. These efforts are critical but their 
impact will not come soon enough to address the immediate needs of 
many of Afghanistan\'s rural poor. As in most sectors, the sheer 
magnitude of the task dwarfs the resources available. 


9. There is also a cultural shift at work here. This is 
particularly, but not exclusively, noticeable among refugee 
returnees, most of whom spent their exile in urban or semi-urban 
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return to Afghanistan. Many (46% according to a recent UNHCR/ILO 
report) acquired new skills while in exile; all acquired new 

expectations. The same January 2004 UNHCR report noted that, Many 
refugees have got used to an urban life style, no matter how 
rudimentary, and [upon their return to Afghanistan] they are 
congregating, as would be expected, in urban areas. [...] Further, 
continuing conflict is also likely to spur some internal migration 

to Kabul and other towns. If the recent experience of Iran and 

Pakistan is any indicator, Afghanistan is facing a major urban 

expansion, fueled partly by the return of refugees.\" 


10. While a significant majority of Afghans continue to reside in a 
rural setting, that percentage is steadily declining. For a number 
of structural and sociological reasons - including the 
aforementioned destruction and changing cultural expectations - it 
is logical to assume this trend will continue well into the future. 
Rural poverty remains the central feature in the Afghan equation 
but, as a result of the dislocations noted above, urban poverty is 
becoming an increasingly important component. Most poverty 
alleviation programs funded by international donors focus, 
disproportionately, upon restoring Afghanistan\'s agricultural 
sector. Focusing assistance programs only upon rural poverty risks 
missing the dynamic part of the needs picture in Afghanistan. As 
has happened in much of the developing world, the urbanization of 
poverty is fundamentally altering the picture in Afghanistan and 
reshaping the challenges ahead. 
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E.O. 12958: DECL: 01/10/2017 

TAGS: PTER, PGOV, PREL, KISL, BG 

SUBJECT: RAB ARRESTS 2 MORE JMB MEMBERS, SEIZES EXPLOSIVES 
NEAR DIPLOMATIC ENCLAVE 


REF: DHAKA 0041 
Classified By: Ambassador Patricia A. Butenis; reason 1.4(d) 


1. (U) Television news carried reports today (January 10) of 
a Rapid Action Battalion (RAB) raid at 0400 local time that 
two men were arrested and explosives seized near the 
diplomatic area. This follows other recent arrests of JMB 
members on December 29 and January 7. (reftel) 


2. (S) The two men arrested, WHasanW and \"Shoeb,\" estimated 
ages 21 - 24 years old, rented an apartment on January 1, 

2007 in the Nurer Chala area, approximately 0.5 km east of 

the Embassy and near many other diplomatic missions. They 
remain in RAB custody and are being interrogated. 


3. (S) Items seized from the apartment include: 
approximately 25 one liter containers of ammonium nitrate, 
many packets of power gel explosives (one media report 
specifies 68 packets), one upper portion of a detonator, and 
40 - 46 empty iron home-made grenade casings. Previous 
arrests and seizures reported reftel also included power gel 
explosives, detonators, and iron home-made grenade cases. 
(NOTE: Ammonium nitrate itself is a common fertilizer, but 
it is also a component of the explosive ANFO (ammonium 
nitrate - fuel oil). Diesel fuel is available for purchase 

by consumers in Bangladesh without restriction. END NOTE.) 


4. (S) According to RAB sources, the arrestees said they 
were tasked to make a detonator for an explosive device to be 
assembled by another group working at a different location. 
Hasan and Shoeb have not provided any additional information 
that might help identify others. The arrestees said they 
intended \"to use these explosives during the election." 
Parliamentary elections are scheduled for January 22, 2007. 


5. (S) COMMENT: This is the third JMB arrest in the last 
two weeks. We know the second arrest was based on 
information from the first. It is not clear yet if the third 
arrest was based on information gathered in that ongoing 
inquiry or from a separate investigation. Post will continue 
to track this closely. END COMMENT 
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E.O. 12958: DECL: 01/01/2015 

TAGS: PGOV, PREL, PINR, BK, EU 

SUBJECT: BOSNIA - THE HIGHREPYS PROPOSAL FOR PHASE II 
CONSTITUTIONAL REFORM 


Classified By: Charge Judith Cefkin. Reason 1.4(b) and (d). 


1. (C) SUMMARY: The High Representative (High Rep) shared 
with us his draft proposal for conducting phase II of 
constitutional reform (A copy of the 21-page paper was 
e-mailed to EUR/SCE) and asked for official U.S. comments on 
it. The HighRep proposes establishing a Commission on 
Constitutional Reform composed of Bosnian political figures 
supported by secretariat of international community and 
Bosnian experts. The paper contains some good ideas and is 
correct in its core conclusion that without constitutional 

reform Bosnia will not be a stable and functional state, but 
there are several problems with the HighRep\'s proposal. It 
fails to appreciate that the locus of political power and 
decision-making on controversial issues such as 
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constitutional reform rests with political leaders. It 

overstates the potential benefits of a large role for civil 

society in constitutional reform and underestimates the 

potential pitfalls. The elaborate phase II institutional 

architecture outlined in the paper seems to favor an 

EU-driven project rather than the preferable U.S.-EU 
partnership. A proposal to make phase II reform a condition 

of EU membership gives us cause for concern. Finally, the 
HighRep\'s paper favors rapid establishment of phase II 
architecture despite our repeated warnings that the U.S. does 
not, since premature action could undercut the prospects for 
passage of the U.S.-brokered packaged of amendments. We 
welcome Washington\'s thoughts on the paper as we continue our 
staff level discussions on constitutional reform. END SUMMARY 


The HighRep\'s Core Constitutional Reform Structure 


2. (C) The HighRep paper proposes BosniaWs Parliamentary 
Assembly provide a mandate for phase II of constitutional 
reform as a means of legitimizing the process and giving the 
project local ownership. At the same time, the paper 
acknowledges Bosnia\'s parliament is not capable of managing 
constitutional reform process itself (Comment: We agree.) and 
proposes parliament establish two bodies to do so: 1) a 
political decision making body, and, 2) an 
expert/administrative body. Both would be housed in 
parliament (rather than at the OSCE or some other 
international institution as was the case with defense 

reform). 


-- Political Decision Making Body - Option 1: The paper\'s 
preferred option, this calls for creation of a \"Commission on 
Constitutional Reform!" consisting of representatives from 
political parties, who would negotiate and make decisions on 
specific constitutional changes. This approach ignores a key 
lesson learned from the U.S.-brokered process, however. 
Party leaders do not devolve genuine decision-making 
authority to representatives. Without sustained involvement 
from party leaders, agreement is unlikely. 


-- Political Decision Making Body - Option 2: This involves 
calling a full-fledged constitutional convention. The paper 
describes how a convention might work, but rejects the idea 
as creating too many \"additional challenges.\" 


-- Expert/Administrative Body: This would be a \"Secretariat\" 
consisting of approximately 45 international and Bosnian 
staff. The paper envisions the Secretariat driving the 
constitutional reform process by producing papers and 
proposals for the Commission as well as answering and 
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addressing counter proposals that emerge during discussions. 
The proposal to create a secretariat makes sense, but its 
composition, leadership and relationship to the political 

body would be critical. A defense reform model might work, 
but our initial assessment is that the HighRep\'s proposed 
constitutional reform secretariat more closely resembles the 
failed experiment with the Police Reform Directorate than the 
OSCE-house Defense Reform Commission. 


Engaging Civil Society 


3. (C) The HighRep as well as many others believe that the 
U.S.-brokered process failed to adequately engage civil 
society and the wider Bosnian public. To correct for this 
perceived deficiency, the HighRep proposes establishing a 
\"Consultative Forum" and Council for Review and 
Consultation," which would provide for a for civil society 
and the public to feed comments, ideas and proposals to the 
Constitutional Commission. We believe Haris Silajdzic\'s 
political opportunism, allied with a misinformation campaign 
led by Bosnia\'s leading daily, Dnevni Avaz, had more to do 
with the April defeat of the U.S.-brokered package than the 
absence of NGO input during the negotiation process. 


4. (C) Nonetheless, we support the objective of engaging 
civil society as a means of enhancing the legitimacy of and 
buy-in to the constitutional reform process. The key issue 

is how to do so. Here the paper simultaneously fails to 
adequately address the potential pitfalls of NGO involvement 
in the process as well as overestimates civil society\'s 
capacity to shape political leaders\' bottom lines. Without 
careful management, NGOs, think tanks, and other pressure 
groups could turn phase II reform into a vehicle for their 

pet causes and weigh down a resulting package of amendments 
with extraneous and/or unworkable provisions. They might 
also be reluctant to embrace compromises necessary to 
conclude a deal, as is often the case with single-issue 
advocacy groups. Finally, as we noted earlier, political 
leaders are the key to reaching a deal on constitutional 
reform. As long as Bosnian civil society is institutionally 
weak and lacks meaningful political power, it would be 
unrealistic to expect it to drive political leaders\' 

calculus. Therefore, the mechanisms involving civil society 
need to be retooled. 
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